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[bookmark: _Toc450506874]Cooperative ITS based on the Internet of Things are advanced systems which, without embodying intelligence as such, aim to provide innovative individual, personalized services relating to different modes of transport and traffic management, to enable users to be better informed and to make safer, more coordinated, and “smarter” use of transport networks. Road operators, infrastructure, individual vehicles, their individual drivers and other road individual users cooperate to deliver the most efficient, safe, secure and comfortable journey. The vehicle-vehicle and vehicle-infrastructure co-operative systems contribute to these objectives beyond the improvements achievable with a stand-alone system. 
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1. [bookmark: _Toc450506878][bookmark: _Toc457671176][bookmark: _Toc29380][bookmark: _Toc28937][bookmark: _Toc6347][bookmark: _Toc311591865][bookmark: _Toc450506879][bookmark: _Toc469497586]Scope
This Recommendation provides a Framework of cooperative Intelligent Transport Systems (ITS) based on the Internet of Things. 
The scope of this Recommendation includes:
· Conceptual framework of cooperative ITS based on the IoT
· Fundamental characteristics of the cooperative ITS based on the IoT
· High-level requirements of the cooperative ITS based on the IoT
· Reference model of the cooperative ITS based on the IoT
Use cases of cooperative ITS based on the Internet of Things are also provided.
2. [bookmark: _Toc17331][bookmark: _Toc1428][bookmark: _Toc4719][bookmark: _Toc311591866][bookmark: _Toc450506880][bookmark: _Toc469497587]References
 [To Be Completed]
3. [bookmark: _Toc19238][bookmark: _Toc24267][bookmark: _Toc8125][bookmark: _Toc311591867][bookmark: _Toc450506881][bookmark: _Toc469497588]Definitions
3.1 [bookmark: _Toc238617652][bookmark: _Toc244748737][bookmark: _Toc306700859][bookmark: _Toc357028584][bookmark: _Toc360060904][bookmark: _Toc387658651][bookmark: _Toc387830820][bookmark: _Toc387854782][bookmark: _Toc387854833][bookmark: _Toc437338718][bookmark: _Toc450506882][bookmark: _Toc469497589][bookmark: _Toc203559043][bookmark: _Toc208564418][bookmark: _Toc29569][bookmark: _Toc21667][bookmark: _Toc17274]Terms defined elsewhere

3.1.1	Internet of Things [ITU-T Y.2060]: A global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving, interoperable information and communication technologies.
NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and privacy requirements are fulfilled.
NOTE 2 – In a broad perspective, the IoT can be perceived as a vision with technological and societal implications.

3.1.2	Multi-Agent System [b-MAS]:  A computerized system composed of multiple interacting intelligent agents within an environment. Multi-agent systems can be used to solve problems that are difficult or impossible for an individual agent or a monolithic system to solve. 
NOTE – Intelligence may include some methodic, functional, procedural approach, algorithmic search or reinforcement learning. Although there is considerable overlap, a multi-agent system is not always the same as an agent-based model (ABM). The goal of an ABM is to search for explanatory insight into the collective behavior of agents (which don’t necessarily need to be “intelligent”) obeying simple rules, typically in natural systems, rather than in solving specific practical or engineering problems. 

 [To Be Completed]
[bookmark: _Toc450506883][bookmark: _Toc469497590]3.2	Terms defined in this Recommendation

Editor’s note: contributions are invited to finalize the definition below:
Cooperative Intelligent Transport Systems (ITS) based on the Internet of Things (C-ITS-IoT): Advanced systems using Internet of Things technologies which aim to provide innovative services relating to different modes of transport and traffic management. These systems enable users to be better informed and make safer, more coordinated, and 'smarter' use of transportation networks. These systems, use: Multi-Agent-System based dialog communications between vehicles, road users and permanently installed infrastructure such as traffic lights or other traffic management and environmental systems using Internet of Things; Spatio-Temporal Data Modelling infrastructure for location based services and navigation services; financial services based on blockchain technology.
Editor’s note: it is needed to link this definition with “ITS”. 


ditor’s note: the following four definitions have been proposed at the Dec 2016 Q2/20 e-meeting but have not been reviewed in detail at that meeting. The first two definitions have been modified at the March 2017 meeting. These definitions require further discussion. Contributions are invited.  

Blockchain: a distributed database that maintains a continuously-growing list of transaction records between two parties in an efficient and verifiable way with inherently resistant to modification of the data. 
NOTE - It consist of data structure blocks - which hold exclusively data in initial blockchain implementations, and both data and programs in some of the more recent implementations - with each block holding batches of individual transactions and the results of any blockchain executables. Each block contains a timestamp and information linking it to a previous block. 
Editor’s note on Blockchain: existing definitions in standardization (if any) should be considered.

mSmart contract: ICT protocols that facilitate, verify, or enforce the negotiation or performance of a contract or that make a contractual clause unnecessary. NOTE 1 - It is also known as Smart property. 
NOTE 2 - Smart contracts usually also have a user interface and often emulate the logic of contractual clauses. Proponents of smart contracts claim that many kinds of contractual clauses may thus be made partially or fully self-executing, self-enforcing, or both. Smart contracts aim to provide security superior to traditional contract law and to reduce other transaction costs associated with contracting. Editor’s note on Smart contract: existing definitions in standardization and legal international singular organization (if any) should be considered.

Smart property: property whose ownership is controlled via the blockchain, using smart contracts. 
NOTE - Examples could include physical property such as infrastructure, vehicles or buildings. Smart property also includes non-physical property like shares in a company or access rights to a remote computer. Making property smart allows it to be traded with radically less trust. This reduces fraud, mediation fees and allows trades to take place that otherwise would never have happened.

Blockchain-based-smart-contracts: a public blockchain infrastructure for the development of information society and support of Internet of Things with programmable transaction functionality. NOTE - It provides a decentralized virtual machine that can execute peer-to-peer contracts using a crypto asset and modular, repeatable, autonomous scripts, which can be used to build applications.

[To Be Completed]
[bookmark: _Toc29948][bookmark: _Toc29730][bookmark: _Toc25904][bookmark: _Toc311591868][bookmark: _Toc450506884][bookmark: _Toc469497591]4	Abbreviations and acronyms
This work item uses the following abbreviations and acronyms:
AHS	Automated Highway System
AIM	Autonomous Intersection Management
BC	Blockchain
BCSC	Blockchain-based-smart-contracts
C-ITS-IoT	Cooperative Intelligent Transport Systems based on the Internet of Things
DCOM	Distributed Component Object Model
DSRC	Dedicated Short Range Communications
D2D	Device-to-Device communication
DD2D	Direct Device-to-Device communication
DFINIBC	Distributed financial infrastructure based on the blockchain
GIS 	Geographic Information System
HLA	High Level Architecture
I-API	Industrial application programming interface
IoT	Internet of Things
MAS	Multi-Agent System
MAS-V2X 	MAS-vehicle-to-everything
SNE	Synthetic Natural Environment
SC	Smart contracts
SP	Smart property
VR	Virtual Reality
ECU     Electronic component unit
VR-ISSV	Virtual Reality Intelligent Simulation System of Vehicles
 
[To Be Completed]
[bookmark: _Toc23008][bookmark: _Toc15708][bookmark: _Toc28606][bookmark: _Toc311591869][bookmark: _Toc450506885][bookmark: _Toc469497592]5	Conventions
[bookmark: _Toc8479][bookmark: _Toc973][bookmark: _Toc17069][To be completed]
[bookmark: _Toc311591870][bookmark: _Toc450506886][bookmark: _Toc469497593]6	Conceptual framework of cooperative ITS based on the Internet of Things
Cooperative ITS based on the Internet of Things (C-ITS-IoT) have the potential to fundamentally change the economy of automotive industry, logistics and transportation, road safety. They can also reduce the cost of infrastructure operation and maintenance, and have ecological and energy impact.
Editor’s note: evolution from centralized architectures of traditional ITS to distributed and decentralized cooperative ITS is for consideration, e.g. as important element of the introduction of the cooperative ITS concept. 
The conceptual framework of C-ITS-IoT consists of 8 layers as shown in Figure 6.1: 
· a strategy layer which provides requirements for 3 dimensions of strategy: government strategy, business strategy and operational strategy;
·  an infrastructure layer supporting the for Multi-Agent Systems infrastructure, Spatio-temporal data modelling infrastructure, distributed and decentralized financial infrastructure based on the blockchain and the IoT infrastructure;
·  a security layer including main roles for safety and security;
·  a business which provides requirements to build a partnerships;
·  a transportation layer including functions required to implement individual and personalized ITS-user-services;
·  a communication layer including identification of communication technologies and systems, which will be used to exchange data required by the transportation layer;
·   an institutional layer which provides structure to the forces specifying requirements and deploying these systems over time.
[image: ]
Figure 6.1 – Conceptual framework of cooperative ITS based on the Internet of Things 

6.1 Details on global and regional ITS and their relationships
Introduction of cooperative ITS based on the IoT for global and regional ITS and their relationships for managing a multi-countries transportation corridors. This complex of global ITS will be logically organized as a distributed network of regional ITS able to interact, negotiate and coordinate decisions. 
[image: ]
Figure 6.1. Logical architecture of Global ITS and Regional ITS’s 
Each ITS based on the IoT will be represented on upper level by its agent which will work as a representative which has ability to negotiate on behalf of this system and provide full control of internal processes. 
Physically global ITS based on the IoT will be organized as an open network-centric architecture of local ITSs. Figure 6.2 below describes relations between peers A-to-C, B-to-C, C-to-D, E-to-D, D-to-F, D-to-G, D-to-H, etc.
[image: ]
Figure 6.2. Open network-centric architecture of local ITS’s
The same open self-similar network-centric architecture (holarchy) will be applied on levels of this global ITS based on the IoT.
This approach is supporting not only “vehicle–to-service” (V2S) but also “vehicle–to-infrastructure” (V2I) and “vehicle–to- vehicle” (V2I) interaction.
The upper system always monitors the down systems behavior and results and may change settings of capacity for them but also negotiate additional resources with their upper systems or coordinate plans with peers.
From the other side down systems inform upper systems on status and results and request additional capacity when required.
For this reason, presented systems may have as typical horizontal but also typical vertical negotiations to coordinate decision between system on one level and between different levels, for example, the upper system may limit capacity for low level for some period of time, etc.
While moving between regions the vehicle needs not only to register but enter the next new C- ITS-IoT system and it requires negotiations for the Vehicle to book slot of time from roads, crosses, etc.
In case of conflicts with other Vehicles the protocol of negotiations takes place and required slot of time can be negotiated to find balance of interests.
As a result, the proposed approach provides radically new features for new generation of C-ITS- IoT based on fully autonomous unmanned vehicles, smart crosses lights and electronic signs which negotiate decisions with clients automatically, etc. 
 [To be completed]

6.1 Overview of the conceptual framework of cooperative ITS based on IoT
Editor’s note: this clause will provide an overview of the conceptual framework of C-ITS-IoT, introducing the layers of the framework. 
The conceptual framework of cooperative ITS will have an open regional multi-level network-centric structure including real time multi-agent schedulers with peer-to-peer communication (Fig. 6.2). NOTE – Details about multi-agent systems are provided in clause 6.3.2.2.2 and Appendix II. 

[image: ]
Figure 6.2 Logical architecture of regional multi-level network-centric structure     
Editor’s note: figure should be further developed for alignment between text and figure.                                 
For example, such structure of C-ITS-IoT could represent a Smart Railways solution consisting of a number of regional approaches for cargo and passenger deliveries. When problem arrives in Region I (London) which can’t be solved internally with the use of its resources (locomotives, wagons, etc) it may require support from neighbors (Manchester), and their neighbors, etc – to solve problem as local as possible and as global as required. 
Physically, such structure could be implemented by service-oriented architecture with enterprise data bus for coordination of decisions.
[image: ]
Figure 6.2.  Physical architecture of regional multi-level network-centric structure
Multi-agent strategic planner and operational schedulers will provide event-driven planning and scheduling for long-period horizon and short period horizons accordingly.
[image: ]
Figure 6.3 Basic horizontal protocol of coordination in multi-level network-centric structure

Basic horizontal protocol of coordination and negotiations in multi-level network-centric structure are shown on Fig 6.3.
Multi-agent schedulers may have different horizontal and vertical negotiations on all levels.
Multi-agent strategic planner and operational schedulers will provide event-driven planning and scheduling for long-period horizon and short period horizons accordingly.
Each planner and scheduler in this scheme will be based on following basic agent classes:
· Order Agent that has to provide the best execution variant of its order using the available resources and providing the best quality, minimal time period of execution and costs. For this reason, it should have access to the knowledge base of the order structure, technology, requirements to drivers, etc.
· Resource Agent that has to ensure the maximal load of its resource considering the knowledge of its specialization, productivity and plan of maintenance.
· Product Agent that has to provide the minimal storage period of a product considering the knowledge of a product structure, locations of storage, etc.
· Task Agent that builds a network of interconnected schedule operations and controls their execution and deadlines, being able to create a demand for the required executor or equipment, materials and instruments, etc.
· Enterprise Agent that has to provide a continuous situation analysis of the system (enterprise) performance and influence the work of other agents, for example, by changing strategies of the above agents.
This approach could be supported by low-level Demand and Supply agents with ability to asynchronically search options on given requirements. The objectives of Demand Agents are to find free time slots of resources to satisfy specific needs. The aim of Supply Agents consists in finding suitable time periods of demands to use the resources. In case of successful search, these agents can sign or revise contracts over the required services at the virtual market: with function of bonuses in case of successful deals or penalties in case of losing objectives, and with possibility to pay compensations for covering loss of positions in schedules during the agents’ negotiations. 
The continuous matching between cooperating and competing demand and supply agents at the virtual market allows to form any complex schedule as a dynamic network of tasks (operations) which is easily changeable in real-time. 
For orders and resources, one can use “shared costs” microeconomics where orders share the costs of using resources.
The aim of Enterprise Agent, a representative of enterprise as a whole, is to ensure maximization of decision value in an enterprise level in the process of demand and supply matching.
On this basis, demand and supply agents in C-ITS-IoT will be continuously self-organized to provide better service level and efficiency of resources and minimize time of delivery and risks.
Ontology–driven Knowledge base will be used for keeping domain-specific knowledge on transportation in computer-readable format, including classes of concepts and relations, for example, types of roads, types of vehicles, trucks and buses, types of journeys, types of parking places, etc. 
The recommended software platforms and solutions will give opportunity to represent and simulate virtual world of transportation - as a mirror of real world.   
The following sub-clauses of clause 6 provide details about the different layers identified in the conceptual framework of cooperative ITS based on the Internet of Things (figure 6.1).  
 

6.2 Communication layer
The main distinguishing communication layer technical dimensions in the conceptual framework of C-ITS-IoT are:
concerning the communication type options:
· IoT based communications;
· short-to-medium range wireless communications for V2X (Vehicle-to-Driver, Vehicle-to-Passenger, Vehicle-to-Cargo, Vehicle-to-Pedestrian, Vehicle-to-Environment);
· moving networks to nearby moving networks communications;
· direct Device to Device communications;
· cellular communications;
· fiber optic communications;
concerning the communication protocol options:
· IP-based network protocol;
· Non-IP based network protocols;
· Vehicle identification number based protocols (e.g. mac-address-likewise vehicle identification);
· Dedicated short range communication protocols (DSRC);
concerning the location of service points options:
· Distributed and decentralized;
· On-Board Units-mobile ITS station;
· On-Road Units-Road ITS station;
· Personal ITS station;
· Road environment ITS station, e.g.traffic signs.

The Communication layer will provide adaptability of C-ITS-IoT as a key feature of the IoT solutions.
Adaptability is the ability to achieve specified goals under conditions of frequent occurrence of unpredictable disruptive events. Adaptability is the key Success Factor for organisations operating in complex environments, such as the Internet-based global market, characterised by frequent occurrence of unpredictable events.
The key principles of adaptability are the following:
1. Principle of Negotiations - To achieve the best matching of a variety of resources to a variety of demands, it is necessary to make allocation decisions by negotiation between Agents representing individual Resources and Agents representing individual Demands. 
2. Principle of Early Warning - To spot the occurrence of Disruptive Events as early as possible it is necessary to have in place dynamic monitoring of changes in the environment.
3. Principle of Real-Time - To construct and maintain a feasible allocation schedule as the problem keeps changing it is necessary to decide how to react to a Disruptive Event before the next one occurs.
4. Principle of Delayed Commitment - To compensate for frequent changes and to gain time for improving the current allocation decision it is necessary to delay the implementation of allocation decisions as long as practical.
5. Principle of Minimal Re-Scheduling - To make changes only to those parts of the schedule that are affected by a Disruptive Event, it is necessary to assign an Agent to every object that may be affected by Disruptive Events.

These principles can be implemented only by employing advanced IoT technology because the scope of the problem and required speed of decision-making is beyond human capabilities and also, conventional schedulers and optimisers cannot handle dynamics of contemporary markets; they are designed to start from scratch whenever a change in data is detected and need hours to find the optimal operating point, which becomes obsolete even before it is computed. To illustrate this point, consider car manufacturing where changes to orders from dealers arrive typically every two hours whilst a state-of-the art ERP system requires 8 hours to compute a new optimal production plan (rather than a plan with only essential modifications).
To make changes only to those objects of the system that is affected one needs to have distributed decision-making with a decision-maker associated with every constituent object that may or may not be affected by disruptive events. Centrally controlled systems simply cannot cope with complexity of the task.
Technology, which is best suited for designing adaptability into software, is knowledge-driven multi-agent technology.
6.2.1 Connectivity of traditional ITS
Editor’s note: this clause will describe connectivity of traditional ITS, which is based on common connectivity technologies
6.2.2 1 Connectivity of C-ITS-IoT 
Editor’s note: this clause will describe connectivity of C-ITS-IoT
The main distinguishing communication layer features in the conceptual framework of C-ITS-IoT:
· Distributed and decentralized infrastructure;
· Connectivity based on direct device-to-device (D2D) communications;
· Moving network to nearby moving network communications;
· Advanced capabilities for identification (mac-address-likewise vehicle identification).
  
6.2.21.1 Distributed and decentralized infrastructure
The main component of the technical means that are part of the C-ITS-IoT, has no permanent location, the cars are moving. Cars are constantly moving, and require the exchange of information with each other, with road signs and communication nodes. The main task of any road is to quickly and safely move the vehicle from point "A" to point "B". The following factors provide:
The indicators contributing to this are:
· The theoretical capacity of a road, such as a wide and narrow street, is very different in terms of the number of vehicles moving;
· Roads that are subject to legal peculiarities;
· Geographical features of the location of the road, for example, in the mountains, in the forest, tunnels under water;
· Non-constant number of moving vehicles, depending on the time of day, holidays and other social factors;
· Weather conditions such as rain, snow, fog;
· The condition of the roadway.
	All these parameters cause the need for a different number of components C-ITS-IoT per unit area. Where you need more items or less. All this contributes to the distributed and decentralized location of the infrastructure


6.2.21.2 Connectivity based on direct device-to-device (D2D) communications
Editor’s note: the following text is proposed for consideration concerning D2D communications: “Device-to-Device (D2D) communication refers to a radio technology that enables devices to communicate directly with each other, that is without routing the data paths through a network infrastructure. 
Potential application scenarios include, among others, proximity-based services where devices detect their proximity and subsequently trigger different services (such as social applications triggered by user proximity, advertisements, local exchange of information, smart communication between vehicles, etc.). Other applications include public safety support, where devices provide at least local connectivity even in case of damage to the radio infrastructure. D2D may even allow users to experience benefits in terms of smaller communication latency, increased data rate and reduced energy consumption.”

6.2.21.3 Moving network to nearby moving network communications
When vehicles are moved in traffic, the exchange of information with each other is essential to ensure road safety. Such parameters of the organization of communication channels as ultra-low latency, low consumption and high bandwidth are priorities in the design of C-ITS-IoT systems.


Using the infrastructure of Telecom operators
	The development of 5g communication technologies contributes to the need for research on the creation and modeling of applications in various systems, including C-ITS-IoT. In order to exchange information between vehicles and ITS, it is necessary to create communication channels and equipment for information processing that facilitate the implementation of tasks.
	One of the models of using this concept is the following:
· The vehicle transmits telemetry information through the transmitter;
· The receiver of the service provider's infrastructure receives the signal;
· Information from the receiver is transmitted to the «cloud» of the operator;
· Computing power solve the problem and transmit the response to the transmitter operator;
· The vehicle receives a signal through the receiver and uses the information to solve the problem.
6.2.2.4 Advanced capabilities for identification
Editor’s note: technologies such as WAVE, MAC-address-likewise etc. are emerging technologies in this field. 

Editor’s note: the following text proposed at the March 2017 Q2/20 e-meeting has not been discussed in detail but is accepted as starting point. Contributions are invited.  
Electronic registration identification of the motor vehicle (for short ERI）, also called vehicle identification, or vehicle electronic license plate, can be used to fulfill the identification and supervision of motor vehicles automatically, non-contacted and non-stopped. For drafting: specification references for ERI should be considered.  
ERI tag is a key intelligent traffic application method of Intelligent Transport Systems based on the Internet of Things to realize traffic information collection by classification, and accurate and dynamic great capacity gathering. The ERI tag and the physical license plate can be unified management and coexistence. 
Compared with the traditional physical license plate, the ERI have the following functions and advantages:
· Anti-fake. Each ERI tag has a global unique ID number which cannot be modified. There is a data area in ERI tag and the information of ID number and license plate and other encryption information can be written into it. It is easy to identify the false license plate or illegal vehicles by checking the ERI tag.
· Anti-borrowing. By checking the ERI tag can identify whether a motor vehicle has right to use the ERI tag. This can ensure the ERI tag, vehicle and driver unified.
· Anti-theft usage. If the license plate is lost or altered, a vehicle can also be identified it’s validity by checking the ERI tag. Also through the method of reporting the loss efficacy of the ERI tag, once a vehicle using the ERI tag can be identified.

6.2.3 Communication scenarios highlighting the communication layer features
Editor’s note: the following figures are for consideration concerning relevant communication scenarios. Further elaboration is expected, including description text and the specific relationship with the features.

[image: ]
Figure 6.4 - In-vehicle communication capability integration
Figure 6.4 shows how communication capabilities are integrated inside a vehicle, by means of several types of equipment components: built-in cellular modules, users’ smartphones, Wi-Fi hotspots, Dedicated Short Range Communications (DSRC).


[image: ]
Figure 6.5 - Moving network to nearby moving network communications
Scalable and interoperable implementations of platooning techniques are based on DSRC or other communication technologies. Figure 6.5 shows in its above picture an example of traffic management interruption because of DSRC unreachability, while in its below picture it is shown the extended coverage of vehicle communications via the usage of other communication technologies. 

 [To be completed]

Editor’s note: it is for consideration to generalize the following scenarios using UAVs to scenarios using non-fixed network nodes, and consider UAVs only as a specific (informational) implementation scenario .  
Scenarios using UAVs

The above listed various communication scenarios can be used to organize the ITS infrastructure. 
One of the used communication technologies – DSRC based on standard IEEE 802.11p [20] - has technical limitation for covered distance (600-1000 meters). In case of lack of connectivity (out of range) it will be problematic to provide communication between cars (V2V use-case) as well as to provide interaction with road infrastructure (V2I use-case) (e.g. to collect traffic data, to notify driver about emergencies on the road etc.). Usage of  UAVs for C-ITS-IoT allows to provide better connectivity.

NOTE - Unmanned systems are associated with a host of terms: Unmanned Aerial Systems (UAS), Drones, Remotely Piloted Aircraft (RPA), Unmanned Vehicle Systems (UVS), and Unmanned Airborne or Aerial Vehicles (UAV) reflecting the variety of system configurations and fields of application. Different sources use UAV or UAS as the preferred term. The “UAV” terminology is based on the ICAO classification [ICAO reference needed here and in bibliography]. 
An unmanned aerial vehicle (UAV) is flown without a pilot onboard and is either remotely and fully controlled from another place (e.g. ground, another aircraft, space) or programmed and fully autonomous [ICAO reference needed]. In all cases of UAV applications, compliance with the legislative framework and alignment with regulatory documents of air traffic control centers in the respective states has to be ensured.



TA temporary air node based on UAV  interacts with vehicles based on DSRC and other technologies allowing the vehicles to access the C-ITS-IoT services. The UAVs may form the air groups, thus creating a network of air nodes  (AdHoc), replacing each other if necessary and providing for an on-going infrastructural network support (Figure 6.6). 
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Figure 6.6. Use of UAVs in C-ITS-IoT

A UAV can be used in C-ITS-IoT for the following purposes:
1. Node for interconnection between the vehicles (V2V use cases);
2. ateway for vehicles’ subnetworks to access the ground infrastructure of C-ITS-IoT 
(V2I use cases).
Other uses are also possible.
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Figure. 
Figure 6.7a shows the use of a UAV as a gateway for accessing the ground infrastructure. In such a case the UAV acts as a “flying router” that provides access to the C-ITS-IoT’s features in the areas where the vehicle cannot contact the C-ITS-IoT ground infrastructure directly. 
Figure 6.7b shows the use of a UAV as a interconnection node for vehicles or a group of vehicles. In such a case the use of a UAV improves the connectivity of the network and increases the range of the vehicles’ interaction within the given C-ITS-IoT infrastructure.
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Figure 6.7a					Figure 6.7b

IThe UAV acts as a standard network node, just as other nodes. The UAV creates the communication channels both with the vehicles (OBU) and with the C-ITS-IoT services. During its flight the UAV can for a long time provide the communication with highly stable channels and the line-of-sight coverage for most of the vehicles because of its altitude. The use of the UAV also allows for a significant increase of the distance of interaction between the network nodes. The range increases because the UAV’s transceiver is much higher above the ground than the OBU equipment, so the signal fades and is absorbed by the surrounding objects and the landscape to a lesser extent.


6.2.4 Value provided to C-ITS-IoT communications by these new communication layer features

For draftingEditor’s note: this clause should be structured according to the communication layer features:
· Distributed and decentralized infrastructure;
· Connectivity based on direct device-to-device (D2D) communications;
· Moving network to nearby moving network communications;
· Advanced capabilities for identification (mac-address-likewise vehicle identification).

The introduction of these new features of C-ITS-IoT, such as D2D communication or moving network communication, are expected to significantly improve the road safety and road traffic management. 

Communication between C-ITS-IoT equipment responsible for avoiding collisions, providing traffic status information, providing obstacles early warning service, etc. and ITS infrastructure provides complex C-ITS-IoT “continuum”.  In case of lack of connectivity to keep the continuum of C-ITS-IoT, UAVs can be used to enhance C-ITS-IoT capabilities.
There is a whole range of problems that may be solved using UAVs as an element of C-ITS-IoT. 
tAs an example, the UAVs may survey the traffic situation (using video analytics and other information) and inform the drivers of the dangers on the road long before they may be discovered by the road users and the C-ITS-IoT services. 

6.3 Transportation layer
Editor’s note: this clause will describe the transportation layer, which concerns the vehicle dynamics rules and estimations on its dynamics
The conceptual framework for a transportation layer point of view will be supported by fully distributed knowledge-based multi-agent platforms and solutions for multi-modal transportation (with no traffic lights in future) based on real time coordination of software agents of infrastructure objects, vehicles and users. 
Examples:
· Multi-agent System
· Agents of Things
· Traffic lights, signs, road markings & roads
· Cars/ trucks buses
· Virtual reality
The conceptual framework for a transportation layer point of view will be supported by fully distributed knowledge-based multi-agent platforms and solutions for multi-modal transportation (with no traffic lights in future) based on real time coordination of software agents of infrastructure objects, vehicles and users. Examples of software agents include:
· Smart Trucks agents – They will plan their routes and schedules and coordinate them with roads, traffic lights and other infrastructure objects.  
· Smart Roads agents – They will know how many cars on the road and what is the capacity, can plan schedules in coordination vehicles and signal that they are overloaded, may forecast their capacity by communication with coming buses, trucks, etc. 
· Smart Buses (Trains, etc.) agents – They recognize citizen and city guests who are planning to go where and who is entering and leaving the bus and communicate with waiting people of stops including booking of seats.
· Smart Stops agents – They recognize how many people are waiting different buses and in what directions they travel and use this information for re-scheduling of public transport.
· Smart Lights agents – They are recognizing and planning coming cars in all directions and help to solve potential traffic jams by coordinated re-scheduling of the time intervals.
· Agents of Smart Phones of Users – They help drivers, citizen and guests to generate routes and schedules, use public transport routes and time tables for navigation via buses and metro, trains, etc.
· Smart Traffic Signs agents – These are electronic signs which include sensors and may take coordinated decisions on restriction of traffic speed, reverse direction of traffic, etc.
· Smart Repayments agents – They are for planning and control of road repayments with the use of distributed financial infrastructure (e.g. based on the blockchain).
The conceptual framework will have holonic (“matreshka-style”) structure: all multi-agent systems are represented by agents on the next high level and will consist from agents of low level.
On all levels the agents support the following types of protocols of communications:
· Initial identification – new agent introduced themselves to all others entering virtual market of C-ITS-IoT and making link to the ontology;
· Call for proposal – request for service (for example, order sends to all trucks in a region);
· Response to proposal – send reply back to request (for example, truck to order);
· Commitment – agree to provide service on request;
· Notification – information on status of progress of order execution;
· Cancel of commitment – in case of unavailability or other reasons.
6.3.1Traffic management of traditional ITS
Editor’s note: this clause will describe traffic management of traditional ITS, which is based on the centralized traffic management systems
6.3.2 Traffic management of C-ITS-IoT
The main distinguishing transportation layer features in the conceptual framework of C-ITS-IoT are:
· Personalized transportation management
· Decentralized traffic management based on Multi-Agent Systems

6.3.2.1	Personalized transportation management
Editor’s note: this clause will describe personalized transportation management by means of personal & mobile ITS stations, road ITS stations and vehicles equipped with sensors. 
[To be completed]

6.3.2.2	Decentralized traffic management based on Multi-Agent Systems
Editor’s note: This clause will describe basic elements of decentralized traffic management based on Multi-Agent Systems. Details on Multi-Agent Systems and approaches for decentralized traffic management based on Multi-Agent Systems are provided in Appendix II.

6.3.2.2.1 Basic concepts of decentralized traffic management	
[To be completed]

6.34.2.2.2 Multi-Agent System overview	
A Multi-Agent System is a computerized system composed of multiple interacting intelligent agents within an environment. Multi-agent systems can be used to solve problems that are difficult or impossible for an individual agent or a monolithic system to solve. 
Although there is considerable overlap, a multi-agent system is not always the same as an agent-based model (ABM). The goal of an ABM is to search for explanatory insight into the collective behaviour of agents (which don't necessarily need to be "intelligent") obeying simple rules, typically in natural systems, rather than in solving specific practical or engineering problems.
Key elements of a multi-agent system are:
· A Knowledge Base, which contains all relevant Conceptual and Factual domain knowledge stored in Ontology and Data Repository, respectively.
· A Virtual World, which contains a Scene, that is, an Instantaneous Network Model of the Real-World Domain that is being modelled, in which every node is a Software Agent.
[image: ]
Fig. 6.84. Empowering Virtual World to manage Real World

The key steps in developing C-ITS-IoT multi-agent systems:

1. Collecting and Organizing Domain Knowledge
The first step of design for adaptability is to collect and organise knowledge on the domain of the real world that is being investigated. The most effective method of representing conceptual knowledge on a complex domain is to construct a network in which nodes are domain Concepts and links are Relations between Concepts. For example, for an airline relevant Concepts include: Ride, Passenger, Vehicle, Driver, Maintenance, Seat Price, Route and Network.  Each Concept is characterised by attributes and rules constraining its behaviour. Such domain knowledge representation is called Ontology. Factual knowledge may be stored in conventional databases.
2. Constructing a Virtual World
The next step is to build a Virtual World, that is, a network model of the real-world domain that is being investigated, consisting of instances of Concepts and their Relations from domain Ontology. For an airline, a Virtual World will be a network in which nodes are Passenger P1, Passenger P2, … Ride R1, Ride R2, … Seat S1, Seat S2, … Vehicle V1, Vehicle V2, … etc., and links are “S1 is allocated to P3”, “V1 is allocated to R2”, etc. Complex systems, such as supply chains of large international organisations, and Virtual Worlds that represent them, may contain millions of objects, attributes, rules and relations. To construct Virtual Worlds for such complex problems one requires powerful multi-agent software tools.
3. Connecting Virtual World to the Real World
The Real World (i.e., a complex situation that is being modelled) is perpetually changing. The changes are represented by the occurrence of Disruptive Events exemplified, in a depot, by: Seat Booking, Ride Departure, Ride Delay, Ride Cancellation, Roadway Closure, Vehicle Failure, etc. The occurrence of every Real Event must be communicated instantly to the Virtual World where an equivalent Virtual Event is created, causing the affected part of the Virtual World to adapt to changes originated in the Real World. Every change (adaptation) of the Virtual World must be communicated to the Real World in time for its implementation.
4. Empowering Virtual World to Manage the Real World in Real Time
An Agent (a computational object) is assigned to every node of the Virtual World with responsibility to maintain its integrity. For example, if a real Vehicle breaks down, its model, a Virtual Vehicle also breaks down. The Vehicle Agent responsible for this node sends messages to Agents of all affected nodes letting them know that this Virtual Vehicle does not exists for a time being.  The message provokes a flurry of activities among affected Agents who try to accommodate the failure by searching for a replacement. As soon as a solution is found, it is conveyed to the Real World for implementation, ensuring that the two worlds co-evolve (change in unison).
5. Investigating Behaviours of the Real World by Experimenting in the Virtual World
Once a suitable Virtual World is constructed in software, it could be used to simulate behaviours of the Real World under different states of its environment, e.g., studying behaviour of a supply chain under varying market conditions.
Types of Events which require re-scheduling in C-ITS-IoT:
· The arrival of new orders;
· Changes or cancellations of orders;
· Changes in driver profiles; 
· Changes in driver status or location;
· Occasional no-shows of clients;
· Occasional failures of vehicles;
· Delays due to traffic congestion, etc.
The adaptability must provide fast reaction on such types of events. 

6.3.2.2.35 Application of Multi-Agent Systems in C-ITS-IoT
Editor’s note: the following clause is currently specific to road scenarios, it has to be generalized. 
In agent-based traffic simulation, the environment is C-ITS-IoT and road network, and the agents are principally vehicles who can affect the agents surrounding them. Control features such as traffic lights could also be modelled using agents. 
The application of multi-agent systems in C-ITS-IoT enables the design of an ad-hoc intelligent transportation system that allows:
· to include all sorts of mobile agents in urban traffic (the universe of discourse);
· to exploit the following properties of the mobile agents for the purpose of collaborative transportation planning in a purely decentralized (peer-to-peer) manner: their intentional mobility, their ability to ad-hoc communicate, their location awareness, and their capacity to transport (as hosts), or alternatively, their desire to be transported (as clients).

7. Interaction layers

6.3.3 Transportation scenarios highlighting the transportation layer features
Editor’s note: this clause will describe some basic elements of transportation scenarios. Details are provided in appendix II.

6.3.4 Value provided to C-ITS-IoT communications by these new transportation layer features
 [To be completed]

6.4 Institutional layer
The Institutional Layer includes the institutions, policies, funding mechanisms, and processes that are required for effective implementation, operation and maintenance of an intelligent transportation system. The Institutional Layer is basic layer because solid institutional support and effective decisions are prerequisite to an effective ITS program. This is where the objectives and requirements for C-ITS-IoT are established. The followings are the levels to be considered for the institutional layer: 
· International level
· Governmental level
· Regional level
· Business level
· Public level
· Private level


 [To be completed] 

6.5 Strategy layer
The strategy layer contains elements responsible for providing of strategy.
Examples:
Government strategy
Government Strategy is the use of resources and power to achieve important goals and social impact
Business strategy
Business Strategy is concerned with the way a business seeks to compete successfully in its particular market
Operational strategy
Operational Strategy is concerned with how different parts of the organisationorganization deliver the strategy in terms of managing resources
6.6 Infrastructure layer
The Infrastructure layer contains elements responsible for providing of Infrastructure solutions.
Mobility infrastructure:
· Cooperative Mobility ecosystem ITS infrastructure;
· Mobility services infrastructure;
Traffic Management infrastructure & Traffic safety and security infrastructure:
· Smart City infrastructure:
· Shared Electric Connected Automated Vehicles Plug-In infrastructure; 
· Multi-Agent Systems infrastructure:
· Heritability: Holarchical and hierarchical
· Spatio-temporal data modelling infrastructure & Geographic Information System; 
· Distributed and decentralized financial infrastructure based on the blockchain;
· Distributed and decentralized infrastructure;
· Blockchain infrastructure;
· IoT infrastructure:
· IoT connectivity infrastructure;
· IoT data processing infrastructure;
· IoT services infrastructure.
6.7	Security layer
Editor’s note: this clause will describe the security layer, which governs the information about IoT security. Contributions are invited.
The security layer contains elements responsible for provisioning of security policies.
Examples of IoT Security Policies include:
· Access Control Policy 
· Application Control Policy
· Antivirus Policy 
· Asset Management Policy 
· Information governance management Policy
· Confidential Information Transfer Policy
· Confidentiality and data protection assurance Policy
· Information security assurance Policy
· Electronic Messaging Policy
· Encrypted Authentication Policy
· Network Connection Policy 
· Payment Policy
· Roles and responsibilities Policy

6.8	Business layer
Editor’s note: this clause will describe the Business layer, which governs the information about business opportunity and rules.
The Business layer describes key elements and business opportunity to achieve the strategy goals.

Business Partnerships
· Business-to-Business interoperability via Industrial API;
· Key elements and business opportunity (to achieve the strategy goals);

Examples:
· Connected mobility ecosystem;
· etc.
6.9	Connected Vehicle layer
The Connected Vehicle layer describes key elements of modern transportation systems.
· Advanced capabilities for identification (mac-address-likewise vehicle identification);
· Unified – Driver / Vehicle / Cargo / Roadside environment blockchain based Identification;
· Plug-in Hybrid Electric Vehicles
· Fuel cells;
· Connected V2X;
· 100% radio visibility;
· Shared Electric Connected Automated Vehicles;
· Semi- autonomous vehicles and fully autonomous vehicles;
· Solid Oxide Fuel-Cell powered Vehicles;
· etc.

7	Characteristics of cooperative ITS based on the Internet of Things
·  The following sub-clauses of clause 7 provide fundamental characteristics of cooperative ITS based on the IoT.
· 
7.1 Characteristics of Strategy layer
Levels:
· Government strategy
· Government Strategy is the use of resources and power to achieve important goals and social impact
· Business strategy
· Business Strategy is concerned with the way a business seeks to compete successfully in its particular market
· Operational strategy
· Operational Strategy is concerned with how different parts of the organisation deliver the strategy in terms of managing resources
Strategy statements should have three main themes:
· the fundamental goals that the organization seeks, which draw on the stated mission, vision and objectives
· the scope or domain of the organization’s activities
· and the particular advantages or capabilities it has to deliver all these
[To be completed]

7.2 Characteristics of Infrastructure layer
Editor’s note: contributions are invited to further elaborate this clause.

The following describes the characteristics of the Infrastructure layer with respect to the 4 infrastructures providing the C-ITS supporting infrastructure functionalities: 

Characteristics of Multi-Agent Systems infrastructure:
· Open
· Fully Distributed and decentralized “System of Systems” (Holarchical vs Hierarchical)
· Self-Organized
· Complexity Solving
· Reactive and Flexible
· High Performance 
· Scalable
· Reliable and Resilient
· Real-time support
· Optimized decision-making
· Autonomous evolution and self-learning
· Centralized distributed intelligence
· Integration of virtual and physical spaces
· Efficient 

Characteristics of distributed and decentralized financial infrastructure based on the blockchain technology:
· Open
· Fully distributed and decentralized
· Socially beneficial data processing support
· High Performance 
· Scalable
· Real-time support
· Efficient 

Characteristics of distributed and decentralized Internet of Things infrastructure
· Open
· Fully distributed and decentralized
· Socially beneficial data processing support
· Scalable
· Real-time support
· Efficient 

Characteristics of spatio-temporal data modelling infrastructure
· Open
· Fully distributed and decentralized
· Self-organized
· High Performance 
· Scalable
· Efficient 

[To be completed]

7.3	Characteristics of Security layer

[To be completed]

7.4 Characteristics of Business layer
Characteristics of Business Partnerships
· Business-to-Business interoperability via Industrial API;
· Key elements and business opportunity (to achieve the strategy goals);

Examples:
· Connected mobility ecosystem
 
[To be completed]
7.5 Characteristics of Connected Vehicle layer
 [To be completed]

7.6 Characteristics of Communication layer

Editor’s note: contributions are invited to elaborate this clause.

The following describes the characteristics of the Communication layer:

Concerning the communication type options: TBC

Concerning the communication protocol options: TBC

Concerning the location of service points options: TBC


7.7 1 Characteristics of Transportation layer

· Open: new systems can be added “on the fly” without system stop and re-booting by auditing their ontological specifications (semantic descriptors) to knowledge base;
· Fully Distributed “System of Systems” (Holarchical vs Hierarchical): all systems work autonomously and trying to adapt themselves to unpredictable events independently but in case of ontological links between systems and coming big events systems may re-negotiate and coordinate plans;
· Self-Organized: system is not pre-programmed and pre-determined, new plans evolve in many interactions between agents of demand and supply, which compete and cooperate on virtual market;
· Complexity Solved: new way of self-organizing of the system of systems gives opportunity take in consideration variety of demands, interconnections between different abstract and physical entities, many criteria, preferences and constraints, high uncertainty and dynamics of demand and supply, etc. – all this factors affect way of traditional decision making for planning and optimization efficiently replacing combinatorial search by negotiations and finding consensus between all parties involved;   
· Reactive and Flexible: system works 24/7 and may quickly and flexibly change plans in case of events by negotiations between affected agents;
· High Performance: all systems work asynchronically and in parallel on one server (in case of low load) or on different servers (in case of high load); 
· Scalable: new global systems could be organized as a network of other systems on all levels, and also, if required, each system can be decomposed to autonomous subsystems in network-centric architecture, as a result, one big scheduler will be replaced by network of smaller schedulers;
· Reliable and Resilient: if one system is broken and down – all other are still working and will adapt behavior adaptively, for example, of road is closed because of terrorist attack – all routes will be re-scheduled in real time;
· Real-time: Smart transportation can support decision making in real time collecting data from different sources in the process of information acquisition, automatic identification, and the transmission of information to the analysis;
· Optimized decision-making: Smart transportation can create high quality coordinated decision and generate plans and direct instructions for transport services with individual respect to clients demands and suppliers;
· Dynamic execution: Smart transportation can control the state of the all processed according to the decisions given by the control system, so as to support stable, safe operation and dynamic adjustment;
· PCX cycle support:  Smart transportation process is constructed according to "perception → analysis → decision → execution and feedback" loop driven by events and information;
· Systematic evolution and self-learning: The structure of smart transportation system is evolving, from the reconstruction of the infrastructure, to the million services for clients. By self-learning, self-organization capabilities, the structure of the transportation system can be adjusted at any time on demand, thus achieving the goal of effective output by optimized resource combination.
· Concentrated and distributed intelligence: Smart transportation enables the physical entities (abstract and physical things) have certain intelligence for decision making that can work in a self-disciplined way and can carry out communication, competition and cooperation with other entities, in the same way that Man and Vehicle can be interconnected.
· Fusion of man and machine: With the development of the man-machine coordinated robots, wearable devices, the fusion of man and machine will involve more applications in transportation system. The machine is an extension of the person's physical, sensory and mental systems, but people are still a key factor in smart transportation systems.
· Integration of virtual and physical spaces: Smart transportation system contains two spaces, physical space made up of machine and man, and cyber space made up of digital models of trucks, services, cargos, etc. In the future, the two spaces will be in deep fusion. On one hand, the forecasting of the things and process status before the actual execution, can undertake verification in the virtual world, on the other hand, the production and processes used, the actual state of the world, can be in a virtual environment in real-time, dynamic and realistic rendering
· Efficient: system is much efficient for clients because takes decisions and provide all services individually in real time - minimizing delays, idle time, capacity overloading, traffic jams, etc. 

7.82. Characteristics of for Institutional layer

The following describes the characteristics of the Institutional layer:

· Characteristics of international level:
· Open
· Characteristics of governmental level:
· Fully distributed and decentralized “System of Systems” (Holarchical vs Hierarchical)
· Optimized decision-making
· Characteristics of regional level:
· Self-organized
· Characteristics of business level:
· Complexity Solving 
· Reactive and Flexible
· High Performance 
· Scalable
· Reliable and Resilient
· Real-time support
· Autonomous evolution and self-learning
· Characteristics of public level;
· Characteristics of private level:
· Centralized or distributed intelligence
· Integration of virtual and physical spaces
· Efficient 

[bookmark: _Toc8440][bookmark: _Toc27450][bookmark: _Toc24733] [To be completed]

Characteristics of for Strategy layer
The strategy layer contains elements responsible for providing of strategy.
· Government Strategy is the use of resources and power to achieve important goals and social impact
· Business Strategy is concerned with the way a business seeks to compete successfully in its particular market
· Operational Strategy is concerned with how different parts of the organization organization deliver the strategy in terms of managing resources
The scientific and political communities in which States are members determine development trends.
· Strategy of regional (Union) integration. 
Union countries or members of regional integration may have common goals and objectives. The creation and implementation of common projects contributes to the development of relations between States and leads to an increase in the resources involved.
Strategy statements should have three main themes:
· the fundamental goals that the organization seeks, which draw on the stated mission, vision and objectives
· the scope or domain of the organization’s activities
· and the particular advantages or capabilities it has to deliver all these

7.3 Characteristics of for Infrastructure layer
The Infrastructure layer contains elements responsible for providing of Infrastructure solutions.
Mobility infrastructure:
· Cooperative Mobility ecosystem ITS infrastructure;
· Mobility services infrastructure;
Traffic Management infrastructure & Traffic safety and security infrastructure:
· Smart City infrastructure:
· Shared Electric Connected Automated Vehicles Plug-In infrastructure; 
· Multi-Agent Systems infrastructure:
· Heritability: Holarchical and hierarchical
· Spatio-temporal data modelling infrastructure & Geographic Information System; 
· Distributed and decentralized financial infrastructure based on the blockchain;
· Distributed and decentralized infrastructure;
· Blockchain infrastructure;
· IoT infrastructure:
· IoT connectivity infrastructure;
· IoT data processing infrastructure;
· IoT services infrastructure.

The following describes the characteristics of the Infrastructure layer with respect to the 4 infrastructures providing the C-ITS supporting infrastructure functionalities: 
Characteristics of Multi-Agent Systems infrastructure:
· Fully Distributed and decentralized “System of Systems” (Holarchical vs Hierarchical)
· Self-Organized
· Complexity Solving
· Reactive and Flexible
· High Performance 
· Scalable
· Reliable and Resilient
· Real-time support
· Optimized decision-making
· Autonomous evolution and self-learning
· Centralized distributed intelligence
· Integration of virtual and physical spaces
· Efficient 

7.4	Characteristics of for Security layer
The security layer contains elements responsible for provisioning of security policies. Examples of IoT Security Policies include:
· Access Control Policy 
· Application Control Policy
· Antivirus Policy 
· Asset Management Policy 
· Information governance management Policy
· Confidential Information Transfer Policy
· Confidentiality and data protection assurance Policy
· Information security assurance Policy
· Electronic Messaging Policy
· Encrypted Authentication Policy
· Network Connection Policy 
· Payment Policy
· Roles and responsibilities Policy
	The objectives of the security level are to ensure the confidentiality, integrity and availability of the processed information. And the main characteristics will be:
· Compliance with privacy policy;
· The fulfillment of the terms integrity;
· The fulfillment of the terms of availability.

7.5	Characteristics of for Business layer
The Business layer describes key elements and business opportunity to achieve the strategy goals.
Business Partnerships
· Business-to-Business interoperability via Industrial API;
· Key elements and business opportunity (to achieve the strategy goals);
Examples:
· Connected mobility ecosystem;
	The main objectives of the business level is the implementation of business tasks. And to describe the characteristics it is necessary to apply the basic parameters of any business project, such as:
· The cost of the project;
· due date;
· Risks;
· content and scope of work;
· The need for new developments and innovations;
· human and material resources involved;
· Legal features at the conclusion of contracts.

7.6	Connected Vehicle layer
The Connected Vehicle layer describes key elements of modern transportation systems.
· Advanced capabilities for identification (mac-address-likewise vehicle identification);
· Unified – Driver / Vehicle / Cargo / Roadside environment blockchain based Identification;
· Plug-in Hybrid Electric Vehicles
· Fuel cells;
· Connected V2X;
· 100% radio visibility;
· Shared Electric Connected Automated Vehicles;
· Semi- autonomous vehicles and fully autonomous vehicles;
· Solid Oxide Fuel-Cell powered Vehicles;
Characteristics of Connected Vehicle layer
· Method of identification;
· Belonging to the type of Autonomous vehicle;
· The possibility of exchange of information.

· [bookmark: _Toc311591874][bookmark: _Toc450506888][bookmark: _Toc469497595]8	High-level requirements of cooperative ITS based on the Internet of Things
High-level requirements of cooperative ITS based on the Internet of Things (this would include, for example, recommendations for standards that will help to reduce the risk of emerging forms of distraction of drivers' attention, thus contributing to traffic safety)

8.1. High-level requirements for Strategy layer
Requirements for Business Partnerships
· Business-to-Business interoperability via Industrial API;
· Key elements and business opportunity (to achieve the strategy goals);

Examples:
· Connected mobility ecosystem
· Strategy heritability (Holarchical or Hierarchical)

8.2. High-level requirements for Infrastructure layer
· :Requirements for Multi-Agent Systems infrastructure:

· Requirements for Spatio-temporal data modelling infrastructure

· Requirements for Distributed and decentralized financial infrastructure based on the blockchain;
· Distributed and decentralized infrastructure;
· Requirements for Blockchain ;
· Requirements for IoT infrastructure
· IoT connectivity
· IoT data processing
· IoT services

8.3. High-level requirements for Security layer
Requirements for Security Policy are as follows:  TBC
Editor’s note: contributions are invited concerning requirements related to the different security policies:   
· Access Control Policy 
· Application Control Policy
· Antivirus Policy 
· Asset Management Policy 
· Information governance management 
· Confidential Information Transfer Policy
· Confidentiality and data protection assurance
· Information security assurance
· Electronic Messaging Policy
· Encrypted Authentication Policy
· Network Connection Policy 
· Payment Gateway Policy
· Roles and responsibilities

8.4. High-level requirements for Business layer
Requirements for Business Partnerships
· Business interoperability via Industrial API
8.5. High-level requirements for Connected Vehicle layer
Editor’s note: the following text proposed at the March 2017 Q2/20 e-meeting has not been discussed in detail but is accepted as starting point. Contributions are invited.  
A C-ITS-IoT can support 2G/3G/4G, short range access networks and other DSRC. 
It supports management of multiple wireless access network protocols and can make optimal use of all these resources to support handover between different types of access networks. One kind of handover is a change of communication interface, and a session will be maintained when a vehicle moves from one station to another using the same access technology. Another kind of handover is reconfiguration or change of the network employed to maintain a session when a moving vehicle switches from one access technology to a different access technology. Both kinds of handovers should be supported.

8.6. High-level requirements for Communication layer

Editor’s note: contributions are invited concerning requirements related to the different technical dimensions of the Communication layer:   
concerning the communication type options:
· IoT based communications;
· short-to-medium range wireless communications for V2X (Vehicle-to-Driver, Vehicle-to-Passenger, Vehicle-to-Cargo, Vehicle-to-Pedestrian, Vehicle-to-Environment);
· moving networks to nearby moving networks communications;
· direct Device to Device communications;
· cellular communications;
· fiber optic communications;
concerning the communication protocol options:
· IP-based network protocol
· Non-IP based network protocols;
· Vehicle identification number based protocols (e.g. mac-address-likewise vehicle identification);
· Dedicated short range communication protocols (DSRC);
concerning the location of service points options:
· Distributed and decentralized;
· On-Board Units-mobile ITS station;
· On-Road Units-Road ITS station;
· Personal ITS station;
· Road environment ITS station, e.g. traffic signs.

Based on the principles of the open systems interconnection (OSI) model for layered communication protocols, cooperative ITS communications based on Internet of Things include at least networking and network access which correspond to the OSI layers 1 to 3.
Communication is an interaction process between or among the two or more things, which defined in ITU-T Y.2060 of ‘thing’: With regard to the Internet of things, this is an object of the physical world (physical things) or the information world (virtual things), which is capable of being identified and integrated into communication networks. With respect to vehicle communications, the ‘thing’ may be referring to motor vehicles, traffic infrastructure, nomadic devices, pedestrians and bicycles, etc.
From a technical point of view, network access may consist of short-to-medium range wireless communication such as legacy dedicated short range communication (DSRC), LTE D2D communications, IEEE 802.11 (part of wireless access in vehicular environments), etc. and the long-distance communications such as cellular communications. Based on the connection mode, there are two kinds of communications: one is wired communication and the other is wireless communication. 
Editor’s note: the focus of the content below of this clause should shift (and maybe re-titled too) to the identification of user level requirements (e.g. latency, throughput etc.) instead of focusing on solution aspects (which will have to consider those requirements) 
Editor’s note: the following content (from C203 of July meeting) has not been discussed in detail and will be reconsidered further in line with the development mentioned in the previous Editor’s note (shift to user level requirements).  
Cooperative ITS are required to support multiple network protocols running independently of each other. 
These network protocols include IP based protocols and Non-IP based protocols as following:
· IP-based network protocol, e.g., IPv4 or IPv6 for Internet connectivity. 
· Non-IP based network protocols. 

Editor’s note: the following text proposed at the March 2017 Q2/20 e-meeting has not been discussed in detail but is accepted as starting point. Contributions  are invited.  
A C-ITS-IoT is required to manage the mobility of the dynamically changing mobile network, and provide access management information base containing the configuration and current status information and be notified when the status of the medium changes.
A C-ITS-IoT is required to provide functions to manage communication session connection/disconnection performing according to the methods specified in the relevant wireless network standards and the sequenced mechanism.
· C-ITS-IoT is required support providing a mechanism or strategy to choose at any time, any place online and preferably communication channels (all access are transparent to applications) under the hybrid network environment. 8.6.1. Network access-related requirements of communications
· [bookmark: _Toc469497598]8.6.1.1 V2X communications
Editor’s note: until greater clarity is achieved in application/platform layering (expected to be described in previous clauses 6 and/or 7), it is difficult to specify V2X requirements in detail. 
Editor’s note: the following material (from C203) has not been discussed in the July meeting – see previous Editor’s note about the need of greater clarity in application/platform layering. 

V2X communications include vehicles communicating with other things to satisfy functions and service requirements of a vehicle. V2X communications include: vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-cloud (V2C), vehicle-to-nomadic devices (V2D), vehicle-to-pedestrians and bicycles (V2P) communications, etc.
· Cooperative ITS are required to support providing a mechanism or strategy to choose at any time, any place a communication network. 
· Cooperative ITS are recommended to support management of multiple wireless access network and can make efficient use of all these resources to support handover between different types of access networks. 
· Cooperative ITS are recommended to manage the mobility of the dynamically changing mobile network, and provide access management information base containing the configuration and current status information and be notified when the status of the medium changes.
V2X communications include the following categorical communications: 
·  Vehicle to vehicle communications
A short range wireless communications link among vehicles (e.g. mobile system to mobile systems). Technologies that could support this communications channel including 5.9 GHz Band Wireless Access in Vehicular Environments (WAVE) / Dedicated Short Range Communications (DSRC), direct Device to Device (D2D) communications without operator of cellular or fiber optic networks, LTE D2D communications, which can be used to communicate locally between vehicles to provide high reliability communications especially if the LTE network has failed for any reason - even as a result of the disaster, etc.
· Vehicle to traffic infrastructure communications
Wireless communications channels can be used for broadcast and interactive close-proximity communications between vehicles and the immediate infrastructure, e.g. Road-side Unit. It supports location-specific and situation relevant communications for ITS capabilities. This communication channel is supported by technologies such as 5.9 GHz Band Wireless Access in Vehicular Environments (WAVE) / Dedicated Short Range Communications (DSRC), direct D2D communications, LTE D2D, Wi-Fi, WiMAX, and wireless mesh networks. 

· Vehicle to backend cloud-based servers/platforms
Long range wireless communications channels can be used for the vehicle and cloud-based servers/platforms communications. In the Vehicle-to-Cloud cases, the interaction occurs through the WWAN (e.g. cellular networks). 
· Vehicle to nomadic devices communications
Wired/wireless communications can be used by vehicle On-Board Unit (OBU) and /or in-vehicle networks to interact with mobile terminals (such as smartphone, smartpad). 

· Vehicle to pedestrians and bicycles communication
Short range communications (e.g. LTE D2D, DSRC) can be used by road users with a mobile device to send out its location to warn drivers. 

· [bookmark: _Toc469497599]Fixed Point - Fixed Point communications
A communication link that provides communications among stationary entities. It may be implemented using a variety of public or private communication networks and technologies. It can include, but is not limited to, twisted pair, coaxial cable, fiber, microwave relay networks, etc. 

8.7. High-level requirements for Transportation layer

· ITS-to-ITS Interoperability (driver agents, arbiter agents, intersection managers etc.)
· C-ITS-IoT shall include the Autonomous Traffic Control function. The Autonomous Traffic Control provides the capability to scalable, safe, and efficiently manages the movement of traffic on streets and highways (e.g. managing autonomous vehicles at intersections, roads and highways). Four functions are provided which are (1) Autonomous Traffic Flow Optimization, (2) Autonomous Traffic Surveillance, (3) Autonomous Control, and (4) Distributed Information providing. This will also include distributed control of network signal systems with eventual integration of freeway control.
8.8. High-level requirements for Institutional layer
Requirements for the Institutional layer are as follows: TBC
Editor’s note: contributions are invited concerning requirements related to the Institutional layer: 
· Requirements of international level:
· Open
· Requirements of governmental level:
· Fully distributed and decentralized “System of Systems” (Holarchical vs Hierarchical)
· Optimized decision-making
· Requirements of regional level:
· Self-organized
· Requirements of business level:
· Complexity Solving 
· Reactive and Flexible
· High Performance 
· Scalable
· Reliable and Resilient
· Real-time support
· Autonomous evolution and self-learning
· Requirements of public level;
· Requirements of private level:
· Centralized or distributed intelligence
· Integration of virtual and physical spaces
· Efficient 
  


[To be completed]
· [bookmark: _Toc311591875][bookmark: _Toc450506889][bookmark: _Toc469497600]
· 9	Reference model for cooperative ITS based on the Internet of Things
Editor’s note: this clause will provide a description of the Reference model for Cooperative Intelligent Transport Systems based on the Internet of Things including its positioning with respect to the Internet of Things reference model described in ITU-T Y.2060. NOTE – Relationship with relevant reference models developed in other organizations will be also considered (i.e. CEN, ETSI, IEEE, ISO, SAE, ETRI as well as national standards organizations).
[To be completed]
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· [bookmark: _Toc468921820][bookmark: _Toc469497601]
· 10	Use-cases for cooperative ITS based on the Internet of Things
Editor’s note: it is for further consideration concerning the use cases for cooperative ITS based on the Internet of Things: 1) if they should be moved to appendixes; 2) the use cases contained in the document are those directly relevant for the document and usually provide only high level description (detailed use case descriptions are expected to be included – with the necessary alignment – in the IoT Use Cases Supplement).  

10.1 Connectivity services 
10.2 Traffic Safety  
Traffic safety use cases consist of C-ITS services with a direct impact on Road Safety. These services coincide with the traditional roadside signage indicating hazardous situations, for instance a sharp corner, a dangerous intersection or a traffic jam further down the road. Traffic safety use cases inform the road user for immediate danger. 
10.3 Financial Services 10.3.1. Electronic Fee Collection
They can offer the possibility of charging road vehicles in a flexible way and allow targeted distributed infrastructure charging policies.
10.3.2. Public transport ticketing 
These services include interoperable electronic toll services, access charging (including congestion charging); electronic and mobile ticketing for public transport, interoperable fare management.
10.4 Automated parking payments
10.5 Microfinance
Microfinance is a source of financial services for entrepreneurs and small businesses lacking access to banking and related services.
10.6 Automatic Incident Detection and Traffic Jam Warning 
Detailed (probe) vehicle information regarding location and vehicle speed can be used to detect sudden braking and other incidents. This information can be directly used to reduce the risk of rear-end collisions by relaying the information to connected vehicles nearby. This information will be used in-car to warn the driver of oncoming dangers. The speed of communication on potential dangers and the fact that the information is very accurate makes it highly effective. 
10.7 Red Light Violation Warning 
The Red-Light Violation Warning service aims to increase drivers’ alertness at signalized intersections in order to reduce the number and/or severity of collisions. The service provides information to the driver before a possible incident occurs and thus can prevent accidents. The service is targeted at warning drivers when they are in danger of violating a red light or when it is probable that another vehicle is going to make a red-light violation. The service will also warn drivers while turning, to give way to possible traffic that are also acting on a green light but are coming from the opposite direction and to give way to crossing pedestrians and/or bicycles that are also acting on a green light. Although the focus of the service is on red light violation, the service also addresses situations involving emergency vehicles as well as the various right of way rules. This makes it possible for emergency vehicles to safely cross the intersection while (legally) running a red light. 
10.8 Road Hazard Warning 
The Road Hazard Warning service aims to reduce incidents by sending drivers warning messages which would raise their attention level, and optionally by providing suggestions on how to react to the hazard. 
The hazards can be static or dynamic. Examples of a static Hazard are a railroad crossing, or swing bridge, whereas dynamic hazards are for example slippery roads, broken down vehicles or ghost drivers. 
10.9. Emergency Vehicle Approaching 
Emergency vehicles can identify themselves and inform other vehicles in the vicinity about its position, direction, speed, etc. The aim of this service is to indicate an emergency vehicle is approaching and to timely give way to the emergency vehicles. This will avoid confusion among drivers and maintain or improve response times for the emergency vehicles.
10.10 Weather Warning 
This service is intended to increase traffic safety with regard to weather situations. The service is aimed at informing road users on critical weather conditions that can have a direct impact on the safety of the road user. Typical situations are, slippery roads, black ice, strong side winds, heavy rain and fog. 
10.11 Emergency Electronic Brake Light 
This service is aimed at making brake-lights more visible for all drivers within dense driving environments, including drivers not directly behind the braking vehicle. The main goal is reducing accidents and rear-end collisions. The service will be activated upon (heavy) braking of a vehicle. The vehicle will send out an EEBL-message (Emergency Electronic Brake Light) and cars/drivers within range are warned of the braking vehicle even before the driver is able to react. A big benefit is that drivers are warned in situations where the braking lights of other cars are not visible. 
10.12 Slow Vehicle Warning 
This service will warn oncoming traffic for slow moving vehicles even when they are not yet in view. By warning the driver in a timely fashion the risk of collision is greatly reduced. Examples of situations in which this service proves its value are slow moving lorries moving uphill and agriculture vehicles in general. 
10.13 Traffic Efficiency 
This set of C-ITS-IoT use cases concentrates primarily on improving the flow of traffic. The service can provide drivers and vehicles with timely updates of the current traffic speed upstream. This information can be used to effectively adjust the advised/mandatory speed limit and thereby harmonize the speed. This way an optimal speed can be maintained with less or no differentiation in speeds resulting in a more efficient traffic flow with less traffic jams, less sudden braking, more capacity and an overall shorter journey time. 
For these services “virtual signs” can be used to extend dynamic signage. These virtual signs can be “placed” anywhere, at any moment when relevant. Because of the virtual nature, costs and manpower are saved. Traffic can be routed with the aid of virtual signs, reducing the cost for physical placement of route guidance signs. It also provides better information as the sign can display more information or even better, only the information needed for specific drivers (e.g. in case it only concerns trucks only truck drivers are informed). All this is done with the use of In-Vehicle Signage. 
10.14 Energy Efficient Intersection Service 
The Energy Efficient Intersection Service aims to reduce energy use and vehicle emissions at signalized intersections. This is done by communication between the intersection controller and vehicles nearby. When approaching an intersection, vehicles receive information on signal timings. This information can be used to reduce lost time before a signal goes to green, drivers can optimize the use of start-stop systems in modern vehicles, and drivers can receive advise on the best approach speed. Furthermore, special vehicles can be given green with priority. This is especially relevant for heavy vehicles, public transport and emergency vehicles. 
The EEIS service is possible because the ‘signal phase and timing information’ (SPaT) is communicated to the vehicle. As a result of the service, it is possible to reduce lost time at intersections and reduce CO2 emissions. 
10.15 Dynamic Speed 
This service is a part of IVS contextual speed. Depending on the road, traffic conditions and time of day the current speed limit can change and differ between vehicle types. The service helps the driver in recognizing what the speed limit is (regardless of time of day or vehicle type). It is also possible to provide temporary speed limits to the vehicle in case of for example, road works or accidents. The service could possibly be used to actively restrict the speed of the car.
10.16 Dynamic Sign information 
Sign information can be displayed dynamically in the vehicle depending on the time, type of vehicle, vehicle load (dangerous goods), etc. This will provide the driver with accurate information directly targeted at him when needed and relevant. Examples are side wind warnings and height restrictions. This service helps the driver to focus on the information he needs to perform his driving task without additional distraction. 
10.17 Network Flow Optimization 
Detailed traffic information can be relayed to the driver to provide a real-time speed advise to harmonize the traffic flow and reduce (smoothen) shockwaves. (shockwave traffic jam, in Dutch “Spookfiles”). By harmonizing the traffic flow there is less risk of traffic jams, rear-end collisions resulting in a more effective use of the road infrastructure and shorter more reliable journey times. 
10.18 AIM (Autonomous Intersection Management)
Autonomous Intersection Management is the intersection control protocol designed for semi- autonomous vehicles and fully autonomous vehicles.
10.19. Incident Management 
In case of unforeseen incidents like accidents, traffic can be warned about the new/temporarily situation like lane closures. In practice this type of use case is identical to the RWW, unplanned (ad-hoc) and short term static, but then used for the protection of emergency services and vehicle salvage after an incident has occurred. The work area might be protected with a TMA. 
10.20. Traffic Information 
These use cases concentrate on providing users with relevant information on their current journey. For example, the user receives optimal route advise taking into account, travel time, max height and widths, possible traffic jams, etc. These services are typically delivered by third-parties. The required data will be transmitted to the service providers. They, in turn, will process the data and deliver accurate and unique traffic information to their customers. 
10.21. Virtual VMSs 
It is possible to display information in-vehicle, as a Virtual Message Sign (VMS) duplicating the roadside VMSs. In addition, it is also possible to display VMS information in situations where there is no physical VMS available. The displayed information can be targeted at every driver specifically based on for example, destination input, time of day or the status of the car.



· [bookmark: _Toc311591876][bookmark: _Toc469497602]Appendix I 	Use cases of Cooperative Intelligent Transport Systems based on the Internet of Things 

Appendix I 	Use-cases for cooperative ITS based on the Internet of Things
Connectivity services 
Traffic Safety  
Traffic safety use cases consist of C-ITS services with a direct impact on Road Safety. These services coincide with the traditional roadside signage indicating hazardous situations, for instance a sharp corner, a dangerous intersection or a traffic jam further down the road. Traffic safety use cases inform the road user for immediate danger. 
Financial Services
Electronic Fee Collection
They can offer the possibility of charging road vehicles in a flexible way and allow targeted distributed infrastructure charging policies.
Public transport ticketing 
These services include interoperable electronic toll services, access charging (including congestion charging); electronic and mobile ticketing for public transport, interoperable fare management.
Automated parking payments
Microfinance
Microfinance is a source of financial services for entrepreneurs and small businesses lacking access to banking and related services.
Automatic Incident Detection and Traffic Jam Warning 
Detailed (probe) vehicle information regarding location and vehicle speed can be used to detect sudden braking and other incidents. This information can be directly used to reduce the risk of rear-end collisions by relaying the information to connected vehicles nearby. This information will be used in-car to warn the driver of oncoming dangers. The speed of communication on potential dangers and the fact that the information is very accurate makes it highly effective. 
Red Light Violation Warning 
The Red-Light Violation Warning service aims to increase drivers’ alertness at signalized intersections in order to reduce the number and/or severity of collisions. The service provides information to the driver before a possible incident occurs and thus can prevent accidents. The service is targeted at warning drivers when they are in danger of violating a red light or when it is probable that another vehicle is going to make a red-light violation. The service will also warn drivers while turning, to give way to possible traffic that are also acting on a green light but are coming from the opposite direction and to give way to crossing pedestrians and/or bicycles that are also acting on a green light. Although the focus of the service is on red light violation, the service also addresses situations involving emergency vehicles as well as the various right of way rules. This makes it possible for emergency vehicles to safely cross the intersection while (legally) running a red light. 
Road Hazard Warning 
The Road Hazard Warning service aims to reduce incidents by sending drivers warning messages which would raise their attention level, and optionally by providing suggestions on how to react to the hazard. The hazards can be static or dynamic. Examples of a static Hazard are a railroad crossing, or swing bridge, whereas dynamic hazards are for example slippery roads, broken down vehicles or ghost drivers. 
Emergency Vehicle Approaching 
Emergency vehicles can identify themselves and inform other vehicles in the vicinity about its position, direction, speed, etc. The aim of this service is to indicate an emergency vehicle is approaching and to timely give way to the emergency vehicles. This will avoid confusion among drivers and maintain or improve response times for the emergency vehicles.
Weather Warning 
This service is intended to increase traffic safety with regard to weather situations. The service is aimed at informing road users on critical weather conditions that can have a direct impact on the safety of the road user. Typical situations are, slippery roads, black ice, strong side winds, heavy rain and fog. 
Emergency Electronic Brake Light 
This service is aimed at making brake-lights more visible for all drivers within dense driving environments, including drivers not directly behind the braking vehicle. The main goal is reducing accidents and rear-end collisions. The service will be activated upon (heavy) braking of a vehicle. The vehicle will send out an EEBL-message (Emergency Electronic Brake Light) and cars/drivers within range are warned of the braking vehicle even before the driver is able to react. A big benefit is that drivers are warned in situations where the braking lights of other cars are not visible. 
Slow Vehicle Warning 
This service will warn oncoming traffic for slow moving vehicles even when they are not yet in view. By warning the driver in a timely fashion the risk of collision is greatly reduced. Examples of situations in which this service proves its value are slow moving lorries moving uphill and agriculture vehicles in general. 
Traffic Efficiency 
This set of C-ITS-IoT use cases concentrates primarily on improving the flow of traffic. The service can provide drivers and vehicles with timely updates of the current traffic speed upstream. This information can be used to effectively adjust the advised/mandatory speed limit and thereby harmonize the speed. This way an optimal speed can be maintained with less or no differentiation in speeds resulting in a more efficient traffic flow with less traffic jams, less sudden braking, more capacity and an overall shorter journey time. 
For these services “virtual signs” can be used to extend dynamic signage. These virtual signs can be “placed” anywhere, at any moment when relevant. Because of the virtual nature, costs and manpower are saved. Traffic can be routed with the aid of virtual signs, reducing the cost for physical placement of route guidance signs. It also provides better information as the sign can display more information or even better, only the information needed for specific drivers (e.g. in case it only concerns trucks only truck drivers are informed). All this is done with the use of In-Vehicle Signage. 
Energy Efficient Intersection Service 
The Energy Efficient Intersection Service aims to reduce energy use and vehicle emissions at signalized intersections. This is done by communication between the intersection controller and vehicles nearby. When approaching an intersection, vehicles receive information on signal timings. This information can be used to reduce lost time before a signal goes to green, drivers can optimize the use of start-stop systems in modern vehicles, and drivers can receive advise on the best approach speed. Furthermore, special vehicles can be given green with priority. This is especially relevant for heavy vehicles, public transport and emergency vehicles. 
The EEIS service is possible because the ‘signal phase and timing information’ (SPaT) is communicated to the vehicle. As a result of the service, it is possible to reduce lost time at intersections and reduce CO2 emissions. 
Dynamic Speed 
This service is a part of IVS contextual speed. Depending on the road, traffic conditions and time of day the current speed limit can change and differ between vehicle types. The service helps the driver in recognizing what the speed limit is (regardless of time of day or vehicle type). It is also possible to provide temporary speed limits to the vehicle in case of for example, road works or accidents. The service could possibly be used to actively restrict the speed of the car.
Dynamic Sign information 
Sign information can be displayed dynamically in the vehicle depending on the time, type of vehicle, vehicle load (dangerous goods), etc. This will provide the driver with accurate information directly targeted at him when needed and relevant. Examples are side wind warnings and height restrictions. This service helps the driver to focus on the information he needs to perform his driving task without additional distraction. 
Network Flow Optimization 
Detailed traffic information can be relayed to the driver to provide a real-time speed advise to harmonize the traffic flow and reduce (smoothen) shockwaves. (shockwave traffic jam, in Dutch “Spookfiles”). By harmonizing the traffic flow there is less risk of traffic jams, rear-end collisions resulting in a more effective use of the road infrastructure and shorter more reliable journey times. 
AIM (Autonomous Intersection Management)
Autonomous Intersection Management is the intersection control protocol designed for semi- autonomous vehicles and fully autonomous vehicles.
Incident Management 
In case of unforeseen incidents like accidents, traffic can be warned about the new/temporarily situation like lane closures. In practice this type of use case is identical to the RWW, unplanned (ad-hoc) and short term static, but then used for the protection of emergency services and vehicle salvage after an incident has occurred. The work area might be protected with a TMA. 
Traffic Information 
These use cases concentrate on providing users with relevant information on their current journey. For example, the user receives optimal route advise taking into account, travel time, max height and widths, possible traffic jams, etc. These services are typically delivered by third-parties. The required data will be transmitted to the service providers. They, in turn, will process the data and deliver accurate and unique traffic information to their customers. 
Virtual VMSs 
It is possible to display information in-vehicle, as a Virtual Message Sign (VMS) duplicating the roadside VMSs. In addition, it is also possible to display VMS information in situations where there is no physical VMS available. The displayed information can be targeted at every driver specifically based on for example, destination input, time of day or the status of the car.This Appendix provides use cases of C-ITS-IoT. 

I.1 Basic scheme for use cases 
Editor’s note: the following scheme needs further discussion.  
A basic scheme for use cases is shown in Figure I.1, with the following key elements: 
· Functionality of Head Unit, including status check of UCUs, Log collection, verification of update module;
· Diagnosis of on-board devices, including status check of ECUs, Log collection, Verification of update module;
· Communication mechanisms between vehicle and manufacturer / garage, including encryption and authentication;
· Functionality of server;
· Value chain, including Supplier, Manufacturer and Garage.
[image: ]

Figure I.1 Basic scheme for use-cases

Editor’s note: the following use cases are for further consideration in this Appendix:  
· Floating cars (traffic state probes) to capture/relay real-time traffic information for congestion detection
· Variable Message Signs with road state information for congestion detection/route guidance 
· Ramp Metering for regulating the traffic flow by metering the desired lane for congestion prevention 
· Congestion pricing (on busy roads) for traffic flow regulation and decongestion
· VMS with dynamic lane assignments for congestion avoidance 
· Probe-cars considering historic traffic data for congestion prediction 
· Time spatial imagery for congestion detection using TV video images
· Integrated Urban Traffic Control and autonomous navigation systems (route and speed assistance) for congestion avoidance
· [bookmark: _Toc469497603]
Appendix II – Details on Traffic simulation 
· Editor’s note: the following text provides content for consideration in this Appendix, and it is provided here to invite contribution. It has not been discussed at this May meeting.  
· Traffic simulation provides a flexible, effective and safe way to research innovative concepts and applications. Virtual Reality (VR) technology and Multi-Agent System (MAS) are increasingly being used in transportation system, especially for traffic simulation. 
· Components overview:
· Intelligent agents: agent.road, agent.vehicle, agent.roadside infrastructure, agent.traffic-light, agent.people etc.
· Distributed Artificial Intelligence
· proactive vehicle re-routing algorithm
· Collaborative transportation planning in a purely peer-to-peer manner 
· Traffic flow simulation (e.g. Virtual reality traffic simulation)
· Traffic Simulation Integrated Environment (3 environments: air, rail & road, maritime)
· Infrastructure Based Multi-Agent Systems Approach 
· Evolutionary Algorithm Based Model
· Machine Learning Models
· Multi-Layered Multi-Agent System Models
· Mobile Agent Models
· Knowledge Based Models
· In-vehicle Control Based Multi-Agent Systems Approach
· Bio-Inspired Techniques
· Driver Behaviour based Models
· Decision Tree Based Induction Techniques
· Intervehicular Communication Techniques
· Hybrid Multi-Agent Systems Based Approach
· Bio-Inspired Techniques
· Multi-Layered Multi-Agent System Approach
· Fuzzy Logic Based Multi-Agent System Technique
· II.1 Components overview
· II.2 MAS Approaches
· II.2.1 Infrastructure Based MAS Approach
· In the Infrastructure based MAS approach, the core agent software modules incorporated in the roadside infrastructure provide traffic guidance. This approach primarily involves regulation of the traffic flow (e.g. at signals and intersections). Here, the optimisation of traffic signals can result in free-flowing traffic with minimum oscillatory (stop- go) movements and stoppages. In this approach, information is exchanged amongst (neighbouring) infrastructure agents to adapt the signal timings and traffic control policies while also offering a global view of the traffic network.
· 1) Evolutionary Algorithm Based Model
· Hoar et al. in propose a MAS-based evolutionary algorithm which draws inspiration from peculiar self- organising behaviour of Ants. This bio-inspired approach models cars as ants and is based on swarm voting and evolutionary search algorithm. In swarm voting, a vehicle votes against a traffic signal which causes idling. 
· 2) Machine Learning Models
· А Machine Learning approach in which an action taken by the agent is evaluated for its efficiency in terms of reducing the wait time (at signals) or improving speed. Based on this evaluation an agent is given feedback in the form of a reward or penalty. In successive steps the agent gradually learns and maximises the reward resulting in an optimum traffic signal control policy. 
· 3) Multi-Layered Multi-Agent System Models
· In the Multi-Layered Multi-Agent System Models, the traffic control and coordination responsibility is distributed amongst various levels of agents in the hierarchy. The Urban Traffic Control (UTC) technique in consists of Roadside Agents (RSA), Intelligent Traffic Signalling Agent (ITSA) and Authority Agent (supervises and controls several ITSAs). Using the roadside information (collected by RSA) ITSA devises traffic control strategies and estimates the traffic state. ITSAs are capable of resolving conflicts via cooperation and negotiation.
· 4) Mobile Agent Models
· Mobile agents (as self-contained software modules) have the capability to migrate (transfer) to the desired destination in a geographically distributed traffic network and execute in its current (local/migrated) environment. This reduces its dependency on the communication network. Mobile agents can effectively deal with the dynamic traffic environment by executing the most recently updated traffic control. The approach consists of a City agent, Area agents, Intersection and Ramp agents. The Area Agent does short term forecasting based on traffic data and devises a control strategy for every Intersection and Ramp agent. The City Agent does long term forecasting (based on the traffic status information sent by the Area Agent). The control (mobile) agents consisting of control algorithms are generated by the City agents and dispatched by the Area agent to the lower- level agents for execution.
· 5) Knowledge Based Models
· The knowledge based agent models complement the traffic control systems with more strategic, high-level control methods for route/traffic load estimation, management of conflicting control objectives and selection of congestion management technique. The approach, with decentralised control, makes incremental adaptations and reuses the previous global plan.
· II.2.2 In-vehicle Control Based MAS Approach
· In the In-vehicle control based approach the core agent software modules are incorporated into the on-board units of the vehicles. These agents perceive the route information obtained from the in-vehicle based sensors/statistical database/road-side infrastructure agents and propose appropriate control measures. 
· 1) Bio-Inspired Techniques
· MAS based techniques such as ant pheromone, honey-bee foraging, fish schooling and bird flocking are inspired from the peculiar features of species (ants, honey-bees, fish, birds), such as self-organisation, finding shortest path to their food sources and using a path trail as a signalling mechanism. These techniques aid in traffic flow forecasting, estimation of congested route and, traffic organisation with indirect communication and best route selection. Analogous to Ants finding the shortest path between nest and food by depositing a chemical substances (pheromones) of varying intensities, the ant- pheromone technique proposed in, involves vehicles depositing digital pheromone (such as speed and acceleration). The pheromones are collected by each of the road segment specific pheromone engines (infrastructure nodes). The navigation component in the vehicle collects this integrated information from the engine to build a dynamically weighted network graph depicting the areas and levels of congestion. 
· 2) Driver Behaviour based Models
· The driver behaviour models described suggest that drivers choose their route not only based on the travel guidance information but also based on their cognition. These approaches consider driver preferences or driver satisfaction level for route planning. The driver behaviour model framework, consists of the Perception Unit, Emotions Unit, Decision-Making Unit (DMU) and Decision Implementation Unit (DIU). The Perception Unit perceives the environment (speed of the neighbouring vehicle, average speed, etc.) and converts it into fuzzy input. The Emotions Unit uses this input, past history and model demeanour to evaluate the status of driver's satisfaction level. The DMU analyses the environment and makes decisions based on this status to improve the driver’s level of satisfaction. The DIU implements the resulting decision at the operational level.
· 3) Decision Tree Based Induction Techniques
· Using of decision trees for traffic state prediction. A node in a decision tree evaluates an attribute in the data set to determine the path to be followed. Context Aware congestion estimation approach in makes use of historic and real-time context attributes (such as day of the week and time of the day) and decision trees to predict the traffic state. In case of absence of (stationary/mobile) sensors, this technique uses historical information to predict traffic state. The simulation results revealed that the prediction accuracy increased with the number of context attributes. 
· 4) Intravehicular Communication Techniques
· The agent based approach demonstrates the effect of a single intelligent car over the single lane traffic. It involves inter-vehicular wireless communication wherein the intelligent car adjusts its speed as per the surrounding vehicles. Simulations were carried out with varied number of cars and with/without the intelligent car. The simulations revealed reduction in oscillatory movement of the traffic and also an increase in the mean speed, thereby demonstrating the potential to reduce traffic jams.
· II.2.3 Hybrid MAS Based Approach
· In this approach the core agent software control logic is incorporated inside the vehicle (on-board unit) as well as in the road infrastructure unit, where both possess the intelligence to formulate traffic control policies and are actively involved in traffic management.
· 1) Bio-Inspired Techniques
· In the Delegate MAS technique, the vehicle agents generate exploration ants (agents) to traverse the virtual road network and gather information on the routes. The vehicle agent then chooses a particular route which satisfies the driver preference to either minimise travel distance or wait time or both. The intention ants not only convey to the intersection agent the time a vehicle would require for arriving at that intersection but also get the queuing time information and accordingly make a booking for the vehicle at the intersection. In this approach, the control is distributed between the vehicle agent which chooses the initial route, and the infrastructure agents which performs smart processing and predicts the queuing time (based on the future load). Simulations revealed promising results for condition where equal preference was given to reduction in travel distance and wait time. 
· 2) Multi-Layered MAS Approach
· Braess Paradox arises due to common traffic information used for guiding the vehicles and lack of communication and coordination between the vehicles and central infrastructure. The solution to Braess Paradox proposed consists of Traffic Management Centre (TMC) agent, Traffic Guidance Center (TGC) agent and the In-vehicle information System (IVIS) agent. The TMC agent offers a system optimum (SO) solution for optimum use of the road network (even distribution of vehicles on different routes by offering different guidance routes). The IVIS computes a user optimum (UO) route based on the driver’s preferences and conveys it to the TGC agent. The TGC agent coordinates between the IVIS and the TMC to ensure that route choice and capacity allocation satisfies SO and UO. The simulation results showed reduction in the degree of saturation with this approach (post-coordination) and recorded an increase in the driver satisfaction. 
· 3) Fuzzy Logic Based MAS Technique
· The Road Supervision based on Fuzzy Multi-Agent System (RoSFuzMAS) approach consists of a City Agent, Road-side Agent (RSA) and Intelligent Vehicle Agent (IVA) and uses a hierarchical fuzzy inference engine for optimal route computation. The RSA computes the Path Flux Index (PFI) based on the traffic index of each route and the route length. The fuzzy control model gives the route choice based on the route preference computation (weak/strong) and fuzzy representation of PFI. The route preference is based on various criteria such as roadwork information and time of day. The simulations revealed that RoSFuzMAS equipped vehicles achieved better network management as compared to the non-equipped vehicles in choosing the optimal route by accounting for environmental factors, vehicle states and driver preferences. 
· [bookmark: _Toc449281010]
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· [bookmark: _Toc450506890][bookmark: _Toc469497604]Appendix IV – Published specification and ongoing ITS related work items in ITU
· Editor’s note: this list is provisional. 
· 
	· Sector
	· Specification name
	· Type of work item
	· Subject/title
	· Study Group

	· ITU-T
	· Y.IoT-ITS-framework
	· Recommendation
	· Framework of cooperative Intelligent Transport Systems based on the Internet of Things
	· Q2/20

	· ITU-T
	· HSTP-CITS-Reqs
	· Technical papers and tutorials
	· Global ITS communication requirements (Version 1)
	· Q27/16

	· ITU-T
	· Y.2281
	· Recommendation
	· Framework of networked vehicle services and applications using NGN
	· Q12/13

	· ITU-T
	· P.1100
	· Recommendation
	· Narrowband hands-free communication in motor vehicles
	· Q4/12

	· ITU-T
	· P.1110
	· Recommendation
	· Wideband hands-free communication in motor vehicles
	· Q4/12

	· ITU-T
	· P.1140
	· Recommendation
	· Speech communication requirements for emergency calls originating from vehicles
	· Q4/12

	· ITU-T
	· P.1130
	· Recommendation
	· Subsystem requirements for automotive speech services
	· Q4/12

	· ITU-T
	· F.749.1
	· Recommendation
	· Functional requirements for vehicle gateways
	· Q27/16

	· ITU-T
	· F.VGP-REQ
	· Recommendation
	· Service and functional requirements of vehicle gateway platforms
	· Q27/16

	· ITU-T
	· P.carSFS
	· Recommendation
	· Super-WideBand (SWB) and FullBand (FB) stereo hands-free communication in motor vehicles
	· Q4/12

	· ITU-T
	· P.UIA
	· Recommendation
	· User interface requirements for automotive applications
	· Q4/12

	· ITU-T
	· F.AUTO-TAX
	· Recommendation
	· Taxonomy for ICT-enabled motor vehicle automated driving systems
	· Q27/16

	· ITU-T
	· G.SAM
	· Recommendation
	· Mechanisms for managing the situational awareness of drivers
	· Q27/16

	· ITU-T
	· G.V2A
	· Recommendation
	· Communications interface between external applications and a Vehicle Gateway Platform
	· Q27/16

	· ITU-T
	· H.VGP-ARCH
	· Recommendation
	· Architecture of vehicle gateway platforms
	· Q27/16

	· ITU-T
	· X.itssec-1
	· Recommendation
	· Secure software update capability for Intelligent Transportation System communications devices
	· Q6/17

	· ITU-T
	· X.itssec-2
	· Recommendation
	· Security guidelines for V2X communication systems
	· Q6/17

	· ITU-R
	· M.1453
	· Recommendation
	· Intelligent transport systems - Dedicated short range communications at 5.8 GHz
	· SG5

	· ITU-R
	· M.1890
	· Recommendation
	· Intelligent transport systems - Guidelines and objectives
	· SG5

	· ITU-R
	· M.1452
	· Recommendation
	· Millimetre wave vehicular collision avoidance radars and radiocommunication systems for intelligent transport system applications
	· SG5

	· ITU-R
	· M.2057
	· Recommendation
	· Systems characteristics of automotive radars operating in the frequency band 76-81 GHz for intelligent transport systems applications
	· SG5

	· ITU-R
	· M.2228
	· Report
	· Advanced intelligent transport systems (ITS) radiocommunications
	· SG5

	· ITU-R
	· M.2084
	· Recommendation
	· Radio interface standards of vehicle-to-vehicle and vehicle-to-infrastructure communications for Intelligent Transport System applications
	· SG5

	· ITU-R
	· R-HDB-49
	· Handbook
	· Land Mobile (including Wireless Access) - Volume 4: Intelligent Transport Systems
	· SG5

	· ITU-R
	· M.[ITS-USAGE]
	· Report
	· Intelligent transport systems (ITS) usage in ITU Member States
	· SG5
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