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Spearheading Internet technology and policy development in the African Region 



IP Addressing: IPv4  and IPv6

Adiel A. Akplogan, CEO, AfriNIC
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Kampala, September 21st 2009
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Questions:

What is an IP address and what do they do? 

What are the differences between IPv4 and IPv6? 

What is the role of regional Internet registries (RIRs)? and 

the opportunities for human capacity development and training 
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Internet Identifiers

		Name resources: 



Names – Names used to access the Internet

gTLDs: Generic Top level domains (.com, .net, info, .org, .int …etc)

ccTLD: Country code Top level domain management (.ci, .za, .gh, .ly, .fr, .ru, etc….)



		Number resources:



IP addresses – Unique number identifiers of equipments on the Internet. 



ASN – Unique identifier of networks falling under unique management with a unique routing policy.
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How the Internet uses IDs

My laptop

www.afrinic.net

DNS
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How the Internet uses IDs

My laptop

DNS







   

   Who is www.afrinic.net











       196.216.2.1

       2001:42d0::200:80:1

www.afrinic.net
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How the Internet uses IDs

My laptop

2001:0C00:8888::1

DNS







   

   Who is www.afrinic.net











       196.216.2.1

       2001:42d0::200:80:1

 www.afrinic.net

2001:42d0::200:80:1
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IP Addresses vs. Domain Names

		IP Address [Identifier] 



“Computer-friendly” 

Unique number identifies computer on Internet

Used for routing



 Name [Reference]

“People-Friendly” 

Maps host name to unique IP address 

Not used for routing



	IP addresses are mandatory for Internet Protocol communications (routing), while domain naming facilitates communication and accessibility of the Internet to the end users.
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Identifiers Management Regime

		The common practice  in Internet community is to separate the management of the two types of resources.





IP address and ASN 

are managed regionally by Regional Internet Registries (RIRs) for technical reason (routing). 5 Registries operate today for  5 regions – AfriNIC, APNIC, ARIN, LACNIC and RIPE NCC.



Domain names: 

gTLD are managed by accredited organizations (registries) around the world. No regionalization and main criteria used are stability and business model for sustainability.

ccTLD are managed by local ccTLD registries accredited by local community including governments. They are in most of the case tied to local policies.
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Few more characteristics 

of IP addresses 



		Necessary for Internet Routing



		A finite “Common Resource”



		Never “owned” by address users



 Are not property

Cannot be bought, sold, traded …

Provided on non-permanent basis for use

Returned to provider when no longer required
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How to identify IP addresses?

		IPv4: 32-bit* number. Written in Dotted Decimal Notation





205.150.58.7



4 billion different addressable hosts



		IPv6: 128-bit* number. Written in Hex Decimal Notation





2001:0503:0C27:0000:0000:0000:0000:0000



16 billion billion addressable networks (/48)
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How IP addresses are distributed

…
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*
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How Are IP Addresses Provisioned?

Community Establishes Criteria

Through Policy Development Process
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Aggregate

Conserve

Unique

Neutral

Consistent

Impartial

Policy Objectives

Administration Principles

Fair

Guiding principles in Managing IP Addresses
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How are IP management 

policies defined?

APNIC

ARIN

LACNIC

RIPE NCC

AfriNIC

ICANN IANA

ASO

Global Policy

Regional policy

Facilitators
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Policy Development process

OPEN

TRANSPARENT

‘BOTTOM UP’

NO Accreditation

		 Inclusive

		 Accessible



Internet Community Proposes, Discusses, & Approves

Policy

Documented, Published & Accessible

PDP, Policies, & Procedures

Need

Discuss

Evaluate

Implement

Consensus
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Status of IP addresses usage

		In the rest of the worldwide there is about 0.5 IP address per inhabitant and about 2 per Internet user.



		In Africa ratio is about 0.05 IP address per inhabitant and 0.76 IP addresses per Internet user.





Worldwide Internet penetration is around 27% while Africa is only ~6%.
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IP addresses availability 

in the Africa Region

IP address hold by AfriNIC



		IPv4 Addresses (/8 ~16.77 Million hosts)



196/8

197/8

 41/8 	 (total ~ 50 Million / ~32.4% issued)



		IPv6 Addresses 



2001:4200::/23 (512 Networks of /32)

2C00:0000::/12 (1,048,576 Networks of /32)



		(less than 0.006% network (/32 issued)
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Why available resources are underutilized?

		Lack of awareness





Network Operators need to express their needs in order to get access and use existing IPv4 addresses available for the region.



		Abusive usage of NAT





Myth in the early days of Internet in Africa about the exhaustion of IPv4 pool. 
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Improving the the situation

		Policy measures to facilitate access to IP addresses:



Review IPv4 Allocation criteria

Ipv6 Assignment to End-Users

Simplify IPv6 eligibility criteria

Waive fees for IPv6 allocations



		Capacity Building and training





Intensive training program around the region since 2005 (40 trainings attended by more than 800 people).

Fellowship program: Offer fellowship to more than 30 people from all stakeholders (Operators, Civil Society and Governments) to attend policy making meetings and International standard forum such a as IETF
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Positive results
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IP addresses and Internet growth



IPv6 Deployment

IPv4 Pool

Size





Size of the 

Internet

 IPv6 Transition

Today



Time

?
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Global issue with IPv4!

IPv4 address space will be fully allocated by 

14-Aug-2011 (as per 08.09.2009 data)



		RIRs will globally continue to allocate up to 



11-June-2012/2013

See http://ipv4.potaroo.net/



Internet will not stop: Existing IPv4 allocations will continue to be routed and used around the world



IPv4 Internet growth will slow down significantly. 

‘IPv4-only’ solutions being deployed now will have increasingly limited connectivity to the network.
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Internet future and IP addresses

		Need for more IP addresses: IPv6





		IPv6 provide a very large address !!!!!  





If the IPv4 address space is a 1.6-inch square. Proportionally the IPv6 address space would be represented by a square the size of the solar system (Impossible to represent)! – but still not infinite











*







Why is IPv6 important?

Continue to grow your network business



Business case for IPv6 deployment?  Stay in business!



Restore the end-to-end paradigm for Internet communication

P2P technology is well-established as an efficient and popular solution for many different applications (e.g. VoIP, file sharing, IPTV)

Killer application for IPv6 Or Killer constraint for IP?

fundamental transport is difficult to monetize
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Cost of deploying IPv6?

		The largest cost for most network managers will be training.



It is the same packet based Network, but other than that it is a different protocol.



		Another major cost may be retooling custom apps and scripts.



Frequent shortcuts assuming an address will always be 32 bits.



		But it is fundamental to not that IPv6 does not, in the majority of cases, need new Infrastructure or equipments (transition mechanisms allow the two protocol to run on the same infrastructure).
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Planning is critical

		IPv6 will become a business necessity in the medium term.





Initiating deployment now reduces business risk.



		It takes time to audit existing systems, bring vendors on board, plan IPv6 network, raise awareness among software developers and end-users …. etc.





Starting early will reduce the cost of the transition
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Our collective responsibility

		We need to



Push for more action from Operators (Train, Plan and implement Dual-stack, allow user to access v6 network)

Be innovative and explore the opportunity of developing applications that can directly benefit from IPv6 and its “features”.

Involve Research and Education community into the game.



		Governments need to lead by making sure: 



their own Internet‐based services are IPv6‐ready (early adopters)

The public is aware and educated on the transition

Appropriate policies are developed to foster national transition to IPv6

Capacity building seems to be the 

critical part of this long journey
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Simple practical things to do?

		Some platforms are still missing IPv6 features



Speak to your vendor

Don’t accept ‘nobody else is asking for this’ as an answer!

Licensing terms may impose additional costs for IPv6 support.



		Train Technical people to understand IPv6



IPv6 is not just IPv4 with larger addresses. It is a new protocol that comes with its own features. 
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Conclusion

		Internet number resources are critical for Internet growth and it development.



		As a new comer, the developing regions more than others have to care about sustaining their Internet growth by ensuring that the technology on which their long term ICT strategy is based can support the growth.



		We are all invited to join the various RIRs policy development forums in order to contribute to policies that could help to improve the overall situation.
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IPv6 is an opportunity for Africa in term of growth and innovation.

 

Thank you

ceo@afrinic.net
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A real case of 

successful transition

		In reality, Andy started months earlier by

		Monitoring advice on operational mailing lists

		Attending IPv6 seminars and workshops

		Working on IPv6 rollout for customer networks



Andy Davidson, NetSumo and LoNAP

http://www.andyd.net/index.php/2009/03/29/18-months-and-google-are-nimble/
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AfriNIC

The Internet Numbers Registry for Africa
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Internet Assigned Numbers Authority
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IPv6 Prefixes Allocation Growth - From Q1 2005
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| decided to put the timetable to the test. On Wednesday at 2:30PM uk time, | applied for a /32. One hour later, we
were allocated 2a02:c30::/32. | straight away assigned a /48 for our network infrastruture, and another for our
production hosting lan, another for our development hosting lan. From these /48s, several /64s were reserved, one
for router loopbacks, another for point to point links, more for individual hosting applications. An hour later, this was
implemented on our network - routers had loopbacks, and a v6 IGP was up and running, and working. | filed a ticket
with our upstreams, and the first announcement was turned up minutes later - check BGPlay for exact times. Around
2 hours after making our application to RIPE, we were participants on the IPv6 intemet.








