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Introduction

The current text in section 8 of Q.FMC on mechanism of Unique User Identity records the agreement that the attachment of users and terminals to a fixed mobile converged network requires the features offered by ISIM functionality. It has however been realised both in 3GPP as well as in TISPAN that the introduction of IMS requires a smooth migration path that accommodates legacy terminals that are not supporting ISIM functionality. The ability to support existing terminals without ISIM functionality is particularly important for FMC in order to have an early base of terminals that can be provided with converged services.

This contribution therefore proposes to add text to section 8 to state that FMCed networks will provide interim solutions to support legacy terminals that contain a SIM or a USIM only and terminals that do not support any form of SIM, but only when connected to a fixed access line.

Proposed text

Although full support of ISIM functionality is the preferred solution from a security perspective for IMS access authentication, it is acknowledged that the smooth introduction of IMS will require interim solutions that can support legacy terminals without ISIM functionality. Such interim solutions should still provide an adequate level of protection against the most significant security threats that will exist in early FMC deployments. Although the need to support legacy terminals may be long lived, these interim solutions should not be considered as an alternative for the preferred ISIM based solutions. Use of devices that do support ISIM functionality when these become available at acceptable costs is recommended.

Legacy or early 3G mobile terminals that do not have ISIM and/or do not support IPSec based IMS security mechanism should be supported in an FMC network. The mechanism to do so is described in 3GPP TR 33.978 and is referred to as early IMS security. It relies on bearer level security at the GPRS level based on SIM or USIM. The IMS level signalling, and especially the IMS identities claimed by a user are checked securely against the GPRS level security context.

Editors note: The reference to the TR should be replaced by a normative one when it becomes available.

Legacy or early fixed SIP terminals that contain neither ISIM, USIM nor SIM functionality should be supported in an FMC network. With “fixed” terminal we imply that the terminal is connected to a fixed access line. Both mechanisms that are described in ETSI TS 187 003 for this purpose are applicable:

· SIP HTTP digest authentication as specified in RFC 2617
This method is fully standardised by RFC 3261 for SIP implementations. It does require the secure provisioning of a user specific password on the terminal. The security of this method highly depends on the strength of the chosen password and on the password provisioning method. Appropriate choices are an operator’s responsibility and not standardised.

· NASS-IMS bundled authentication
This method is similar to “early IMS security” in that it relies on bearer level security, which in the case of fixed networks is provided by the Network Attachment System. The network attachment in fixed networks is however not provided by SIM functionality, but relies on the implicit authentication of the fixed access line and/or the explicit authentication of a provisioned bearer level user identity and credentials.

During network attachment, the NASS allocates an IP address to the terminal and stores the layer-2 and layer-3 identities in the NASS profile. When the terminal registers with the P-CSCF of the IMS, the P-CSCF queries the NASS to obtain the location information (the access line identity) of the terminal. The P-CSCF embeds the location information into the SIP message and forwards it towards the S-CSCF for verification. The S-CSCF verifies the received location information against the location information in the user profile. The user is authenticated for IMS access if the verification is successful.
Note that with early IMS security, the network authentication is provided by SIM functionality and also the GGSN, HSS and the IMS network entities resides in the home network, so there will be trusted binding between the SIP identity and the network identity. In case of fixed network NASS-IMS bundled authentication the IMS domain will need to have a trusted agreement on the fixed network authentication procedure and binding.
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