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Working Group 3 met in Tokyo, Japan from 15 to 19 October 2007. Mr. Glenn ADAMS (representing Samsung Electronics, Republic of Korea) and Mr. Dong WANG (ZTE) chaired the meeting.
1
Goals of the meeting

The group met to progress the work on the following subjects.

· Prepare and approve agenda for working group’s sixth meeting

· Review input documents (both contributions and liaison statements)

· Prepare and review output working document(s)
· Prepare meeting report and draft agenda for next meeting

2
Summary of the results

Input documents were presented, discussed, and materials excerpted for incorporation into output documents, with significant results being:
· The requirements on security were finalized, which including refinement and incorporation of some new requirements.
· The security architecture and security mechanism was updated.
· The working document was refined and re-organized.
3
Detailed results

3.1 Review of Input Documents 

Incoming Liaisons

The following incoming liaison statements were reviewed and no outgoing liaison statements prepared:
FG IPTV-IL-0095: DSL Forum provides approved TR-144 "Multi-Service Architecture & Framework Requirements" and intends to give useful reference to FG IPTV.  WG3 review the security related material based on TR-144, and found no new requirements were addressed. No specific action required to WG3.
FG IPTV-IL-0101: ITU-T FG IdM (Identity Management Focus Group) provides the recent activities status, including six deliverables/reports, and some further information on FG IdM. Because of the time limitation, part of WG3 experts review the related documents, and found that although some materials are related to Identity on IPTV service and security also, but WG3 had not considered unified identity as the scope of security aspects at present. Outgoing liaison responded.
FG IPTV-IL-0102: ITU-T SG17 replies LS on IPTV security to WG3, and provides the recent progress on home network and multicast related series Recommendation, and suggests taking consideration the related Recommendations. WG3 takes ITU-T X.1111 Recommendation into account as the reference for the development of Home network requirements in WG3 Working Document, and not take Multicast Security requirements into account at present. WG3 responded with outgoing liaison incorporated some information from WG5.
Contributions
The following contributions were reviewed, characterized, and, in some cases, portions extracted for use in the Working Group’s Working Documents:
Security Requirements Related
FG IPTV-C-0836: The contribution provides comments and editorial changes to WG1 service requirements Working Document, and no comment to WG3 related security requirements. No action required.

FG IPTV-C-0846&847: These contributions provide comments and editorial changes to WG5 Working Documents(Aspects of IPTV End System – Terminal Device& Aspects of Home Network supporting IPTV services), and no comment to WG3 related security requirements. No action required.

FG IPTV-C-0854: The contribution provides some comments, contributor’s notes and editorial changes on WG1 Working Document on Security Aspects. And it was reviewed and commented by WG3, some proposals were accepted and/or reworded, and the requirements had been incorporated into IPTV security requirements part as the finalized requirements.
FG IPTV-C-0873: The contribution provides some comments, contributor’s notes and editorial changes on WG1 Working Document on Security Aspects.  And it was reviewed and commented by WG3, some proposals were accepted and/or reworded, and the requirements had been incorporated into IPTV security requirements part as the finalized requirements related to security requirements; and the movement of place about the security requirements is not accepted.

FG IPTV-C-0908: The contribution proposes to modify the network security requirements on Intermediate Devices. And those proposals are rejected, and the related Intermediate Devices requirements had been deleted from the security requirements because they are too specific implementation.
FG IPTV-C-0916: The contribution proposes to add sub-clause for Parent Control into WG4,3&1. WG3 accepted the partial proposals with some modifications and combined the proposed material into existing sub-clause Protection of Legal Minors.

FG IPTV-C-0921: The contribution provides some comments, contributor’s notes and editorial changes on WG3 Working Document, some of them related to Security Aspects. During the discussion of WG3, the related security requirements had been incorporated into IPTV security requirements part as the finalized requirements.

Security Definitions Related
FG IPTV-C-0835: The contribution provides some comments and changes for definitions related to WG1 service requirements Working Document, and it also includes a WG3 related security definition, i.e. Content Protection. WG3 accepted the proposed definition.
FG IPTV-C-0868: The contribution provides some security definitions for WG3 quoted from ITU-T Recommendation X.800. WG3 accepted the proposed definition as sub-clause 3.1 Terms defined elsewhere.

FG IPTV-C-0869: The contribution provides some security definitions for WG3 and partial proposed definition were accepted with some modifications.
Security Threats Related
FG IPTV-C-0843: The contribution provides comments, editorial changes to WG3 Working Documents, and proposes document structure changes according to the material features (normative and informative, etc). WG3 accepted those proposals.
FG IPTV-C-0909: The contribution provides some security threats issues discussion and proposes to add some scenarios for usage rights exportation. WG3 accepted it partially with some modifications.
Security Architecture Related

FG IPTV-C-0828: The contribution provides a SCP Interoperable Architecture based on standard protocol. WG3 combined it with some modifications and accepted partially.
FG IPTV-C-0858: The contribution provides a revised version for general security architecture. WG3 accepted it in principle in this meeting, but it needs to be elaborated in next meeting to keep align with WG1 architecture and redefinition of service protection and content protection.
FG IPTV-C-0860: The contribution provides a revised version for content protection architecture. WG3 accepted it in principle in this meeting, but it needs to be elaborated in next meeting to keep align with WG1 architecture and redefinition of service protection and content protection.
FG IPTV-C-0947: The contribution proposes service architecture and related description. WG3 accepted it in principle in this meeting, but it needs to be elaborated in next meeting to keep align with WG1 architecture and redefinition of service protection and content protection.

FG IPTV-C-0870: The contribution provides overview of security architecture, and gives the information of how to deal with the security of IPTV. And WG3 take it as informational material, and accepted it partially.
FG IPTV-C-0872: The contribution provides some changes to WG1 architecture working document on security related components and figures. WG3 accepted the text changes with some modifications and reject to add an additional optional interface. Further consideration need to be taken on redefinition of service protection and content protection within WG3.
FG IPTV-C-0910: The contribution proposes to add an interface for security block in WG1 architecture figures, and gives a change to the description of security components. The interface was accepted, and the proposed changed texts were accepted partially.
FG IPTV-C-0960: The contribution provides some comments and word changes to security architecture figures, and it was accepted with some modifications.
FG IPTV-C-0970: The contribution proposes to modify and harmonize the WG5 Working Document (i.e. Aspects of IPTV End System – Terminal Device). And for WG3, it is related to the general functional architectural block diagram.  And WG3 and WG5 held a joint meeting to discuss how to harmonize the security related material in WG5 Working Document, and related result can refer Clause 4 of this document. No specific changes required.
FG IPTV-C-0992: The contribution proposes to modify the WG5 Working Document (i.e. Aspects of IPTV End System – Terminal Device). And for WG3, it is related to the security material.  And WG3 and WG5 held a joint meeting to discuss how to harmonize the security related material in WG5 Working Document, and related result can refer Clause 4 of this document. No specific changes required.

Security Mechanisms Related

FG IPTV-C-0871: The contribution proposes to add some security mechanisms into WG3 Working Documents. During the discussion of WG3, part of them was taken as informational materials and part of them had been accepted.
FG IPTV-C-0891: The contribution provides three scenarios of downloadable applications protection mechanisms, and proposes to add these security mechanisms into WG3 Working Document. WG3 accepted them as scenarios into appendix and add new sub-clause for them. Further generalized description requested to contributor in next meeting. 
FG IPTV-C-0895: The contribution provides word changes and response an editor’s notes. WG3 took them into account, and generalized the service authorization description and for LTV service. The information flow had been moved into appendix.

FG IPTV-C-0961: The contribution provides the rights metadata for contents protection. WG3 took it into account, but thought that Q13/SG16 would focus on developing right metadata specific solutions and also WG3 had no enough time to discuss this issue within the stage of Focus Group of IPTV. WG3 took the usage rights information from this contribution in order to give further reference.
FG IPTV-C-0973&995: These contributions provides some comments and proposed actions to WG5 Working Document (i.e. Aspects of IPTV End System – Terminal Device) related security parts. And WG3 and WG5 held a joint meeting to discuss how to harmonize the security related material in WG5 Working Document, and related result can refer Clause 4 of this document. During this meeting, WG3 and WG5 got agreement on taking this Renewable Security module as optional specific solution and TD-SM interface specifications as optional, informative, and at the same time, won’t limit other specifications unlisted.
Security Interoperability Related

FG IPTV-C-0827: The contribution provides three scenarios for SCP Interoperability for Terminal Device. And WG3 accepted them with some modifications.
Documentations Related

FG IPTV-C-0829: The contribution provides some considerations on alignments to FG IPTV Working Documents. And for WG3, it mentions the importance of identifying the requirements’ conditions and expects to develop new security technologies. WG3 will query the meaning “new security technologies” and at present, WG3 took no action for this contribution, but depend on the further input contributions.
FG IPTV-C-0959: The contribution provides some comments and proposes to change the structure of WG3 Working Documents. WG3 took them into account and did some changes according these proposals.
Others Related

FG IPTV-C-0861: The contribution proposes to reactive the Living List, and extracts some useful material from it. No action was taken in this meeting because of limitation of time, but WG3 delegates were solicited to review this LL and input contribution related the useful materials in next meeting.
FG IPTV-C-0867: The contribution proposes to modify the reference of WG3 Working Document. It was accepted with some modifications.
4
Joint meeting with other Working Groups

A special joint meeting with FG IPTV Working Group 5 were held at this 6th meeting of WG3, which focuses on discussion about how to harmonize the security parts which WG5 Working Document addresses.
The result is that:

· The specific security requirements related Terminal Device and Home Network will be discussed in WG3 first; WG5 is a coordination group for harmonization; and WG5 refers to related security requirements from WG3 Working Document;
· The specific security mechanism related to Terminal Device and Home Network will be discussed in WG5 first; WG3 is a coordination group for harmonization; and WG3 refers to related specific security mechanism from WG5 Working Document.
5
Outgoing liaisons 

The following outgoing liaisons were prepared:
	Document number
	To 
	Title

	FG IPTV-OL-0081
	DVB Project
	Security Architecture and Requirements

	FG IPTV-OL-0082
	ITU-T SG17
	Reply on LS to ITU-T FG IdM

	FG IPTV-OL-0083
	ITU-T SG17
	Reply on LS about Home network and Multicast security aspects to SG17


6
Output documents

The following output documents were prepared:

	Document number 
	Title

	FG IPTV-DOC-0155
	Working Document: IPTV Security Aspects

	FG IPTV-DOC-0175
	Living List: IPTV Security Aspects


7
Plan for next meeting activities

The next meeting of the Working Group is expected to occur at Seventh Focus Group IPTV Meeting from December 11-18, 2007, to be held in Malta. The following items are to appear on the agenda for that meeting:

· Review new Input Documents and Liaison Statements

· Review and Update of “Working Document: IPTV Security Aspects”
· Discuss and Refine of “Working Document: IPTV Security Aspects”
· Focus on Update of Security Architecture part and Alignment with WG1 architecture
8
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