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Working Group 3 met in Geneva, Switzerland from 23 to 31 July 2007. Mr. Glenn ADAMS (representing Samsung Electronics, Republic of Korea) and Mr. Dong WANG (ZTE) chaired the meeting.
1
Goals of the meeting

The group met to progress the work on the following subjects.

· Prepare and approve agenda for working group’s fifth meeting

· Review input documents (both contributions and liaison statements)

· Prepare and review output working document(s)
· Discuss and refine working document
· Prepare meeting report and draft agenda for next meeting

2
Summary of the results

· Input documents were presented, discussed, and materials excerpted for incorporation into output documents, with significant results being:
· The security threats were refined and re-organized.
· The requirements on security were refined and some new requirements were accepted and incorporated. The requirements on interoperability of service protection and content protection were discussed, and incorporated into WG3 working document.
· The security architecture and security mechanism was updated.
· The working document was refined and re-organized.
3
Detailed results

3.1 Review of Input Documents 

Incoming Liaisons

The following incoming liaison statements were reviewed and no outgoing liaison statements prepared:
FG IPTV-IL-0076: ITU-T SG 9 provides some information about the progress of J.iptvfra (Draft New Recommendation on IPTV Service Requirements and Framework for Secondary Distribution) and other J series Recommendations related to IPTV services. In the architecture of J.iptvfra, it mentions some security functions, such as DRM server, CAS server, Security download and ASD server, which seem like the SCP server of WG3 security architecture. At the same time, the liaison provides the security Recommendation list, that includes the Recommendation published and drafts ongoing processed, which could be as the useful reference for WG3, special to Recommendation of J.197. No specific action required to WG3.
FG IPTV-IL-0089: ATIS IIF provides some considerations on requirements for FG IPTV-DOC-0083 (IPTV service requirement) from the gap analyses perspective. And about WG3 security aspects, the considerations had been included or merged in previous WG3 Working Document. No new requirements on security aspects were taken into account.

FG IPTV-IL-0092: ITU-T IdM FG (Identity Management Focus Group) provides some use cases about Identity on IPTV service, such as circle of trust with one provider, authentication in a circle of trust with multiple providers, inter-working between more Id Providers. WG3 had not considered unified identity as the scope of security aspects at present. No outgoing liaison responded.
Contributions
The following contributions were reviewed, characterized, and, in some cases, portions extracted for use in the Working Group’s Working Documents:
FG IPTV-C-0611: The contribution reports the interim WG3 E-meeting progress. And no action required. 
FG IPTV-C-0612: The contribution provides some comments, editorial changes and editorial update to the WG3 Working Document (FG IPTV-DOC-0090) based on WG3 E-meeting approved results and ITU-T author’s guide. There are two new requirements are identified and incorporated into IPTV security requirements part, i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects).
FG IPTV-C-0613: The contribution provides some comments, editorial changes to the WG1 Working Document (FG IPTV-DOC-0083) based on WG3 E-meeting approved results. And the proposals of comments and editorial changes were accepted, and three proposed new requirements were rejected. The accepted proposals were incorporated into IPTV security requirements part, i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects).
FG IPTV-C-0618: The contribution provides some comments, contributor’s notes and editorial changes on WG1 Working Document on Security Aspects. And it was reviewed and commented by WG3, some proposals were accepted and/or reworded, and the requirements had been incorporated into IPTV security requirements part , i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects).
FG IPTV-C-0637: The contribution provides some comments, contributor’s notes and editorial changes on WG1 Working Document on Security Aspects. And it was reviewed and commented by WG3, some proposals were accepted and/or reworded, and the requirements had been incorporated into IPTV security requirements part , i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects).
FG IPTV-C-0640: The contribution proposes to extract the definition of Content Protection, User Privacy Protection and Terminal Device Protection from the requirements of WG1 Working Document, i.e. FG IPTV-DOC-0083, and move them into IPTV vocabulary of terms Working Document. WG3 had excerpted these three definitions into WG1 Working Document, which had been reviewed in Joint Meeting sessions. And these definitions had not been approved by Joint Meeting, and need WG3 to examine them again in next FG IPTV meeting.
FG IPTV-C-0657: The contribution proposes some modifications on WG3 Working Document Figure 9-1 of IPTV security architecture. WG3 accepted the updated Figure 9-1 in principle, but requested the contributor to refine the label and description on the functional entities and need to keep align with WG1 architecture updated in this meeting.
FG IPTV-C-0658: The contribution proposes some modifications on WG3 Working Document Figure 9-2 of IPTV content protection architecture. WG3 accepted the updated Figure 9-2 in principle, but requested the contributor to refine the label and description on the functional entities and need to keep align with WG1 architecture updated in this meeting also.
FG IPTV-C-0670: The contribution proposes the elaboration on sub-clause 7(security threats) of WG3 Working Document, i.e. FG IPTV-DOC-0090, and gives a figure for mapping between "X.805 End-End Security" and IPTV security elements. The proposed figure was accepted with some modifications and used to illustrate for security threats model.
FG IPTV-C-0671: The contribution provides the improvements for WG3 Working Document, i.e. FG IPTV-DOC-0090, on interoperability aspects. And the proposed context was accepted provisionally and incorporated into Appendix II with some modifications (Note: Appendix II need to refine in next meeting).
FG IPTV-C-0672: The contribution provides the elaboration for WG3 Working Document, i.e. FG IPTV-DOC-0090, on Functional requirements. And the proposed context was accepted with some modifications as the basic factors for IPTV security architecture design, not as requirements.
FG IPTV-C-0678: The contribution provides some modifications on IPTV service requirements on security parts. The proposals were accepted and incorporated into IPTV security requirements part, i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects).
FG IPTV-C-0693: The contribution provides three security threats on downloaded applications, and provides three solutions protect against these threats. The proposals were accepted with some modifications.
FG IPTV-C-0695: The contribution provides an information flow on Service Authorization for generalizing the previous figure and flow, and it was accepted with some modifications. And the contributor was requested for keep align with WG1 architectural changes.
FG IPTV-C-0724: The contribution provides a scenario for WG3, and proposes WG3 to consider the security for ‘Web-based IPTV portal service’. WG3 reviewed the contribution and no new security requirements were identified.
FG IPTV-C-0743: The contribution provides some discussions on multiple service security issues and interoperability issues, and proposes some new requirements on those aspects. WG3 incorporated these requirements into IPTV security requirements part, i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects).
FG IPTV-C-0792: The contribution provides some discussions on security architecture on CPF and the communication between ITF, CEF and etc. The input material was accepted in principle as for future use and the contribution was noted. 
FG IPTV-C-0793: The contribution provides some useful information on Common DRM Interoperable Architecture, and proposes a common SCP interoperable architecture. The input material was accepted provisionally and incorporated into Appendix II.
FG IPTV-C-0794: The contribution gives some discussion on content preparation function, key issuing paths, and proposes some update for WG3 architecture. It was not accepted.
FG IPTV-C-0810:  The contribution proposes some new requirements for interoperability amongst multiple IPTV security technologies and SCP systems. WG3 did not have the consensus on these aspects, and it depends on the discussion of requirement of both content storing and redistribution. At the same time, WG3 incorporated all of these requirements into IPTV security requirements part, i.e. WG1 Working Document sub-clause 6.3 (Service security and content protection aspects) as new requirements on interoperability aspects, and solicited the discussion in Joint Meeting session.
FG IPTV-C-0824: The contribution provides some modifications on security threats for Table 7-2. And the proposed changes were accepted.
4
Joint meeting with other Working Groups

No special joint meetings with other FG IPTV Working Groups were held at this 5th meeting of WG3. 
5
Outgoing liaisons 

None.
6
Output documents

The following output documents were prepared:

	Document number 
	Title

	FG IPTV-DOC-0122
	Working Document: IPTV Security Aspects

	FG IPTV-DOC-0140
	Living List: IPTV Security Aspects


7
Plan for next meeting activities

The next meeting of the Working Group is expected to occur at Sixth Focus Group IPTV Meeting from October 15-19, 2007, to be held in Tokyo, Japan. The following items are to appear on the agenda for that meeting:

· Review new Input Documents and Liaison Statements

· Review and Update of “Working Document: IPTV Security Aspects”
· Discuss and Refine of “Working Document: IPTV Security Aspects”
8
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