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1
Goals of the meeting

The group met to progress the work on the following subjects.

· Prepare and approve agenda for working group’s third meeting

· Review input documents (both contributions and liaison statements)

· Prepare and review output working document(s)
· Prepare meeting report and draft agenda for next meeting

2
Summary of the results

· Input documents were presented, discussed, and materials excerpted for incorporation into living list and output documents, with significant results being:
· Review of IPTV Service Requirements as drafted by WG1 and documented in FG IPTV-C-0260, with results recorded in Annex A below.
· Review of ATIS IIF DRM Interoperability Requirements as documented in ATIS-0800001 and contributed for use in FG IPTV-IL-0046, with results recorded in Annex B below.
· During review of FG IPTV-C-0328, recommendations were made regarding possible improvements to a proposed figure outlining an IPTV Security Architecture; some of these improvements were implemented and an updated figure provided in Annex C below for further discussion and consideration.

· During review of FG IPTV-C-0368, it was recognized that the current WG3 Working Document IPTV Security Aspects does not reserve a place in its outline for treatment of “post-delivery” redistribution of content originated from an IPTV service and then injected into a home network environment. Further discussion is expected on whether and how to treat the issue of redistribution of content to a point past an IPTV terminal device, and, in particular, how content protection and content management functions can or should apply in a home network environment.
· Working document to represent WG output was drafted and populated with material from input documents; review of content commenced and partial results obtained and noted in document.
· Planning for next meeting agenda was initiated.
3
Detailed results

3.1 Review of Input Documents 

Incoming Liaisons

The following incoming liaison documents were reviewed and output liaison documents prepared as required:
FG IPTV-IL-0024: Indicates that SG15 Q.8/17 is working on secure communication services. Informational feedback solicited from intersecting interests. No action required.
FG IPTV-IL-0032: Home Gateway Initiative Release 1 contains some material regarding security in home network environment. No action required.
FG IPTV-IL-0033: DSL Forum presents work in progress that may have limited intersection with security and content protection aspects. No action required.
FG IPTV-IL-0035: DVB Projects presents updated information on the status of their work on Content Protection Content Management (CPCM) requirements and architecture in home network environment. No action required.
FG IPTV-IL-0037: SG 17 provides background information on security roadmap and security resources. WG3 members are recommended to review and apply as appropriate. No action required.
FG IPTV-IL-0038: SG17 Q.9/17 provides information on work regarding security in home networking environment. WG3 members are recommended to review and apply as appropriate. No action required.
FG IPTV-IL-0040: ATIS IIF presents work that does not directly pertain to security. No action required.
FG IPTV-IL-0041: ETSI TISPAN presents work that does not directly address security. No action required.
FG IPTV-IL-0046: ATIS IIF grants permission to reuse material from ATIS 0800001 DRM Interoperability Requirements. WG3 carefully reviewed requirements, dividing them into categories, and then designating as accepted, rejected, or requiring further discussion. Accepted requirements were incorporated into WG3’s working document entitled IPTV Security Aspects. Additional discussion of remaining non-rejected requirements is expected to occur during the next meeting of WG3, and input contributions on these requirements is solicited from FG IPTV participants and interested parties. No output liaison is required at this time.
Contribution
The following input contribution documents were reviewed, characterized, and, in some cases, portions extracted for use in the Working Group’s Living List and Output Working Documents:

FG IPTV-C-0259: Presents information about watermarking technology that may be used in satisfying content tracing functions. No specific proposal made.
FG IPTV-C-0260: Compiles results of WG1 activities on IPTV Service Requirements. All requirements contained therein that pertain or cite security or content protection aspects were reviewed and analyzed for improvements or changes, with full results of this analysis contained in Annex A below, as separately transmitted by WG3 to WG1.
FG IPTV-C-0275: Presents information and proposal regarding IPTV terminal device treatment of software and software download/update function. Proposal not adopted due to opinion that proposal was primarily related to manufacturer specific processes that were out of scope. Improvements to the contribution were solicited for future submission.
FG IPTV-C-0281: Proposes editorial changes to WG3 Working Document on IPTV Security Aspects from prior Busan meeting. Proposed changes accepted modulo minor revisions, and were incorporated into new version of Working Document from the current meeting.
FG IPTV-C-0318: Proposes service authorization procedure for adoption. Proposal accepted modulo minor edits for incorporation into WG3 Working Document on IPTV Security Aspects.
FG IPTV-C-0328: Proposes an IPTV Security Architecture diagram for incorporation into WG3 Working Document on IPTV Security Aspects. It was noted that the separate treatment of the content provider serving in the role of a service provider was inconsistent with the expectations that all a subscriber has a relationship with a service provider, and not with a content provider. In addition, it was noted that separate treatment of service access security and service operating security was not necessary and potentially confusing to readers. Further improvements to this contribution were solicited for future consideration.
FG IPTV-C-0336: Proposes more general treatment of Service Chain and Protected Assets to permit consideration of a content provider as an immediate content source for a subscriber, i.e., implying a relationship between subscriber and content provider. Proposal was rejected on the grounds that when a content provider serves as a direct content source, then they are in fact serving in the role of a service provider. Further input is solicited from contributor that would better argue the case for considering a direct relationship between subscriber and content provider.
FG IPTV-C-0347: Proposes elaboration of treatment of attack points in IPTV services that come from network and terminal device(s). Proposal to incorporate into WG3 Working Document on IPTV Security Aspects was accepted and performed.
FG IPTV-C-0348: Proposes elaboration of treatment of subscriber personal data and content labelling. Proposal to incorporate into WG3 Working Document on IPTV Security Aspects was accepted and performed.
FG IPTV-C-0368: Proposes a general framework for integrating an IPTV terminal device and IPTV service originated content with a home network environment. It was noted that the current WG3 Working Document on IPTV Security Aspects does not have a convenient place to incorporate material regarding a home network environment. Further discussion and consideration of this matter is expected to occur at the next meeting. Specific recommendations on treatment of this material are solicited from the contributor for future consideration.
FG IPTV-C-0425: Proposes changes to FG IPTV-C-0260 IPTV Service Requirements which intersect with WG3’s analysis of FG IPTV-C-0260. As a consequence, these changes are separately identified in and treated in Annex A below in WG3’s analysis of FG IPTV-C-0260.
Due to (1) absence of contributing party and (2) lack of time, the following input contribution documents were reviewed by the Chair and Editor, and, as a consequence, portions of information contained therein related to security and content protection aspects were extracted for incorporation in the Working Group’s Living List for future consideration:

· FG IPTV-C-0310
· FG IPTV-C-0370

· FG IPTV-C-0380

· FG IPTV-C-0381

· FG IPTV-C-0390

· FG IPTV-C-0400

· FG IPTV-C-0402

· FG IPTV-C-0403

· FG IPTV-C-0406

· FG IPTV-C-0417

· FG IPTV-C-0419
4
Joint meeting with other Working Groups

No joint meetings with other FG IPTV Working Groups were held at this 3rd meeting of WG3. 
5
Outgoing liaisons 

None.
6
Output documents

The following output documents were prepared:

	Document number 
	Title

	FG IPTV-DOC-0067
	Working document: IPTV Security Aspects

	FG IPTV-DOC-0077
	Living List: IPTV Security Aspects


7
Plan for next meeting activities

The next meeting of the Working Group is expected to occur at fourth Focus Group IPTV Meeting from May 7-11, 2007, to be held in Bled, Slovenia. The following items are to appear on the agenda for that meeting:

· Review new Input Documents and Liaison Statements
· Review and Update of “Working Document: IPTV Security Aspects”
· Discuss requirements enumerated in Table B‑2  of Annex B of this report
8
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Annex A – Comments on IPTV Service Requirements (FG IPTV-C-0260)
WG3 has performed a preliminary review of FG IPTV-C-0260, IPTV Service Requirements, and has the following remarks:

General Comments

1. The different headings of C 0260 mix requirements regarding security and/or content protection; specifically, there appear security and/or content related requirements (“cited requirements”) under the following categories:

IPTV_ARC_*

IPTV_ESI_*

IPTV_MID_*

IPTV_NET_*

IPTV_SEC_*

It would be preferable to group these all under one category.

2. Many of the cited requirements listed are effectively duplicates or need merging. For example, IPTV_ARC_007, IPTV_ESI_134, IPTV_MID_023, IPTV_SEC_002, IPTV_SEC_012, IPTV_SEC_024 all effectively state the same requirement: to support content protection and/or digital rights management.

3. Most of the cited requirements listed are either extremely vague, overly general, or overly specific. For example, IPTV_ESI_138 merely states "software protection". This is vague in extremis and overly general as well. IPTV_ESI_153 "the IPTV terminal should secure the communications used to support billing" is overly specific, and places a requirement on a specific service operator realization.  This is effectively a use case. IPTV_ESI_139 "hardware tamper resistant" is probably implementation specific or should be part of a licensing regime or a compliance and robustness regime, and not considered for technical standardization.

Another example of being overly specific (and yet vague) while effectively expressing a use case is IPTV_SEC_001 "The IPTV Architecture shall provide appropriate security mechanisms with regards to gaming players’ identities and DRM for the games."

4. Some cited requirements are stated as use cases, not requirements. For example, IPTV_SEC_006 "a broadcaster will want to ...", IPTV_SEC_008: "An advertiser who has paid a premium price for a spot in a pod will wish to ensure they are the only people capable of changing it."

5. Although some cited requirements indicate a provenance (source), e.g., an ATIS IIF requirement number, many do not, and are consequently difficult or impossible to interpret without sufficient context.  For example, IPTV_SEC_010, "the IPTV Architecture shall provide mechanisms to support secure storage for the pre-positioned content."

6. Some cited requirements, such as IPTV_SEC_003, "The IPTV Architecture shall be compliant with the service and content protection requirements found in ATIS-0800001, IPTV DRM Interoperability Requirements" need to be expanded inline in order to incorporate requirements directly rather than reference externally.

7. Some cited requirements, such as IPTV_ARC_041, "The IPTV Architecture shall meet the security requirements of the Content Providers, Service Providers, Network Providers, and End-users." are open ended, and likely unresolvable due to incompatible interests.

8. Other contributions, such as IPTV-C-0286 and IPTV-C-0425, propose changes to the cited requirements, which will need to be merged into C 0260 along with other comments below.

Specific Recommendations

Each item of the set of cited requirements has been categorized and specific actions recommended as expressed in the following table. The categorization is based on an assessment of the party (or parties) most affected or invested in a given requirement, where the following key applies: C – content provider, S – service provider; N – network provider; T – terminal manufacturer; E – end-user.

Multiple entries for some cited requirements are contained in the following based upon the modifications proposed by documents FG IPTV-C-0286 and FG IPTV-C-0425, respectively, where proposed changes from the former add the suffix ‘a’ to the cited requirement number, and changes from the latter add the suffix ‘b’.

Table A-1 - Comments on IPTV Service Requirements

	Number
	Category
	Requirement
	Recommended Action(s)

	IPTV_ARC_006
	S
	Supporting service authentication and authorization.
	accept as general requirement, but needs to be more clear as to what entities are involved

	IPTV_ARC_007
	C,S
	Supporting service/content protection.
	accept but needs refinement to make clearer

	IPTV_ARC_041
	*
	The IPTV Architecture shall meet the security requirements of the Content Providers, Service Providers, Network Providers, and End-users.
	remove - non-specific, open-ended

	IPTV_ARC_066
	C.S.N,T
	In an IPTV service environment, there is a need for signalling a set of capabilities, access conditions, end-user profile, etc. so that the service can be designed, deployed and operated with the relevant levels of quality and security.
	accept but needs refinement

	IPTV_ARC_079
	S,N
	The IPTV Architecture shall facilitate the ability of the Service Provider to manage the IPTV service with regards to Fault, Configuration, Accounting, Performance, Security (FCAPS).
	accept as general requirement

	IPTV_ESI_015
	C,S,N,T
	IPTV application can support the download of software based on transport protocols and security systems.
	accept but needs refinement

	IPTV_ESI_134
	C
	Content protection.
	merge with IPTV_ARC_007

	IPTV_ESI_135
	C
	Content key protection.
	merge with IPTV_ARC_007

	IPTV_ESI_136
	T
	Device secret protection.
	remove as implementation specific, or move to guidelines; treatment of compliance and robustness regime is out of scope

	IPTV_ESI_137
	E
	User information protection.
	accept but needs refinement

	IPTV_ESI_138
	T,E
	Software protection.
	remove - vague in extremis

	IPTV_ESI_139
	T
	Hardware tamper resistance.
	remove as implementation specific, or move to guidelines; treatment of compliance and robustness regime is out of scope

	IPTV_ESI_140
	T,E
	Providing secure communication method and authentication. Protection from malicious code
	accept as general, but may merge with IPTV_ARC_006

	IPTV_ESI_141
	C
	Interoperability and renewability support for content protection system.
	merge with IPTV_ESI_150

	IPTV_ESI_150
	C,S,N
	The IPTV terminal should have a renewable security system to perform the functions of Conditional Access, including decryption, authorization, authentication, entitlement, and key generation.
	accept but needs refinement

	IPTV_ESI_151
	C,S
	The IPTV terminal should include copy protection and redistribution control.
	merge with IPTV_ARC_007

	IPTV_ESI_152
	T,E
	The IPTV terminal should implement a secure software download mechanism from the network.
	merge with IPTV_ESI_015

	IPTV_ESI_153
	S,E
	The IPTV terminal should secure the communications used to support billing.
	remove - overly specific

	IPTV_MID_023
	C
	The content protection mechanisms should be provided to content providers to integrate the digital copyright management with content.
	merge with IPTV_ARC_007

	IPTV_NET_102
	N,E
	To protect the home network from malicious or unauthorized access, the IPTV architecture shall support the ability for the DNGF to establish a firewall, with multiple levels of security and appropriate application level gateways.
	accept but needs refinement

	IPTV_SEC_001
	C,S,E
	The IPTV Architecture shall provide appropriate security mechanisms with regards to gaming players’ identities and DRM for the games.
	remove - overly specific, use case

	IPTV_SEC_002
	C
	IPTV Architecture specification shall provide a mechanism for securing content.
	remove - vague, overly general

	IPTV_SEC_003
	*
	The IPTV Architecture shall be compliant with the service and content protection requirements found in ATIS-0800001, IPTV DRM Interoperability Requirements.
	need to incorporate requirements with review of each req from ATIS, not reference

	IPTV_SEC_004
	C
	The IPTV Architecture may include the ability for applications to interact with and be managed by the content management and protection capabilities.
	merge with IPTV_ARC_007

	IPTV_SEC_005
	C
	Requirements for content
	remove - non-specific in extremis

	IPTV_SEC_006
	S
	A broadcaster will want to prevent a competitor from substituting elements of their content with competing content.
	expressed as use case; reformulate as requirement; need to replace word "broadcaster" with suitable form, e.g., service provider

	IPTV_SEC_006b
	S
	A broadcaster content provider will want to prevent a competitor from substituting elements of their content with competing content.
	not acceptable - content provider is not broadcaster

	IPTV_SEC_007
	C,S,E
	Broadcasters, content producers and 3rd party metadata providers will all want to be able to provide information about content in a way that can be identified by the end-user as to its source and protected from alteration by others in the value chain.
	expressed as use case; reformulate as requirement

	IPTV_SEC_007a
	C,S,E
	The IPTV architecture should provide the capability to Broadcastersbroadcasters, content producers providers and 3rd party metadata providers to present to the end-user content related will all want to be able to provide information.
	not acceptable - removes security requirement

	IPTV_SEC_007b
	C,S,E
	Content providers will all want toshould be able to provide information about content in a way that can be identified by the end-user as to its source and protected from alteration by others in the value chain.
	not acceptale - removes service operator entity, i.e., "content provider" is not "broadcaster"

	IPTV_SEC_008
	S
	An advertiser who has paid a premium price for a spot in a pod will wish to ensure they are the only people capable of changing it.
	remove - overly specific, use case

	IPTV_SEC_009
	S
	The IPTV Architecture shall provide one or more mechanisms to establish authorization before service delivery.
	merge with IPTV_ARC_006

	IPTV_SEC_010
	C,S
	The IPTV Architecture shall provide mechanisms to support secure storage for the pre-positioned content.
	merge with IPTV_ARC_007

	IPTV_SEC_011
	S,N,T
	The IPTV Architecture shall support the secure provisioning of equipment in the end-user network.
	merge with IPTV_ARC_006

	IPTV_SEC_012
	C
	The IPTV Architecture shall provide mechanisms to enable the application of appropriate DRM on content.
	duplicates IPTV_ARC_007; vague use of "DRM"

	IPTV_SEC_013
	*
	Middleware SHOULD support security management function, such as user authentication, network security, software download authentication, and etc, by interoperating with the IPTV system.
	replace with update from C 0286

	IPTV_SEC_013a
	*
	The IPTV architecture should provide the capability to the Middleware to SHOULD support security management function, such as user authentication, network security, software download authentication, and etc, by interoperating with the IPTV system.
	accept as general requirement

	IPTV_SEC_014
	S
	Fully allowed: customer can access the channel anytime.
	replace with 014a from C 0286 with modifications

	IPTV_SEC_014a
	S
	The IPTV architecture should provide the capability to the service provider to control Channel channel Access access Control as follows:
(1) Fully allowed: customer can access the channel anytime
(2) Preview allowed: customer can have preview on the channel
(3) Not allowed: customer can’t access the channel
	overly specific, merge with IPTV_ARC_006

	IPTV_SEC_015
	S
	Preview allowed: customer can have preview on the channel.
	replace with 014a from C 0286 with modifications

	IPTV_SEC_015a
	S
	removed
	accept removal

	IPTV_SEC_016
	S
	Not allowed: customer can’t access the channel.
	replace with 014a from C 0286 with modifications

	IPTV_SEC_016a
	S
	removed
	accept removal

	IPTV_SEC_017
	S
	Consider security capability at IP access network for IPTV service.
	remove - overly general or merge with IPTV_ARC_006

	IPTV_SEC_017a
	S
	removed
	accept removal

	IPTV_SEC_018
	*
	Enable effective end-to-end security.
	replace with update from C 0286 with refinement

	IPTV_SEC_018b
	N
	Enable security capabilities to protect end-to-end IPTV services across multiple network domains.
	accept as replacement of 018 but suggest refinement to make clearer

	IPTV_SEC_019
	*
	Consider Service security requirements.
	remove - vague in extremis

	IPTV_SEC_020
	S,E
	The IPTV system should support capabilities for flagging content types. For instance this can be used for Parental control usage.
	remove - not a security requirement; i.e., is metadata related and terminal behavior policy related

	IPTV_SEC_020a
	S,E
	The IPTV architecture system should support capabilities for flagging content types. For instance this can be used for Parental control usage.
	remove (see 020)

	IPTV_SEC_021
	C,S
	IPTV applications shall support copy protection and authentication.
	merge with IPTV_ARC_007

	IPTV_SEC_022
	S,N
	The IPTV Architecture shall provide a mechanism to allow the service provider to force users of the service to participate in an authentication and authorization procedure with the network, before granting access to the service.
	merge with IPTV_ARC_006

	IPTV_SEC_023
	C,S
	The IPTV Architecture shall provide mechanisms to control unauthorized access by unsubscribed end-users to the service. It may redirect unsubscribed end-users to a mechanism where they may subscribe.
	accept but needs refinement to generalize, may need merging with other general requirements on authentication/authorization

	IPTV_SEC_024
	C
	The IPTV Architecture shall provide the mechanisms to protect content where specified by DRM.
	merge with IPTV_ARC_007

	IPTV_SEC_025
	S
	Channel authorization.
	remove – vague

	IPTV_SEC_025a
	
	removed
	accept removal


Annex B – Review of DRM Interoperability Requirements (FG IPTV-IL-0046)
As a result of reviewing FG IPTV-IL-0046, containing a submission from ATIS IIF, ATIS-0800001, DRM Interoperability Requirements, certain requirements were accepted in principle, and incorporated into the WG3 Working Document: IPTV Security Aspects into relevant sections of Section 6. 

In addition, the following requirements in ATIS-0800001 were reviewed and designated as rejected. 
Table B‑1 - Rejected Requirements

	IIF Designation
	Requirement
	Comments

	IIF.DRM.General.0600-0100
	The IPTV security solution shall support at least one standardized scrambling algorithm (hereafter referred to as “IPTV Common Scrambling Algorithm”) to protect video transport stream packets.
	duplicates IIF.DRM.Scrambling.0100-0100

	IIF.DRM.General.0800
	The IPTV security solution shall support an IPTV Receiving Device DRM interface between the middleware running on the IPTV Receiving Device and the IPTV Receiving Device DRM Component.
	implementation specific

	IIF.DRM.General.0800-0100
	The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to be able to access encrypted content and to decrypt the content in an environment where the decryption is done by the IPTV Receiving Device DRM Component itself.
	implementation specific

	IIF.DRM.General.0800-0200
	The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to exchange keys securely with other trusted hardware within the IPTV Receiving Device when the decryption is done by hardware other than what the IPTV Receiving Device DRM runs on.
	compliance and robustness regime

	IIF.DRM.General.1500
	The IPTV Security Solution shall support non-repudiation of subscriber ordering transactions.
	out of scope - in billing domain

	IIF.DRM.General.2500
	The failure of any IPTV port or stream or element shall result in error event notifications that would allow an operation support system to provide a defined list of possible failure modes and the probability of the failure modes occurring shall be defined in terms of an occurrence rate and the impact to the operator and to the subscriber.
	out of scope - not security issue

	IIF.DRM.Scrambling.0300-0100
	Essential elements of the scrambling algorithm, as well as its use, shall be legally protected by patents, copyrights, and other forms of IPR protection and shall be subject to licensing, though the terms of the license are not within the scope of the IPTV security solution. The purpose of the licensing is to enable IPR hooks which serve as a barrier to rogue implementations of the scrambling algorithm.
	inconsistent with ITU IPR policy; can be handled through an external (non-ITU) compliance and robustness regime

	IIF.DRM.Scrambling.0300-0300
	The use of the scrambling algorithm for both scrambling and descrambling shall be subject to licensing to: (1) Chipset manufacturers; (2) Equipment manufacturers making use of chipsets that implement the scrambling algorithm; (3) Software implementers of the scrambling algorithm; (4) Software providers that make use of a component which include the scrambling algorithm not covered by the above; and (5) CA/DRM providers. Only a licensed chip/module containing the scrambling algorithm capability shall be permitted to descramble content utilizing the scrambling algorithm, and shall be subject to licensing only when activated.
	inconsistent with ITU IPR policy; can be handled through an external (non-ITU) compliance and robustness regime

	IIF.DRM.Scrambling.0300-0400
	Requirements detailing implementation compliance and robustness guidelines of the scrambling algorithm (e.g., protection against side channel attacks) shall be published and enforced by the license. There shall be a secure and robust mechanism to ensure compliance. The purpose is to ensure that the actual implementation of the scrambling algorithm conforms to the compliance and robustness rules that apply to the scrambling algorithm and to the environment (e.g., chip/module) within which it is implemented.
	out of scope for ITU

	IIF.DRM.Scrambling.0400-0100
	The descrambling method shall be hardware-friendly and software-unfriendly. In other words, a hardware implementation shall be easy and efficient. Inversely, software emulation will be difficult and costly. The purpose is to minimize the possibility of unlicensed (rogue) software implementations, which would be difficult to prosecute, as they can easily proliferate across the Internet, and are difficult to detect on a general purpose IPTV Receiving Device.
	ATIS has adopted AES approach which does not satisfy this requirement;

	IIF.DRM.Subscriber.0300-0100
	The IPTV security solution shall provide a mechanism for blocking the viewing based on content rating.
	duplicates IIF.DRM.Subscriber.0200

	IIF.DRM.Tracing.0500
	The content tracing information shall contain enough information for forensic purposes.
	out of scope - requirement on content tracer


Finally, the following requirements in ATIS-0800001 were reviewed and designated as requiring further discussion.

Table B‑2 - To Be Discussed Requirements

	IIF Designation
	Requirement
	Comments

	IIF.DRM.General.0600
	The IPTV security solution shall support multiple DRM systems.
	could accept if "support" is changed to "enable support"

	IIF.DRM.General.0600-0200
	The specification of an IPTV scrambling algorithm shall not preclude activation of the scrambling algorithm in the field.
	needs clarification(s)

	IIF.DRM.General.0700
	The IPTV security solution shall support a server side DRM interface between the middleware of the network operator’s Subscriber/Service/Asset Management System (middleware) and the DRM System.
	needs clarification(s)

	IIF.DRM.General.0700-0100
	The server side DRM interfaces shall provide the capability to update and query the DRM System concerning IPTV Receiving Devices.
	needs clarification(s)

	IIF.DRM.General.0700-0200
	The server side DRM interfaces shall provide the capability to update and query the DRM System concerning subscribers.
	needs clarification(s)

	IIF.DRM.General.0700-0300
	The server side DRM interfaces shall provide the capability to update and query the DRM System concerning entitlements and rights.
	needs clarification(s)

	IIF.DRM.General.0700-0400
	The server side DRM interfaces shall provide the capability to update and query the DRM System concerning broadcast services.
	needs clarification(s)

	IIF.DRM.General.0700-0500
	The server side DRM interfaces shall provide the capability to update and query the DRM System concerning VOD assets.
	needs clarification(s)

	IIF.DRM.General.0800-0300
	The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to configure the reception and filtering of DRM messages from the received content by an external component.
	needs clarification(s)

	IIF.DRM.General.0800-0400
	The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to receive filtered DRM messages from an external component.
	needs clarification(s)

	IIF.DRM.General.0900
	The IPTV Security Solution shall support protection from theft of content (confidentiality), i.e. while in transmission (e.g., from broadcast/VOD servers in TV operator’s headend office to IPTV Receiving Devices in customers’ premises), in storage, etc.
	need to clarify/remove "confidentiality"

	IIF.DRM.General.1100
	The IPTV Security Solution shall support a method to robustly authenticate subscribers.
	needs clarification(s)

	IIF.DRM.General.1200
	The IPTV Security Solution shall support a method to authenticate users to differentiate these users inside a single subscriber account.  Given the assumption of strong subscriber authentication, user authentication may not require a highly robust authentication method.
	differences of opinion exist

	IIF.DRM.General.1300
	The IPTV Security Solution shall ensure the privacy of Subscriber entitlements, rights, transactions, and content viewing history.
	could accept if "ensure the privacy" is replaced with "not compromise the privacy"

	IIF.DRM.General.2200
	The IPTV security solution shall provide a secure execution environment in the IPTV Receiving Device by supporting secure boot-loading and secure installs and updates of middleware and applications for the IPTV Receiving Device DRM Component.
	needs qualification "where appropriate"; needs definition of "secure execution environment"

	IIF.DRM.General.2400
	The IPTV security solution shall provide mechanisms to support secure accurate time on the IPTV Receiving Device (for example via synchronization with authenticated NTP servers). This is because several processes such as time-based viewing controls, billing transactions, non-repudiation, QoS measurements, etc. rely on the time being accurate in the IPTV Receiving Device.
	needs qualification of "accurate"

	IIF.DRM.General.2600
	The attributes of an IPTV Interface or a stream shall be defined in terms of relevant parameters for that stream. Some examples include physical interface requirements, electrical/optical interface requirements, supported protocols and signaling schemes, the possible manipulation of the content stream (for example, trick modes) by either end of the interface or a stream, basic feature definition, a consistent API interface, and other aspects that will impact interoperability between suppliers to the operator.
	security related?

	IIF.DRM.Operator.0300
	The IPTV security solution shall provide a mechanism to allow the TV operator to identify an IPTV Receiving Device DRM Component and its associated IPTV Receiving Devices.
	

	IIF.DRM.Operator.0300-0100
	In case smartcards are used by the IPTV security solution, a corresponding mechanism should be provided to allow IPTV operators to uniquely associate each viewing card (smartcard) with a specific IPTV Receiving Device.
	needs clarification(s)

	IIF.DRM.Operator.0400
	The IPTV security solution shall provide a mechanism to allow the TV operator to initiate the activation/deactivation of IPTV Receiving Device DRM Components in a subscriber’s IPTV Receiving Device.
	revocation is problematic in context of multiple possible service operators

	IIF.DRM.Operator.0700
	The IPTV security solution shall provide a mechanism to allow the IPTV operator to securely load the IPTV Receiving Device DRM Component to the IPTV Receiving Devices.
	

	IIF.DRM.Operator.0800
	The IPTV security solution in conjunction with the subscriber management system shall provide interfaces to a billing system.
	in billing domain or security domain?

	IIF.DRM.Scrambling.0100-0100
	The IPTV security solution shall support, at a minimum, a single standardized scrambling algorithm (hereafter referred to as IPTV Common Scrambling Algorithm) to scramble and descramble the content in order to protect the media transport stream packets and content files in storage.
	could accept if does not refer to "IPTV Common Scrambling Algorithm" as defined by ATIS; i.e., if allows a regional variation of the default

	IIF.DRM.Scrambling.0100-0200
	The IPTV security solution shall support a mechanism to allow IPTV operators to select alternative scrambling algorithms other than the IPTV Common Scrambling Algorithm. This may be achieved by a pre-defined scrambling/descrambling algorithm identifier communicated between DRM Servers and DRM clients.
	contingent on discussion of IIF.DRM.Scrambling.0100-0100

	IIF.DRM.Scrambling.0100-0300
	When an MPEG 2 transport stream structure is present, the IPTV Common Scrambling Algorithm shall be applied to elementary streams in the transport level, not to packetized elementary streams.
	needs clarification(s)

	IIF.DRM.Scrambling.0300-0200
	In addition to the public aspects of the scrambling algorithm, the scrambling algorithm shall be kept at least partially confidential, but shall not rely on this confidentiality for its robustness. The published parts will allow the standard to achieve public acceptability, and the confidential parts will ensure the robustness. Enough of the algorithm should be published so that the community will be convinced of its security, but elements should be kept private to limit the number of unlicensed implementations that would need to be prosecuted. The public portion should not be weakened by the private portion.
	differences of opinion exist

	IIF.DRM.Subscriber.0300-0200
	The IPTV security solution shall provide a mechanism to limit access to IPTV for a given time period (for example, between 5:00 PM – 7:00 PM daily) or to certain channels or to certain programs or a combination thereof, for certain users of the household (subscriber).
	identification of individual users (as opposed to subscribe) may be impractical

	IIF.DRM.Subscriber.0300-0300
	The IPTV security solution shall provide a mechanism to control access to web sites.
	needs clarification(s)

	IIF.DRM.Subscriber.0400
	The IPTV security solution shall allow for a mechanism for setting and enforcing spending limit, requiring an access code (e.g., a password) to purchase events that cost more than the specified limit.
	in billing domain or security domain?

	IIF.DRM.Subscriber.0400-0100
	The spending limit may be set/enforced per-event.
	in billing domain or security domain?

	IIF.DRM.Subscriber.0400-0200
	The spending limit may set/enforce a total currency limit for all purchases.
	in billing domain or security domain?

	IIF.DRM.Subscriber.0500
	The IPTV security solution shall provide a mechanism for usage metering and control of the copy operation e.g., a limit on the number of copies or an enforceable copy time window.
	could accept if "should" rather than "shall"

	IIF.DRM.Subscriber.0600
	The IPTV security solution shall provide a mechanism for a Subscriber to view all digital rights information associated with specific content instances on the IPTV Receiving Device.
	cannot mandate every device class could support such a display

	IIF.DRM.Tracing.0300
	The content tracing technology shall ensure that the content tracing information should not be removed by normal network functions (e.g., through compression or error-correction technologies), or that any malicious attempt to remove the content tracing information from the content stream shall result in visible harm to the content.
	


Annex C – IPTV Security Architecture Diagram (FG IPTV-C-0328)
The following figure is proposed to update Figure 2 as specified in FG IPTV-C-0328, and is offered for consideration for incorporation into the WG3 Output Document – Working document: IPTV Security Aspects.
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Figure C‑1 - Proposed IPTV Security Architecture
__________________

Content provider





(1) Content protection (SP to consumer)


(1’)Content protection (within consumer domain)





(2) CP access security 


(3) Service access security


(4) Service operating security





(5) Delivery network security


(6) Network access security


(7) Terminal device security 


(8) Subscriber security






























































Delivery Network





DRM/CA Agent





(1)





(2)











DRM Server/ CAS





Service Operation& Management





Service Client





Data  Plane





Control  Plane





Management  Plane

















(4)





(1’)





(3)





(5)





(7)





Content Source





Consumer





Delivery Network





Service Provider





(8)





Content Security





Service Security





Network Security





AN 





(6)








	Contact:
	Glenn ADAMS 

For Samsung Electronics Corp. 

Korea (Rep. of)
	Tel:
+1 617 864 0005 x101
Fax:
+1 617 864 0006
Email   glenn@xfsi.com

	

	Attention: This is a document submitted to the work of ITU-T and is intended for use by the participants to the activities of ITU-T's Focus Group on IPTV, and their respective staff and collaborators in their ITU-related work.  It is made publicly available for information purposes but shall not be redistributed without the prior written consent of ITU.  Copyright on this document is owned by the author, unless otherwise mentioned.  This document is not an ITU-T Recommendation, an ITU publication, or part thereof.



