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WP2/5 would like to thank you for sending information about activities related to Home Networking, including IP TV services. 

WP2/5 is pleased to inform you that we have made progress at our Working Party meeting in Geneva, 19-23 November 2007.

During the meeting, our draft new Recommendation K.hnw, “EMC, Resistibility and Safety requirements and procedures for Home networks” was discussed and revised. Major changes are as follows:

1) Examples of the devices under Recommendation K.hnw were added in Section 4.4. Moreover, “note” about activities in other study groups were added in section 4.1.

2) Consideration of a specific immunity test was added in section 5.6. 

3) New appendices were added. One is the example of trouble in the field and the other is the description of specific immunity test.

WP2/5 would appreciate it if you could take into account EMC, Resistibility and Safety specifications for Home Networking devices as specified in draft Recommendation K.hnw.

WP2/5 would also appreciate your attention to this document and looks forward to your comments and any proposals. Next SG5 meeting will be held in Geneva from 25 - 29 February 2008. 
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Foreword


This document presents the revised draft version of Recommendation K.hnw reflected with the discussion during the meeting. 


Draft Recommendation K.hnw - “EMC, Resistibility, safety requirements, and procedures for measures in home networks”


1
Scope


The scope of this standard is to provide a way how to deal with EMC problems, which may potentially be caused by the development of home-network environments, and to establish problem-free operation in home networks. 


 With recent advances in telecommunication technologies, high-speed access networks, by which each user can easily access to networks, have been introduced in home environments. As a result, many users can now enjoy many network-based services, and many electronic devices are connected to the network so that home networks can be easily constructed.


On the other hand, there are many wired and wireless technologies that have appeared on the market, and these kinds of technologies could be introduced in a home network environment. In these network configurations, several kinds of network-related equipment are introduced in the home and are set in close proximity to each other. This situation may create a severe electromagnetic interference and produce new types of EMC problems. 


The Purpose of this standard is to provide safety, EMC, and resistibility requirements for home-network equipment. Existing international standards are referenced to avoid duplication. In addition, national regulations or laws exist, if that is the case, they are taken into account and selected in each country.


2
References


The following referenced documents are indispensable for the application of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced documents, including any amendments, applies.


[1] ITU-T Recommendatoin K.21, “Resistibility of telecommunication equipment installed in customer premises to overvoltages and overcurrents ” (10/00), 


[2] ITU-T Recommendation K.31, ‘‘Bonding configurations and earthing of telecommunication installations inside a subscriber's building ’’, (03/93)


[3] ITU-T Recommendation K.34, ‘‘Classification of electromagnetic environmental conditions for telecommunication equipment - Basic EMC Recommendation ’’, (07/03)


[4] ITU-T Recommendation K.37, “Low and high frequency EMC mitigation techniques for telecommunication installations and systems – Basic EMC recommendation”, (02/99)


[5] ITU-T Recommendation K.43, “Immunity requirements for telecommunication equipment”, (05/98)


[6] ITU-T Recommendation K.48, “EMC requirements for each telecommunication network equipment – Product family recommendation”, (09/06) 

[7] ITU-T Recommendation K.50, ‘‘Safe limits of operating voltages and currents for telecommunication systems powered over the network’’, (02/00)


[8] ITU-T Recommendation K.51, ‘’Safety criteria for telecommunication equipment’’, (02/00)


[9] ITU-T Recommendation K.60,“Emission limits and test methods for telecommunication networks”, (07/03)


[10] ITU-T Recommendation K.66, “Protection in Customer Premises” (06/05)


[11] Handbook on Mitigation measures for telecommunication installations

[12] Handbook on Earthing and Bonding

[13] Handbook on Interference measuring techniques

[14] ITU-T Recommendation J.190, “Architecture of Media Home Net that supports cable based services”

[15] ITU-T Recommendation J.191, “IP feature package to enhance cable modems”

[16] ITU-T Recommendation J.192, “A residential gateway to support the delivery of cable data services”

[17] IEC 60335-1, “Household and similar electrical appliances Safety Part 1: General requirements-Edition4.2(01/2004)


[18] IEC 60335-2 series,  “Safety of household and similar electrical appliances’’

[19] IEC 60950, “Information technology equipment - Safety -”,


[20] CISPR Publication 22, “Information technology equipment - Radio disturbance characteristics - Limits and methods of measurement”, 


[21] CISPR Publication 24, “Information technology equipment - Immunity characteristics - Limits and methods of measurement”,


3
Definitions and Abbreviations 


3.1
Definitions


3.1.1
Home networking

A home networking is the collection of elements that process, manage, transport, and store information, thus enabling the connection and integration of multiple computing, control, monitoring, communication and entertainment devices in the home.

3,2
Abbreviations


EM

ElectroMagnetic


EMC

ElectroMagnetic Compatibility


EMI

ElectroMagnetic Interference


GW

GateWay


STB

Set Top Box


TCP/IP

Transmission Control Protocol / Internet Protocol


UDP/IP

User Datagram Protocol / Internet Protocol


4
Configuration and problems in home network environment


4.1
Basic Architecture of the Home Network


 Figure 1 shows a basic architecture of a home network, which is presented in the standard J.190. In a home-network environment, several kinds of equipment, such as information processing systems, communication systems, and home electronic household appliances (e.g., TV, AV equipment, etc.) are connected via networks and communication system gateways (GW). As a means for access networks to connect to outside networks, optical fibres or metallic cables are used. Communications within home networks are based on IP-based protocols via wired- or wireless-networks, and these types of equipment are connected using suitable protocols such as TCP/IP and UDP/IP. 


[image: image1.wmf]　


Home Network  Basic Architecture  (Ref: ITU-T J.190)


Communication


Access Network


Broadcasting Network


Internet Protocol


Proprietary Protocol


TV


AV-HDD


D-VHS


DVD


Digital


AV Plane


PC


Plane


Tel/Fax


Plane


Living


Environment


Plane


Printer


DSC


DVC


Semiconductor Audio


Cordless


Telephone


Cordless Fax


TV telephone


AIR-CON


Microwave-Oven


Wireless Monitor


Camera


Refrigerator


Electronic Health


Checker


STB


PC


TEL


／


FAX


Controller


Broadcasting


System GW


（


Terrestrial Wave/CS/BS/CATV Broadcasting)


(Optical Fiber, ADSL, 


ISDN, Internet)


Realization of interconnection 


environment of household appliances


Communication 


System GW


Wired


（


Plastic, Optical Fiber


）


Wireless


（


UWB, LAN, Infrared Ray


）


Power Line


Robot


Game




Figure 1 - Basic architecture of home network


The target system and equipment in this standard correspond to those that are managed by the communication GW via the home network, as shown in Fig. 1.

 Note : Architecture of Home Networking is studying in several Study Groups. The consideration of the architectures in these study groups should be taken into account when considering Home networking devices under this Recommendation.

4.2
Problems that may occur in Home network environment


Some new conditions and problems have emerged in terms of EMC environments in home-network environments. An example of the problem in the field is shown in Appendix I/K.hnw.


1) Several kinds of home network equipment that are connected via wired- and wireless- networks co-exist in a small area, in which distances between equipment are very short compared with conventional distance. As a result, the influences caused by EM noise on sensible equipment have become stronger than in the past, thus increasing the probability of creating interferences.


2) Electronic equipment that did not have network connection capability in the past now can be connected to networks. Therefore, network configurations tend to be more and more complicated, and the issues related to EMC problems have to be taken into account.


3) Unlike network centre facilities, in-home networks environment cannot be controlled by network operators, resulting in unstable EMC conditions.


 Consequently, EMC problems due to congested electronic equipment arrangement should be taken into account in addition to conventional problems and regulations.


4.3
Electromagnetic environment in Home


With the advent of access network technologies, many users can easily access to Internet. Moreover, many wired and wireless technologies are available to use in customer’s premises., and these technologies can easily be introduced into home electronic devices. Therefore, configuration of networks at home could be changed and complex, before. 


On the other hand, many kinds of electronic technologies are introduced into home devices. For example, inverter technologies are used in many electronic appliances, such as air conditioners, refrigerators, fluorescent lights or other lighting devices, to reduce power consumption and to increase its efficiency. These devices sometimes may produce electromagnetic disturbances.


The evolution of electromagnetic environment at home may create a more severe and critical situation than before, and lead to higher potential of electromagnetic disturbances cases or emergence of new family of EMC problems.


Typical EM-environment in customer premises is described in K.34.


4.4
Devices under the scope of this Recommendation 


Following devices are considered as home network devices, because these devices probably have an ability (or function) to be connected to home- networks. Examples of these devices are shown in Fig. 1/K.hnw.


1) Audio visual devices, such as TV, Game devices, DVD-player, etc.


2) Household devices, such as Air-conditioner, Digital camera, Microwave Oven, etc.


3) Information Technology devices, such as Telecommunication devices, PC, Printer, etc.


4) Controlling devices, such as STB, GW, controller for household equipment or security, etc. 

The devices, whose main functions are related to telecommunication or networking in home networks, such as devices provided by Operator, are under the scope of this Recommendation. Other devices, whose main functions are not related to telecommunication, or networking, such as TV or PC, should comply with relevant product family standards. If the devices have a port that is not covered with the product standards, then consideration of this Recommendation should take into account.

< Rapporteur’s comment: This subsection should be revised. More clarification and explanation are necessary.>


5
Requirements


5.1
General requirements


 Home-network equipment should basically comply with safety, EMC, and resistibility requirements based on corresponding product family standards. If relevant product family standard does not exist, basic and/or generic standard should be applied to the equipment.


The input/output ports for home-network equipment include several types such as dedicated a.c./d.c. power port, input/output port for access networks, internal connection port for home-network connections, enclosure port, protection earth (PE) port, coaxial port, etc. These ports should basically comply with relevant Safety, EMC and Resistibility requirements in product family standards. If home-network devices has a port that are not covered with existing product family standards, then requirements in Generic /Basic standards or in a relevant standard that has requirements for that port, should be applied. Moreover, if that port connects to the telecommunication networks, then it should comply with the requirements described in following sections.


5.2
Safety


Home-network equipment should comply with IEC 60950-1. If the equipment has an RFT-V or RFT-C circuit, then it should also comply with Recommendation K.50 and K.51.




5.3
EMC 

Home network equipment should basically comply with emission and immunity requirements described in K.48, or CISPR publication 22 and 24. If the equipment has telecommunication port, and it does not cover with the product standard, then the port could be tested by these standards.


<Rapporteur’s comment: this subsection should be revised with clarification of standards and difinition of home network equipment.> 

5.4
Resistibility


The resistibility requirements in Recommendation K.21 apply to all telecommunication, data and power ports of the home network equipment. SELV power supplies can be tested as an integral part of the home network equipment or as a separate piece of equipment. Refer to K.44 for advice on selecting the required level of resistibility e.g. “basic” or “enhanced”.



5.5
Earthing and Bonding


Recommendation K.21 assumes that the earthing and bonding of the building and the home network equipment is as recommended in K.66. If for some reason, regulatory or otherwise, the telecommunications and power networks cannot share a common earth, special requirements maybe needed and these are also covered in Recommendation K.66.



5.6
Specific immunity requirements


Telecommunication Networks are migrating from analogue network, such as PSTN, to digital networks, such as IP-based Networks, or Next Generation Network (NGN). These new networks have ability to provide broadband services with low cost and flexible operation. Therefore, new types of services, such as IP-TV, Video multi-cast, high quality Voice over IP, etc, will be provided in these networks. Moreover, in some case, leased line service will also be provided. These services require high reliability and high quality. That is, these services can not permit failure of the function, such as delay of the data, occurrence of bit error, loss of established connection, and so on.


By applying immunity tests conditions currently defined in relevant product standards, loss of function is permitted by performance criteria. That is, Electric Fast Transient / Burst (EFT/B) Test, Electrostatic Discharge Test, and Surge Test permit loss of function during test. However, for real-time application services or leased line services, loss of function can not be acceptable in the fields. As indicating in Appendix I to III/K.hnw, impulsive noise is the major cause of EMC trouble against IP based services in the fields. Therefore, specific immunity requirements against impulsive noise must be applied to ensure problem free operation of home networks. Example of the specific immunity requirement is presented in Appendix IV/K.hnw.


6
Procedure how to select appropriate requirement


Many types of standards related to EMC, Resistibility and safety exist in different standardization organizations, such as ITU-T, CISPR and IEC. Each electronic/Electronics device has its product family EMC requirements. Therefore, to avoid duplication of requirements, this recommendation shows how to select appropriate standards.

6.1
General consideration


Following consideration is the principle to select relevant standard for home network devices.


1) If a home-network device can be categorised by specific product family, and its product family standards exist, then this standard should take precedence over the other standards.

2) If a home-network device cannot be categorised by specific product family, or product family standards do not exist, then Generic / Basic standard should be applied.


6.2
Consideration for a port that is not covered with existing product standards


If a home-network device has a port that is not covered with existing standards, then following considerations are recommended to ensure problem free operation.


1) If Generic / Basic standards has the requirements for that port, then it should take these requirements into consideration.


2) If that port has a specific function, and this function categorizes into specific product family, then requirements in the product family standards should be taken into consideration.


If the product family standards will be revised to include the requirements for that port, these considerations do not apply.


7.
Countermeasures

7. 1 
Methodologies for taking measures against  EMC trouble


Basic methodologies for measuring EMC trouble are described in K.37, Handbook on “Interference measuring techniques”, and Handbook on “Mitigation measures for telecommunication installation”. Also, methodologies for protecting against over voltage and current are described in K.66.
















7.2
Damage


If the home network equipment is being damaged by lightning, refer to Recommendation K.66 for advice on using a Multi-service Surge Protective Device (MSPD). An MSPD is also known as a Combination Protection Unit (CPU). An MSPD will provide equipotential bonding between the mains service and the telecommunication service and protect the ports from induced lightning surges occurring in both network cables and building wiring.

Appendix I


Example of the trouble case in Home Network – Trouble case for IP TV broadcasting service over DSL -


I.1 Introduction


This part gives an example of trouble case in Home Network. Example of this Appendix is the experience of the ITU-T members.


I.2
Influence of Impulsive noise in home for IP-TV broadcasting services


In the recent few years, Internet access over Digital Subscriber Loop (DSL) has been experiencing a constantly growing popularity. Recent technological advances have increased the potential capacity of access networks, which were originally intended to provide plain old telephone service (POTS). The performances of the new high bit-rates services are depending in particular of the noises present on the copper lines. The most common of them are crosstalk noise, radio-frequency interference (RFI), and impulsive noise. 


The impact of noises is reinforced by the unbalance of the copper lines.


Impulsive noises are produced by many equipments and devices installed in home. For example, inverter technologies are used in many electronic appliances, such as air conditioners, refrigerators, fluorescent lights or other lighting devices, to reduce power consumption and to increase its efficiency. These devices sometimes may produce electromagnetic disturbances. The conducted disturbances generated on the mains power lines can also be transferred by coupling to the telecommunication lines. 

The impact of impulsive noise on a service with a relatively low bit rate is not really important. 


Thanks to the availability of high-speed digital processing and the use of bandwidth-efficient modulation schemes such as Discrete Mutli-Tone (DMT) it is now possible to transmit very high bit-rates data and to offer new services such as TV over DSL. For such service the impact of impulsive noises in terms of QoS is more serious and its reduction becomes an important challenge for the Telco's 


 In this context, impulsive noise measurements has been done in order to constitute a data base which is the first step toward the statistical characterisation and the modelling of noise.


In this contribution the impact of impulsive noise on DSL transmission is first explained. Some examples of noises are then shown and the first results of a statistical analysis are presented.


In order to evaluate the impact of impulsive noise on DSL transmissions data existed on telecommunication lines in different EM environments has been gathered. The measurements where used to constitute a database. Figure I.1 shows an example of impulsive noise.
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Figure I.1: Example of impulsive noise recorded on a telecommunication line


Contrary to the stationary noise, which is taken into account during the initialization of the systems xDSL and for which a maximum probability of errors is imposed, the impulsive noise generates typically blocks of errors, because of its very short duration and its purely random occurrence.


These errors can potentially impact services such as for example TV over DSL and cause frozen images or pixels as shown on figure I.2.
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Figure I.2: Example of the impact of impulsive noise on the TV service.


In order to establish engineering rules for the deployment of DSL systems and to increase the QoS, France Telecom has tested the immunity of DSL transmission systems to impulse noise. For the test of the TV service, representative impulsive noises are injected on the DSL links during the transmission. The impact is evaluated by analysing the Ethernet video flow (loss of MPEG cells) and the quality of the picture on a TV screen.


Appendix II


Example of the trouble case in Home Network – Degradation of performance of ADSL service caused by REIN -


II.1
Introduction

This document presents an example of degradation of ADSL performance caused by “REIN” from switch power supply. This Appendix is the experience of ITU-T member.

II.2
Degradation of  ADSL performance caused by “REIN” from switch power supply


During EMC test, downlink performance of ADSL can be degraded when the cable carrying ADSL service is moved towards the switch power unit. The degradation of performance includes loss of package and loss of connection. The performance return to normal state after the power supply unit is turned off or moved far away from ADSL cable.


The figure II.1 shows the measured results obtained with a probe of oscilloscope being near the switch power unit.
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Fig. II.1 Measurement result of impulsive noise

Further investigation was done using a 3km length cable with the switch power unit turned on and off, table II.1 shows the influence of REIN to active rate of ADSL.

Table II.1 Summary for the degradation of ADSL performance


		3km cable

		First★

		Second★

		Third★

		fourth◆

		fifth◆

		sixth◆

		



		Power unit turned "OFF"

		Down link rate

		3788

		3788

		3788

		3800

		3764

		3796

		★active mode G992.3 Interleaved；


◆active mode T1.413 Interleaved



		

		Up link rate

		800 

		800

		804

		800

		800

		804

		



		Power unit turned "ON"

		Down link rate

		3152

		3148

		3184

		3296

		3328

		3360

		



		

		Up link rate

		808

		800

		808

		896

		896

		896

		





The comparison table shows the great influence of the noise generated by the switch power unit on the down link rate of ADSL service.


Appendix III


Example of the trouble case in Home Network – An network trouble of wide area Ethernet caused by impulsive noise

III.1
Degradation of performance of leased line services provided by IP-Networks



Fig. III.1/K.hnw shows the configuration of an ATM online system. The network has a redundancy configuration, and consisted of a wide area Ethernet (main) and an Integrated Service Digital Network (ISDN). The trouble was that the wide area Ethernet could not hold the link in the data transfer state and the main line was changed to the ISDN line. The trouble occurred while the media converter had a malfunction caused by the impulsive noise conducted through the AC power line.


Fig. III.2/K.hnw shows the impulsive noise measured by an oscilloscope at the AC power line of the media converter. The noise was generated in synchronization with the hoisting of an elevator. Fig. III.3/K.hnw also shows the impulsive noise measured at the AC power line of the room light when it turned on/off. As the AC power line of the room light was running in parallel with the communication line, the impulsive noise was inducted on to the communication line and came into the media converter. This room is an ATM booth in a shopping mall, and the network equipments could not be bonded to the earth conductor.
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Fig. III.1/K.hnw Configuration of the ATM online system affected by network impulsive noise disturbances
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Fig. III.2/K.hnw Noise current measured during an elevator was going up and down.
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Fig. III.3/K.hnw Noise current and voltage measured when the room light turned on/off.


III.2
Immunity test on the media converter



Table. III.1/K.hnw shows the performance criteria satisfied by the media converter by applying the immunity test based on the recommendation K. 48. The EFT/B test and the continuous conducted RF test were examined, and the test method and test level were based on the recommendation K.43. Fig. III.4/K.hnw shows the measurement system and configuration for the immunity tests, and the earth connection of the EUT being either less than 100 ohm (specification of the manufacturer) or open (equivalent condition with the ATM booth).


Table. III.1 Evaluation result of an immunity test for the media converter.
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Fig. III.4/K.hnw Measurement system and configuration for the immunity test.



According to Fig. III.1/K.hnw, the performance criterion satisfied by the media converter was “A” for the continuous conducted RF test, and was “B” for the EFT/B test. Although the minimum requirements defined by the recommendation K. 43 were satisfied by the media converter, it had caused the trouble introduced in the chapter III.2. 



The trouble was caused by the impulsive noise generated when an elevator had been going up/down, or when the room light was turned on/off. It is unacceptable that an important communication line such as the ATM online system is highly disturbed by ordinary basic human life activities. Therefore, the mandatory immunity test levels should be matched up well in accordance with the actual electromagnetic environment, not simply depending on the requirement for the communication services.

Appendix IV




Specific Immunity Requirements for devices used in services that are sensitive to an Impulsive noise

IV.1 Introduction


As shown in Appendices I to III, troubles of IP network services have occurred in the fields. Services to be sensitive to impulsive disturbances, such as IP-TV, high quality VoIP, leased line, etc, need severe immunity requirements for their function to satisfactorily operate. This Appendix provides specific immunity requirements for devices used in services, which are sensitive to impulsive disturbances.

IV.2
Specific EFT/B immunity test

Devices deemed to provide a service to be sensitive to impulsive disturbances shall comply with both basic and specific EFT/B test requirements at all port defined in K.48.


IV.2.1
Basic EFT/B test requirements [1][2]


Basic requirements for devices providing high reliability services are shown in Table IV.1/K.hnw.


Table IV.1 / K.hnw Basic Immunity test Level of EFT/B test


		Test

		Ports

		Level

		Unit

		Duration, Rep. freq., etc

		Basic Std.

		Criterion



		Fast transients

		Telecom.


DC

		0.5

		kV

		5kHz, 15ms, 300ms


or


100kHz, 0.75ms, 300ms


(see note 1)

		IEC 61000-4-4

		B





		

		AC

		1.0

		

		

		

		





Note 1 : Use of 5 kHz repetition rates is traditional; however, 100 kHz is closer to reality. Product committees should determine which frequencies are relevant for specific products or product types.

IV.2.2
Specific EFT/B test requirements


Specific requirements for devices providing services to be sensitive to impulsive disturbances are shown in Table IV.2/K.hnw.


Table IV.2 / K.hnw Specific Immunity test Level and Criterion of EFT/B test


		Test

		Ports

		Level

		Unit

		Duration, Rep. freq., etc

		Basic Std.

		Criterion



		Fast transients

		Telecom.


DC

		-to be determined

		kV

		100kHz, 0.75ms, 300ms




		IEC 61000-4-4

		A






		

		AC

		to be determined

		

		

		

		





IV. 3
Specific immunity requirements against Repetitive Electronic Impulsive Noise (REIN)


-Under study


IV.4.
Performance criteria [3] <Rapp. comment: This section need to be revised>

IV.4.1
General Performance criteria


Performance criterion A


During and after the test, the communication function shall, as a minimum, operate without:


– error rate beyond the figure defined by the services;


– requests for retry beyond the figure defined by the services;


– speed of data transmission rate beyond the figure defined by the services;


– protocol failure;


– loss of link.


Performance criterion B


Error rate, request for retry and speed of data transmission rate may be degraded during the application of the test. Degradation of the performance as described in criteria A is permitted provided that the normal operation of the EUT is self-recoverable to the condition immediately before the application of the test.


Performance criterion C


Degradation of the performance as described in criteria A and B is permitted provided that the normal operation of the EUT is self-recoverable to the condition immediately before the application of the test or can be restored after the test by the operator.

IV.4.2 Special performance criteria for DSL system


Performance criterion A


It is important that the modems should be able to train in the presence of the impulsive noise and minimize disruption to the end-user in the case that an impulse noise source starts after the link has synchronized. Therefore the following procedure and performance criteria shall be applied.


Before testing, the modems shall be trained in the absence of impulsive noise.


The impulsive noise source shall then be applied at the required test level.


•For fixed rate profiles the modem shall continue to operate, without re-training, with a Bit Error Rate (BER) of < 1e-7.


• For rate adaptive profiles the modem shall continue to operate, without re-training, at the maximum attainable bit rate established prior to the application of the impulsive noise for the same target noise margin.


With the impulsive noise applied, the modems shall now be forced to re-train and it be confirmed that the modem achieves synchronization and operates in a:


• Fixed rate profile, with a Bit Error Rate (BER) of < 1e-7 and for an;


• Rate adaptive profile, at the maximum attainable bit rate established prior to the application of the impulsive noise for the same target noise margin.


Performance criterion B


Degradation of the performance as described in criteria A is permitted in that errors are acceptable during the application of the test. However the application of the test shall not cause the system to lose the established connection or delay function (e.g. re-train). At the cessation of the test the system shall operate in the condition established prior to the application of the test without user intervention.


Performance criterion C


Degradation of the performance as described in criteria A and B is permitted provided that the normal operation of the EUT is self-recoverable to the condition immediately before the test or can be restored after the test by the operator.
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