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Abstract:

In this document we look at a specific use-case which connects an IPTV provider, an IMS provider and third party services. The document goes through the use case steps, performs a gap analysis on the technology around the use case and concludes with a short summary.

Introduction


This example illustrates the use of Identity Management in the IPTV domain.


The scenario envisages that an IPTV Service Provider (SP) provides additional services to its subscribers by collaborating with 3rd Party Service Providers. Another important player identified in this scenario is the NGN Service Provider, who is responsible for providing the IMS platform and NGN telecommunications services.


The IPTV SP, the 3rd Party SPs and the NGN SP are all federated under an “IPTV circle of Trust”, as shown in Figure 1.


The goal of this use scenario is to show how Identity Management and federation can be successful employed to enable collaborative business models and simplify user experience.
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Figure 1 – IPTV Circle of Trust


Use Case Scenario


The players involved in this specific use case scenario are shown in Figure 2.


· The end user is subscribed to an IPTV SP.


· The NGN SP provides the IMS platform and it also plays the role of Identity Provider (IdP)

· The DVD seller is a 3rd Party SP who sells DVDs online
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Figure 2 – Use Case Scenario


The end user is watching a movie on his TV set. During the movie, the user is presented with the possibility to buy the DVD of the specific movie that he is currently watching.

If the user decides to buy the DVD, the movie is paused and the user is transferred to the DVD seller web site where he can easily complete the transaction with entering virtually any data (making the overall user experience very simple).
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Figure 3 – Action Sequence

Figure 3 shows in details the relevant actions involved in this scenario:


1) The IPTV provider presents the user the possibility to buy the DVD of the movie the user is currently watching.

2) The user is interested in this offer and so he decides to proceed with the buy.


3) The interaction with the DVD seller is initiated.


4) The movie is paused and the user is presented with a web page showing the summary of the offer.


5) The user is happy with the offer and he decides to proceed with the order

6) The DVD provider contacts the IdP in order to get the relevant information about the user (name and address).


7) The user’s name and address are transferred to the DVD seller. The DVD seller can now present this info to the end user for final confirmation


8) The DVD provider will check with the IPTV provider whether the user has enough balance to buy the DVD


9) The IPTV provider confirms that the user can purchase this DVD


10) The user is presented the confirmation of the purchase. The movie continues from the point where stopped.


Gaps

These gaps appear as a consequence of the use case scenarios previously presented. The gaps, however, are not specific to IMS and can be generalize in any case where a certain participant in the circle of trust does not allow the authentication procedure to be performed outside its domain.


· Circle of trust with an IMS provider: current standards do not allow for the authentication to be performed outside the IMS provider if there is interaction with an IdP.

· Within the 3GPP GBA architecture, authentication is based on the presence of a SIM card. This should be extended to the case that a SIM card in not present.

· Authentication in a circle of trust which has more than one IMS provider: Due to the gap identified previously, it is unclear how to support SSO in this scenario.

· Inter-working between 2 or more IdPs: Similar to the case above, how to deal with cross-IdP authentication.

All these cases are detailed below.

Circle of trust with an IMS provider


The gap analysed in this case pertains to a circle of trust, where single sign on (SSO) is desired, which consists of at least one IMS provider. Since the assumption is that the IMS provider will not accept the authentication to its services be performed outside its domain, the IdP services will always be linked to that IMS provider. Although this is acceptable in some cases, in others this forces the user’s subscription to a certain IMS provider just because it belongs to a certain circle of trust.


In the specific case of IMS, authentication is usually bound to a SIM card (as in GBA 3GPP TR 33.220?) which reduces the amount of devices, services, etc that the user can benefit from.

Authentication in a circle of trust which has more than one IMS provider


In this case we can illustrate the scenario where a user has two different accounts with two different IMS providers. In this example the user has both a home account and an office account. However, he is the same user and SSO might be desired independently of the role he is playing. But because authentication is bound to the IMS provider, the user will not benefit from SSO across the services of the two providers.

Inter-working between 2 or more IdPs

A generalization of the previous case could be that the user is registered with two different identity providers but would like to be recognized in one with the login of the other. The impact to the individual circles of trust to where each of the IdPs belongs to, and are linked by the same user, is undefined.

Summary


We designate these as valid scenarios for the future and the obstacles not purely technical. However, even if the obstacles are not purely technical, there could be technical mechanisms to reduce the impact in the user’s experience.


One technique to be explored could be that of enhancing the authentication level across different domains. Although the concept itself is far from new, its implications in this concrete scenario need to be further examined. Perhaps the user can do without one of the steps in the IMS registration to increase its authentication levels if, and only if, other authentication steps have already been take with another authentication trusted provider.


Other techniques may also exist which decrease the complexity of the authentication scenario while preserving the operator’s preferences in how and where it is performed. 
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