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ATIS Standard on

IIF Default Scrambling Algorithm (IDSA)

1 INTRODUCTION

1.1 Abbreviations and Definitions

1.1.1 Abbreviations

AAA Authentication, Authotization, Audit/Accounting
AES Advanced Encryption Standard

CA Conditional Access

CAS CA System

CBC Cipher Block Chaining

CEA Consumer Electronics Association

CwW Control Word

DMCA Digital Millennium Copyright Act

DMP Digital Media Project

DRM Digital Rights Management

DVB Digital Video Broadcasting

DVR Digital Video Recorder

ECM Entitlement Control Messages

EMM Entitlement Management Messages

ETSI European Telecommunications Standards Institute
FCC Federal Communications Commission

FIPS Federal Information processing Standard

IDSA IIF Default Scrambling Algorithm

IPTV Receiving Device | Home Network End Device

IDP Interoperable DRM Platform

IETF Internet Engineering TF

ITF IPTV Interoperability Forum

P Internet Protocol

ISO International Organization for Standardization
ITF IPTV Terminal Function

v Initialization Vector

MIKE Multicast Internet Key Exchange

MPEG Moving Picture Experts Group

MSEC Multicast SECurity

NAPT Network Address and Port Translator

NAT Network Address Translator

NCTA National Cable and Telecommunication Association
NEMO Networked Environment for Media Orchestration
NIST National Institute of Standards and Technology
OMA Open Mobile Alliance

PC Personal Computer

PES Packetized Elementary Stream

STB Set-Top Box

TF Task Force
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TRU Traditional Rights Usage

TS Transport Stream

VOD Video On Demand

WIPO World Intellectual Property Organization
1.1.2 Definitions

Symbol and Notations | Definition

@ Exclusive OR

[x]t Least significant T bits of the number x

Ci The i-th ciphertext block

Ex() AES encryption under the control of key K
Dx() AES decryption under the control of key K
K 128-bit scrambling key

m Number of blocks in the payload of an MPEG transport stream packet
Pi The i-th plaintext block

Term Definition

Access Control

The practice of restricting the viewing of TV or the interaction with IPTV applications to
authorized persons, and to the mechanisms which prevent access by unauthorized persons. It
includes:

e Control of boot-load and application load onto the IPTV Receiving Device.
e Control of access to the service and to the IPTV Receiving Device.

° Protection of the data carried between IPTV Receiving Device and Service.

®  Usually mutual authentication between IPTV Receiving Device and Service.

Authorization

A mechanism that defines and controls what setvices ot resources an entity can access.

CA

A mechanism that is used to protect and control the viewing of traditional broadcast TV
content, on-demand content, and pay per view. It has been implemented over uni-directional
and bi-directional networks and co-channel transport. It is used both in analog TV broadcast
systems and in digital TV delivery systems (where the equivalent of analog de-scrambling for
digital services is implemented).

Editor's Note: The IIF-DRM group agrees that there is not a hard split between CA
and DRM, and as functionalities are added to CA, the difference narrows.

Content Protection

A combination of Acess Control and Copy Control.

Copy Control

The enforcement of conditions under which copyrighted content can be copied. Copy Control
is one part of Content Protection.

Copy Protection

A mechanism used to protect content from being copied in an unauthorized manner via analog
and/or digital IPTV Receiving Device interfaces.

DRM A collection of technologies that technically enable the definition of and the enforcement of
secure content transportation as well as secure content licensing, including:
e  Protection and control of the viewing of content that is delivered over IP transport.
®  Rights Management for the delivered content.

IPTV Receiving Device | a.k.a. ITF (as defined in the ITF Architecture Requirements, ATIS-0800002 [4]), represents the

functionality within the consumer network that is responsible for terminating the IP signal, and
converting the content into a render-able format -- e.g., a STB.

Key Management

All of the provisions made in a secure IPTV system, which are related to generation, transport,
exchange, storage, safeguarding, use, revocation, and renewing of cryptographic keys.

VOD

Refers, in the context of this document, to all forms of on-demand content that are streamed at
the request of a subscriber. This can include, for example, movies, music, radio talk shows,
distance learning, games, etc.
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1.2 Obijective

This document is the IIF Default Scrambling Algorithm (IDSA) Interoperability Specification that is
designed to meet the following objectives:

*

*
*
*

The specification focuses on IPTV Interoperability issues only.

The specification assumes that the DRM system is a black box.

The specification describes a default scrambling/de-scrambling algorithm.

The specification also describes the signaling for the selection and use of alternative scrambling
algorithms.

This specification only addresses scrambling of MPEG-2 Transport Streams. There are expected
to be additional scrambling profiles for use with other transports of IPTV content as these
are defined by ATISIIF. Specifications for any additional scrambling profiles will be given
in future revisions of this document.

1.3 Overview
The following components are involved in the interoperability in the IPTV security domain:

*

* & & & O o o

Server Side DRM System;

IPTV Receiving Device DRM Component;

Broadcast Content Server;

VOD Repository;

VOD Server (including all types of content e.g., video, games, music);
Server Side Middleware (Subscriber, Service, Asset Management System);
IPTV Receiving Device (e.g., set top box); and

IPTV Receiving Device Software.

This document supports interoperability by specifying a default scrambling/de-scrambling algorithm
for the MPEG-2 Transport Stream and the scrambling algorithm signaling, which is part of the content
flows that are highlighted in yellow in Figure 1 below.
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Figure 1: High Level DRM Architecture
The default scrambling/de-scrambling algorithm(s) is defined in more detail below.

1.3.1 Scrambling Algorithm(s)

To provide for the highest levels of security and performance, encryption and decryption are generally
performed in hardware, and so there are generally just a small number of scrambling algorithms
deployed on a typical receiver’s hardware platform. To ensure compatibility between different IPTV
Receiving Device hardware platforms on an operator’s network, and to minimize the implication to the
hardware, only a small number of scrambling algorithms will normally be utilized. The network
operator will get maximum choice of IPTV Receiving Device platforms with the adoption and
implementation of a standardized scrambling/de-scrambling algorithm(s).

1.3.2 Scrambling Algorithm Signaling

For delivery of IPTV content ATIS IIF specifies the use of the standard DVB mechanism [5] for
identification of the scrambling algorithm used to protect the associated elementary streams of an
MPEG-2 Transport Stream.

The IPTV security solution specifies a single IIF default scrambling algorithm (IDSA) for MPEG-2
Transport Streams, as well as permitting the use of alternative scrambling algorithms such as those that
require licensing or hardware-only implementation.

In order to assure interoperability, the IPTV security solution signals the use of alternative scrambling
algorithms.
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2 ANALYSIS FOR INTEROPERABILITY

2.1 Introduction
The IDSA MPEG-2 Transport Stream Profile, has been analyzed according to the following categories:
3 Algorithm;

3 Stream Handling; and
. Implementation.

2.1.1 Analysis Criteria

2.1.1.1 Algorithm

The IDSA is based upon Advanced Encryption Standard (AES) as its basic building block which is a
well-reviewed, widely-accepted, cryptographic algorithm that has had a thorough and expert design
review to ensure cryptographic robustness.

. Base: The selected algorithm is AES, which is a publicly available cryptographic algorithm
that has been standardized by the NIST as FIPS-197 [1].

. Key Length: The entropy of the key selected is 128-bits, which is sufficient to protect the
content fully from plausible threats.
. Mode: The cipher-block chaining (CBC) mode selected is sufficient to protect the content

fully from plausible threats and covert channel attacks. CBC mode is one of several
standardized usage modes as specified in [2].

. Key Lifetime: The IDSA supports a flexible choice of key lifetime to ensure cryptographic
robustness.

2.1.1.2 Stream Handling

The IDSA is a self-contained, fully-specified algorithm that accepts as its input only a fixed
Initialization Vector (IV), the content stream, and the key. Fully-specified means that all of the
parameters of this default scrambler are defined (e.g., IV generation, chaining mode, short-block
handling, and residual bytes handling). Other than these parameters, no other external
communication or synchronization is required for interoperability.

. Residual Bytes Handling: The XOR method provides a cryptographically robust mechanism
for protection of content data that arrives in length that is less than one full AES block size, for
example:

0 Short Block Handling: The XOR method provides a cryptographically robust mechanism
for protection of content data that arrives as the solitary data and has a length that is
less than one full AES block size (i.e., 128-bits).

0 Initial Values: The IDSA defines a fixed or static IV of value 0 because:

n The IDSA provides cryptographic robustness against plausible threats in the
context of dynamically streaming content.
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n The use of a truly random IV, while providing enhanced entropy and thus
security, is infeasible without putting external communications and
synchronization demands and constraints on the IV solution.

L] The IDSA solution enables the descrambling of content to begin at any MPEG-2
transport packet boundary which assures maximal random access.

. Packet Error Handling: In the IDSA, consideration of error propagation is limited to the
context of transmission in MPEG-2 Transport Stream packets. The IDSA re-initializes the
cipher block chain at the beginning of each MPEG-2 Transport Stream packet to minimize error
propagation, whether from packet loss or packet corruption.

2.1.1.3 Patent/Licensing
The IDSA has been designed with the intent to produce a license and patent free solution.

. Prior Art: The base algorithm, IV generation, and stream handling methods are well
documented in textbooks and within existing standards.

. License: The algorithm was selected with the intent to be license free.

2.1.1.4 Implementation

The IDSA has been designed to utilize functionality that has been deployed in other contexts within
other standards. However, the IDSA in its present form is not known to have been deployed in any
existing implementations.

. Use in other Standards: The XOR technique used in IDSA is used in conjunction with a
similar block cipher used in the Advanced Television Systems Committee (ATSC) over-
the-air scrambling standard [6].

. Chipset Support: Although there are no existing chipsets that implement the IDSA, most
of the IDSA cryptographic elements probably exist in current silicon implementations.

. Software and Hardware Friendly: The IDSA has been designed to be efficiently
implementable in both hardware and software through the choice of AES, a fixed IV,
and XOR block handling.

3 DESIGN FOR INTEROPERABILITY

This section specifies the interoperability design of the IDSA and the scrambling algorithm signaling
method that is part of the IPTV DRM solution for use with MPEG-2 Transport Streams.

3.1 Scrambling Algorithm

This section specifies a method for scrambling MPEG-2 Transport Stream packets using the AES in
CBC mode. Only the payload of the MPEG-2 Transport Stream packet is scrambled, the header and the
optional adaptation field are not scrambled. The scrambling method is referred to as IDSA within the
present document.
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3.1.1 Convention

The bit numbering convention used in FIPS documentation differs from the engineering notation as
described below. The engineering notation is used within this document.

bit I{bit2 | - bit n bit n-1| bit n-2| -—————————— bit O

FIPS Convention Engineering Notation

bit1: most significant bit bit n-1:most significant bit

bit n: least significant bit bit 0: least significant bit

n: total number of bits in field n: total number of bits in field

3.1.2 Scrambling of MPEG-2 Transport Stream Packets

Figure 2 illustrates the scrambling of an MPEG-2 Transport Stream packet. In Figure 2, Ex denotes the
AES encryption algorithm under the control of a scrambling key, K, IV denotes the initialization vector,
and @ denotes bit-wise exclusive-OR operation. Both the scrambling key K and the Initialization Vector
IV consist of 16 bytes or 128 bits.

To scramble an MPEG transport stream packet, the payload is divided into blocks of 16 bytes. The last
block may consist of less than 16 bytes. As shown in Figure 2, let Py, Ps, ... , P, m2>1, denote the
plaintext blocks of the payload of an MPEG-2 Transport Stream packet, where P is the most significant
block and Pn is the least significant block. Correspondingly, let C;, Cy, ... , Cin denote the ciphertext
blocks. Also, let T denote the length of Pn, -- i.e., the number of bits that P, consists of. Based on the
value of 1, the scrambling procedure can be described mathematically as follows:

If © is equal to 128 bits, then:
Ci=Ex (Ci_1 @ Pi), for1<i<m, Co=1IV.

If © is less than 128 bits and m is greater than 1, then:
Ci=Ex (Ci-1 ® Pi), for1<i<m, Co=1V,

and:

Cin= [Ex (Cm1)]: © Py,

Where [x] . denotes the left most t bits of x

If © is less than 128 bits and m is equal to 1, then C; = [Ex (IV)]. ® P1.
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Figure 2: Scrambling of MPEG Transport Stream Packet

3.1.3 Generation of Initialization Vector (IV)

The Initialization Vector used with the first payload block in each transport packet shall be a fixed 128-
bit value with all bits set to zero.

3.1.4 Descrambling of MPEG-2 Transport Stream Packets

Figure 3 illustrates the descrambling procedure for an MPEG-2 Transport Stream packet. In Figure 3,
Dy denotes the AES decryption algorithm under the control of a descrambling key K, which is equal to
the scrambling key, and IV denotes the initialization vector. Both the descrambling key K, and the
Initialization Vector IV, consist of 16 bytes or 128 bits.
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Figure 3: Descrambling of MPEG-2 Transport Stream Packet

To descramble an MPEG-2 Transport Stream packet, the payload of the MPEG-2 Transport Stream
packet is divided into blocks of 16 bytes. The last block may consist of less than 16 bytes. As shown in
Figure 3, let C1, C2, ..., Cm, m>1, denote the ciphertext blocks and let P1, P2, ... , Pm, denote the
corresponding plaintext blocks. Also, let 1 denote the number of bits that Ci, consists of. Base on the
value of 1, the descrambling procedure can be described mathematically as follows.

If © is equal to 128 bits, then:
Pi=Dxk (C) @ Ciy, for 1<i<m, Co=IV.
If 7 is less than 128 bits and m is greater than 1, then:
Pi=Dx (CI) ® Ciq, for 1<i<m, Co=1V,
and:
Pm=[Ex (Cin1)]: © Cu,

Where [x] . denotes the left most t bits of x

If t is less than 128 bits and m is equal to 1, then P; = [Ex (IV)]. © C.
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3.1.5 Processing of Solitary Termination Block

Due to the varying length of the optional adaptation field, an MPEG-2 Transport Stream packet may
contain a very small payload of less than 16 bytes. In such a scenario, the payload would be the first
and the last block, which is called a solitary termination block. Figure 4 describes the scrambling of a
solitary termination block, denoted by P1. Let t denote the number of bits that 1 contains. Then the
ciphertext block C; is computed by taking the bit-wise exclusive-OR of P1 and the leftmost t bits of
Ex(IV).

Header and Payload
Adaptation Field (HAF) Py

A

Figure 4: Scrambling of Solitary Termination Block

The descrambling of a solitary termination block is the same as the scrambling. Figure 5 describes the
descrambling of a solitary termination block, denoted by C;. Let t© denote the number of bytes that C;
contains. The plaintext block P1 is computed by taking the bit-wise exclusive-OR of C; and the leftmost
T bits of Ex (IV).

10
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Figure 5: Descrambling of Solitary Termination Block

3.2 Scrambling Algorithm Signaling

For the purpose of signaling the scrambling algorithm used within an MPEG-2 Transport Stream, ATIS
IIF specifies the use of the Scrambling Descriptor that is defined in ETSI EN 300 468 [5] in conformance
with ISO/IEC 13818-1 [3].

ISO/IEC 13818-1 [3] specifies Program Specific Information (PSI). The PSI data provides information to
enable automatic configuration of the receiver to de-multiplex and decode the various streams of
programs within the multiplex. The PSI is defined through the use of tables, one of which the Program
Map Table (PMT) - identifies and indicates the locations of the elementary streams that make up each
service and the location of the Program Clock Reference fields for a service.

Sections 6.1 and 6.2.31 of ETSI EN 300 468 [5] describe a Scrambling Descriptor with a tag value of 0x65
that is inserted within the PMT and is utilized to signal the mode of operation of the scrambling
system. The Scrambling Descriptor is located in the program map section at the program loop level and
has the format shown in Table 1.

Syntax Number | Identifier
of bits

scrambling descriptor () {

descriptor tag 8 uimsbf

descriptor_length

scrambling mode 8 uimsbf
8 uimsbf

Table 1: Scrambling_descriptor
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Semantics for the scrambling_descriptor:

scrambling mode: This 8-bit field identifies the selected mode of the
scrambling algorithm

Source: ETSI EN 300 468[5], Section 6.2.31. [see Table 2 below]

scrambling_mode Description

0x00 reserved for future use

0x01 to Ox7F DVB defined

0x80 to OxFE user defined

OxFF reserved for future use

Table 2: scrambling_mode coding
Source: ETSI EN 300 468 [5], Section 6.2.31.

The range of DVB-registered scrambling_mode values available for IIF use is 0x70 to 0x7F as given in a
later version of [5]. Specific assignment of ATIS IIF scrambling algorithm identifiers is done by ATIS
IIF using values from within this range. ATIS IIF-assigned scrambling algorithm identifiers
(scrambling_mode) are found in the table below:

scrambling_mode Description

0x70 ATIS IIF IDSA for MPEG-2 TS

0x71 to OX7F Reserved for future ATIS IIF use

Table 3: ATIS IIF scrambling_mode coding
Source: ATIS IIF.

3.2.1 Usage

The Scrambling Descriptor shall indicate the scrambling algorithm used to protect the elementary
streams of the associated program. In a situation where this descriptor is not present or not used, the
IPTV receiving device shall default to the use of IDSA. In addition, consistent with DVB usage:

. Mixing of different scrambling algorithms is permitted within the same MPEG Transport
Stream.

. Mixing of different scrambling algorithms over time within a given service is permitted.

. Mixing of different scrambling algorithms within the same service at the same time is
forbidden.
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