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1. Introduction

Study Group 17 is the Lead Study Group (LSG) for telecommunication security activities for the study period 2005-2008. This effort is carried out by Question 4/17 in close cooperation with other Study Groups in an effort to identify and develop security solutions.

Activities of the LSG for telecommunication security may be categorized as core activities centered on defining and maintaining overall security frameworks, and project management activities involving the coordination, assignment and prioritization of efforts that would lead to timely communication system security Recommendations.

This report summarizes activities related to the LSG for telecommunication security since our last report.

2. Security roadmap

An important tool for security coordination activity is the ICT security standards roadmap. This on-line tool is now publicly-accessible at http://www.itu.int/ITU-T/studygroups/com17/ict/index.html and captures network-related security work of not only ITU-T but also of ISO/IEC, IETF and consortia groups as part of our out-reach activities.

The roadmap is currently organized in four parts. 

· Part 1 contains summaries of the security standards work of organizations within the scope of the roadmap. This part of the roadmap is available on-line and was last updated in December 2006.

· Part 2 contains a listing of security standards, organized under a fairly simple taxonomy, which includes general guidance documents, management standards, architectures and frameworks, security services and mechanisms, and sectoral security standards. This part of the roadmap is available on-line and was last updated in December 2006.

· Part 3 is structured with the same taxonomy as Part 2 but contains work in progress, rather than standards that have already been approved and published. This part of the roadmap is under construction, and initial text was published on-line in December 2006.
· Part 4 captures work that has either been identified as being needed or new work proposals that have been made. This part of the roadmap is under construction, and initial text was published on-line in December 2006.
Question 4/17 is in discussions with TSB on the conversion of the roadmap data into a database system, planned for 2007. A database system will allow users greater search flexibility in determining what standards are available. A database system will also allow participating organizations the ability to manage and change their own data within the roadmap. Coordination with other database systems currently under consideration by other organizations is required to ensure consistency. Current plans are to update the roadmap using the current format following the December 2006 SG 17 meeting and to immediately begin conversion to the database format with a view to achieving the conversion at the next update in April 2007.

3. Coordination of security activities within SG 17

Question 4/17 is leading the coordination effort within SG 17 including conducting a security coordination meeting at each SG 17 meeting. Based on the positive results obtained from this coordination, Study Group 17 encourages all SGs to assign a security coordinating entity within their respective SGs.

4. Coordination of security activities within ITU-T and ITU-D
Question 4/17 has established links to the other ITU-T and ITU-D SGs with security-related projects. A summary of security contacts is presented below:

	Study Group
	Contact Person

	ITU-T SG 2
	Mr Luis Cardoso, Portugal Telecom:  luis-s-cardoso@telecom.pt (fraud control, services and network security)

	ITU-T SG 3
	Mr Edmond Blausten, Future Technology:  eblausten@blacknose.com

	ITU-T SG 4
	Mr Martin Soukup, Nortel:  msoukup@nortel.com

	ITU-T SG 5
	Mr Jeffrey Boksiner, Telcordia Technologies:  jboksine@telcordia.com

	ITU-T SG 6
	Mr Francesco Montalti, Telecom Italia:  francesco.montalti@telecomitalia.it

	ITU-T SG 9
	Mr Eric Rosenfield, CableLabs:  e.rosenfeld@cablelabs.com

	ITU-T SG 11
	Mr Joe Zebarth, Nortel Canada:  zebarth@nortel.com

	ITU-T SG 12
	Mr Jean-Yves Monfort, France Telecom:  jeanyves.monfort@orange-ftgroup.com

	ITU-T SG 13
	Mr Igor Faynberg (provisional), Bell Labs/Lucent Technologies:  faynberg@alcatel-lucent.com

	ITU-T SG 15
	Mr Yoichi Maeda, NTT: maeda@ansl.ntt.co.jp

	ITU-T SG 16
	Mr Martin Euchner, Siemens:  martin.euchner@ties.itu.int

	ITU-T SG 17
	Mr Mike Harrop, Industry Canada:  mharrop@bigfoot.com

	ITU-T SG 19
	Mr John Visser, Nortel:  jvisser@nortel.com

	ITU-D Q22/1
	Mr. James Ennis, US Department of State:  ennisjg@state.gov

	ITU-D SG 2
	Mr. Nabil Kisrawi, Syrian Telecommunication Establishment:  nabil.kisrawi@ties.itu.int


5. Coordination of security activities outside ITU
Study Group 17, at the request of the TSB Director, made a recommendation in April 2006 that the ITU-T be part of the joint ISO/IEC Strategic Advisory Group (SAG) on security. This was accepted and the SAG on Security is now trilateral. The objective of this group is to provide coordination of security standardization efforts within these organizations. ITU-T through representation from SG 17 Chairman, officially attended the trilateral group meeting in October 2006. In addition, SG 17 at its December 2006 meeting reviewed and proposed to the TSB Director modifications to the original bilateral terms of reference to reflect the now trilateral organization.

6. Outreach activities on security
Study Group 17 has been involved in many outreach activities on security, including:

· SG 17 submitted four documents to the Internet Governance Forum, Athens 2006. See the SG 17 website at http://www.itu.int/ITU-T/studygroups/com17/index.asp;

· As mentioned in item 5, the SG 17 Chairman represented the ITU-T at the ISO/IEC/ITU-T Strategic Advisory Group meeting in October 2006. An overview of ITU-T security initiatives was included as part of the material presented by the ITU-T at the meeting.

· Presentations on the ITU-T work have been made (or will be made) to:

· Global Standards Collaboration (GSC11) in Chicago, USA in May 2006;
· Industry Technology Association of Canada Security in Ottawa, Canada, December 2005;
· Security Standards for Business, organized by DIN in Berlin, Germany in December 2005;
· ETSI Security Workshops in January 2006 and January 2007.
· The SG 17 Focus Group activity on Security Baseline for Network Operators has also provided input at several events, including:

· “The Independent European ICT Security Conference and Exhibition” ISSE-2006 (Rome, October 2006);

· “The Internet and the post-WSIS environment: enhancing dialogue among the stakeholders” (Riga, October 2006);

· “The Internet Governance Forum” (Athens, October-November 2006);

· “The European Network and Information Security Conference” (Vilnius, November 2006);

· “The Global Forum on government and business partnership in countering terrorism” in the framework of G8 (Moscow, November 2006).
7. Security Standardization Information Exchange (formerly Security Experts Network)

Study Group 17 also discussed proposals for a “Security Standardization Information Exchange”, an informal association of individual security practitioners with direct experience of, or strong interest in, security standardization. The objectives of the group are to facilitate the informal exchange of information on security-standards-related matters to increase overall awareness of issues of common interest with the intention of helping to advance the development of needed standards and minimizing overlap and duplication of effort in security standards development.

Draft terms of reference were developed at the December 2006 SG 17 meeting and it is hoped that this network can be established in early 2007. The security contacts listed in Item 4 will be included in the network.

8. WTSA-04 Resolution 50 Action Plan

Study Group 17 continues to address an obligation under WTSA-04 Resolution 50 instructing the Director of the Telecommunication Standardization Bureau:

“to develop, in consultation with the chairman of TSAG and the appropriate study group chairmen, a plan to undertake the above-mentioned evaluation of relevant Recommendations at the earliest possible time considering resources available and other priorities, and to provide updates of the progress regularly to TSAG.”

The TSAG R-9 section 3.3 notes the following action relating to this obligation:

ACTION: TSAG is asked to endorse the following action plan and encourage all SGs to act accordingly:

[1] SGs to identify (under the lead of their SG chairmen) relevant Recommendations for review of adequate security considerations. To be completed at their next SG meeting.

[2] Relevant SGs to review Recommendations and to provide results each year to TSB, with a copy to SG 17, in time for the TSB Director to report to Council.

[3] SGs to consider means to ensure that security is taken into account in all new and revised Recommendations, so that security is taken into account upfront, not as an afterthought.

Study Group 17 has captured the latest information provided by ITU-T SGs on this item at http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D0000050001MSWE.doc. 
Study Group 17 requests all SGs to review the information in the document, to provide updates as appropriate and to provide progress reports on their efforts in reviewing the security considerations in these Recommendations.
9. WSIS Tunis Commitments and Tunis Agenda

WSIS Phase 2 continued to highlight ICT security as a critical item within the Tunis Agenda and Tunis Commitment documents. Study Group 17 highlights that Question 4/17 coordination efforts are directly applicable to paragraphs 39, Annex C5, and 45.

10. Plenipot-06 Resolution 130
Plenipot-06 Resolution 130 “Strengthening the role of ITU in building confidence and security in the use of information and communication technologies”

instructs the Director of the Telecommunication Standardization Bureau 
1
to intensify work within existing ITU-T Study Groups in order to:
i)
address existing and future threats and vulnerabilities affecting efforts to build confidence and security in the use of ICTs by developing recommendations, as appropriate;

ii)
seek ways to enhance the exchange of technical information in these fields, promote implementation of emerging protocols and standards that further enhance security, and promote international cooperation among appropriate entities;

2
to continue collaboration with relevant organizations with a view to exchanging best practices and disseminating information through, for example, joint workshops and training sessions;

Study Group 17 highlights that Question 4/17 coordination efforts are directly applicable to elements of items 1 ii) and 2.
11. SG 17 resources available on security
Study Group 17 has developed several documents of interest:

· A website has been developed for the SG 17 Lead Study Group on telecommunication security at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html.

· Security Compendium including a “Catalogue of approved ITU-T Recommendations related to telecommunication security” available at http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D0000090001MSWE.doc and an “Extract of ITU-T approved security definitions” available at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html.
· Summaries of all SG 17 Recommendations under development or revision. The latest draft summaries may be found at http://www.itu.int/ITU-T/studygroups/com17/SG 17final-summaries.doc.
· Information summarizing ITU-T security-related activities. The information is available at http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D0000060001MSWE.doc. 
· Information summarizing other ITU security-related activities. The information is available at http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D0000070001MSWE.doc. 
· A document titled “Security guidance for ITU-T Recommendations” to help study groups to review Recommendations to ensure security considerations have been adequately addressed. The document is available at http://www.itu.int/ITU-T/studygroups/com17/tel-security.html.
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