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1
Scope

This document addresses threats, requirements, architecture, and mechanisms that pertain to security and protection aspects of IPTV content, services, networks, terminal devices, and subscribers.
2
References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is published regularly. 
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-R BT.2052]

ITU-R Report BT.2052 (2005), Protection of end-users’ privacy in interactive broadcasting systems
[ITU-R BT.2070]

ITU-R Report BT.2070 (2006), Broadcasting of content protection signalling for television
[FG IPTV-DOC-0114]

ITU-T IPTV Focus Group, IPTV Service Requirements
[ITU-T X.800]

ITU-T Recommendation X.800 (1991), Security architecture for Open Systems
[ITU-T X.805]

ITU-T Recommendation X.805 (2003), Security architecture for 


systems providing end-to-end communications
[ITU-T X.1111]

ITU-T Recommendation X.1111 (2007), Framework of security technologies for home network
[ETSI TS 102 822-7]

ETSI TS 102 822-7 (2003), Broadcast and On-line Services: Search, select and rightful use of content on personal storage systems ("TV-Anytime Phase 1"); Part 7: Bi-directional metadata delivery protection
 3
Definitions

3.1 Terms defined elsewhere

This Document uses the following terms defined elsewhere:
3.1.1 Access Control [ITU-T X.800]: The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner.
3.1.2 Authentication [ITU-T X.800]: See Data Origin Authentication and Peer-Entity Authentication.

3.1.3 Authorization [ITU-T X.800]: The granting of rights, which includes the granting of access based on access rights.
3.1.4 Accessibility [ITU-T X.800]: The property of being accessible and useable upon demand by an authorized entity.
3.1.5 Confidentiality [ITU-T X.800]: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.
3.1.6 Data Origin Authentication [ITU-T X.800]: The corroboration that the source of data received is as claimed. 
3.1.7 Denial of Service [ITU-T X.800]: The prevention of authorized access to resources or the delaying of time-critical operations.
3.1.8 Digital Signature [ITU-T X.800]: Data appended to, or a cryptographic transformation (see cryptography) of a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient.
3.1.9 Integrity [ITU-T X.800]: The property that data has not been altered or destroyed in an unauthorized manner. 
3.1.10 Key [ITU-T X.800]: A sequence of symbols that controls the operations of encipherment and decipherment.

3.1.11 Key Management [ITU-T X.800]: The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security policy.
3.1.12 Masquerade [ITU-T X.800]: The pretence by an entity to be a different entity.

3.1.13 Peer-Entity Authentication [ITU-T X.800]: The corroboration that a peer entity in an association is the one claimed.
3.1.14 Privacy [ITU-T X.800]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
3.1.15 Repudiation [ITU-T X.800]: Denial by one of the entities involved in a communication of having participated in all or part of the communication.
3.1.16 Security label [ITU-T X.800]: The marking bound to a resource (which may be a data unit) that names or designates the security attributes of that resource.

Note – The marking and/or binding may be explicit or implicit.

3.1.17 Security policy [ITU-T X.800]: The set of criteria for the provision of security services.
3.1.18 Threat [ITU-T X.800]: A potential violation of security.
3.2 Terms defined in this Recommendation

This Document defines the following terms:
3.2.1 Acquisition:
The process of obtaining content by the end-user. 


NOTE – For content with accessibility features this means that the content will be available in a form that can be used by the end-user.
3.2.2 Content Protection: Ensuring that a end-user can only use the content they have already acquired in accordance with the rights that they have been granted by the rights holder.
3.2.3 Content tracing: A process to enable identification the (arbitrary) origin of the content, and/or the responsible party (e.g. the end-user), to facilitate subsequent investigation in the event of unauthorized content copying or distribution. 

3.2.4
Digital Rights Management: A synonym for SCP.
3.2.5 Conditional Access:An synonym for Service Protection.  
3.2.6 Phishing: Act of acquiring sensitive or personal information such as usernames, date of birth, passwords or credit card details, by masquerading as a trustworthy entity.

3.2.7 Rights: One or more legal or business entitlements to Use or employ Content, e.g., to view, record, redistribute Content.

3.2.8 Rights Expression: The syntactic embodiment of Rights in a concrete form.

3.2.9 Service and Content Protection (SCP): A combination of service protection and content protection.

3.2.10 SCP End-to-End (SCP-EE): Using a single SCP, two or more devices exchange and access content according to granted rights. This mode should be the simplest mode to implement since only a single SCP

3.2.11 SCP Bridge (SCP-B): On a single device, two or more SCPs are operative.  Content acquired via one SCP  can be accessed via another SCP resident on the same device according to granted rights

3.2.12 SCP Interchange (SCP-IX): This case is characterized by two or more devices, each device having one or more operative SCPs.  The content acquired by one device through one of its SCPs can be securely transferred to and accessed on another device through a different SCP according to granted rights.

3.2.13 Service Protection: Ensuring that an end-user can only acquire content that they are entitled to receive.

3.2.14 Spoofing: An activity in which a forged (spoofed) source (e.g. a person or computer program) successfully masquerades as a legitimate source by falsifying data and for the purpose of obtaining information and/or obscuring the true source to prevent non- repudiation for spreading computer viruses.

3.2.15 Terminal Device Protection: Ensuring that a Device employed by a User in the reception of a Service can reliably and securely use Content while enforcing the rights of use granted for that Content, and while physically and electronically protecting the integrity of the Device.
3.2.16 User Privacy Protection: Ensuring that information considered to be private (or confidential) by a User be maintained in confidence, while remaining subject to mandatory disclosure due to legal processes.
3.2.17 Use: The purpose(s) for which acquired content is employed
4
Abbreviations and acronyms
This Document uses the following abbreviations and acronyms:
AAA
Authentication, Authorization, and Accounting

CAS
Conditional Access System

CDN
Content Delivery Network

CPE
Customer Premises Equipment

DoS
Denial of Service
DRM
Digital Rights Management

DVI-D
Digital Visual Interface – Digital Only

HDD
Hard Disk Drive

HDMI
High Definition Multimedia Interface

IPTV
Internet Protocol Television

PC
Personal Computer

PKI
Public Key Infrastructure

PVR
Personal Video Recorder

REL
Rights Expression Language

SCP
Service and Content Protection

SCP-B
SCP Bridge

SCP-EE
SCP End-to-End

SCP-IX
SCP Interchange

WM
Watermark(ing)

VoD
Video on Demand

5 Conventions

In this document:

The keywords “is required to” indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed. 
The keywords “is recommended” indicate a requirement which is recommended but which is not absolutely required.  Thus this requirement need not be present to claim conformance.
The keywords “is prohibited from” indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed. 
The keyword “can optionally” indicate an optional requirement which is permissible, without implying any sense of being recommended.  This term is not intended to imply that the vendor’s implementation must provide the option and the feature can be optionally enabled by the network operator/service provider.  Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.
6
Security Requirements

[Editor’ Note Security Requirements had been included in sub-clause 6.3 of WG1 Service Requirements Working Document [FG IPTV-DOC-0147];and all the requirements will be copied back from WG1 Service Requirement. 
7
Security Architecture

This clause addresses the IPTV security architecture on reference model, general security architecture, security functional entities and security interfaces.
[Editor’ Note: The following figures in this clause need to align with definition changes to SCP/SSCP and keep align with WG1 architecture]. 
7.1 Security Reference Model

Editor’s Notes: Call for contribution.
7.2 Framework of IPTV security functional architecture
The IPTV functional architecture framework is described as follows (refer to FG IPTV-DOC-0148 Figure 7-1):
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Figure 7-1 IPTV Functional Architecture Framework

7.3 General Security Architecture
7.3.1 IPTV general security architecture

Figure7-2 depicts a general IPTV security architecture.
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Figure 7‑2 : IPTV General Security Architecture

7.3.1.1 Functional blocks 
The functional blocks provided by figure 7-2 are as below:

Content Client(s): is part of the IPTV terminal functions. It consists of several client functional blocks related with content process and protection, such as Media Client, SCP client, Application Selection Client etc.
Content Protection Functions: a group of functional blocks provide server side content security functions, such as content encryption function, rights & keys management function, WM metadata generation, WM embedder etc.
Content Delivery Functions: The content delivery functions (CDF) facilitate delivery of content from the application functions to the end-user IPTV terminal functions using the capabilities of the network transport and control functions. 
Application Functions: Contains the functional components of the IPTV Applications such as Application Selection Server, Linear-TV /VoD Application etc.
Service Access Client: Provides the functions required to communicate to Service AAA Function to identify subscribers.
Service AAA Function: Provides the functions to perform service access control.
Delivery Network Gateway Function: Provides connectivity between the external network and the IPTV terminal device. In general, it manages the IP connectivity, obtaining IP address(s) and configuration for the home and IPTV terminal devices. 
Access network functions: The access network functions take care of end-users’ access to the network as well as collecting and aggregating the traffic coming from these accesses towards the core network.  These functions also perform QoS control mechanisms dealing directly with user traffic, including buffer management, queuing and scheduling, packet filtering, traffic classification, marking, policing, and shaping. 
Authentication and IP allocation function: Provides the functions to authentication the Delivery Network Gate Functions connection to the Network Functions and the allocation of an IP address to the IPTV terminals.
Edge functions: The edge functions are used for media and traffic processing when aggregated traffic coming from different access networks is merged into the core transport network; they include functions related to support for QoS and traffic control.
Core transport functions: The core transport functions are responsible for ensuring information transport throughout the core network. They provide the means to differentiate the quality of transport in the core network. These functions provide QoS mechanisms dealing directly with user traffic, including buffer management, queuing and scheduling, packet filtering, traffic classification, marking, policing, shaping, gate control, and firewall capability. 
7.3.1.2 Security feature groups
A security feature is a service capability that meets one or several security requirements. An example of a security feature is data confidentiality. For IPTV service, there are many security features, such as service access control, content confidentiality, content copy protection, service availability. To be more clear and comprehensive description of IPTV security, we classify these features into 8 groups; each of these feature groups meets certain threats and accomplishes certain security objectives as illustrated in figure 7-2. They are described as follows: 
· Content protection: this set of security features could ensure the digital contents be transmitted, stored, transferred and consumed securely. In case of home network, the security protection of digital contents should be extended to the terminals beyond the STB and TV, such as PC, projector, etc. A good mechanism should be implemented to protect commercial digital contents from interception, replacement, unauthorized viewing, unauthorized download and unauthorized copying. The security features in this group need to include Content Access Control, Copyright Protection, Integrity and Confidentiality of The Digital Content, Non-repudiation of The Content, etc.

· Service access control: this set of security features could provide subscribers with secure access to the service. IPTV service should be able to identity the users and their terminal devices in order to prohibit illegal service access. Therefore the security features such as the authentication and authorization to IPTV service subscribers should be studied here.
· CP access control(out of scope of IPTV architecture): this set of security features guarantees content providers securely access to service providers. This group are used to establish the trust relationship between CP and SP. The security features such as the authentication and authorization to content provider should be studied here.
· Service operating security: this set of security features enables the IPTV service to operate stably and securely, as well as to resist the attack on the IPTV service resources (such as media server, EPG server, etc). Following are main features in this group: Service Availability and Reliability, Non-repudiation of IPTV Service Actions, etc.

· Bearer network security: this set of security features enables data to be transmitted securely from IPTV service providers to IPTV terminals, and protect the delivery network against various threats. For example, availability and reliability of bear network, multicast protocol security (verification of identities of the multicast source, control of the multicast group members, etc.) should be studied here.

· Network access control:  this set of security features is implemented on the access network to prevent unauthorized access and utilization of the IPTV bearer network. Besides the network authentication and authorization, the confidentiality of the user’s ID information is needed in this feature group.

· Terminal device security: this set of security features could ensure terminal devices security within home network. The security features such as authenticity of home network devices and reliability of receiving terminals should be studied here.

· Subscriber security: this set of security features could ensure the subscribers’ security such as subscriber’s information protection, protection of legal minors and so on.
7.3.2 Content Protection ArchitectureThe following figure 7-3 illustrates the content protection architecture.
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Figure 7‑3:  IPTV Content Protection Architecture

The Functional blocks in IPTV Content protection architecture are described as follows:
· Content Source: the sources of the content for the IPTV services (e.g. On-Demand Media files, Linear TV Media streams). 
· Rights Source: the sources of usage rights.
· Application Selection Server: supports the selection of the available IPTV applications (e.g. Linear TV or On-Demand).

· Application Authentication&Authorization: provides functions to verify a user’s identity and determine what application resources a user can access. If the authentication is passed, the associated authorization information will be cached here for inquiry. 

· Rights & Keys management: handles the management of the security information (e.g. content encryption keys or right objects etc), including generation and distribution of the security information to the desired entities (e.g. IPTV Terminal Functions or Content Encryption Function). Two essential functions are key management and Rights issue. This Function component communicates with Content Encryption Function and IPTV SCP client function for the distribution of security information to encrypt or decrypt the content; and communicates with Application AAA Functions to get the user security related subscription for the generation the Rights Object 
· Content encryption: provides functions to encrypt the content with the keys generated randomly and send that encrypted content to the end-users. The mapping between the rights & keys and the piece of contents will be sent to the “Rights & Keys management” component.
· WM Metadata Generation a (optional): provides functions of the metadata generation to facilitate downstream watermark embedding.

· WM Embedder b (optional): creates the distribution watermarks to individuate contents to networks, servers, and uni-cast deliveries.

· Application Selection Client: provides functions to select the application (e.g. Linear-TV or VOD).

· Linear-TV/ VoD Client and Linear-TV /VoD Application: perform session management, application authorization, presentation of the content metadata, and execution of the service logic of the Linear-TV or VOD.
· Media Client: provides functions to receive and control the encrypted media stream and to decrypt it with the key derived from the “SCP Client”. 
· SCP Client: is responsible for enforcing permissions and constraints associated with SCP Content, controlling access to SCP Content, decryption of the content etc. 
· WM Embedder c (optional): customer equipment watermarks individuate multi-cast content instances.

7.3.3 Service Security ArchitectureThe following figure 7-4 illustrates the service security architecture.
[Editor’s Note: This figure needs to align with 7-2 and 7-3 and WG1 architecture.]
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 Figure 7‑4 : IPTV Service Security Architecture

The Functional blocks in IPTV service security architecture are described as follows:
· Subscriber/Service Authentication Client: supports a client function for the subscriber and service authentication procedure. Optionally it can distribute the service key according to the result.
· Subscriber/Service Authentication Functions: provides service authentication function such as identification of the subscriber’s name and password include service authorization. 
· Subscriber/Service Management Functions: manages subscribers information, which is stored in the data base and connected to the subscriber management system includes on/off-line subscription procedure. 
· Service Security Client Download Functions: provides download function of service security software and policy files from the service security server via unicast delivery system. It maybe includes the code verification function, which authenticate the download programs.
· Service Security Client Delivery Functions: provide a service security client. Sometime, service security function is replaced with new one. The delivery function provides a selected program to the terminal via unicast stream including the code authentication data.
· Service Security Client Storage Functions: provide a storage function, which provide a searching and loading the selected code to the “service security client delivery function”. The Storage Function is designed for caching the live-stream content, but in case of the “Service Security Client Download”, fast delivery is required.
· Service Security Client Management Functions: service security clients are various version and vendors. The service security client management functions control the version and vendors to provide an appropriate program code.
· Content Receive Functions: receives multicast contents, it supports a multicast protocol
· Content Descrambling Functions: provides descrambling functions, which is reverse manner of the scrambling mechanism, which is provided by the “Content Scrambling Function”.
· Content Decoding Functions: provides access control information such as Conditional Access Table in the MPEG-2 TS. In this function, descrambling key is recovered via Service Key, which is provided by the result of authentication or smart card.
· Content Delivery Functions: deliver the scrambled or un-scrambled contents. If the requested contents are required to be protected, it delivers the scrambled content. Otherwise it delivers the un-scrambled content.
· Content Scrambling Functions: provides a scrambling mechanism such as ATIS IDSA(IIF Default Scrambling Algorithm), DVB-CSA(Common Scrambling Algorithm), ATSC-CSA(Common Scrambling Algorithm) and so on.
· Access Control Message Functions: makes and provides control messages, which represent how to descramble the contents and key or derived information.
· Access Management Functions: make a security policy and grouping the subscribers to classify the privileges.
· Key Management Functions: provides key generation and management functions. There are two key for the service. One is service key, which is distributed via the subscriber authentication procedure or off-line key distribution via smart card. The other is scrambled key. It must be managed by the system, because it changed every minute or several seconds for the security.
7.4 Security Function Entities
[Editor’ Note: Consider to put some detailed description about Functional Entities of Security Architecture. Contributions are called for.]
[TBD]
7.5 Security Interfaces
[Editor’ Note: Consider to put some detailed description about Security Interface of Security Architecture. Contributions are called for.]
[TBD]

8 Security Mechanisms

This section describes a set of security mechanisms which address  security requirements, security architectural functional entities and security threats.

8.1 Application Security Mechanisms
8.1.1 Downloadable Application Protection Mechanism
[Editor’ Note: Need to generalize material from C-891, contribution needed.]
8.2 Content Security Mechanisms

Contentsecurity mechanisms is a set of functions between content source and IPTV terminal devices to ensure the content can be distributed (or transmitted) securely by a network,  and can be acquired, consumed, exported, stored, redistributed (or retransmitted) securely by an end-user.
The content serurity mechanisms can consist of content distribution, content acquisition, content consumption, content storage, content export and content redistribution.
NOTE – The content security mechanisms are not limited as follows.
8.2.1 Content Tracing
Content Tracing is to identify and trace the origin (source) of the content, and/or the responsible party (e.g. the end-user), to facilitate subsequent investigation in the event of unauthorized content copying or distribution.
Content tracing information may be attached to content either as metadata, or as a forensic watermark. Content tracing watermarks are typically designed to be robust and imperceptible, to protect against their intentional or inadvertent removal.
8.2.2 Watermarking
Watermark is the addition of information to content through alteration of certain content features – related to steganography. 
Watermarking is the process of watermark. Watermarking is preferable for many applications due to the difficulty of removing the information from the content. And in IPTV service, watermarking may refer to the inclusion of hidden information directly in the video or audio stream of the content. Ideally this will be invisible / inaudible to the human viewer, but will successfully survive media conversion to other formats.
8.2.3 Content LabelingContent labelling is a process to use metadata tags to filter out inappropriate or harmful content.

8.3 Service Security Mechanisms

8.3.1 Service Authentication[TBD] 
8.3.2 Service AuthorizationService Authorization is to authorize an End User with rights to determine whether who can access specific IPTV services.
8.3.2.1 Service Authorization for Linear TV service

It is used to authorize an End User with rights to determine whether who can access Linear TV services. 

For this service authorization, it can consist of several security processes, such as:
(1) Function Interaction: The LTV application informs the transport function with user rights information when a user subscribes a LTV service.

(2) Service authorization: The transport functions perform the service authorization according to the rights when receiving service requests from ITF, and may accept or reject the requests based on the result of authorization. 
(3) Rights Update: When rights are not available or changed, the transport functions request LTV application via IPTV Service Control Function for the rights in real-time, and then may store them locally.
NOTE – An information flow is shown in Annex B.
Annex A

Subscriber Security Protections
(This annex forms an integral part of this Recommendation)
A.1 Subscriber Personal Data
When implementing IPTV services to general user, it is necessary to give sufficient consideration to the subscriber’s personal data of subscriber. This subscriber’s personal data includes basic data such as address, name, age, occupation, and telephone number, as well as various other kinds of information, such as family composition, hobbies, and household income.
(1) It can optionally handle the minimum subscriber’s personal data necessary for delivering the IPTV services.

(2) It can optionally explain the intended use of the subscriber’s personal data and obtain the consent for this from the subscriber before collecting the information necessary to deliver the IPTV services.

(3) It can optionally appropriately destroy subscriber’s personal data that becomes unnecessary for the continuation of IPTV services.

(4) When the service provider administers the subscriber’s personal data, it can optionally to store the collected data under strict security

There are three possible routes by which subscriber’s personal data can leak. These are leaking from the service company, leaking from the network, and leaking from the home, e.g. through terminal devices. Here we present methods for protecting the subscriber’s personal data for each of these leakage routes.
A.1 .1 Subscriber Personal Data Leakage from Service Provider
In order to prevent leakage of subscriber’s personal data, the IPTV service operator must pay careful attention to the points below.
(1) Classifying subscriber’s personal data into that which needs to be controlled and that which does not

(2) Securely administering the subscriber’s personal data that needs to be controlled

(3) Ensuring that subscriber’s personal data that needs to be controlled is not used for any purpose other than that intended

A.1.2 Subscriber Personal Data Leakage from Network Provider
IPTV service companies must pay careful attention to the points below in relation to services/transactions that involve handling of subscriber’s personal data.
(1) Classifying subscriber’s personal data into that which needs to be controlled and that which does not

(2) Using encrypted communication channels for transmission of subscriber’s personal data that needs to be controlled
A.1.3 Subscriber Personal Data Leakage from Terminal Device
IPTV service companies sometimes store subscriber’s personal data in terminals, in order to enhance service efficiency. In such cases, they must pay careful attention to the points below. Furthermore, it is necessary to consider security when transferring terminals.
(1) Ensuring that no third party can easily read out subscriber’s personal data stored inside terminals

(2) It can optionally control access to subscriber’s personal data stored in terminals

(3) Ensuring that subscriber’s personal data stored in terminals can be completely deleted by subscriber or service providers

(4) It is desirable that terminals are protected against infection by computer viruses in the near future.

A.2 Protection of Legal Minors
In the IPTV platform, Protection of Legal Minors mechanism can be used to restrict the IPTV content that legal minors can access. In a typical usage pattern, a terminal device for IPTV services is shared in a home by multiple people of a wide age range. Terminal devices can be categorized into inside terminal devices and outside terminal devices. Inside terminal device is one type of terminal device used at home. Outside terminal device is one type of terminal device used in the outside of home, e.g., mobile terminal device, fixed terminal device. For terminal devices, we should:
(1) Ensuring that parental ratings can be set for content as necessary

(2) Ensuring that terminals can be operated in accordance to parental ratings

(3) Ensuring that terminals are capable of changing parental rating settings of the terminals

(4) Ensuring that terminals are capable of password-based controls, so that only the guardians of legal minors can change parental ratings
(5) Ensuring that content ratings can be set for different age group

(6) Ensuring that subscriber privilege can be allocated for different age group

(7) Ensuring that authorization can be made in terminals for legal minors viewing a particular channel or content -- e.g., PIN challenge

(8) Ensuring that guardians far from legal minors can use outside terminal device to monitor and receive content for legal minors from network copy storage.
Note that it is necessary to consider the conditions of each country in relation to third-party organizations for eliminating harmful content, since this is related to content censorship. When considering simultaneous retransmission of broadcasting, we can assume that the original content creator gives sufficient consideration to this at the time of producing the content, so it is necessary to give sufficient consideration to transmission delays and distribution cost increases.
Annex B

Service Authorization for Linear TV service (informative)
(This annex forms an integral part of this Recommendation)
The basic mechanism to authorize the Linear TV services is as follows:

(1) The LTV application functions send the rights information related with a particular user to the transport functions to which terminal is connected. The transport functions store the received rights information.

(2) When receiving a user request, the transport functions perform the service authorization procedures according to the stored rights to determine whether to grant access to the user.
The procedure is depicted below in Figure 10-1 and described as follows:
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Figure B‑1: Service Authorization Information Flow

1． User Subscribes or requests a TV channel via Service Control Functions.

2． The LTV application gets the rights related with the subscribed channel from Application Profile Function, and sends the rights information to the transport functions via transport control functions. The transport functions store the rights information.

3． The LTV application sends a response back to the terminal.

4． The user requests a TV channel by sending a message, e.g. IGMP join, to the transport functions.

5． When rights are not available or changed, the transport functions request LTV application via IPTV Service Control Function for the rights in real-time, and may store them locally. This step is not needed in case where the rights are available, therefore, shown as dotted lines.
6． The transport functions perform service authorization according to the rights information.

7． Based on the authorization, the transport functions grant access or deny the request

Appendix I
The Security Threats
(This appendix does not form an integral part of this Recommendation)
This section describes a set of identified security threats addressed by some requirement or mechanism of this document.

The security threat model and other fundamental materials have been addressed in the following ITU-T Recommendations:
· [ITU-T X.800]defines the general security-related architectural elements which can be applied appropriately in the circumstances for which protection of communication between open systems is required. 

· [ITU-T X.805]defines network security architecture for providing end-to-end network security.

Parties interested in security considerations related to IPTV are invited to read these base security documents, as it is assumed the reader of this document is aware of the information presented in those Recommendations. 

[ITU-T X.800]and [ITU-T X.805]identify the following security threats to the networks, and which are also security threats to service and content application that are applicable to IPTV:

· Destruction of information and/or other resources;

· Corruption or modification of information;

· Theft, removal or loss of information and/or other resources;

· Disclosure of information; and

· Interruption of services.

The table 7-1 (same as Table1/X.805 [ITU-T X.805])lists the Security Dimensions and describes mapping of Security Dimensions to security threats: the letter 'Y' in a cell formed by the intersection of the table's columns and rows designate that a particular security threat is opposed by a corresponding security dimension.
Table I‑1 - Mapping of security dimensions to security threats
Note:  This table is same as Table 1/X.805

	Security dimension
	Security threat

	
	Destruction of information or other resources
	Corruption or modification of information
	Theft, removal or loss of information and other resources
	Disclosure of information
	Interruption of services

	Access control
	Y
	Y
	Y
	Y
	

	Authentication
	
	
	Y
	Y
	

	Non-repudiation
	Y
	Y
	Y
	Y
	Y

	Data confidentiality
	
	
	Y
	Y
	

	Communication security
	
	
	Y
	Y
	

	Data integrity
	Y
	Y
	
	
	

	Availability
	Y
	
	
	
	Y

	Privacy
	
	
	
	Y
	


The following figure depicts the concept of protecting a network by security dimensions at each security plane of each security layer in order to provide a comprehensive security solution. It should be noted that, depending on a given network’s security requirements, it might not be necessary to have all architectural elements implemented (that is, to have a complete set of the security dimensions, security layers and security planes).
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Note: This is the same as Figure 1/X.805

Figure I‑1  End-to-End Security 
I.1 Security Attack Point
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Figure I‑2: Security Attack Points

The Content security threats are expected to come mainly from the network and from terminals.

a) Content security threats from Network

The main content security threats from the network are wiretapping, modification, and spoofing. These threats can be prevented by considering the points below in relation to content distribution.
i) Wiretapping: content encryption

ii) Modification and spoofing: digital signature

b) Content security threats from Terminal Devices

Content security threats from home networks can be broadly divided into three two kinds—threats that exploit vulnerabilities of the interfaces between individual devices, passive eavesdropping or probing of accessible connections or components inside the device, and methods that destroy a part of the inside of a device. Security design guidelines to protect against the former kind of threats can be established easily, since the attack points are clear. However, it is difficult to analyze the latter two kinds of security threats because the technical sophistication of attackers, the attack methods, and the attack points all vary widely. 

i) Home gateway – terminal (equipment on premises of users)

As a typical example, we can consider an attempt to discover a vulnerability in the SCP/CAS protocol in order to obtain the key information necessary to decode the encrypted content captured from the home network (e.g. Ethernet).

ii) Terminal – CAS

Threats can occur in cases where the hardware configuration of the CAS is detachable from the terminal. In the case of video distribution by multicast, the same kind of threats as those of ordinary broadcasting can be expected. Since CAS is widely used in broadcasting, its technical maturity is high. One advantage is that when a vulnerability is found in the CAS itself, the CAS can be replaced relatively easily.

iii) Terminal – PCs

It is conceivable that content inside a terminal is wiretapped or unauthorized accessed via the home network. A particular danger is the risk of unauthorized access to content by spoofing as a terminal in the case when content or licenses can be transferred between terminals.

iv) Terminal – monitor display

This threat is conceivable when the TV monitor and terminal are separate. It is extremely difficult to eliminate this threat completely when output is passed through an analogue output. Analogue video coping is not serious problem because the image is deteriorated. There is no degradation of video when using digital outputs, such as HDMI and DVI-D; it is necessary to prevent this threat totally.

v) Terminal – removable media (memory device)

Writing content to highly portable devices such as removable media is extremely appealing, since it allows users to use content anytime and anywhere. To enable this, it is necessary to copy or move the encrypted content and encryption keys securely from the terminal to the removable media, but this can present a security vulnerability.

Note that a fundamental issue here is: even assuming perfect protection against security threats while the device is connected to the system, if there is no user identification function included with the device it is impossible to prevent the sharing by users of items such as books and rental videos. Thus, it is difficult to estimate the level of security threat presented by removable media.

vi) SCP/CAS in the Terminal

This threat needs to be considered particularly when the CAS and the terminal are integrated in the terminal. If implemented in software, it is impossible to make the SCP/CAS completely tamper-resistant, so it is necessary to determine the expected security attack level, and consider an implementation method that can stand up to such attacks. Also, if the SCP/CAS is integrated in the terminal, it is necessary to take into account the fact that it is extremely difficult to replace the SCP/CAS in the event of piracy.

vii) HDD in the Terminal

It is necessary to ensure that content cannot be read irregularly from a terminal containing a built-in hard disk. In particular, when reading from a terminal connected to a network is allowed, careful attention must be paid to preventing unauthorized reading of content.

viii) Memory device

In the case of highly portable media, many of the devices themselves have content protection mechanisms. When using such media, it is essentially impossible to share the media itself, so this should be taken into account to achieve a security balance.
II. Security Threats Model

The security threats can be classified into the following types: content security threats, service security threats, network security threats, terminal device security threats, and subscriber security threats. 
The security threats model illustrated as FigurI-3, which shows the relationships among each of these threats.
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Figure I-3 Security Threats Model

I.1 Content Security Threat 
Content asset: The assets which belong to Content provider and/or Service provider, and can be consumed by the end-user via IPTV terminal device.
The content assets which need to be protected are as follows:

Linear TV content, VoD content, Push VoD content, PVR content and downloaded applications.
The content threats are listed as below:
· Interception: a breach of confidentiality of the digit content by illegal monitoring the service networks.

· Unauthorized viewing.

· Unauthorized reproduction or redistribution.

The relationship of content assets, risks and threats are illustrated as following table (see Table I-2).
Table I‑2:  Content Assets, Risks, and Threats

	ASSET
	RISK
	SEVERITY
	THREAT SOURCE
	LIKELIHOOD

	Compressed, plaintext content assset
	Unauthorized copy obtained from network, network device or end system
	High if the work is within the release window or deemed highly valuable by the provider. Otherwise Medium to Low. 
	Cracker
	High

	
	
	
	Professional
	

	
	
	
	Insider
	

	
	
	Low if end-user does not distribute, or if content is traceable to the end-user, moderate to high otherwise
	End-user
	High1

	Compressed, encrypted content assset
	Unauthorized access
	None, unless the key is obtained, high otherwise
	Cracker
	N/A



	
	
	
	Professional
	

	
	
	
	Insider
	

	
	
	
	End-user
	Low

	Any content assset
	Denial of service attack
	High
	Cracker
	Moderate

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	End-user
	Low


1 NOTE – End-user are highly likely to attempt to capture or copy content for their use or limited distribution.  The means and motivation are, however, likely to be insufficient for a successful attack on a well secured implementation.  

I.3 Service Security Threat

Service assets: The assets belong to Service Provider, and include media servers, AAA servers, SCP servers, CDN servers ..., and operation information such as service logs and billing information.

The service assets which need to be protected are as follows:

And the service threats are listed as below:

· Impingement copyrights of the programs which IPTV service platform provided to the subscribers. 

· Masquerading/spoofing IPTV service provider.

· Malicious threats aimed at the IPTV servers (AAA servers, media servers, etc.):  may include the hacking aiming at security leaks in application software or communication protocol, denial of service attack, etc.  

· Theft (often use malicious programs, such as Trojan horse) of the subscribers’ information (e.g. identity information, billing information, subscription information).

The relationship of service assets, risks and threats are illustrated as following table (see Table I-3).

Table I‑3:  Service Assets, Risks, and Threats

	ASSET
	RISK
	SEVERITY
	THREAT
SOURCE
	LIKELIHOOD

	Domain Name Server
	Denial of service attack
	Medium
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized access 
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	Electronic Program Guide
	Denial of service attack
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized access
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	Media Servers and multiplexers
	Denial of service attack
	High
	Cracker
	High

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized access
	High
	Cracker
	High

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	CAS and Subscriber Management
	Denial of service attack
	High
	Cracker
	High

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized use
	High
	Cracker
	High

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low


I.4 Network Security Threat

Network assets: The assets belong to Network Provider, and which could include physical equipments (e.g. routers, switches) and network resources (e.g. bandwidth, multicast services, and etc).

The network assets which need to be protected are as follows:

And the network threats are listed as below:

· Intentional threats aiming at the network equipments or resources (bandwidth): malicious attacks such as denial of service to the bearer network. 

· Security threats to multicast technical used in IPTV bearer network: such as masquerading / spoofing multicast TV sources, or illegitimate multicast group members. 

· Malicious attacks (like DoS, hacking) on nodes in Content Distribution Network.

The relationship of network assets, risks and threats are illustrated as following table (see Table I-4).

Table I‑4:  Network Assets, Risks, and Threats

	ASSET
	RISK
	SEVERITY
	THREAT
SOURCE
	LIKELIHOOD

	Network bandwidth
	Denial of service attack
	Medium
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized access or use
	High
	Cracker
	Medium

	
	
	
	Professional
	High

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	Network Messages
	Unauthorized access
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized modification
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	High

	
	
	
	Consumer
	Low

	
	Replay
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	Routers, intermediate systems, access servers and system hosts
	Denial of service attack
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized use
	High
	Cracker
	High

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low


I.5 Terminal Device Security Threat


Terminal assets: The assets belong to terminal device, by which the end user can use to process and store content and other relevant information for the IPTV service.

The terminal assets which need to be protected are as follows:

And the terminal threats are listed as below:

· Illegally accessing clear content by tampering device hardware or software. For example, clear contents can be copied by bus data interception or SCP software cracking.

· Illegally accessing keys or other secret information in devices using software cracking or hardware tampering. Attackers can tamper the device memory or analyze the data flow to obtain the keys and other secrets. Content key exposure results in content leakage and device key leakage leads to device impersonation. 

· Device malfunctioning by hardware methods, such as control of the device clock system to disable the functions of the SCP/CAS systems, or by software methods, such as installation of viruses to exhaust the device resources.

· The unauthorized applications (such as software programs) were downloaded, run and stored in terminal devices.

· The failure of the terminal equipments (hardware and software) caused by malicious codes/viruses from the network.

· The unauthenticated terminal devices connecting to the home network.

· The unauthorized use by subscribers

The relationship of terminal assets, risks and threats are illustrated as following table (see Table I-5).
Table I‑5:  Terminal Device Assets, Risks, and Threats

	ASSET
	RISK
	SEVERITY
	THREAT
SOURCE
	LIKELIHOOD

	Locality
	Fixed-location device that is outside residence is given service
	Medium
	Cracker
	Low

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Medium

	
	Mobile device owned by non-subscriber is given service
	Medium
	Cracker
	Low

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Medium

	Processor and Disk
	Infection by malicious software
	High
	Cracker
	Low unless executables downloaded from the network

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized use
	High
	Cracker
	Low

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	Interface
	Subversion of content protection controls (e.g. HDCP, HDMI)
	Medium
	Cracker
	Low

	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low


I.6 Subscriber Security Threat

Subscriber assets: The assets belong to subscriber, which can consist of information about the subscriber, the subscriber household, and their IPTV transactions and etc.
The subscriber assets which need to be protected are as follows:

Table I‑6: Subscriber Security Categories

	
	Subscriber Security

	
	Example of  service
	Example Threats
	Example of protection mechanism

	Content security 
	TV, VoD service
	Illegal copy
	terminal/device identification (Service Protection, Content Protection)

	Service security 
	Bi-directional service
	Phishing
	personal identification (Protection of personal data, PIN/Password)

	
	Parental
	Spoofing
	personal identification (PIN/Password, authentication)

	Network Security 
	Not specify
	Eavesdropping
	subscriber line identification 

encryption data, multicast join control

	Terminal device security 
	P2P service
	illegal copy
	Content Protection (P2P)


Subscriber security requires that a mechanism which realizes Content security and a mechanism which realizes Service security have to work in cooperation each other because IPTV service has a service in which Content security and Service security works in cooperation each other.

And the subscriber threats are listed as below:
· Theft of the subscribers’ important information (e.g. login ID and password) and end user’s privacy by malicious programs, such as Trojan horse.

The relationship of subscriber assets, risks and threats are illustrated as following table (see Table I-7).
Table I‑7: Subscriber Assets, Risks, and Threats

	ASSET
	RISK
	SEVERITY
	THREAT
SOURCE
	LIKELIHOOD

	Subscriber information
	Unauthorized access:  Disclosure to unauthorized party
	High
	Cracker
	Medium

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized access:  Modification by unauthorized party
	High
	Cracker
	Medium

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	Transaction information
Credit card info
	Unauthorized access:  Disclosure to unauthorized party
	High
	Cracker
	Medium

	
	
	
	Professional
	Medium

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low

	
	Unauthorized access:  Modification by unauthorized party
	High
	Cracker
	Medium

	
	
	
	Professional
	Medium

	
	
	
	Insider
	High

	
	
	
	Consumer
	Low


Appendix II
Discussion of Interoperability of SCP
 (This appendix does not form an integral part of this Recommendation)
II.1 Overview of Interoperability of SCP
NOTE 1 – The scope of interoperability of SCP will focus on IPTV terminal device and other device, and not involved in SCP server in head-end.

II.2 SCP interoperability scenarios
The SCP interoperability scenarios are classified into at least three modes: SCP End to End (SCP-EE), SCP Bridging (SCP-B) and SCP Interchange (SCP-IX).

(1) SCP End-to-End (SCP-EE)

SCP-EE: Using a single SCP, two or more devices exchange and access content according to granted rights. This mode should be the simplest mode to implement since only a single SCP.

(2) SCP Bridging  (SCP-B)

SCP-B: On a single device, two or more SCPs are deployed.  Content acquired via one SCP system (from a network for example) can be accessed via another SCP resident on the same device according to granted rights.
(3) SCP Interchange (SCP-IX)

SCP-IX: This case is characterized by two or more devices, each device having one or more deployed SCPs.  Content acquired by one device through one of its SCPs can be securely transferred to and accessed on another device through a different SCP according to granted rights.
The following figure II-1 illustrates a model of the case described above.

[image: image9.emf]SCP-2

SCP Server

SCP-1

SCP-1

SCP-3SCP-1

SCP-EE

SCP-B

SCP-IX

SCP-1SCP-1

SCP Client1

SCP Client2


Figure II-1: SCP interoperability mode 
II.3 Technical areas of SCP Interoperability
The following areas represent key interoperability elements that are required in the SCP-EE, SCP-B and SCP-IX modes.
[Editor’s Note: Need to harmonize with II.4.]
(1) Authentication of devices, users and SCPs

Before content can be exchanged between entities, the identity of the terminal device and possibly its user(s) must be confidently established.  Also, since content providers may not trust specific SCPs, it is important that it be possible to authenticate the receiving SCP(s) or implementation levels before exchanging content.  This authentication should have a sound cryptographic basis and may employ various well-known digital signature techniques.  Public Key cryptography in particular provides a sound mechanism for digital signatures in authentication protocols.
(2) Rights Expression Exchange

Different SCPs use different rights expression languages or license formats.  For SCP-B and SCP-IX modes to function, some means for a common rights expression is required.  This could take the form of a common rights expression language (REL) or a rights expression translator.  Another possible rights expression exchange mechanism is license negotiation.
(3) Common encryption algorithms for content exchange

For content to pass securely from the control of one SCPs to another or within the same SCPs but on different physical devices, content encryption is required.  This renders the content unusable except for entities that possess the appropriate key or keys necessary for decryption to occur.  There are many different types of encryption algorithms (e.g. block ciphers, stream ciphers, public-key-based, etc.) but generally those that use symmetric keys tend to be best suited for high-speed content exchange.  For interoperability purposes, some small number of commonly agreed algorithms must be chosen.  Ideally, one default algorithm would also be specified.
(4) Key management and/or exchange for the common encryption algorithms

Before secure content exchange can take place, keys to be used in specific instances need to be exchanged or commonly generated by the authenticated entities.   Key management is usually the most difficult part of a security system to implement.  Techniques such as Public Key cryptography have simplified device key distribution but require a public key infrastructure (PKI) to establish and maintain the validity of these keys.  Such an infrastructure could be sanctioned and maintained by a license authority which has responsibility for content protection (as opposed to general network security).
(5) Secure download of SCP client

Ideally, any IPTV terminal device would be able to exchange content obtained (legitimately) through other devices and/or using any SCP according to the granted rights (i.e., the SCP-IX mode).  However, it is not practical to pre-load at manufacture time every IPTV terminal device with every SCP system that market forces will demand.   Thus, a secure mechanism for downloading and executing a selected SCP system onto a terminal device is needed.  Elements such as secure boot-loaders and secure download protocols play a part in this area of interoperability.
NOTE – When SCP interoperability is deployed in the devices and end systems, IPTV devices should have a trusted architecture to support interoperability of content security.
(6)  Secure right exportation 

In order to securely export digital rights, IPTV SCP client should check whether usage rights is permitted to export to target SCP system. Digital rights may have rights expressions which enable target SCP system to export rights. In this case, IPTV SCP client should check these rights expressions and authorize proper target SCP systems to export digital rights.
II.4 SCP Interoperable Architectures

Two kinds of possible SCP interoperable architectures are considerable. One is based on mediator-based interoperability architecture. This interoperability architecture uses a mediator system, which is located in the middle of two SCP systems, to process interoperable transmission. The other one is a standard protocol-based architecture. It uses standard interfaces and protocols to transform protected digital content and associate information between two different SCP systems.
The two possible architectures are shown in the following two figures.
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Figure II-2: Mediator based SCP Interoperable Architecture
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Figure II-3: Standard Protocol based SCP Interoperable Architecture
Function Block Description:

Content Adaptation: Content Adaptation is responsible for converting cryptographic algorithm. Given several pre-defined standard encryption algorithms will facilitate these processes.
License Adaptation: License Adaptation is responsible for converting license. Any temporal or standard license, which is known by both parties, should maintain almost same permission behaviours (media assets & consumption permission pair) as the original license defined. A set of right mapping (rights expression mapping and semantic mapping) may be included in the License Adaptation. Also, License Adaptation may be responsible for repackaging right information and securely delivering it to native SCP clients. 
Metadata Adaptation: Metadata Adaptation is responsible for converting metadata information. The temporal or standard metadata, which is known by both parties, should maintain the same information as the original metadata had. A set of metadata mapping (syntax and semantic mapping) may be included in the Metadata Adaptation. Also, Metadata Adaptation may be responsible for repackaging metadata information and securely delivering it to the other SCP party. 
Authentication & Authorization: Each SCP party should judge whether the other party is proper target to achieve SCP interoperability. It is usually accompanied with mutual authentication process as a preliminary step between two SCP parties.
Exceptional Case: If SCP A and SCP B are located within the same device or there is a dedicated secure communication channel between two SCPs, the Content Adaptation process may not need interoperable processing.
 II.5 Scenarios of SCP-B or SCP-IX deployed in IPTV terminal device
This sub-clause describes 3 possible scenarios which need SCP Interchange between Service Security and Content Security. 

II.5.1 Definition of terms used in the diagram

· SCP_IN : An input port from which IPTV content protected by SCP comes in. 

· SCP_OUT : An output port to which IPTV content protected by SCP goes out. 

II.5.2 Scenario 1 : SCP with SCP_IX 
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FigureII-4:  SCP with SCP_IX
An IPTV TD(Terminal Device) in this case has the SCP with SCP_IX to support interoperability between the IPTV TD without storage which adopts only specific service security, and external device with storage which has only specific content protection. 

In order to support secure and flexible connectivity to any kind of external devices which adopts various content protection mechanisms, the IPTV TD should have SCP_IX better than case-by-case implementation for the security connection between two devices.

II.5.2 Scenario 2 : SCP with optional SCP-B and storage
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FigureII-5:  SCP with optional SCP-B and storage
An IPTV TD in this case has the SCP with SCP-B to support interoperability between service protection and content protection on a single device. 

Manufacturer of the IPTV TD may adopt the proprietary content protection mechanism for internal storage. In that case SCP_B is not necessary and the storage may use SCP1
In order to support flexible connectivity to any kind of internal storage which adopts various content protection mechanisms, the IPTV TD is recommended to have SCP_B better than case-by-case implementation for the security connection between service protection and content protection.

II.5.3 Scenario 3 : SCP with storage and SCP_IX
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FigureII-6:   SCP with storage and SCP_IX
An IPTV TD in this case has the SCP with storage and SCP_IX to support interoperability between internal content protection mechanism and external one. 

In order to support flexible connectivity to any kind of external storage which adopts various content protection mechanisms, the IPTV TD is recommended to have SCP_IX better than case-by-case implementation for the security connection between internal content protection mechanism and external one.

Appendix III
An example process of the IPTV content and service protection
 (This appendix does not form an integral part of this Recommendation)
III.1 Example of Content Protection Process
An example process of the IPTV content protection is described as follows: 
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Figure III‑1 –An example process of the IPTV content protection
(1) Subscriber selects an application (e.g. Linear-TV or On-Demand application) provided by IPTV service provider.

(2) Application Selection Server will send the request to “Application AAA” to verify the subscriber. If success, the associated authorization information will be cached in the “Application AAA” component for inquiry.

(3) Then the subscriber can select the specific media content from the EPG, and the “Linear-TV/VoD Application” will deliver the selected content’s URL.

(4) “Linear-TV/VoD client” receives the URL, and gives it to “Media client” component.
(5) “Media client” applies for the media content (encrypted) from the network according to the URL, as well as inquires the “SCP Client” for the rights and keys associated with this content.

(6) If “SCP Client” hasn’t the rights and keys, it will request them from the “Rights & Keys management” component.

(7) “Rights & Keys management” component will validate the request by inquiring the “Application AAA” for the authorization information associated with this subscriber. 
(8) If successful, the right and key for the selected media contents will be delivered to the “SCP client”.

(9) “SCP client” will transfer the key and right to “Media Client” to decrypt and control the usage of the media contents.
III.2 Example of Service Security Protection Process
An example process of the IPTV service security is described as follows: 
· Subscriber sections linear TV application, which is provided by the IPTV service provider.
· Service provider verifies the identity via IPTV Service Control Function (Subscriber/Service Authentication Functions) and Control Clients (Subscriber/Service Authentication Client).
· Control Clients gets service key from the above authentication procedure or smart card, off-line and pre-distribution key
· In case of service key distribution, the subscriber/service authentication function inquires subscriber’s information from the subscriber/service management functions.
· Subscriber selects a channel for the live-stream TV, content delivery function determines requested contents are protected or not. If it is protected, contents are scrambled. Otherwise deliver it to the multicast network.
· During the scrambling, the encrypted scramble key or its derived information also delivered via content delivery function in form of multicast stream.
· Multicast Content Client Function, Receive the content and descrambling it with the Scrambling Key, which is delivered via multicast stream and it is encrypted with service key.
· Sometimes, service security functions are replaced with new one. The service security client download functions would like to download new one from the service security client delivery function via unicast network.
· The service security client maybe includes its code authentication data, which can verify the integrity and authority.
Appendix IV
Service Authorization for Linear TV service 
 (This appendix does not form an integral part of this Recommendation)
The basic mechanism to authorize the Linear TV services is as follows:

(1) The LTV application functions send the rights information related with a particular user to the transport functions to which terminal is connected. The transport functions store the received rights information.

(2) When receiving a user request, the transport functions perform the service authorization procedures according to the stored rights to determine whether to grant access to the user.
The procedure is depicted below in Figure 10-1 and described as follows:
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Figure IV‑1: Service Authorization Information Flow

1． User Subscribes or requests a TV channel via Service Control Functions.

2． The LTV application gets the rights related with the subscribed channel from Application Profile Function, and sends the rights information to the transport functions via transport control functions. The transport functions store the rights information.

3． The LTV application sends a response back to the terminal.

4． The user requests a TV channel by sending a message, e.g. IGMP join, to the transport functions.

5． When rights are not available or changed, the transport functions request LTV application via IPTV Service Control Function for the rights in real-time, and may store them locally. This step is not needed in case where the rights are available, therefore, shown as dotted lines.
6． The transport functions perform service authorization according to the rights information.

7． Based on the authorization, the transport functions grant access or deny the request

Appendix V
Usage rights
 (This appendix does not form an integral part of this Recommendation)
Usage Rights can include the information (but not limited to): Payment Information, Copy Restrictions, Storage Restrictions, Thumbnail Display Restrictions, Printing Restrictions, Viewing Period Restrictions, Zone Restrictions, Age Restrictions, Gender Restrictions, Number of Plays, Play Restrictions, Consumer Metadata Usage Restrictions, Type of Content Delivery, Encryption, Types of Authentication Method, Distribution Media, Playback Device, Restriction on Number of Distributions, Usage Report.
Appendix VI
Downloadable Application Protection Mechanism 
 (This appendix does not form an integral part of this Recommendation)
VI.1 The authorization and authentication before the software downloading.


[image: image17]
1. The user selects a software program to download. Before downloading, the STB communicates with the authorization function to get the permission;

2. After the user passes the authorization, the STB accesses the software downloading function to request the downloading;

3. The software downloading function check the permission info with the authorization function; 

4. After the checking work, the software downloading function allows the STB to download the software;

5. After the downloading, STB communicates with the Content Encryption/Key Distribution Function to get the key to decrypt the software package;

6. The Content Encryption/Key Distribution Function request the permission info from Authorization Function;

7. With the permission, the Content Encryption/Key Distribution Function responses the STB with the key. The STB decrypts the software package.

VI.2  The authorization and authentication during the software program running.


[image: image18]
The user selects a software program to execute. And the Application Loader request the Application Storage function to read the software program;

1. The Application Loader finds that the software program request an authorization to execute, and it request the Authorization Client to get the info;

2. The Authorization Client communicates with the Authorization Function in platform side to get the Authorization info;

3. The Authorization Client sends the Authorization info to the Application Loader;

4. With the permission, The Application Loader reads and loads the software program from the Application Storage function to execute the software program.

VI.3  The encryption of the software programs when the programs are stored in STB, and decryption before running/duplicating the software programs

[image: image19]
1. The user selects a software program to run/duplicate. And the File Read Function request the Application Storage function to read the software program;

2. The File Read Function finds that the software program request an authorization or decryption keys to read, and it request the Authorization & Decryption Client to get the info;

3. The Authorization & Decryption Client communicates with the Authorization & Key Distribution Function in platform side to get the authorization info and decryption keys;

4. With the permission, The Authorization & Decryption Client reads and decrypts the software program from the Application Storage function and sends it to the File Read Function.
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