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 IPTV Network control aspects

1 Scope

This working document describes different aspects for IPTV network control. It provides list of requirements to address control and signalling related to authentication and authorization, content delivery, quality of service (QoS), quality of experience (QoE) and security. 

2 References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this working document. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; all users of this working document are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this working document does not give it, as a stand-alone document, the status of a Recommendation.

TBD

3 Definitions

This working document uses or defines the following terms:

TBD

4 Abbreviations

This working document uses the following abbreviations.

CDN 


Content delivery network
DRM
Digital Rights Management

IP
Internet Protocol

QoE
Quality of Experience

QoS
Quality of Service

5 Conventions

TBD

6 General requirements of IPTV Network control aspects

This section will describe general overview of IPTV network control aspects. There are many of views addressing to control aspects of IPTV networks. Editor note: (This should be based on the services, architecture and requirements which developed by WG1) as well as other viewpoints such as QoS, performance and security. These overall requirements could be incorporated with high-level architectural model such as value chains among different players or domains.
7 Control and signalling aspects

This section will identify “Control and signalling mechanisms” for IPTV networks taking consideration of transport and service stratum aspects. This mechanism will take care about many functional views such as, multicast/uni-cast and distribution control function, admission and attachment control function, resource control function, mobility control functions, as well as session and service control function. In addition to this, multicasting aspects could be identified at home network, access network and core networks.

This section also identifies control and signalling requirements to support required QoS/QoE. Editor note:  (This work should be coordinated with WG2.)

This section also identify requirements for interface protocols of UNI, NNI, and SNI where identified by IPTV architecture.

7.1 Network Control

7.1.1 Multicast Network Control

Multicast network transport is one of the major drivers to promote IPTV service in telecommunication network. Multicast functionality is required to make efficient use of network bandwidth resources when delivering broadcast content. Therefore, multicast and its control function is important in network to deliver IPTV service content especially in access network. 
Editor’s note: consideration how to develop requirements for the IPTV broadcasting service on the IP bearer network with various IP multicast capability.

The equipment in transport stratum for IPTV service should support the static configuration of IP multicast distribution tree to - The equipment should support well designed dynamic IP multicast protocol to reduce influence for IPTV service

The IPTV network should support multicast user authentication function.

The IPTV network should support Multicast Protocol proxy in Access Node (or other network node where multicast replicated to users)
7.1.1.1 Multicast IP address management 

Management of IP multicast address to ensure the deployment of   IPTV service successfully
IP Multicast Address Transition for Cross- domain IPTV Broadcasting Service Stream
The Control of Users’ Multicast Address for user multicasting
7.1.1.2 Connection Admission Control 

It is required that Connection Admission Control supported in Access network based on available resources. When end user subscribes to a multicast stream, access network will perform CAC: check if current available resources are enough for the new service subscription. The resources can be bandwidth, connection number and user service privilege profile.
Multicast network control should support multicast user authentication for multicast services of IPTV. 
IPTV network should support configuring users’ corresponding multicast privileges according to the multicast group address. 

IPTV network should support configuring the relationship between users and their multicast privilege.

It should set up users’ corresponding multicast privileges according to the multicast group address and establish the relationship between users and their multicast privilege, so that when users receive IPTV multicast services, multicast network control deals with IPTV multicast services according to users' multicast privilege. That is to say, multicast network control will forward the IPTV service contents to the user only if the user has multicast privilege. [C-321]
For reason that some IPTV service traffic is mixed in access network, the QoS class queues for each IPTV service or each IPTV service category and the queues control function should be supported to guarantee quality for all IPTV services in access network. In addition, as shown figure 1, the Bandwidth Allocation Function (BAF) for each IPTV service or for each IPTV service category should be supported in access line, because it is necessary to guarantee its quality of all using IPTV services (except Best Effort service) even if multiple services are used at a customer premise.
The reference of figure
For example, the bandwidth allocation function can be operated based on the following information. The information including below ones is for future study.

· Whole bandwidth of access line

· User ID

· Service type ID 

· Value of bandwidth 

Value of minimum guarantee bandwidth 

Value of maximum guarantee bandwidth
The attachment control network should support the multicast control function and multicast replication function which provide IPTV multicast services for users. 

The multicast control function should build the privilege table for multicast users, and the multicast replication function should forward multicast media content to users which have the privilege of IPTV multicast services.

7.2 Multicast Availability Requirements

7.2.1 Multicast Service failure recovery 

IPTV System shall provide the capability for ensuring sufficient availability of multicast network for IPTV services.
What if one party in a multicast group wants to pause and restart a video?  Do you want users to be able to pause and resume communications without losing any information when they are a part of a multicast group? 
7.2.1.1 Redundant system architecture & topology
The IPTV network should be fully redundant system architecture and topology such that a single point of failure should not affect the whole network.
Editor note: Dos is one of attacks

7.2.1.2 Robust network against Attacks 

The IPTV network should be designed to be robust such that it can tolerate unexpected attacks such as DOS attack.

7.3 Multicast security Requirements

This section describes general requirements for multicast security. 

Security is a critical issue for multicast network deployment.
IPTV network multicast control should authenticate user for multicast service and only deliver multicast service to authenticated user.
7.4 Broadcast TV Control

What are the interactions for and between the Service Stratum and the Transport Stratum in terms of channel selection
The specification of multicast control of Broadcast TV includes but not limit to the followings:

Channel zapping protocol 

Editors Notes;

Correct section is required for:

b)
Channel Access Control

c)
Channel Preview Capability

d)
Call Detail Record 

e)
Priority of BTV and other traffic
f)
Service Management System

7.5 Session Control

7.6 Stream Control

Stream control is an important aspect of IPTV service

Editors Note: Basis stream and session protocol requirements need to be included
The stream transport protocol should support representation of position in frame

The stream transport protocol should support frame awareness

The stream transport protocol should support frame awareness for trick modes

The stream session control protocol may support cross server session

The stream transport protocol may support physical server aware client

The stream session control protocol should support carrying authentication/authorization token

The stream session control protocol should support carrying message signature
8 Content distribution aspects
This section will identify network aspects of protocols and mechanisms to support non-real time and real-time delivery of content and information in support of IPTV applications.  This includes defining requirements for the following areas:

· Services such as VOD & EPG content delivery, System Information, Ad-Insertion (e.g. SCTE 35) 

· Content Transport leveraging system layers such as MPEG-2 Transport Streams and/or IETF RTP 

· Signalling protocols

· Support of IPTV capabilities such as QoS/QoE, Content Protection, Closed Captioning 
· Defining a CDN component shall record and provide performance statistic.[C-268]
8.1 Content Distribution Network Requirements

8.1.1 Content distribution network should be layered.

Each layer may have several serving node.

The IPTV content distribution network should be constructed flexibly by serving nodes.

A node controller and several stream servers may construct the serving node.

8.1.2 Same network layer should adopt distributed structure.
The serving node in same layer may communicate with each other to exchange the contents. 

The node controller should provide the load balance among the stream servers in the serving node, and adjusts the deployment of the contents between serving nodes.

Stream server shall provide stream serving in real-time to users under the control of the node controller.
8.1.3 Content Segmentation

It may be a problem to store and distributed large video program files in their entirety, efficiently and reliably. So, when storing video contents to the media servers, media servers  can divide a lengthy program into segments.  

In some IPTV deployments Content Segmentation may be required. When content segmentation is required the following requirements should apply:

Segment should be generated at codec frame boundaries.

Partitioning should be codec format aware. E.g., it should support codec format like MPEG-2, MPEG-4, VC-1, H.264 and AVS.

Partition should be able to be applied to both clear-text and encrypted contents.

Codec format agnostic frame index file may be built to support the quick identification of any frame within the segment and the entire program file.

8.1.4 Centralized Content Location Management

A centralized content location management module should be responsible for keeping track of the locations of all the content in the entire system. It should maintain a records of network topology, a content location, and a content distribution sessions. 

The network topology describes the topology of the media servers and the network topology among them. Content is copied from one location to another by creating content distribution sessions between two media servers in the two locations. These sessions are created and deleted as the copy process starts and finishes. This information is used by the content location management module to keep track of the bandwidth usage among the media servers and the central site. 

The characteristics of the centralized content location management include the followings

It should be possible to track each content program location in the distributed media servers.

It should be possible to keep track of the distribution sessions among media servers.

Statistical and historic data of content delivery and copy sessions should be kept. 

8.1.5 Content Distribution Protocols

The initial content distribution is typically through content pushing.  The content is pushed from central media server to edge media servers according to the policy, schedule and distribution topology provided by centralized content location management. 

In general, the content delivery protocols should flexible enough to support the followings.

Flexible policies for content distribution should be supported. 

The scheduled pushing of content to delivery servers should be supported. 

When a program is missing from the edge media server and subscribers are requesting for the program content distribution system should be able to quickly identify a source of the content and start copying.

The dynamic pulling of content by the delivery servers should be supported.

It should be possible to support multiple sources for content pulling.
8.2 Distributed Content Distribution
A distributed architecture among content edge servers should be supportable

Co-located edge media servers should have the ability be organized in a distributed structure to share the load, to raise the reliability and to reduce the total cost of the edge servers. According to the method of the distributed structure, original files or content can be stored evenly on the servers. User’s requests can be redirected to the most suitable edge server automatically without the help of a central device.
Media in IPTV services may be delivered by CDN or other mechanisms. 
To ensure manageability and interoperability, the CDN-based IPTV media delivery mechanism should include the following functional network entities:
1) Media Delivery Manager(s), responsible for global load balancing and interfacing with other subsystems; 

2) Media Delivery Agents, responsible for local load balance; and
3) Stream media servers, responsible for storing content and streaming media
Whereas,

· Media Delivery Manager supports serving control function, content control function and operation maintenance function. 
· The Media Delivery Agent is attached with every stream media nodes and supports serving control function, content control function and operation maintenance function for the corresponding node. 
· The stream media servers support streaming function, content storage function, content distribution/delivery function, and operation maintenance function.
9 Identification aspects
This section will identify IPTV users, customers and subscribers from identification viewpoints. This section will identify identification requirements to support IPTV services, which could be used in various players such as customer, service providers, network providers and content providers. The source or distributor for IPTV services could be identified by using IPv4/IPv6 address, URL name, E.164 number, etc. 
This section will identify requirements of unified identification and its mechanism.
The IPTV service providers acquire, encode, and protect content. And then they deploy content to their delivery platforms. The network deploys content to multiple locations and utilizes various mechanisms, such as server-load balancing, content caching, request routing, to optimize the content delivery. 

The IPTV network controls, manages and makes provision to optimize the service for various types of resources.  For these activities, the IPTV network may utilize 5 types of content identifications. 

· Content ID(CID) - Individual content should be identified with a unique identification.  This identification would be used for transactions between SP and CP.  CP will issue this identification.

· Content Reference ID(CRID) - Some content can be serviced in various formats by various IPTV operators.  A movie is unique.  But, when serviced SD and HD format by 2 operators, a terminal should specify which operator’s and which format to be serviced.  User would use this identification for content searching and selection.

· Locator - A user selects the content and operator with aid of some content navigation application such as EPG and ECG.  But, the actual location of the selected content can be changed by the operator’s provision and management activities.  It depends on time and space.  And some content comprise of multiple media streams. For example, a movie can be streamed with a video stream and an audio stream.  So we need different content identifications, one for user selection process and the other for streaming.  A locator specifies where the content to be acquired and how to request it. This identification would be used for requesting the session establishment.

· Physical Locator – The location specified in locator may be the same with the actual server location.  But, used with CDN technologies, the requests can be routed to different servers with different IP addresses.  This identification would be used for routing the service request and could be known to the relevant domains and/or the terminal. 

· Internal Locator – when a load-balancing switch with a number of servers, the servers are known with a single IP address.  But each server has a unique IP address internally.  This identification would be used for the operator’s internal provision or management activities and would be known only inside the operator’s domain.

10 Home, Access and Core network aspects
This section will identify specific requirements on addressing functions and signalling as to home, access and core network technologies in relation to IPTV service aspects.

10.1 Requirements of the IPTV network control aspect
The home or access network should provide NAT traversal function where required.

The edge devices (i.e. home gateway) should have the capability of service traffic identifying and marking.

11 IPTV Inter-working

11.1 General Inter-working requirements

11.1.1 End to End High Availability guarantee policy
Multicast services are mostly affected by network link failure and/or routing protocol neighbour failure. 
Graceful restart techniques to avoid temporary service disruption during link failure and neighbour failure should be supported. 
11.2 Unicast Inter-working requirements
11.2.1 Unicast traffic policy
ISPs can send multicast and unicast traffic simultaneously over the same links or different links. 
11.3 Multicast Inter-working requirements
This section describes requirements for transportation of multicast traffic amongst service providers. Its main objective is to present a set of requirements and scenarios which would result in general requirements about service negotiation, selection and development for IPTV multicast service provider
11.3.1 Addressing requirements
11.3.2 In-service process among ISPs
11.3.3 Routing Policy
11.3.3.1 Topology requirements 

Multicast traffic exchange point could be located at any point of network. Routers could be connected directly or indirectly using tunnel mechanism.
Topology options

Centralized Multicast Exchange Point: SPs establish multicast peering at centralized point

Distributed Multicast Exchange Point: Multicast traffic is transmitted at closest regional pops to maximize the resource utilization. 

· Multi-homing vs. Single-homing

Multi-homing: In this topology, customer ISP peers with single backbone ISP or two backbone ISPs for failure redundant and traffic load balancing. One of many cautions in this topology is that customer ISP should advertise only their local AS information not to transit other ISP’s multicast traffic.

11.3.4 Security Policy over multicast exchange peers
11.3.5 End to End multicast QoS guarantee policy
IPTV network should have service quality measurement function to facilitate high quality service.

11.3.5.1     Inbound/outbound QoS policy
The IPTV network should provide mechanisms to support QoS/QoE parameter adjustment due to changes of content characteristics on a channel.

The stream session control protocol should support QoS/QoE adjustment procedure due to changes of content characteristics on a channel.

12 Overlay Networking

Overlay multicast mechanism as one of IPTV delivery mechanisms for contemporary media destined to large sized group

Overlay multicast based IPTV media delivery systems should be supportable

13 Other aspects

Editor’s note: This section is for inviting future contributions, which could be addressed to IPTV network control aspects. Following issues are addressed for the time being.

· Various home, access and core transport scenarios for multicasting

· Multicast VPN including multicast group management

Any other issues relate to IPTV Network control aspects
__________
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