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Currently security section, section 6.3, to the working document is empty. We propose to include the following text in that section:

6.3 Security
As home networks are normally connected to a wide area network such as the public Internet the home network itself as well as devices on a home network are subject to security attacks that may lead to undesired effects such as lost of IPTV services. Examples of security threats on home networks include Denial-of-Service (DoS) attacks, malware on home network devices and attacks on information that flows or that is stored on the home network. A DoS attack may render the home network unusable to deliver any services including IPTV, while malware attacks, e.g. virus, on a home network device (e.g. a PC) on the home network may render the device unusable. Attacks on information that are exchanged on a home network or stored in a device on the home network also need to be addressed. If not protected information on a home network may be compromised and may lead to identity theft and other unauthorized use of information.

Thus it is important that security issues in the home network to be addressed to ensure good quality of experience for IPTV users. 
6.3.1. Home Network Security Threats
Home networks that are used to deliver IPTV services have the same characteristics are defined in ITU-T Recommendation X-1111. Thus security threats identified by X-1111 also apply to home networks supporting IPTV services. For example wireless transmission technologies may be used and that may lead to Eavesdropping/Disclosure/Interception attacks. 
Refer to ITU-T Recommendation X-1111 for more details on Home Network Security Threats.

6.3.2 Home Network Security Requirements

 ITU-T Recommendation X-1111 identifies requirements for security on Home Network based on threats analysis documented in that document. These requirements also apply to home networks supporting IPTV services.
For detailed information on these security requirements refer to ITU-T Recommendations X-1111.

Reference ITU-T X.1111 to be added to the Reference Section.
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