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1. Introduction
In the output document [1] about service scenarios of IPTV, targeted advertising is described as follows:

6.4.2 Targeted Advertising
Targeted Advertising is a commercial advertising or public promotion of goods, services, companies and ideas, usually personalized for end-user’s desire according to his profile characteristics in order to match the audience with the campaign objective requirements. Targeting of advertisements can, using the new description tools, take into account user preferences, usage history, personal characteristics (biographic and accessibility) and usage environments (terminals, networks and natural environmental characteristics).
To realize the targeted advertising, the functions such as collecting user history of linear TV service and reporting audience rating are needed.  In the requirement document [2], there are several requirements about audience rating system:

  (1)  In 6.1 Architecture and services:

· The IPTV architecture is recommended to support viewership data tracking.

· Note: For example this tracking may allow content provider and service provider to provide audience rating service, track popular programs, craft and target specific advertisements to particular groups of users demonstrating certain surfing patterns.

  (2)  In 6.5.2 IPTV terminal devices:
· The IPTV terminal device, when permitted, is recommended to acquire and save the audience rating information and send it to the server.

· The IPTV terminal device is required to support the ability to ask for the end-user’s permission when a non-anonymous use of the end-user privacy related information is involved
However, the end-user privacy related information about audience information dose not appear in the output document [3].  In this document, we propose the addition of privacy protection for audience rating system. 
2. Audience rating information system [4]
Audience rating information is the channel transition information indicating when a client watches at TV program.  Ideally, this information consists of channel number before and after channel change, time of change, and user information (e.g. a Unique Identifier). With audience/user permission, information can be collected at several points, such as terminal device (STB, PC, TV, etc), home gateway and network component. As the multicast network is used for TV service in IPTV, home gateway and network component also detect channel transition information by monitoring IP packets between terminals and network. 

The IP network is used to upload the collected information to the content distribution side at predetermined timing intervals.  Figure 1 shows the outline of audience rating system on IPTV.
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Fig. 1  System architecture of audience rating system

3. Privacy protection for audience rating system
To realize the application by using of tracked data in IPTV service, “the end-user functions” and “Service and Content control functions” in [3] are required to treat audience information securely.  However there are no viewpoints about tracked data in the output document [3].
We propose the following sentences about security for tracked data will be added in the output document [3].

3.1 In “7.3.1.2 Security feature groups” 
· Subscriber security: this set of security features could ensure the subscribers’ security such as subscriber’s information protection, protection of legal minors and so on.
                                                                                                                                      

· Subscriber security: this set of security features could ensure the subscribers’ security such as subscriber’s information protection, tracked data protection, and protection of legal minors and so on.
 In “7.3.2 Content Protection Architecture”
· Linear-TV/ VoD Client and Linear-TV /VoD Application: perform session management, application authorization, presentation of the content metadata, and execution of the service logic of the Linear-TV or VOD.

· Linear-TV/ VoD Client and Linear-TV /VoD Application: perform session management, application authorization, presentation of the content metadata, management of tracked data, and execution of the service logic of the Linear-TV or VOD.
3.3 In “Annex A Subscriber Security Protections”
This subscriber’s personal data includes basic data such as address, name, age, occupation, and telephone number, as well as various other kinds of information, such as family composition, hobbies, and household income.
                      

This subscriber’s personal data includes basic data such as address, name, age, occupation, and telephone number, as well as various other kinds of information, such as family composition, hobbies, and household income.
The subscriber’s personal data includes tracked data information such as channel number before and after channel change, time of change and user information for EPG service, and package identification, time of play and so on.  
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