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1. Introduction

FG IPTV-DOC-0147 Working Document: IPTV Services Requirements Clause 6.3.2 Content Protection declares a requirement to support Content Tracing services in the IPTV Architecture.  Document FG IPTV-DOC-0155, Working Document: IPTV Security Aspects further cites the use of watermarking to implement Content Tracing.  Document FG IPTV-DOC-0148, Working Document:  IPTV Architecture does not, however, contain language to support implementation of Content Tracing services.  It is this contributor’s intent to provide such language for inclusion in FG IPTV-DOC-0148.
2. Text

Clause 9.1.1.1.2 Media Client functional block
Change “it then decrypts and decodes it…” to read “it then decrypts, optionally watermarks, and decodes it…”.

Clause 9.1.2.3 Content Preparation functional block
Include the following language in this clause:

Content Preparation may include the insertion of a watermark for the purpose of invoking DRM rules and/or for content tracing.  Additionally, Content Preparation may create metadata to facilitate subsequent embedding, into the content, of a content tracing watermark.  The latter function is appropriate when multiple copies of the prepared content will be created and distributed to end users.

Clause 9.6.1.5.4 Content Processing
Insert an additional bullet in the enumeration of content processing functions:

“conditioning for content tracing watermark embedding and creation of content tracing watermark metadata.”

Clause 9.6.2.5 DRM Client
Change “verifying and decryption” to “verifying, decryption, and control of Terminal Device content tracing functions”

Clause 9.6.3.2.2 Delivery Functions (Unicast & Multicast)
Change “to and from the Media Client.” to read “to and from the Media Client, and embedding of a content tracing watermark.”

Clause 9.8 Inter-working between NGN variants of the IPTV architecture
Include the following text in this section:

9.8.1 Content Tracing Watermark Interoperability

Variants of NGN architectures could implement any of a number of content tracing technologies.  Certain content tracing watermark approaches require that the Content Preparation process create specialized metadata.  This architecture offloads and centralizes substantial computational overhead from the Terminal Device’s Media Client, and enables centralized direction of the watermarking process.  It is only effective, however, if the watermark metadata is recognized and acted upon consistently by those IPTV End Systems receiving the content.

It is, of course, possible to engineer IPTV End Systems that ignore unfamiliar metadata.  System operators should recognize, however, that content providers are likely to require that DRM systems ensure that a degree of content tracing capability is present before allowing access to certain high value content.  It is thus prudent to consider content tracing watermark interoperability in the analysis of IPTV network interoperability.  

Clause 9.9.9 Reference Point A3

Add clarification following “…applications.”

Note that delivery of certain metadata to the Terminal Device must be synchronized with the media stream.  This type of metadata may transit paths used for media delivery rather than A3.  Certain content enhancement and content tracing watermarking techniques are enabled by synchronized metadata.
3. Proposal
Modify FG IPTV-DOC-0148 as described in (2) above.
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