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Abstract:

Parental control has been discussed during the July meeting in Geneva and included in the working document of WG4 FG.IPTV-DOC-0123 “IPTV Network Control Aspects”. This document proposes to insert a new sub-clause in the working document and further clarify parental control requirements in this sub-clause.
Discussion: 
Many parents are concerned about their young children watching programs with content that is more suitable for older children or adults, when they are on the business trip or far away from their children. 

To address this issue, a rating for content available on commercial television service is required to define its suitability for different age groups. These ratings are assigned by particular bodies such as Motion Picture Association of America (MPAA) and TV-R, and use strict guidelines to guide their rating process. Ratings range from PG, to PG-13, to R, to NC-17 for movies, and TV-Y, TV-Y7, TV-Y7-FV, TV-G, TV-14, and TV-M for television programming. The ratings are hierarchical, and hence ratings applicable for a certain viewer age group indicate that the content is suitable for viewers whose age is greater than the rating. 
For protection of children from violence or adult programs, the IPTV services should also enable the network to store and forward the requested TV program and its rating to specified terminals (e.g., monitor terminal for parent) according to preconfigured control policy and user profiles. The feature should also allow terminal devices to change their policy dynamically. In this case, the monitor device can be associated with the terminal device, to capture what the IPTV terminal device is receiving. Policies include time limit [IIF.ARCH.SERVICE.60], the content rating range, subscriber privilege etc. In order to enhance functionality, the pre-set restriction could also be removed based on the user preference, and can be achieved by providing a mechanism to make authorization for viewing a particular channel or content -- e.g., PIN challenge. Parental controls may also be set for other services provided by the IPTV service operator -- e.g., Music services, electronic games, and even purchase control of digital assets. 
Generally, The Parental Controls can be enforced at two different points: 1) at the hierarchy privilege level; and 2) at the policy level.
1. Hierarchy privilege level 
Through the IPTV platform, it is possible for the parent in the house to create multiple user profiles. While logged in as the administrative user, the subscriber can set what channels/type of content the other users have access to. For instance, there can be a Dad user/profile, and a child user/profile. Dad has access to Adult content (TV-R rating: TV-MA - Mature Audience Only), but the child profile may be set to (TV-R rating: TVY - All Children) and hence (depending on functionality) not even be able to see these channels in the IPG, or may be able to see them, but when attempting to view them, receives some sort of notification alerting him that the channels are restricted. 

2. Policy Level 
At the policy level, it is possible to specify limitations for a particular service per user profile. For example, a user attempting to download a game from his/her game service for the sixth time will be denied if the policy only allows for five downloads. 
Proposal:
Proposal 1:
This document proposes to insert a new sub-clause 7.7 in the working document of WG4 FG.IPTV-DOC-0123 “IPTV Network Control Aspects” and add some text in this sub-clause to describe parental control, to read as follows:
7.7 Parental control
Parental controls are options, typically included in digital television services, video games etc. that allow a parent to monitor or limit what a child can see or do. For the IPTV platform, parental control mechanism can be used to restrict the IPTV content that children can access. Parental control is recommended to include but is not limited to the following:
Content Rating 

Content rating for parental control is recommended to support classifying content available on commercial television service suitable for different age groups. 
Subscriber Privileges management
Subscriber Privileges management for parental control is recommended to support allocating different subscriber privileges for different age groups.
Policy control and management 

Policy control and management for parental control is recommended to support the network capability to store and forward the requested TV program and its rating to specified terminals (e.g., monitor terminal for parent) based on preconfigured control policy and user profiles.
Proposal 2:

This document proposes to insert new sub-clause 6.15 “Parent control service” in the working document of WG1 FG IPTV-DOC-0116 “IPTV service scenarios” and add some text in this sub-clause to describe parental control, to read as follows:
Parental controls are options, typically included in Music services, digital television services, video games, purchase control of digital assets, etc. that allow a parent to monitor or limit what a child can see or do. In the IPTV platform, parental control mechanism can be used to restrict the IPTV content that children can access. The parent control basically support classifying content available on commercial television service suitable for different age groups. The ratings are hierarchical, and hence ratings applicable for a certain viewer age group indicate that the content is suitable for viewers whose age is greater than the rating. For effective check of children from violence or adult programs, the IPTV services should also enable the network to store and forward the requested TV program and its rating to specified terminals (e.g., monitor terminal for parent) according to preconfigured control policy and user profiles. That is, the monitor device can be associated with the children terminal device, to capture what the children IPTV terminal device is receiving. Policies available for parent control include time limit [IIF.ARCH.SERVICE.60], the content rating range, subscriber privilege etc. In order to enhance functionality, the pre-set restriction could also be removed based on the user preference, and can be achieved by providing a mechanism to make authorization for viewing a particular channel or content -- e.g., PIN challenge. 
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