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1. Introduction
During the 5th IPTV FG meeting, WG3 has included several DRM interoperable scenarios in the working document. SCP-IX is the entity responsible for Digital Rights translation. In this contribution, we analysed security threats to SCP-IX and proposed several ways to enforce its security.
2. Discussion

When deploying IPTV system, DRM is a common technology to many Service Providers. Various DRM systems are implemented to guard media content. Some of these systems are kept as proprietary technologies. However, this raises great interoperability problems. When content is protected by one DRM technology, it is not possible for users to consume content on another device which supports a different DRM system. As a result, users are isolated by various DRM systems. 
Instead of strict DRM constrains, some new concepts, such as “Fair-Use”, are introduced. Consumers are allowed to redistribute content in some limited environment (e.g. Home Network). According to these concepts, consumers will have more flexibility to share their media content, which may increase their experience quality. Since content is safely protected from massive distribution, Content Provider and Service Provider can also guarantee their intellectual property. 
WG3 has focused DRM interoperability problem and has accomplished many achievements. Some DRM interoperable scenarios have been proposed [IPTV-D-0122, Appendix II.5]. In these scenarios, a functional block called “SCP-IX” is responsible for DRM conversion. In order to enable content accessible by other DRM devices, SCP-IX may perform some necessary operations, such as transcoding and rights exportation. 
Because SCP-IX plays an important role in interoperable DRM systems, it may suffer from many security threats. One probable threat is degradation attack. For example, while translating DRM rights from DRM System A to DRM system B, a compromised SCP-IX may encrypt rights information with some low strength encryption algorithms. Attackers in DRM System B may use algorithm weakness to crack encrypted DRM rights. 
Another threat is unauthorized rights exportation. For some commercial and security reasons, IPTV service providers may initially include several DRM systems in their trust circle. DRM interoperability can be achieved only in these trustable DRM systems. However, SCP-IX may break agreement and secretly export rights to unauthorized DRM system. As a result, content consumption constrains cannot be maintained.
Threats to SCP-IX are not limited to the above two cases. If not properly addressed, these threats will make DRM-protected content risky for unauthenticated use. In this contribution, we propose several suggestions to enforce SCP-IX security.
3. Proposals
The following figure shows in WG3 working document [IPTV-DOC-0122, Figure II-5]. We renamed two interoperable devices in order to make our description more concise. The definition and meaning of these devices do not change. We hope that following proposals could be discussed in Tokyo meeting and included in WG3 working document.
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Proposal 1:  Before exporting DRM rights to target DRM system (DRM System B in the example scenario above), Device 1 should check whether DRM rights is permitted to be exported to target DRM system.

Proposal 2: DRM rights may have extensible labels which enable target DRM system to export DRM rights again. For example, Device 2 acquired DRM rights from DRM System A and wants to export it to DRM System C. In this case, before exporting DRM rights to target DRM system, Device 1 should carefully check whether target DRM system is authorized to export DRM rights again.
Proposal 3: Before exporting DRM rights to target DRM system, Device 1 should check whether target DRM system is qualified with some predefined requirements which make this DRM system trustable to import DRM rights. 

Proposal 4: If DRM rights have some limited number of exportation, Device 1 should make sure that current exportation qualifies the limitations. For example, if DRM rights is limited to be export once, then after DRM rights is exported to DRM System B, it is not allowed to be exported again. 
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