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1.
Introduction
This contribution gives a short review to sub-clause 6.3, i.e. security requirements part of WG1 requirements working document (i.e. FG IPTV-DOC-0114) and proposes revised texts for the refinement, modifications and clarifications.
2.
Comments and modifications to sub-clause 6.3
Note 1 – WDC: comments form contributor,
Note 2 – IPTV_SEC_X_NYY indicates the new requirements,
Note 3 – Identify the sub-category of requirements with [ABCD…], and which can be removed when the proposal was reviewed and resolved,
Note 4 – ABC: Need to move and/or had been moved to the place to right sub-clause without any modification.
Service Security and Contents Protection Aspects

General IPTV security

Architecture requirements
[Identify the general & basic security capability for IPTV roles]
IPTV_SEC_G_N01: The IPTV architecture is required to support the general security capabilities for access, control and management of application, content, service, network, terminal device and end-use. 

IPTV_SEC_G_N02: The IPTV architecture is required to support basic security services of access control, authentication, authorization, confidentiality and non-repudiation for access, control and management of application, content, service, network, terminal devices and end user.
[Three Planes& Methodology Security]

IPTV_SEC_G_N03: The IPTV architecture is required to support the security capabilities of data, control and management planes for application, content, service, network, terminal devices and end-user.
IPTV_SEC_G_N04: The IPTV architecture is recommended to support the logical and physical separation of data, control and management planes in the application of security functions.

IPTV_SEC_G_N05: The IPTV architecture is recommended to be extensible and sufficiently flexible to satisfy the separate needs of data, control, and management planes in the application of security functions.
[Security Influence to Performance and Cost]

IPTV_SEC_G_N06: The architecture is recommended to take into account the influence on performance, usability, scalability and cost constraints on deployment of security.
IPTV_SEC_G_N07: The IPTV security mechanisms are recommended not to, in general, affect (negatively) the quality of provided services.

 [Security Interoperability]

IPTV_SEC_G_001(/N08): The IPTV architecture is required to support interoperability between security features.
IPTV_SEC_G_N09: The IPTV architecture is required not to preclude support interoperability mechanism where the IPTV contents can be used only under the permission and condition which content provider defines, no matter which security system the contents are transferred to
Application Security

Architecture recommendations
[Download Application Security]

IPTV_SEC_013: The IPTV architecture is recommended to support application download authentication and integrity verification.
Content protection

Architecture requirements

IPTV_SEC_C_001: The IPTV architecture is required to support content protection as defined in Clause 3.
[Content chain protection]

IPTV_SEC_C_N01: The IPTV architecture is required to support security protection for content distribution, content acquisition, content consumption, content storage, content export and content redistribution.
[DRM]
[DRM delivery]

IPTV_SEC_S_105:
 The IPTV architecture is required to support a mechanism for secure delivery of entitlements to the IPTV terminal devices.
[DRM usage control]

IPTV_SEC_S_106:
 The IPTV architecture is required to support content usage control (e.g. re-play entitlements).
[DRM entitlement management]

IPTV_SEC_S_107:
 The IPTV architecture is required to support different modes of re-play entitlements, e.g., limit on number of plays, time limit on plays, restriction of fast forward or rewind.
[DRM signalling delivery]
IPTV_SEC_S_109:
 The IPTV architecture is required to support a mechanism for transmitting signalling messages securely between the DRM server and the IPTV terminal device DRM client.
WDC: Not security specific, Remove it or add ‘securely’.
IPTV_SEC_S_110:
 The IPTV architecture is required to support a mechanism to allow for the confidentiality of signalling messages between the DRM server and the IPTV terminal device DRM client.

IPTV_SEC_S_111:
 The IPTV architecture is required to support a mechanism to allow for the authenticity of signalling messages between the DRM server and the IPTV terminal device DRM client.

IPTV_SEC_S_112:
 The IPTV architecture is required to support a mechanism to allow for the integrity of signalling messages between the DRM server and the IPTV terminal device DRM client.

IPTV_SEC_S_115:
 The IPTV architecture is required to support a mechanism to securely retrieve the DRM parameters (e.g. configuration, status) from IPTV terminal device.

IPTV_SEC_S_116:
 The IPTV architecture is required to support a mechanism to securely update the DRM parameters (e.g. configuration) of the IPTV terminal device.
[DRM extension]
IPTV_SEC_E_108:
The IPTV architecture is required to allow for a mechanism for a Subscriber to request extensions (e.g. more plays, more play-time) to digital rights associated with specific content instances.
[DRM Interoperability(format or specifications independent)]

IPTV_SEC_S_104:
 The IPTV architecture is required to support rights management that is independent of specific content formats or specifications.
[DRM interoperability (coexistence).]

IPTV_SEC_C_103: The IPTV architecture is required to apply possible rights specifications and protect content for multiple common existing content formats (e.g., MP-3, MPEG-4).
WDC: Add a note for Content Labelling and revise the requirement of IPTV_SEC_C_002 to IPTV_SEC_C_N02 as follows, and it should be move down:
IPTV_SEC_C_N02: The IPTV architecture is required to support content labelling, which is used to filter out inappropriate or harmful content (e.g. by metadata information).
NOTE - Content labelling is a process to enabled metadata tags to the content, which is used to filter out inappropriate or harmful content.

Editor’s Note: this requirement needs to be clarified.
[Metadata delivery securing]

IPTV_SEC_C_003: The IPTV architecture is required to support the secure delivery of metadata for content protection and copy management, including usage rights metadata.


 WDC: Remove this requirement, because this is metadata specific, and not security-specific.
[Scalability of protection for content distribution]

IPTV_SEC_C_101: The IPTV architecture is required to support protection of content that is distributed simultaneously to a very high number of subscribers (scalability).
[Content distribution securing]

IPTV_SEC_C_102: The IPTV architecture is required to support protection of content that is transferred over multicast and/or over unicast streams.
 

[Content storage securing.]

IPTV_SEC_C_105: The IPTV architecture is required to support the securing of stored content according to granted usage.
IPTV_ESI_166: The IPTV terminal device is recommended to preserve the digital rights associated with the content, and, if it implements PVR functionality, to appropriately manage content usage in accordance with any digital rights associated with the content.
WDC: Move this requirement (IPTV_ESI_166) from 6.5.5 with some modification.
[Content sharing (e.g. export and redistribution) securing]
IPTV_ESI_171: The IPTV architecture is recommended to support the capability for authenticating and authorizing end-users for content sharing services (e.g. content export and content redistribution). 

WDC: Move this requirement (IPTV_ESI_171)from 6.5.5 with some modification.
[Content Tracing]
IPTV_SEC_C_107: The IPTV architecture is required to support robust content tracing to content in an offline manner (e.g., VoD content).
IPTV_SEC_C_113: The IPTV architecture is required to support a means for conveyance of content tracing information (e.g. Watermark facilitation metadata).

Note: Such provision may be made by the selection of appropriate standards profiles or by extensions to the existing standards.
IPTV_SEC_C_114: The IPTV architecture is required to support the application of content tracing technology within the output of an IPTV terminal device for the purpose of uniquely identifying a session (e.g., channel, time/date), IPTV terminal device and/or network operator. Examples of such content tracing technology can optionally include visible and invisible information.
IPTV_SEC_C_115: The IPTV architecture is required to allow the retrieval of all the content tracing information from the content.
[Content Tracing]

IPTV_SEC_S_117:
 The IPTV architecture is required to support the capability to turn on and off content tracing function with flexibility (e.g., based on time, an event, asset, or channel).
Architecture recommendations
[Content tracing]

IPTV_SEC_C_005: If IPTV content employs a content tracing technology, then it is recommended that the tracing technology be imperceptible.

IPTV_SEC_C_106: The IPTV architecture is recommended to support robust content tracing to content in real-time (e.g., broadcast content).
[Content Tracing delivery and protection level]
IPTV_SEC_S_009: The IPTV architecture is recommended to support the joint transmission of content and content tracing information such that the content and its respective content tracing information remain synchronized during transport.
IPTV_SEC_S_010: The IPTV architecture is recommended to support at least the same degree of protection (for purposes of controlling unauthorized access) to content tracing information as is applied to the corresponding traced content.
Architecture options

IPTV_SEC_C_116: The IPTV content tracing can optionally support the inclusion such content tracing information as operator ID, content owner ID, IPTV terminal device ID, and other information.

Editor’s Note: relationship between SEC_C_114 and SEC_C_116 needs to be investigated and requires contributions.
WDC: IPTV_SEC_C116 addresses the requirement what can optionally be included in content tracing information, such as operator ID, content owner ID, IPTV terminal device ID, and other information. Instead this, C114 addresses the requirement IPTV architecture is required to Content Tracing technology.

Service Security 

Architecture requirements

IPTV_SEC_S_001:
 The IPTV architecture is required to support Service Protection, as defined in Clause 3.
[Authentication & Authorization]

IPTV_SEC_S_002: The IPTV architecture is required to support authorization and authentication capabilities for the end-user.

Note: This can optionally include the capability of a service provider to authenticate and authorize a subscriber (subscriber’s IPTV terminal device) and a different service provider.

Editor’s Note: contributions are required.

WDC: Remove it, it is implementation specific.
IPTV_SEC_S_101:
 The IPTV architecture is required to support a mechanism to signal the IPTV terminal device to utilize a specified scrambling algorithm based on a standardized framework.
IPTV_SEC_S_103:
 The IPTV architecture is required to support the capability to the server side CA interfaces to update and query the CA System concerning scrambling algorithms for IPTV and any other operator-selected scrambling algorithms.
WDC: Move the scrambling algorithm requirements from Content Protection sub-clause to here, because Scrambling algorithm is CA specific and belongs to Service Protection per ce.
Scrambling algorithm requirements
IPTV_SEC_C_108: Scrambling algorithms for IPTV are required to have sufficiently large key entropy to protect the content fully from plausible threats (e.g., at least 128 bits for the AES symmetric algorithms).

IPTV_SEC_C_109: Scrambling algorithms for IPTV are required to be built using publicly-available and standardized cryptographic algorithms

IPTV_SEC_C_111: Scrambling algorithms for IPTV are required to not preclude support for either Simulcrypt or Multicrypt approaches. The purpose is to support multiple DRM vendors within a single network platform when required by the content distributor.

IPTV_SEC_C_112: Scrambling algorithms for IPTV are required to:

· be designed with suitable, variable key lengths defined by the appropriate experts;

· be an adaptable, technical solution which allows configurable, variable parameters (such as key length, crypto periods, etc.) for scalable and future proof levels of security in the same stream;

· be designed by appropriate experts and is not broken within a reasonable amount of time, using “brute force” attacks;

· be designed by appropriate experts and whose rationale is a cost/benefit analysis 

IPTV_SEC_C_105b:
Scrambling algorithms for IPTV are required to be efficiently implementable for both hardware and software implementations.

Scrambling algorithm options

IPTV_SEC_C_104: Scrambling algorithms for IPTV can optionally apply cryptographic algorithms of different strength to different content types.
WDC: The following parts about DRM requirements need to be move to Conent Protection’s sub-clause, because those are related to content protection aspects. 


WDC: This requirement about DRM initeroperability need to move down and as the last requirement for DRM.















WDC: The following requirement about Content Tracing need to be move to Conent Protection’s sub-clause, because those are related to content protection aspects.
[Key Management]

IPTV_SEC_S_102:
 The IPTV architecture is required to have the ability to use standard key management systems (e.g., MIKE, EMM/ECM), to the extent that this is required for interoperability.
IPTV_SEC_S_005: If the IPTV architecture employs a Key Management System, then it is required to be designed for scalability, reliability, and interoperability.
Architecture recommendations
[Scrambling algorithms]

IPTV_SEC_S_113:
 The IPTV architecture is recommended to enable content confidentiality, i.e. support a capability to the head-end to support multiple scrambling algorithms. 
[Parental Control like]

IPTV_SEC_S_114:
 The IPTV architecture is recommended to support a “blackout mechanism”: a mechanism for limiting viewing-rights of certain programs to certain groups of subscribers e.g., block viewing by residents of a specific area (for example, this can optionally be useful for sporting events).

WDC: Remove it. Reason is the same with IPTV_SEC_S_004.



WDC: Content Tracing need to move back into Content Protection’s sub-clause. 
[Key Management]
IPTV_SEC_S_006: If the IPTV architecture employs a Key Management System, then a hierarchical key management scheme is recommended to be considered to support scalability.
IPTV_SEC_S_007: If the IPTV architecture employs a Key Management System that uses a Group Key Management Protocol, then a hierarchical key management and key management algorithm alternative is recommended to be considered to support scalability.
IPTV_SEC_S_008: If the IPTV architecture employs a Key Management System that uses a Short Term Keys, then a media path key exchange with respect to NAT transversal case and bandwidth limited system is recommended to be considered to support scalability.
Network Security

Editor’s Note: definition for Intermediate Devices is required.
Architecture requirements
[Network prevent DoS attack]
The IPTV architecture is required to support the capability of preventing the DoS attack to network.
WDC:Merge from IPTV_NET_042& IPTV_NET_043, and proposes to remove these requirements from 6.4.1.
IPTV_SEC_N_002: IPTV architecture is required to support for the provision of security measures to be taken to block illegal or unwanted traffic for network.
IPTV_SEC_N_003: IPTV architecture is required to support for network operators to prevent the visibility of the network topology its resources to unauthorized entities.
[Content Labelling in network]
IPTV_SEC_N_004: IPTV architecture is required to be capable of supporting a network which uses content label information in order to prevent access to content.
Architecture recommendations

WDC: Remove it, duplicate with before [IPTV_SEC_C_N01].
WDC: Remove the following requirements related to Intermediate Devices, because it is implementation specific, and not give a clear definition.
Intermediate device recommendations
WDC: It is implementation-specific, remove them [N_006/6/7/8]from requirements.



WDC: It is not security-specific, remove it!



WDC: It is not security-specific, remove it!
[Multicast Security]
IPTV_NET_044: The IPTV architecture is required to be hardened against attacks on multicast capabilities [IIF.ARCH.OPERATOR.38].

WDC: Move IPTV_NET_044 from 6.4.1!
IPTV_SEC_N_M01: The multicast architecture is required to support the capability of multicast protocol adjacency authentication in order to establish a reliable peer.
IPTV_SEC_N_M02:The multicast architecture is required to support the capability of  admission control to regulate any multicast events.
[Home Network Security]
IPTV_NET_102: To protect the home network from malicious or unauthorized access, the IPTV architecture is recommended to support the ability for the DNGF to establish a firewall, with multiple levels of security and appropriate application level gateways [IIF.ARCH.HOME.29].

WDC: Move IPTV_NET_102 from 6.4.4!
Terminal Security 

Architecture requirements

IPTV_SEC_T_001:
The IPTV architecture is required to support terminal Device Protection, as defined in Clause 3.
[Authentication]

IPTV_SEC_T_101:
The IPTV architecture is required to support a method to authenticate IPTV terminal devices.
[Physical security]
IPTV_SEC_T_106: The IPTV architecture is required to recognize the need for physical protection of sensitive security enabling processes in IPTV terminal device, including descrambling and media serialization (content tracing), critical data supporting those processes, as well as for all components involved in the processing, transmission, and storage of any valued content lacking logical protections such as encryption or serialization watermarks.
IPTV_SEC_T_102:
The IPTV architecture is required to support physical tamper-resistance.

IPTV_SEC_T_103:
The IPTV architecture is required to support a means to detect when physical tampering has occurred.
[IPTV Terminal Device DRM]
IPTV_SEC_E_102:
The IPTV architecture is required to support a mechanism to allow an IPTV terminal device DRM component to authenticate the DRM servers.
[DRM application security]
IPTV_SEC_T_104:
The IPTV architecture is required to support secure download and installation of the DRM operating code to IPTV terminal devices.
[Security process in critical situation]
IPTV_SEC_T_105: The IPTV architecture is required to support a secure means for performing security critical processes in IPTV terminal device, such as key management and media serialization, to abort playback of content in the event of a security related malfunction, detection of tampering, or other indication of misuse.

End User Security 

Architecture requirements

IPTV_SEC_E_001:
The IPTV architecture is required to support User Privacy Protection,  as defined in Clause 3.

[Access Code]

IPTV_SEC_E_104:
The IPTV architecture is required to support a mechanism for restricting access to programs/system by allowing the subscriber to set an access code (i.e. password).
[Parental  Control]
IPTV_SEC_E_105:
The IPTV architecture is required to support a mechanism for parental rating i.e., facilities for rating programs according to content.

IPTV_SEC_E_106:
The IPTV architecture is required to support subscribers’ flexible usage controls to limit access to content by content type (such as VoD, TV, WWW, etc.).
[User Friendly Interface]
IPTV_SEC_E_107:
The IPTV architecture is required to be capable of indicating why access to content has been denied to the user.

Architecture recommendations
[User Rights Consistency]

IPTV_SEC_E_101:
The IPTV architecture is recommended to allow the end user (as rights allow) to change, i.e. replace, an IPTV terminal device without inherently affecting its rights to consume content.


WDC: It is general requirement, and see IPTV_SEC_G_N07,  remove it here.
3.
Proposals

This contribution provides revised texts and proposes them to be adopted as the new version for the sub-clause 6.3 of WG1 requirements working document (i.e. FG IPTV-DOC-0114), and then all the requirements need to be renumbered.
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