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1.
Introduction
This contribution gives a short review to the WG3 working document (i.e. FG IPTV-DOC-0122) and provides some comments and proposed revised texts to clause 10 of Security Mechanism for giving briefly introduction for some security mechanisms.
2.
Modification to Clause 10 
10
Security Mechanisms

This section describes a set of security mechanisms which satisfy the security requirements and address the security threats.

10.1 Overview of IPTV Security

There are many different security mechanisms from different perspective, such as ISO/OSI architecture perspective and network security perspective [ITU-T X.805]. 

Traditionally, the security is focus on infrastructure security to enhance the network security, specially using ACL, Firewall, VPN, IP Security based on Layer 3. And for this, the ITU-T and IETF had made many efforts on network and protocol security mechanisms in Internet Protocol aspect. 

Specially, for IPTV service, with the introduction and application of multimedia content (i.e. video, audio, picture, text and etc), the security protection for digital rights via CA  and DRM  become important more and more. 

10.2 Application Security Mechanisms

[TBD]
10.3 Content Security Mechanisms

Content Protection is a set of functions between content source and IPTV terminal devices to ensure the content can be distributed (or transmitted) securely by a network,  and can be acquired, consumed, exported, stored, redistributed (or retransmitted) securely by an end-user.
The content protection can consist of content distribution, content acquisition, content consumption, content storage, content export and content redistribution according to the time sequence base on the procedure of content processing.
10.3.1 Content Protection and Copy Management
[TBD]
	Original Text

	[TBD]

	Comment:

	1） Adding the definition, explanation or description for CPCM.

2） Referring to the DVBP a094r1-1-9 and some information state-of-art.

3） Get some material from WG3-LL-140.

4） Elaborating the text as to Proposed Text, maybe need modification after discussion during the Tokyo meeting.

	Proposed Text:

	[Refer to DVB CPCM]

CPCM is a system for Content Protection and Copy Management of commercial digital content delivered to consumer products. CPCM manages content usage from acquisition into the CPCM system until final consumption, or export from the CPCM system, in accordance with the particular usage rules of that content. Possible sources for commercial digital content include broadcast (e.g., cable, satellite, and terrestrial), internet-based services, packaged media, and mobile services, amongst others. CPCM is intended for use in protecting all types of content - audio, video and associated applications and data. CPCM provides specifications to facilitate interoperability of such content by networked consumer devices for both home networking and remote access.
CPCM is only concerned with content after it has been acquired; it does not concern itself with the CA (conditional access) or DRM (digital rights management) system that protected the content on its way to the consumer. The fundamental boundaries of control within CPCM are the local environment, and the Authorised Domain (AD). The AD is defined as a distinguishable set of CPCM compliant devices, which are owned, rented or otherwise controlled by members of a single household. Content is bound to its Usage State Information (USI) which describes how it can be consumed, copied or exported relative to this Authorised Domain. This concept is fundamentally different from today’s CA and DRM techniques which normally operate on a single device basis. The diagram below shows the scope of CPCM, and how this relates to the Authorised Domain.
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NOTE – This figure is only used as an illustration, and can not be adopted into WG3 working document, maybe it is involved IPR issue.


10.3.2 Digital Rights Management

[TBD]
	Original Text

	[TBD]

	Comment:

	5） Adding the definition, explanation or description for DRM.

6） Referring to the ITU-R BT.2070 and some information state-of-art.

7） Referring to some material from WG3-LL-140.

	Proposed Text:

	Digital Rights Management is a technology protects the copyrights of multimedia by enabling secure distribution and/or disabling illegal distribution of the data and intended to give content providers control over redistribution and access to material.
Typically, a DRM system protects intellectual property by either encrypting the data so that it can only be accessed by authorized users or marking the content with a digital watermark or similar method so that the content can not be freely distributed.

Digital rights management is also an integrated approach to content protection involving the protection of data with encryption, and the delivery of keys to unlock this data provided that the recipient meets certain conditions defined by the sender in a “rights expression language”. DRM assumes the presence of a suitable DRM client that is trusted to evaluate rights, decrypt content, and grant access to the unencrypted data when appropriate.

The DRM systems vary, but they are all based on the concept of encrypting some or all of the content using device- or user-specific keys, and allowing access to those keys only to compliant implementations that will obey the rights granted.
And at present, there are a number of proprietary DRM systems available across the world, of which the best known are probably “Windows Media DRM” from Microsoft, “FairPlay” from Apple (used for the iTunes service and the iPod music player, and “Helix” from Real Media.
Collectively, these systems provide the vast majority of content protection for media on today’s internet and in-home networks.
While proprietary DRM still dominates the marketplace, efforts are being made to provide a standardized solution.


10.3.3 Metadata Protection

	Original Text

	NULL

	Comment:

	1） Adding the definition, explanation or description for Metadata protection.
2） Referring to the ETSI TS 102 822-7.

3） Elaborating the text as to Proposed Text, maybe need modification after discussion during the Tokyo meeting.

	Proposed Text:

	The metadata, generally, data about content, such as the title, genre, and summary of a television programme [ETSI TS 102 822-6]. 

Metadata is descriptive data associated with a content asset package or file. It may vary in depth from merely identifying the content package title or information to populate an EPG to providing a complete index of different scenes in a movie or providing business rules detailing how the content package may be displayed, copied, or sold. Separate uses for metadata have originated from the studios, distribution networks (Cable, Satellite, wireline carriers), down to the IPTV terminal device (e.g. STBs, PVRs) [FGIPTV-DOC-0132]
The metadata will be delivered between metadata server (Metadata Source) and metadata client (End User Function as IPTV terminal device), and IPTV will provide the bi-directional delivery protection for metadata. The protection will focus on the following aspects:
· To authenticate source (e.g. service provider that delivers metadata) of metadata
· To provide guaranteed message integrity of metadata
· To support bi-directional transport encryption optionally of metadata
NOTE – For the specific deployment and implementation details can refer ETSI TS 102 822-7 specification.

The bi-directional network transport protocol stack is illustrated as follows:

For the bi-directional delivery protection of metadata which uses TCP as the transport protocol, the security protocol may use TLS [RFC4346] for securing HTTP, SOAP and XML encapsulated metadata, etc.

The encryption algorithms are recommended, but not limited to, as follows:

· Key Exchange algorithm – Diffie-Helman
· Digital Signature Algorithm – RSA
· HMAC algorithm – HMAC-SHA-1
· Cipher algorithm – NULL/AES[RFC3268]
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Figure X.1 Bi-directional network transport protocol stack
The TLS Cipher suites are recommended, but not limited to, as follows:

Cipher Suite Key  Exchange
Key Exchange 
Cipher
Hash
Status
TLS_RSA_WITH_NULL_SHA
RSA
NULL
SHA1
Required
TLS_DHE_RSA_WITH_AES_128_CBC
DH_RSA
AES_128_CBC 
SHA1
Required



10.3.4 Content Tracing

Content Tracing is to identify and trace the origin (source) of the content, and/or the responsible party (e.g. the end-user), to facilitate subsequent investigation in the event of unauthorized content copying or distribution.
Content tracing information may be attached to content either as metadata, or as a forensic watermark. Content tracing watermarks are typically designed to be robust and imperceptible, to protect against their intentional or inadvertent removal.
10.3.5 Watermarking

Watermark is the addition of information to content through alteration of certain content features – related to steganography. 
Watermarking is the process of watermark. Watermarking is preferable for many applications due to the difficulty of removing the information from the content. And in IPTV service, watermarking may refer to the inclusion of hidden information directly in the video or audio stream of the content. Ideally this will be invisible / inaudible to the human viewer, but will successfully survive media conversion to other formats.
10.3.6 Content Labeling
	Original Text

	Annex A.3 Content Labelling
Detailed and at the same time sufficiently general information labelling content or service for possibly offensive material is needed. As an example of such information, [ETSI TS 102 822] defines a schema for “Content Alert” metadata, a set of elements that alert people about content they might not want to see/hear (or they might not want their children to see/hear). The metadata is detailed enough to indicate content with labels for, for examples, “Scenes of explicit sexual behaviour suitable for adults only”; “Occasional use of very strong language”; “Scenes with extreme horror effects”; “Strobing that could impact on those suffering from Photosensitive epilepsy”.

	Comment:

	1） Adding the definition, explanation or description for Content Labelling.

2） Elaboration and modification needed by original contributor.

	Proposed Text:

	Contributor’ Note: The following text is from Original Contributor during last meeting in Geneva for clarification of Content Labelling.

Content labelling is a process to enabled metadata tags to the content, which is used to filter out inappropriate or harmful content.

Contributor’ Note: The following text is proposed to move here form A.3 and need to be elaborated (not provide elaboration for the text from this document’s contributor).
Detailed and at the same time sufficiently general information labelling content or service for possibly offensive material is needed. As an example of such information, [ETSI TS 102 822] defines a schema for “Content Alert” metadata, a set of elements that alert people about content they might not want to see/hear (or they might not want their children to see/hear). The metadata is detailed enough to indicate content with labels for, for examples, “Scenes of explicit sexual behaviour suitable for adults only”; “Occasional use of very strong language”; “Scenes with extreme horror effects”; “Strobing that could impact on those suffering from Photosensitive epilepsy”.


10.2 Service Security Mechanisms

[TBD]
10.2.1 Service Protection

	Original Text

	Service Protection is defined in IPTV ecosystem as ensuring that an end-user can only acquire content that they are entitled to.

Note: Service protection is sometimes referred to conditional access.

	Comment:

	1） Modifying the definition and add an explanation

	Proposed Text:

	A set of functions between service provider and IPTV terminal devices to ensure the service can be offered securely, and can be accessed securely by an end-user.
NOTE – The service protection can include service authentication, service authorization, and conditional access.


10.2.2 Conditional Access

[TBD]
	Original Text

	[TBD]

	Comment:

	1） Adding the definition, explanation or description for CAS, especially to SimulCrypt and Multicrypt of DVB.

2） Referring to the ETSI & DVBP and some information state-of-art.

3） Get some material from WG3-LL-140.

4） Elaborating the text as to Proposed Text, maybe need modification after discussion during the Tokyo meeting.

	Proposed Text:

	Conditional Access systems are primarily intended to protect from theft of the service rather a specific content item. This is achieved by encryption of the broadcast content (often referred to as “scrambling”) with a single, frequently changing key (control word). 
In the European CA architecture defined by DVB, the control words are also transmitted to the receiver inside encrypted messages (known as ECMs and EMMs) that are only accessible by specific receivers (or groups of receivers). The logic to decrypt these messages is often held in a secure smart card. Once the content is descrambled, the CA system takes no further part in protection, though the CA vendor may impose requirements on acquisition equipment and interfaces.
There are two approaches addressing Conditional Access within Digital TV, 

· Simulcrypt - A mechanism that facilitates using several service protection systems
· Multicrypt - A mechanism that enables the reception of programmes encrypted according to various encryption systems by means of a Common Interface (CI).
NOTE- In IPTV service, there are no explicit demands for deployment of CA, but some DRM solutions are derived of CA, so it is very meaningful to give a brief description for CA.


3.
Proposals

This contribution provides revised texts and proposes them to be adopted and merged into Clause 10 of WG3 working document (i.e. FG IPTV-DOC-0122).
________

	Contact:
	Dong WANG
ZTE Corporation
P.R China
	Tel: +86-25-5287-2009
Fax: +86-25-5287-1000
Email : wang.dong@zte.com.cn

	

	Attention: This is a document submitted to the work of ITU-T and is intended for use by the participants to the activities of ITU-T's Focus Group on IPTV, and their respective staff and collaborators in their ITU-related work.  It is made publicly available for information purposes but shall not be redistributed without the prior written consent of ITU.  Copyright on this document is owned by the author, unless otherwise mentioned.  This document is not an ITU-T Recommendation, an ITU publication, or part thereof.
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