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Abstract
This document describes requirements for interoperability amongst multiple IPTV security technologies such as CAS, DRM and Copy Protection. Its main objective is to present some case studies on the current integration situation and to introduce requirements for interoperability between the IPTV security technologies. 
1 Introduction
IPTV subscribers usually watch the broadcasting program transmitted from service provider or broadcasting company. The subscribers can enjoy time-shift or place-shift function on the delivered broadcasting content in the digital home environment. The time and place-shifting services provide very convenient and useful functions to the subscribers. However these conveniences which are not considered the content protection may not be enjoyable functions to the content provider.
As a result, most broadcasting program is delivered being protected to the subscriber’s STB and the CE device for rendering or storing the program has also content protection management technology. But the protection management does not make subscribers satisfied due to lack of the interoperability between the content protection technologies in each device. 
So IPTV standard needs to support some interoperability mechanism so that a protected IPTV content can be used in the various CE devices in the digital home network where different protection technologies are adopted.
2 Case study 

2.1 CAS to DRM integration 
An IPTV subscriber turns on his HDTV and chooses his favorite movie channel. And then, he watches a movie on the HDTV screen. 
The movie content has already delivered to STB which is in the subscriber’s digital home environment as CAS scrambled form from the Head-end system in the SO(System Operator) side. The scrambled IPTV content is descrambled at the POD(Point Of Deployment) module in the STB, and the descrambled content is transmitted to HDTV via DVI interface. The signal between STB and HDTV is protected by HDCP technology. 
Since the subscriber signed up the subscriber-based time-shifting service, he can enjoy the movie with any trick mode or at any time within 1 week. In order to support this time-shifting function, the descrambled movie content in the STB is stored into the HDD in it, and when storing, it is protected by a DRM system called Microsoft’s WMRM to prevent indiscriminate distribution of the content. Here, the CAS client and DRM system in the STB is tightly integrated each other.
CAS client in the STB transmits CCI information and time limitation condition of the content to MS DRM client as well as the descrambled content data, so that MS DRM client converts the CCI status and the time limitation condition of the content into its Rights Expression Language. 
Considerations:
· By content provider’s request, there might be more integration jobs between various CAS clients and DRM systems in the STB.

· To do this, the STB manufacturer, CAS provider and DRM provider need to meet each other and discuss how to integrate and install the integration module. However, since there is no common interface and general integration guideline in the CAS and DRM system, every integration job is required to build from the scratch.
· Most CAS providers don’t want modify their own CAS client to integrate into other DRM system. If it is inevitable, they usually request modify the DRM system instead of their own.
2.2 DRM to DRM integration 

An IPTV subscriber turns on his HDTV and chooses his favorite movie channel. And then, he watches a movie on the HDTV screen. 

The movie content has already delivered to STB which is in the subscriber’s digital home environment as CAS scrambled form from the Head-end system in the SO(System Operator) side. The scrambled IPTV content is descrambled at the POD(Point Of Deployment) module in the STB, and the descrambled content is transmitted to HDTV via DVI interface. The signal between STB and HDTV is protected by HDCP technology. 

Since the subscriber signed up the subscriber-based place-shifting service, he can enjoy the movie at any place with his other external devices but the number of allowed devices is limited by 3. In order to support this place-shifting function, the stored movie content in the STB’s HDD, which is protected and stored by Microsoft WMRM DRM system for time-shifting function, is transferred to his other external device. For the content protection, the target device needs to have the MS DRM or other DRM system.

The subscriber chooses his PC which is aware the MS DRM system. There is no problem to watch the movie content in his PC. But he can not use his PMP for place-shifting service because the PMP is not aware the MS DRM and knows its proprietary DRM only. 
Considerations:

· The subscriber wants to use his downloaded IPTV content in his other devices which does not have the same DRM system as the STB has.
· To do this, DRM to DRM integration is needed. Moreover the integration possibility between various DRM to DRM is required to be considered.
· Some DRM providers want only tightly-coupled integration due to security matters like followings:

1. They don’t want their DRM specification open to public.
2. It is not easy to guarantee the consistency of the use rights or domain policy they defined on their content, even after it is transferred into other DRM system.
3. It is not easy to trace the responsibility of security hole when the secure content is cracked and open to public.

· Most DRM providers don’t want modify their own DRM system to integrate to others. If it is inevitable, they request modify the peer’s DRM system.

3 Requirements for interoperability between the IPTV security technologies
For efficient integration of DRM to CAS or DRM to DRM in the IPTV system, the interoperability mechanism between them is required. In order to do this, the following general security requirements are needed to be added.
3.1 Persistent

#01: IPTV architecture shall support interoperability mechanism where the IPTV contents can be used only under the permission and condition which content provider defines, no matter which security system the contents are transferred to.
#02: IPTV architecture shall support interoperability mechanism where only authorized user or device is allowed to use the IPTV contents, even after the contents are transferred to other security system.

#03: IPTV architecture is required to support interoperability mechanism which keeps identification information to identify IPTV content consistently, no matter which identification schemes are used and no matter which security system the contents are transferred to.

#04: IPTV architecture shall support interoperability mechanism which does not make security level down while the contents are transferred to other security system.

#05: IPTV architecture is required to support interoperability mechanism where the domain related policy remains. 

3.2 Trustworthy

#01: IPTV security shall support interoperability mechanism where only trusted devices are allowed.

#02: IPTV architecture shall support interoperability mechanism which provides secure exchange environment while the interoperability data (eg. authentication information, metadata, key information, etc) transfers. 
3.3 Independent

#01: IPTV architecture is required to support interoperability mechanism which is not dependent on specific software and hardware. 

#02: IPTV architecture is not required to open counterpart security mechanism each other for interoperability

3.4 Openness

#01: IPTV architecture is required to support interoperability mechanism which shall be open.

3.5 Flexible

#01: IPTV architecture is required to support interoperability mechanism which is flexible and extensible to support various business models
3.6 Seamless

#01: IPTV architecture shall support interoperability among multiple security systems which have different security mechanism, respectively. The purpose is to support the seamless time-shifting service (subscribers can store the content and retrieve it later) and place-shifting service (subscribers can see the content anywhere) although the security mechanisms are different.

#02: IPTV architecture is required to support interoperability mechanism which does not or a little change existing security systems’ architecture. 

3.7 Transparent

#01: IPTV architecture is required to support interoperability mechanism which is transparent to users.
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