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1. Introduction
In the 4th FG-IPTV meeting, Figure 9-2 in the FG IPTV-DOC-0090 was accepted by WG3 as the IPTV content protection architecture. In this contribution, some amendments to this figure are proposed.

2. Discussion
It is proposed to replace Figure 9-2 in FG IPTV-DOC-0090 with Figure 1 in this contribution, which is detailed and complete. 

2.1 Adding “Content Source” and “Right Source” to content provider functions block
· Content Source: the source of the content for the IPTV services (e.g. On-Demand Media files, Linear TV Media streams). 
· Right Source: the source of usage rights of the content.
2.2 Detailing the content protection functions
The content encryption, digital right control, authentication&authorization and digital watermarking are very important technologies for IPTV content protection, and all of these technologies are specified in this new figure of the content protection architecture. 
· Application Selection Server: supports the selection of applications (e.g. Linear TV or On-Demand).
· Application AAA: provides functions to verify a user’s identity and determine what application resources a user can access. If the authentication is passed, the associated authorization information will be cached here for inquiry. 
· Linear-TV /VOD Application: supports the browsing and selection of contents within the Linear TV application or On-Demand application. 
· Right & Key management: provides functions to store and manage the various keys & rights used in DRM system, and deliver the rights & keys to the subscriber to enable it to access the content.
· Content encryption: provides functions to encrypt the content with the keys generated randomly and send that encrypted content to the end-users. The mapping between the rights & key and the piece of contents will be sent to the “Right & Key management” component.
· WM Metadata Generation a (optional): provides functions of the metadata generation to facilitate downstream watermark embedding.

· WM Embedder b (optional): distributes watermarks to individuate contents to networks, servers, and uni-cast deliveries.

2.3 Decomposing the content client(s) functions
The content protection functions in end-user are corresponding to the functions in the server side. It is proposed to decompose the “Content Client(s)” in the IPTV security framework (shown as Figure 1 in contribution Cxxx
) into the following 5 components:
· Application Selection Client: provides functions to select the application (e.g. Linear-TV or VOD).
· Linear-TV/ VOD Client: provides functions to select the content provided by “Linear-TV/VOD Application”.
· Media Client: provides functions to receive and control the encrypted media stream and to decrypt it with the key derived from the “DRM Client”. 
· DRM Client: is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc. 
· WM Embedder c (optional): customer equipment watermarks individuate multi-cast content instances.
2.4 Adding “off-device functions” to End-User Functions block
In case of home network, the security protection of digital contents should be extended to the terminals beyond the STB and TV, such as PCs, removable storage devices, etc. Subscribers can store and replay the digital media contents, if they get the corresponding rights from the service provider. So it is proposed to add the “off-device functions” (with storage component) to “End-User Functions” block.
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Figure 1 Proposed Revision of Figure 9-2 in FG IPTV-DOC-0090

3. Proposal

It is proposed to replace Figure 9-2 in FG IPTV-DOC-0090 with the new one shown as Figure 1 of this contribution, in which the amendments are incorporated according to the discussions above.






























































































































































































































� Another contribution named “Proposed Modifications to Figure 9-1 of FG IPTV-DOC-0090” of this meeting.
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