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Summary

This contribution gives some updating proposals for security part of WG1 Working Document (FGIPTV-DOC-0083, sub-clause 6.3) based on WG3 E-meeting approved results.

1.
Introduction
This contribution gives some updating proposals for security part of WG1 Working Document (FGIPTV-DOC-0083, sub-clause 6.3) based on WG3 E-meeting approved results.

And the main proposals include as follows:

1) Providing some proposed text for security part of WG1 Working Document (FGIPTV-DOC-0083, sub-clause 6.3) based on the approved comments during WG3 E-meeting,
2) Providing three new requirements (to be discussed and reviewed in WG3 meeting and before WG1&WG3 Joint meeting) to be added into security part of WG1 Working Document (FGIPTV-DOC-0083, sub-clause 6.3) based on the discussion during WG3 E-meeting.
Note - About the results of comments, please refer Annex A of this document, and it was recorded also as Annex B of FG IPTV-C-0611, i.e. WG3 E-Meeting Report.
2.
Updated Working Document
Please double click to open the attachment as follows:

[image: image1.emf]Proposed  update for WG3-D83_6.3.doc


3.
Proposals

This contribution proposes to review these proposals and adopt such updating proposals for security part of Working Document (FGIPTV-DOC-0083, sub-clause 6.3) for the 5th FGIPTV meeting.
ANNEX A: 
Table of Consolidated Comments and Proposed Actions related to working document FG IPTV-DOC-0083. (Please double click to open the attachment as below)
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		Reference

		Original Text

		Proposed Action

		Proposed Text



		[#D90- 8_Cinea]

#1, Page 19, 6.3.4

		IPTV_SEC_C_113:


The IPTV Architecture is required to pass through and not interfere with the distribution of any content tracing technology encoded within the content. Such content tracing technology can optionally be designed to uniquely identify the supplier of content.

		Reword.

		IPTV_SEC_C_113

IPTV architecture is required to provide a means for conveyance of content tracing information (e.g. Watermark facilitation metadata).  Such provision may be made by the selection of appropriate standards profiles or by extensions to the existing standards.



		[#D83-6.3_Shinji]

#2, Page 18, 6.3.4

		IPTV_SEC_C_106

The IPTV Architecture is required to support the operator to apply robust content tracing to content in real-time (e.g., broadcast content).

		Reword.

		IPTV_SEC_C_106

The IPTV Architecture is recommended to support the operator to apply robust content tracing to content in real-time (e.g., broadcast content)



		[#D83-6.3_Shinji]

#3, Page 19, 

		IPTV_SEC_S_105

The IPTV solution is required to support a mechanism for secure delivery of entitlements to the IPTV Receiving Devices.

		Reword.

		IPTV_SEC_S_105

The IPTV architecture is required to support a mechanism for secure delivery of entitlements to the IPTV Receiving Devices.



		[#D83-6.3_Shinji]

#4, Page 20, 6.3.4, 



		IPTV_SEC_S_108

The IPTV Architecture is required to support impulse transactions.

		Reword.

		IPTV_SEC_S_108

The IPTV Architecture is required to support impulse-buy transactions for content usage control.



		[#D83-6.3_Shinji]

#6, Page 21, 6.3.8,

		PTV_SEC_E_108

The IPTV Architecture is required to allow for a mechanism for a Subscriber to obtain extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.

		Reword.

		PTV_SEC_E_108

The IPTV Architecture is required to allow for a mechanism for a Subscriber to request extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.



		[#D83-6.3_D.WANG]

#1, 6.3.1, Page18

		6.3.1 Digital Rights Management

		Remove this placeholder.

		<N/A>



		[#D83-6.3_D.WANG]

#2, 6.3.2, Page 18

		6.3.2 Content protection

		Remove the placeholder of sub clause  6.3.2 Content protection

		<N/A>



		[#D83-6.3_D.WANG]

#3, 6.3.2, Page 18

		IPTV_SEC_004: The IPTV Architecture can optionally include the ability for applications to interact with and be managed by the content management and protection capabilities [IIF.ARCH.OPERATOR.32]

		Remove requirement IPTV_SEC_004 from the Working Document (FGIPTV-DOC-0083).

		<N/A>



		[#D83-6.3_D.WANG]

#4, 6.3.2, Page 18

		IPTV_SEC_007: 

The IPTV Architecture is recommended to support the capability to service providers, content providers to present end-user content related information.

[Previous-Original Text]:


IPTV_SEC_007: Broadcasters, content producers and 3rd party metadata providers will all want to be able to provide information about content in a way that can be identified by the end-user as to its source and protected from alteration by others in the value chain.

		Replace IPTV_SEC_007 with IPTV_SEC_C_XXXX_01 in sub-clause 6.3.4 Content Security Requirements.

		IPTV_SEC_C_XXXX_01: 

The IPTV Architecture should provide the information for content providers (such as content producers and 3rd party metadata providers) and end-user to identify who provides the content and whether the content provider is trustable; and to use this information to protect content from alteration and check the content integrity.



		[#D83-6.3_D.WANG]

#5, 6.3.2, Page 18

		IPTV_NET_036: 

The IPTV Architecture is required to support a mechanism for the service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22]

		Replace requirement IPTV_NET_036  with IPTV_SEC_C_XXXX_02 in sub-clause 6.3.4 Content Security Requirements

		IPTV_SEC_C_XXXX_02: 

The IPTV Architecture is required to support a mechanism for the end-user to authenticate the source of content and can optionally support service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22 with modification].



		[#D83-6.3_D.WANG]

#6, 6.3.3, Page 18



		6.3.3 Security (e.g. conditional access)

IPTV_SEC_013: 

The IPTV Architecture is recommended to support security management capabilities, such as user authentication, network security, software download authentication, etc.

[Previous Original Text]:


IPTV_SEC_013: Middleware SHOULD support security management function, such as user authentication, network security, software download authentication, and etc, by interoperating with the IPTV system.

		- Replace IPTV_SEC_013 with IPTV_SEC_S_XXXX_01 in sub-clause 6.3.5 Service Security Requirements  

Editor’s Note: To be clarified by contributor in July meeting.


- Remove the placeholder of sub clause  6.3.3 Security (e.g. conditional access)

		IPTV_SEC_S_XXXX_01: 

The IPTV Architecture is recommended to support security authentication capabilities, such as user authentication, network access authentication, software download authentication, etc





New requirements generated from this E-meeting are listed below:


		Requirement ID

		Description

		Proposed Location



		IPTV_SEC_C_XXXX_01

		The IPTV Architecture is recommended to provide the information for content providers (such as content producers and 3rd party metadata providers) and end-user to identify who provides the content and whether the content provider is trustable; and to use this information to protect content from alteration and check the content integrity.

		6.3.4 Content Security Requirements



		IPTV_SEC_C_XXXX_02

		The IPTV Architecture is required to support a mechanism for the end-user to authenticate the source of content and can optionally support service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22 with modification].

		6.3.4 Content Security Requirements



		IPTV_SEC_S_XXXX_01

		The IPTV Architecture is recommended to support security authentication capabilities, such as user authentication, network access authentication, software download authentication, etc.

Editor’s Note: To be clarified by contributor in July meeting.

		6.3.5 Service Security Requirements





Note - Need to discuss and put into new contribution for review in next FGIPTV meeting.

		The proposed action has been approved.



		The proposed action requires further contribution and discussions to be processed and held during the July meeting of the ITU-T IPTV FG.



		The proposed action has been rejected. Position of the FG is reflected in the "Proposed Action" column.
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		Reference

		Comment

		Proposed Action

		Argumentation



		#D90- 8_Cinea


[Joseph Oren, Cinea]

		#1 – Page 19 (IPTV_SEC_C_113):


· IPTV_SEC_C_113 is arguably ambiguous with respect to content tracing (watermark) metadata – i.e. that which is conveyed alongside the content as opposed to “embedded”.

· Add independent requirement, or append to IPTV_SEC_C_113

Original Text: 

The IPTV Architecture is required to pass through and not interfere with the distribution of any content tracing technology encoded within the content. Such content tracing technology can optionally be designed to uniquely identify the supplier of content.


Proposed Text: 

Transport Protocols, Content Packaging mechanisms, and DVR storage formats utilized by the IPTV architecture shall provide a means for conveyance of content tracing information (e.g. Watermark facilitation metadata).  Such provision may be made by the selection of appropriate standards profiles or by extensions to the existing standards.

		Accepted #1 proposed text with some modification as right column.

		#1 Comment on 15th

I think remove "Transport Protocols, Content Packaging mechanisms, and DVR storage formats utilized by the" from the propose text is ok, because they are the implementations specific.

#1 Proposed to change: 

IPTV architecture is required to provide a means for conveyance of content tracing information (e.g. Watermark facilitation metadata).  Such provision may be made by the selection of appropriate standards profiles or by extensions to the existing standards.

#2 Comments on 21st

It is adopted from IIF.DRM.Tracing.0100, and it is Conditional Mandatory requirement.


#2 Proposed to Change:

If a Content Tracing technology is utilized, then to ensure interoperability, the IPTV Architecture is required to pass through and not interfere with the distribution of any content tracing technology encoded within the content. Such content tracing technology can optionally be designed to uniquely identify the supplier of content.



		#D83-6.3_Shinji


[Shinji Ishii, NTT]

		#1 Page 18, 6.3.4,  IPTV_SEC_C_101

Clarification “scalable to support”

Original Text:


The IPTV Architecture is required to be scalable to support protection of content that is distributed simultaneously to a very high number of subscribers.

Proposed Text:<N/A>

		Reject

		Clarification:


Scalability means to extend the capability for content protection, such as DRM, Watermarking technical solution, and Scalability is the basic goal and designing rule.






		#D83-6.3_Shinji


[Shinji Ishii, NTT]

		#2 Page 18, 6.3.4,  IPTV_SEC_C_106

Clarification “content tracing” also, IPTV_SEC_C_107

Original Text:


The IPTV Architecture is required to support the operator to apply robust content tracing to content in real-time (e.g., broadcast content).

Proposed Text:<N/A>

		Adding new proposed text and accepted with modification from <is required to> to <is recommended to> as right column.

		Clarification:


It could include the technique of Forensic Watermarking to trace the content flow, and check and verify the illegal usage and alteration with the content.


#C591: A Forensic Watermark is a message, robustly bound to content, that aids in tracing the content back to where it left the legitimate channel.

Proposed to Change:


The IPTV Architecture is recommended to support the operator to apply robust content tracing to content in real-time (e.g., broadcast content)



		

		#3 Page. 19 IPTV_SEC_S_105

· Is the requirement vague?

· Clarification “delivery of entitlements

Original Text:


The IPTV solution is required to support a mechanism for secure delivery of entitlements to the IPTV Receiving Devices.

Proposed Text:<N/A>


Or 


The IPTV architecture is required to support a mechanism for secure delivery of entitlements to the IPTV Receiving Devices.

		Approve with Proposed Text.

		Clarification:


Entitlement information is delivered from Owner of content (such as Content provider and/or Service Provider) to IPTV terminal device (such as STB.) in order to verify the validity of content usage.



		#D83-6.3_Shinji


[Shinji Ishii, NTT]

		#4 Page 20, 6.3.4, IPTV_SEC_S_108

Clarification “impulse transactions”

Original Text:


The IPTV Architecture is required to support impulse transactions.

Proposed Text:<N/A>

		Approve rewording.

		It is adopted from IIF.DRM.General.1700-0200, which mentions the general requirement for content usage control. And this requirement means to support content usage control (such as entitlements with DRM solution) for the impulse-buy transactions.


Proposed to Change:

IPTV_SEC_S_108

The IPTV Architecture is required to support impulse-buy transactions for content usage control.



		

		#5 Page 20, 6.3.5, IPTV_SEC_S_113

· unify of term. 


· Reword: Headend -> Server

Original Text:


In order to provide content confidentiality, the headend can optionally support multiple scrambling algorithms; in that case, the IPTV operator is required to be able to select and/or support/disable any of the supported scrambling algorithms at the headend.

Proposed Text:


In order to provide content confidentiality, the server can optionally support multiple scrambling algorithms; in that case, the IPTV operator is required to be able to select and/or support/disable any of the supported scrambling algorithms at the server.

		Reject.

		It is adopted from IIF.DRM.Operator.0100, and the term of headend has the specific meaning, which could inject broadcast video and other signals.

Refer the definition for term of headend in ITU-T J.112, 122 &116.


[J.112,J.122]The central location on the cable network that is responsible for injecting broadcast video and other signals in the downstream direction. 

[J.116]The central location on the BWA network that is responsible for injecting broadcast video and other signals in the downstream direction. 



		

		#6 Page 21, 6.3.8, IPTV_SEC_E_108

I understand its effect. But, I think, it depends on service model.

Original Text:


The IPTV Architecture is required to allow for a mechanism for a Subscriber to obtain extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.

Proposed Text:


The IPTV Architecture is optionally to allow for a mechanism for a Subscriber to obtain extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.

		Reject Mr. Shinji’ proposal, then Reword to Mr. Oren’s suggested text, i.e. change word <obtain> to <request> as right column.

		It is adopted from IIF.DRM.Subscriber.0800, and some implementation about Extensions could renew the entitlement, extend the dates and times, capability (volume), movies and play-times. 

Proposed to Change:

The IPTV Architecture is required to allow for a mechanism for a Subscriber to request extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.



		#D83-6.3_D.WANG

[Dong WANG, ZTE]

		#1 6.3.1, Page18

The requirements about DRM had been included  in Content Security Requirements, which belong to sub clause of 6.3.4 Content Security Requirements, so this placeholder is unnecessary.

Original Text:


6.3.1 Digital Rights Management

Proposed Text:<N/A>

		Remove this placeholder.

		



		

		#2 6.3.2, Page 18

The requirements about Content Protection had been included or merged into Content Security Requirements, which belong to sub clause of 6.3.4 Content Security Requirements, so this placeholder is unnecessary.

Original Text:


6.3.2 Content protection

Proposed Text:<N/A>

		-Remove the placeholder of sub clause  6.3.2  Content protection



		



		#D83-6.3_D.WANG

[Dong WANG, ZTE]

		#3 6.3.2, Page 18

This requirement provides some information in three aspects:


- Need content management, which is not relevant to Security Requirement


- Need content protection, which is generic Security Requirement, and had been included in IPTV_SEC_C_001


- Need to interact and an interface between Application and Content Management and Content Protection, which seems as not pertinent to Security Requirement for WG3.

Original Text:


IPTV_SEC_004: The IPTV Architecture can optionally include the ability for applications to interact with and be managed by the content management and protection capabilities [IIF.ARCH.OPERATOR.32]

Proposed Text:<N/A>

		- Remove requirement IPTV_SEC_004 from the Working Document (FGIPTV-DOC-0083).

		



		

		#4 6.3.2, Page 18

- This requirement is not related to Security Requirement, but the original requirement is on Security Requirement (maybe provide some information about Confidentiality, Integrity and Non-repudiation, and the solution could include DRM, Watermarking, Integrity Check Value, and etc) per se.


- And during last FGIPTV meeting, a new requirement was generated as Content Security Requirement numbered IPTV_SEC_C_001, which is recorded in FGIPTV-MR-0024 Annex A.


- At the same time, this requirement also needs to be clarified, which is recorded in FGIPTV-MR-0024 Annex A: no longer expressed as a security requirement; doesn’t appear to express original intent.

Original Text:


IPTV_SEC_007: The IPTV Architecture is recommended to support the capability to service providers, content providers to present end-user content related information.

Proposed Text:

IPTV_SEC_C_XXXX_01: The IPTV Architecture is recommended to provide the information for content providers (such as content producers and 3rd party metadata providers) and end-user to identify who provides the content and whether the content provider is trustable; and to use this information to protect content from alteration and check the content integrity.

		Replace IPTV_SEC_007 with IPTV_SEC_C_XXXX_01 in sub-clause 6.3.4 Content Security Requirements.

		



		#D83-6.3_D.WANG

[Dong WANG, ZTE]

		#5 6.3.2, Page 18

During last FGIPTV meeting, the result discussed of this requirement is to be clarified, which is recorded in FGIPTV-MR-0024 Annex A: if CP - SP, then a B2B issue only; if EU - SP, then probably; not clear which is meant here

Original Text:

IPTV_NET_036: The IPTV Architecture is required to support a mechanism for the service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22]

Proposed Text:

IPTV_SEC_C_XXXX_02: The IPTV Architecture is required to support a mechanism for the end-user to authenticate the source of content and can optionally support service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22 with modification].

		Replace requirement IPTV_NET_036  with IPTV_SEC_C_XXXX_02 in sub-clause 6.3.4 Content Security Requirements 

		



		#D83-6.3_D.WANG

[Dong WANG, ZTE]

		#6 6.3.3, Page 18

During last FGIPTV meeting, the result discussed of this requirement is to be clarified, which is recorded in FGIPTV-MR-0024 Annex A: What is scope of "security management function"? Does this mean APIs or intrinsic support?

Original Text:

6.3.3 Security (e.g. conditional access)

IPTV_SEC_013: The IPTV Architecture is recommended to support security management capabilities, such as user authentication, network security, software download authentication, etc.

[Previous Original Text]:


IPTV_SEC_013: Middleware SHOULD support security management function, such as user authentication, network security, software download authentication, and etc, by interoperating with the IPTV system.

Proposed Text:

IPTV_SEC_S_XXXX_01: The IPTV Architecture is recommended to support security authentication capabilities, such as user authentication, network access authentication, software download authentication, etc

		- Change word from < management> to < authentication >, and from <security> to < access authentication> to emphases authentication functionality from security mangament.


- Replace IPTV_SEC_013 with IPTV_SEC_S_XXXX_01 in sub-clause 6.3.5 Service Security Requirements  

Editor’s Note: To be clarified by contributor in July meeting.


- Remove the placeholder of sub-clause 6.3.3 Security (e.g. conditional access)

		





New requirements generated from this E-meeting are listed below:


		Requirement ID

		Description

		Proposed Location



		IPTV_SEC_C_XXXX_01

		The IPTV Architecture is recommended  to provide the information for content providers (such as content producers and 3rd party metadata providers) and end-user to identify who provides the content and whether the content provider is trustable; and to use this information to protect content from alteration and check the content integrity.

		6.3.4 Content Security Requirements



		IPTV_SEC_C_XXXX_02

		The IPTV Architecture is required to support a mechanism for the end-user to authenticate the source of content and can optionally support service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22 with modification].

		6.3.4 Content Security Requirements



		IPTV_SEC_S_XXXX_01

		The IPTV Architecture is recommended to support security authentication capabilities, such as user authentication, network access authentication, software download authentication, etc

Editor’s Note: To be clarified by contributor in July meeting.




		6.3.5 Service Security Requirements





Note - Need to discuss and put into new contribution for review in next FGIPTV meeting.

		The proposed action has been approved.



		The proposed action requires further contribution and discussions to be processed and held during the July meeting of the ITU-T IPTV FG.



		The proposed action has been rejected. Position of the FG is reflected in the "Proposed Action" column.








