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1 Scope

This working document addresses threats, requirements, architecture, and mechanisms that pertain to security and content protection aspects of IPTV content, services, networks, terminal devices, and subscribers.

2 References


The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is published regularly. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[FG IPTV-DOC-0083]

ITU-T IPTV Focus Group, IPTV Service Requirements

[ITU-T X.805]

ITU-T Recommendation X.805 (2003), Security architecture for 


systems providing end-to-end communications

[ITU-T Y.2012]

ITU-T Recommendation Y.2012 (2006), Functional requirements 


and architecture of the NGN of Release 1

Additional References


The following additional references are informational in nature, and do not constitute provisions of this working document.


[ETSI TS 102 822]
ETSI TS 102 822-1-1 (2006), Broadcast and On-line Services: Search, 
select, and rightful use of content on personal storage systems ("TV-
Anytime"); Part 1: Benchmark Features

3 Definitions

3.1 Terms defined elsewhere

This Document uses the following terms defined elsewhere:

[TBD]

3.2 Terms defined in this Recommendation

This Document defines the following terms:

[TBD]

4 Abbreviations and acronyms

This Document uses the following abbreviations and acronyms:

AAA
Authentication, Authorization, and Accounting


CAS
Conditional Access System


CDN
Content Delivery Network


CPE
Customer Premises Equipment


DOS
Denial of Service


DRM
Digital Rights Management


DRM-B
DRM Bridge


DRM-EE
DRM End-to-End


DRM-IX
DRM Interchange


DVI-D
Digital Visual Interface – Digital Only


HDD
Hard Disk Drive


HDMI
High Definition Multimedia Interface


HGW
Home Gateway


IPTV
Internet Protocol Television


PC
Personal Computer


PKI
Public Key Infrastructure


PPV
Pay Per View


PVR
Personal Video Recorder


REL
Rights Expression Language


SCP
Service and Content Protection


WM
Watermark(ing)


VOD
Video on Demand

5 Conventions


[TBD]

6 Security Goals (Informative)

The following goals were applied in the overall consideration of security aspects as formulated by this document:

· The security requirements is recommended to take performance, usability, scalability and cost constraints into account.

· The security architecture is recommended to resist or prevent unauthorized use of content, including copying, recording, and retransmission.

· The security architecture is recommended to resist or prevent unauthorized acquisition of content or services.

· The security architecture is recommended to provide security from the perspective of all affected parties, including those parties with vested stakes in content, services, networks, terminal devices, and usage (i.e., end users).

· The security architecture is recommended to be extensible and sufficiently flexible to satisfy the separate needs of data, control, and management planes in their application to different protection and security functions.

· The security architecture is recommended to consider the logical and physical separation of signalling and control traffic, management traffic, and end-user data traffic.

· The security mechanisms is recommended to be based on existing and well-understood security standards and specifications as appropriate.

· The security mechanisms is recommended to not, in general, affect (negatively) the quality of provided services.

· The security mechanisms is recommended to be potentially scalable to a worldwide deployment.


7 Security Threats (Informative)

This section describes a set of identified security threats addressed by some requirement or mechanism of this document.


The security threat model and other fundamental materials have been addressed in the following ITU-T Recommendations:


•    Recommendation X.800 defines the general security-related architectural elements which can be applied appropriately in the circumstances for which protection of communication between open systems is required. 


(This Recommendation establishes, within the framework of the Reference Model of X.200, guidelines and constraints to improve existing Recommendations or to develop new Recommendations in the context of OSI in order to allow secure communications and thus provide a consistent approach to security in OSI.)


•    Recommendation X.805 defines network security architecture for providing end-to-end network security.

(The architecture can be applied to various kinds of networks where the end-to-end security is a concern and independently of the network’s underlying technology. This Recommendation defines the general security-related architectural elements that are necessary for providing end-to-end security. The objective of this Recommendation is to serve as a foundation for developing the detailed recommendations for the end-to-end network security.)

Parties interested in security considerations related to IPTV are invited to read these base security documents, as it is assumed the reader of this document is aware of the information presented in those Recommendations. 


The Recommendation X.800 and X.805 identify the following security threats to the networks, and which are also security threats to service and content application that are applicable to IPTV:


a) Destruction of information and/or other resources;

b) Corruption or modification of information;


c) Theft, removal or loss of information and/or other resources;


d) Disclosure of information; and


e) Interruption of services.


The table 1 from the Recommendation X.805 lists the Security Dimensions and describes mapping of Security Dimensions to security threats: the letter 'Y' in a cell formed by the intersection of the table's columns and rows designate that a particular security threat is opposed by a corresponding security dimension.


Table 7‑1 - Mapping of security dimensions to security threats


		Security dimension

		Security threat



		

		Destruction of information or other resources

		Corruption or modification of information

		Theft, removal or loss of information and other resources

		Disclosure of information

		Interruption of services



		Access control

		Y

		Y

		Y

		Y

		



		Authentication

		

		

		Y

		Y

		



		Non-repudiation

		Y

		Y

		Y

		Y

		Y



		Data confidentiality

		

		

		Y

		Y

		



		Communication security

		

		

		Y

		Y

		



		Data integrity

		Y

		Y

		

		

		



		Availability

		Y

		

		

		

		Y



		Privacy

		

		

		

		Y

		





The following figure depicts the concept of protecting a network by security dimensions at each security plane of each security layer in order to provide a comprehensive security solution. It should be noted that, depending on a given network’s security requirements, it might not be necessary to have all architectural elements implemented (that is, to have a complete set of the security dimensions, security layers and security planes).
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Figure 7‑1 - End-to-End Security

7.1 Content Security Threat

Assets to be protected in IPTV service

In the context of this document, an asset that needs protection in IPTV service is:



Broadcast TV content, VOD content, Push VOD content and PVR content.

Threats to the digital content include: 


· Interception: a breach of confidentiality of the digit content by illegal monitoring the service networks.


· Unauthorized viewing.


· Unauthorized reproduction or redistribution.


Table 7‑2 - Content Assets, Risks, and Threats

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Compressed, plaintext content work

		Unauthorized copy obtained from network, network device or end system

		High if the work is within the release window or deemed highly valuable by the provider; Medium to Low depending on the work.

		Cracker

		High



		

		

		

		Professional

		



		

		

		

		Insider

		



		

		

		

		Consumer

		Medium to Low



		Compressed, encrypted content work

		Unauthorized access

		Low

		Cracker

		Low unless the key is obtained and High otherwise



		

		

		

		Professional

		



		

		

		

		Insider

		



		

		

		

		Consumer

		Low



		Any content work

		Denial of service attack

		High

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





7.1.1 Sources of Content Security Threats

Security threats can be classified into the following types: content security threats, service security threats, network security threats, terminal device security threats, and user security threats. The security threats model below, Figure 7‑2 - Threat Attack Points, shows the relationships between each of these threats. Furthermore, the model shows each of the security threats.
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Figure 7‑2 - Threat Attack Points

Content security threats are expected to come mainly from the network and from terminals.


Content security threats from Network


The main content security threats from the network are wiretapping, modification, and spoofing. These threats can be prevented by considering the points below in relation to content distribution.

· Wiretapping: content encryption


· Modification and spoofing: digital signature

Content security threats from Devices

Content security threats from home networks can be broadly divided into three kinds—threats that exploit vulnerabilities of the interfaces between individual devices, passive eavesdropping or probing of accessible connections or components inside the device, and methods that destroy a part of the inside of a device. Security design guidelines to protect against the former kind of threats can be established easily, since the attack points are clear. However, it is difficult to analyze the latter kind of security threats because the technical sophistication of attackers, the attack methods, and the attack points all vary widely. 


Interface attack

· Home gateway – terminal (equipment on premises of users)

· As a typical example, we can consider an attempt to discover a vulnerability in the DRM/CAS protocol in order to obtain the key information necessary to decode the encrypted content captured from the home network (e.g. Ethernet).

· Terminal – CAS


· Threats can occur in cases where the hardware configuration of the CAS is detachable from the terminal. In the case of video distribution by multicast, the same kind of threats as those of ordinary broadcasting can be expected. Since CAS is widely used in broadcasting, its technical maturity is high. One advantage is that when a vulnerability is found in the CAS itself, the CAS can be replaced relatively easily.

· Terminal – PCs


· It is conceivable that content inside a terminal is wiretapped or unauthorized accessed via the home network. A particular danger is the risk of unauthorized access to content by spoofing as a terminal in the case when content or licenses can be transferred between terminals.

· Terminal – monitor display


· This threat is conceivable when the TV monitor and terminal are separate. It is extremely difficult to eliminate this threat completely when output is passed through an analog output. Analog video coping is not serious problem because the image is deteriorated. There is no degradation of video when using digital outputs, such as HDMI and DVI-D; it is necessary to prevent this threat totally.

· Terminal – removable media (memory device)

· Writing content to highly portable devices such as removable media is extremely appealing, since it allows users to use content anytime and anywhere. To enable this, it is necessary to copy or move the encrypted content and encryption keys securely from the terminal to the removable media, but this can present a security vulnerability.

· Note that a fundamental issue here is: even assuming perfect protection against security threats while t the device is connected to the system, if there is no user identification function included with the device it is impossible to prevent the sharing by users of items such as books and rental videos. Thus, it is difficult to estimate the level of security threat presented by removable media.

· DRM/CAS in the Terminal

· This threat needs to be considered particularly when the CAS and the terminal are integrated in the terminal. If implemented in software, it is impossible to make the DRM/CAS completely tamper-resistant, so it is necessary to determine the expected security attack level, and consider an implementation method that can stand up to such attacks. Also, if the DRM/CAS is integrated in the terminal, it is necessary to take into account the fact that it is extremely difficult to replace the DRM/CAS in the event of piracy.

· HDD in the Terminal


· It is necessary to ensure that content cannot be read irregularly from a terminal containing a built-in hard disk. In particular, when reading from a terminal connected to a network is allowed, careful attention must be paid to preventing unauthorized reading of content.

· Memory device


· In the case of highly portable media, many of the devices themselves have content protection mechanisms. When using such media, it is essentially impossible to share the media itself, so this should be taken into account to achieve a security balance.

7.2 Service Security Threat

Service integration & Operation


· Impingement copyrights of the programs which IPTV service platform provided to the subscribers. 


· Masquerading / spoofing IPTV service provider.


· Malicious threats aimed at the IPTV servers (AAA servers, media servers, etc.):  may include the hacking aiming at security leaks in application software or communication protocol, denial of service attack, etc.  


· Theft (often use malicious programs, such as Trojan horse) of the subscribers’ information (e.g. identity information, billing information, subscription information).


Table 7‑3 - Service Assets, Risks, and Threats

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Domain Name Server

		Denial of service attack

		Medium

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access 

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Electronic Program Guide

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Media Servers and multiplexers

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		CAS and Subscriber Management

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized use

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





7.3 Network Security Threat

· Intentional threats aiming at the network equipments or resources (bandwidth): malicious attacks such as denial of service to the bearer network. 


· Security threats to multicast technical used in IPTV bearer network: such as masquerading / spoofing multicast TV sources, or illegitimate multicast group members. 


· Malicious attacks (like DOS, hacking) on nodes in Content Distribution Network.



The following table lists assets, risks and threats for the Core Network.


Table 7‑4 - Network Assets, Risks, and Threats

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Network bandwidth

		Denial of service attack

		Medium

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access or use

		High

		Cracker

		Medium



		

		

		

		Professional

		High



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Network Messages

		Unauthorized access

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized modification

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		High



		

		

		

		Consumer

		Low



		

		Replay

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Routers, intermediate systems, access servers and system hosts

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized use

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





7.4 Terminal Device Security Threat


Some security threats for IPTV terminal devices are listed as follows.


· Illegally accessing clear content by tampering device hardware or software. For example, clear contents can be copied by bus data interception or DRM software cracking.

· Illegally accessing keys or other secret information in devices using software cracking or hardware tampering. Attackers can tamper the device memory or analyze the data flow to obtain the keys and other secrets. Content key exposure results in content leakage and device key leakage leads to device impersonation. 


· Device malfunctioning by hardware methods, such as control of the device clock system to disable the functions of the DRM/CAS systems, or by software methods, such as installation of viruses to exhaust the device resources.


· Unauthenticated terminal devices connecting to the home network.

· Unauthorized use by subscribers

Table 7‑5 - Terminal Device Assets, Risks, and Threats

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Locality

		Fixed-location device that is outside residence is given service

		Medium

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Medium



		

		Mobile device owned by non-subscriber is given service

		Medium

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Medium



		Processor and Disk

		Infection by malicious software

		High

		Cracker

		Low unless executables downloaded from the network



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized use

		High

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Interface

		Subversion of content protection controls (e.g. HDCP, HDMI)

		Medium

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





7.5 Subscriber Security Threat

Content consumption

· The failure of the terminal equipments (hardware and software) caused by malicious codes/viruses from the network.


· Remote theft of the subscribers’ important information (e.g. login ID and password) by malicious programs, such as Trojan horse.

· Unauthorized data deletion, insertion, modification, re-ordering, replay or delay. 


· Unauthorized data (i.e. the data come from the illegal IPTV program sources) transmission.


· Masquerade IPTV service nodes in the carrier network.

· Security threats to CDN.


Table 7‑6 - Subscriber Assets, Risks, and Threats


		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Subscriber information

		Unauthorized access:  Disclosure to unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access:  Modification by unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Transaction information

Credit card info

		Unauthorized access:  Disclosure to unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access:  Modification by unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		High



		

		

		

		Consumer

		Low





8 Security Requirements

Requirements for realizing the division of roles in the business model


IPTV services are realized not just by the content provider who serves as the principal agent of the service, but rather through the coordinated efforts of multiple business players, including also the content rights holder, the network provider, and the CPE (Consumer Premises Equipment) manufacturer. Security functions need to be clear about the division of these separate roles and the realization of these various operations. It is vital to strike a balance between the distribution of content and the distribution of the money paid for it, in order to enable a backwards flow of profitability, in line with the rights that each player possesses and the costs related to service provision. The requirements for this are listed below.

Functional requirements 

There are requirements other than those relating to items 1.1 and 1.2 above. IPTV services for the home use the same CPE as current broadcasting services, so it is necessary to consider the questions of sharing specifications and usability with broadcasting services. These functional requirements are enumerated below.

1） Copyright of content and related data

2） Content protection, e.g. connection of external devices to CPEs, recording controls

3） Billing controls for paid content

4） Ensuring access rights to CPEs

5） Protection against unauthorized access to servers

6） Protection of personal data, etc. relating to CPEs

8.1 General Security Requirements

The following table contains general security requirements:


Table 8‑1 - General Security Requirements


		Number

		Requirement

		Source



		IPTV_SEC_G_001

		The IPTV architecture is required to support interoperability. The minimum standardized security features is recommended to be potentially deployable in all regions.

		C520



		IPTV_SEC_G_002

		The IPTV architecture is required to allow for the provision of security measures to be taken against unauthorized access to content, service, network resources, terminal devices, and subscribers profile information.

		C520



		IPTV_SEC_G_003

		The IPTV architecture is required to support the security of content, service, network and terminal devices management resources.

		C520





8.2 Content Security Requirements

IPTV content security requirements may include: 


· Content Access Control: Only the authorized subscribers can use the digital video content. The rights granted may include: the receiving device (one or a group), time period for viewing, watching times, output format etc. Unauthorized subscribers cannot receive the video stream, and even if they received it, they cannot decrypt it. 


· Copy Protection: Protect the digit content transmitted or stored in the IPTV service network from unauthorized duplication.


· Integrity and confidentiality of the digital content: IPTV architecture should be able to guarantee the integrity and the confidentiality of the digital content stored or delivered in the service network. 

· Tracing / Non-repudiation: Digital content owner  be able to trace the illegal usage of the content by technical methods, for example forensic digital watermarking. 

· Consider requirements for the labeling of content for filtering purposes.

Key Management System and License Issuer should be defined as two separate parts and the following requirement should be considered:

· Key Management System Requirement


· License Issuer Requirement


· Interface Requirement between Key management system and license issuer


Interoperability

The following areas represent key interoperability elements that are required in the DRM-EE, DRM-B and DRM-IX modes.


Authentication of devices, users and DRM systems


Before content can be exchanged between entities, the identity of the receiving device and possibly its user(s) must be confidently established.  Also, since content providers may not trust specific DRM systems, it is important that it be possible to authenticate the receiving DRM system(s) or implementation levels before exchanging content.  This authentication should have a sound cryptographic basis and may employ various well-known digital signature techniques.  Public Key cryptography in particular provides a sound mechanism for digital signatures in authentication protocols.


Rights Expression Exchange


Different DRM systems use different rights expression languages or license formats.  For DRM-B and DRM-IX modes to function, some means for a common rights expression is required.  This could take the form of a common rights expression language (REL) or a rights expression translator.  Another possible rights expression exchange mechanism is license negotiation.


Common encryption algorithms for content exchange


For content to pass securely from the control of one DRM system to another or within the same DRM system but on different physical devices, content encryption is required.  This renders the content unusable except for entities that possess the appropriate key or keys necessary for decryption to occur.  There are many different types of encryption algorithms (e.g. block ciphers, stream ciphers, public-key-based, etc.) but generally those that use symmetric keys tend to be best suited for high-speed content exchange.  For interoperability purposes, some small number of commonly agreed algorithms must be chosen.  Ideally, one default algorithm would also be specified.


Key management and/or exchange for the common encryption algorithms


Before secure content exchange can take place, keys to be used in specific instances need to be exchanged or commonly generated by the authenticated entities.   Key management is usually the most difficult part of a security system to implement.  Techniques such as Public Key cryptography have simplified device key distribution but require a public key infrastructure (PKI) to establish and maintain the validity of these keys.  Such an infrastructure could be sanctioned and maintained by a license authority which has responsibility for content protection (as opposed to general network security).


Secure download of DRM client


Ideally, any receiving device would be able to exchange content obtained (legitimately) through other devices and/or using any DRM or CAS system according to the granted rights (i.e., the DRM-IX mode).  However, it is not practical to pre-load at manufacture time every receiving device with every CAS and DRM system that market forces will demand.   Thus, a secure mechanism for downloading and executing a selected CAS or DRM system onto a receiving device is needed.  Elements such as secure bootloaders and secure download protocols play a part in this area of interoperability.

· DRM/CAS technology for content security should support the interoperability.


· We should investigate in the following elements for interoperability and for other advantages. 


· Authentication of devices, users and DRM systems


· Rights Expression Exchange


· Common encryption algorithms for content exchange


· Key management and/or exchange for the common encryption algorithms


· Secure download of DRM client


· IPTV devices should have a trusted architecture to support interoperability of content security.


Specific Requirements

Requirements IPTV_SEC_C_001 and IPTV_SEC_C_101 through IPTV_SEC_C_116 as defined by [FG IPTV-DOC-0083], IPTV Service Requirements, apply.


In addition or replacement (if the requirement number matches a requirement defined by [FG IPTV-DOC-0083]), the following table contains specific requirements that pertain (primarily) to content security aspects:


Table 8‑2 - Content Security Requirements


		Number

		Requirement

		Source



		IPTV_SEC_C_002

		The IPTV architecture is required to support labeling content regarding its rights of usage, known as usage rights metadata.

		C456



		IPTV_SEC_C_003

		The IPTV architecture is required to support the secure delivery of metadata for content protection and content management, including usage rights metadata.

		C456



		IPTV_SEC_C_004

		The IPTV architecture is required to support usage rights metadata that distinguishes between rights of rendering (viewing), storage, (re)distribution, and combinations thereof.

		C456



		IPTV_SEC_C_005

		If IPTV content employs a content tracing technology, then it is recommended to be minimally perceptible, to the extent that it is highly unlikely to be noticed by a naïve consumer, and only a small portion of the watermark signal is identifiable by an experienced observer.

		C591



		IPTV_SEC_C_006

		If IPTV content employs a content tracing technology, and that content is subject to unauthorized processing that attempts to suppress the content tracing information, then that processing is recommended to produce collateral damage to the content that significantly reduces its commercial value.

		C591



		IPTV_SEC_C_007

		The IPTV architecture is required to  recognize the need for physical protection of sensitive security enabling processes in IPTV terminal device, including descrambling and media serialization (content tracing watermarking), critical data supporting those processes, as well as for all components involved in the processing, transmission, and storage of any valued content lacking logical protections such as encryption or serialization watermarks.

		WG3 E-meeting R# IPTV_SEC_C_XXXX_01

Need to de discussed and review in WG3 meeting.





8.3 Service Security Requirements

Specific Requirements

Requirements IPTV_SEC_S_001 and IPTV_SEC_S_101 through IPTV_SEC_C_117 as defined by [FG IPTV-DOC-0083], IPTV Service Requirements, apply.


In addition or replacement (if the requirement number matches a requirement defined by [FG IPTV-DOC-0083]), the following table contains specific requirements that pertain (primarily) to service security aspects:


Table 8‑3 - Service Security Requirements


		Number

		Requirement

		Source



		IPTV_SEC_S_002

		The IPTV architecture is required to support the ability to support a relationship between a service provider and a subscriber (subscriber’s IPTV terminal device). This can optionally include the capability of a service provider to authenticate and authorize a subscriber (subscriber’s IPTV terminal device) and a different service provider.

		C520



		IPTV_SEC_S_003

		The IPTV architecture is recommended to support Service Authorization methods and procedures that are Service Independent, e.g., by defining a framework for Service Authorization as opposed to defining a specific authorization method.

		C574



		IPTV_SEC_S_004

		The IPTV architecture is required to not preclude support of Service Authorization methods and procedures that are Service Dependent.

		C574



		IPTV_SEC_S_005

		If the IPTV architecture employs a Key Management System, then it is required to be designed for scalability, reliability, and interoperabilitiy.

		C490



		IPTV_SEC_S_006

		If the IPTV architecture employs a Key Management System, then a hierarchical key management scheme is recommended to be considered to support scalability.

		C490



		IPTV_SEC_S_007

		If the IPTV architecture employs a Key Management System that uses a Group Key Management Protocol, then a hierarchical key management and key management algorithm alternative is recommended to be considered to support scalability.

		C490



		IPTV_SEC_S_008

		If the IPTV architecture employs a Key Management System that uses a Short Term Keys, then a media path key exchange with respect to NAT transversal case and bandwidth limited system is recommended to be considered to support scalability.

		C490



		IPTV_SEC_S_009

		The IPTV architecture is recommended to support the joint transmission of content and content tracing information such that the content and its respective content tracing information remain synchronized during transport.

		C591



		IPTV_SEC_S_010

		The IPTV architecture is recommended to provide at least the same degree of protection (for purposes of controlling unauthorized access) to content tracing information as is applied to the corresponding traced content.

		C591





8.4 Network Security Requirements

Specific Requirements

Requirements IPTV_SEC_N_101 as defined by [FG IPTV-DOC-0083], IPTV Service Requirements, applies.


In addition or replacement (if the requirement number matches a requirement defined by [FG IPTV-DOC-0083]), the following table contains specific requirements that pertain (primarily) to network security aspects:


Table 8‑4 - Network Security Requirements


		Number

		Requirement

		Source



		IPTV_SEC_N_002

		The IPTV architecture is required to allow for the provision of security measures to be taken to block illegal or unwanted traffic.

		C520



		IPTV_SEC_N_003

		The IPTV architecture is required to allow for network operators to prevent the visibility of the network topology its resources to unauthorized entities.

		C520



		IPTV_SEC_N_004

		The IPTV architecture is required to be capable of supporting a network which uses content label information in order to prevent access to content.

-Editor Note: need to clarify "content label information".

		C520



		IPTV_SEC_N_005

		If an implementation of the IPTV architecture employs Intermediate Devices, then these devices is recommended to be self protected to avoid the risks of possible threats.

		C491



		IPTV_SEC_N_006

		If an implementation of the IPTV architecture employs Intermediate Devices, then these devices can optionally be considered to be a component of IPTV system assets.

		C491



		IPTV_SEC_N_007

		If an implementation of the IPTV architecture employs Intermediate Devices, then these devices can optionally be assigned to different tasks, such as security monitoring, according to a hierarchical or layered trust relationship (within the containing network).

		C491



		IPTV_SEC_N_008

		If an implementation of the IPTV architecture employs Intermediate Devices, then these devices can optionally use a secure communications path to report security monitoring results.

		C491



		IPTV_SEC_N_009

		If an implementation of the IPTV architecture employs Intermediate Devices, then these devices can optionally be centralized organized.

		C491





8.5 Terminal Device Security Requirements

Specific Requirements

Requirements IPTV_SEC_T_001 and IPTV_SEC_T_101 through IPTV_SEC_T_105 as defined by [FG IPTV-DOC-0083], IPTV Service Requirements, apply.

Table 8‑X – Terminal Device Security Requirements

		Number

		Requirement

		Source



		IPTV_SEC_T_008

		The IPTV architecture is required to provide a secure means for security critical processes in IPTV terminal device, such as key management and media serialization, to abort playback of content in the event of a security related malfunction, detection of tampering, or other indication of misuse.

		WG3 E-meeting R#IPTV_SEC_T_XXXX_01

Need to de discussed and review in WG3 meeting.





8.6 Subscriber Security Requirements


Specific Requirements

Requirements IPTV_SEC_E_001 and IPTV_SEC_E_101 through IPTV_SEC_E_108 as defined by [FG IPTV-DOC-0083], IPTV Service Requirements, apply.


In addition or replacement (if the requirement number matches a requirement defined by [FG IPTV-DOC-0083]), the following table contains specific requirements that pertain (primarily) to subscriber (end-user) security aspects:


Table 8‑5 - Subscriber Security Requirements


		Number

		Requirement

		Source



		IPTV_SEC_E_001

		The IPTV security solution is required to enable User Privacy Protection, which is defined as “Ensuring that personally identifiable information considered to be private (or confidential) by a User be maintained in confidence, while remaining subject to service agreements and mandatory disclosure due to legal processes.”

		IPTV_ARC_106





8.6.1 Subscriber Personal Data Requirements

When implementing IPTV services to general user, it is necessary to give sufficient consideration to the subscriber’s personal data of subscriber. This subscriber’s personal data includes basic data such as address, name, age, occupation, and telephone number, as well as various other kinds of information, such as family composition, hobbies, and household income.

· It is desirable to handle the minimum subscriber’s personal data necessary for delivering the IPTV services.


· It is desirable to explain the intended use of the subscriber’s personal data and obtain the consent for this from the subscriber before collecting the information necessary to deliver the IPTV services.


· It is desirable to appropriately destroy subscriber’s personal data that becomes unnecessary for the continuation of IPTV services.

· When the service provider administers the subscriber’s personal data, it is desirable to store the collected data under strict security

There are three possible routes by which subscriber’s personal data can leak. These are leaking from the service company, leaking from the network, and leaking from the home, e.g. through receiver devices. Here we present methods for protecting the subscriber’s personal data for each of these leakage routes.

8.6.1.1 Subscriber Personal Data Leakage from Service Provider

In order to prevent leakage of subscriber’s personal data, the IPTV service operator must pay careful attention to the points below.

· Classifying subscriber’s personal data into that which needs to be controlled and that which does not

· Securely administering the subscriber’s personal data that needs to be controlled

· Ensuring that subscriber’s personal data that needs to be controlled is not used for any purpose other than that intended

8.6.1.2 Subscriber Personal Data Leakage from Network Provider

IPTV service companies must pay careful attention to the points below in relation to services/transactions that involve handling of subscriber’s personal data.

· Classifying subscriber’s personal data into that which needs to be controlled and that which does not

· Using encrypted communication channels for transmission of subscriber’s personal data that needs to be controlled

8.6.1.3 Subscriber Personal Data Leakage from Terminal Device

IPTV service companies sometimes store subscriber’s personal data in terminals, in order to enhance service efficiency. In such cases, they must pay careful attention to the points below. Furthermore, it is necessary to consider security when transferring terminals.

· Ensuring that no third party can easily read out subscriber’s personal data stored inside terminals

· It is desirable to control access to subscriber’s personal data stored in terminals

· Ensuring that subscriber’s personal data stored in terminals can be completely deleted by subscriber or service providers

· It is desirable that terminals are protected against infection by computer viruses in the near future.

8.6.2 Protection of Legal Minors

In a typical usage pattern, a receiver for IPTV services is shared in a home by multiple people of a wide age range.

· Ensuring that parental ratings can be set for content as necessary

· Ensuring that terminals can be operated in accordance to parental ratings

· Ensuring that terminals are capable of changing parental rating settings of the terminals

· Ensuring that terminals are capable of password-based controls, so that only the guardians of legal minors can change parental ratings

Note that it is necessary to consider the conditions of each country in relation to third-party organizations for eliminating harmful content, since this is related to content censorship. When considering simultaneous retransmission of broadcasting, we can assume that the original content creator gives sufficient consideration to this at the time of producing the content, so it is necessary to give sufficient consideration to transmission delays and distribution cost increases.

8.6.2.1 Content Labeling

Detailed and at the same time sufficiently general information labelling content or service for possibly offensive material is needed. As an example of such information, [ETSI TS 102 822] defines a schema for “Content Alert” metadata, a set of elements that alert people about content they might not want to see/hear (or they might not want their children to see/hear). The metadata is detailed enough to indicate content with labels for, for examples, “Scenes of explicit sexual behaviour suitable for adults only”; “Occasional use of very strong language”; “Scenes with extreme horror effects”; “Strobing that could impact on those suffering from Photosensitive epilepsy”.

9 Security Architecture

The assets that need to be protected in IPTV service are:


· Content asset: which reside on transit networks controlled by IPTV businesses along the distribution chain, on networks owned by the IPTV consumer and on the IPTV terminal device.

· Service assets: servers such as media servers, AAA servers, DRM servers, ..., and operation information such as service logs and billing information.


· Network assets: equipments (e.g. routers, switches), bandwidth, multicast services, and CDN.


· Terminal assets, which the residential consumer uses to process and store content works and other information related to the IPTV service.


· Subscriber assets: which consist of information about the subscriber, the subscriber household, and their IPTV transactions that are processed at multiple points along the IPTV delivery chain.

9.1 Security Trust Model

[TBD]

9.2 Security General Framework

The following figure depicts a general IPTV security architecture:
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Figure 9‑1 – IPTV Security Architecture


There are four key roles involved in the provision of an IPTV Service: Content Provider, Service Provider, Network Provider and Customer.

A security feature is a service capability that meets one or several security requirements. An example of a security feature is data confidentiality. For IPTV service, there are many security features, such as service access control, content confidentiality, content copy protection, service availability. To be more clear and comprehensive description of IPTV security, we classify these features into 8 groups; each of these feature groups meets certain threats and accomplishes certain security objectives. Three security planes are defined in this architecture: Management plane, Control plane and Data plane. 


(1) Content protection: this set of security features could ensure the digital contents be transmitted, stored, transferred and consumed securely. In case of home network, the security protection of digital contents should be extended to the terminals beyond the STB and TV, such as PC, projector, etc. A good mechanism should be implemented to protect commercial digital contents from interception, replacement, unauthorized viewing, unauthorized download and unauthorized copying. The security features in this group need to include Content Access Control, Copyright Protection, Integrity and Confidentiality of The Digital Content, Non-repudiation of The Content, etc.

(2) CP access control: this set of security features guarantees content providers securely access to service providers. This group are used to establish the trust relationship between CP and SP. The security features such as the authentication and authorization to content provider should be studied here.

(3) Service access control: this set of security features could provide subscribers with secure access to the service. IPTV service should be able to identity the users and their terminal devices in order to prohibit illegal service access. Therefore the security features such as the authentication and authorization to IPTV service subscribers should be studied here.

(4) Service operating security: this set of security features enables the IPTV service to operate stably and securely, as well as to resist the attack on the IPTV service resources (such as media server, EPG server, etc). Following are main features in this group: Service Availability and Reliability, Non-repudiation of IPTV Service Actions, etc.

(5) Bearer network security: this set of security features enables data to be transmitted securely from IPTV service providers to receiving terminals, and protect the delivery network against various threats. For example, multicast protocol security should be studied here.

(6) Network access control:  this set of security features is implemented on the access network to prevent unauthorized access and utilization of the IPTV bearer network. Besides the network authentication and authorization, the confidentiality of the user’s ID information is needed in this feature group.

(7) Terminal device security: this set of security features could ensure terminal devices security within home network. The security features such as authenticity of home network devices and reliability of receiving terminals should be studied here.

(8) Subscriber security: this set of security features could ensure the subscribers’ security such as subscriber’s information protection, protection of legal minors and so on.

9.2.1  Content Protection Architecture

The following figure elaborates upon the content tracing (watermarking) information generation and flow:
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Figure 9‑2 – IPTV Content Tracing Information Flow


9.3  Security Function Modules

[TBD]

9.4 Security Interfaces

[TBD]

10 Security Mechanisms

[TBD]

10.1 Content Security Mechanisms

[TBD]

10.1.1 Content Protection

[TBD]

10.1.2 Conditional Access


[TBD]

10.1.3 Digital Rights Management

[TBD]

10.2 Service Security Mechanisms

[TBD]

10.2.1 Service Authentication

[TBD]

10.2.2 Service Authorization

Based on the layered NGN architecture in [ITU-T Y.2012], a basic mechanism to authorize the Linear TV services is as follows:


1. The IPTV application functions send the rights information related with a particular user to the transport functions to which terminal is connected. The transport functions store the received rights information.

2. When receiving a user request, the transport functions perform the service authorization procedures according to the stored rights to determine whether to grant access to the user


The procedure is depicted below in Figure 10‑1 - Service Authorization Procedure defined as follows:

1. User Subscribes or requests a channel via Service Control Functions.


2. The IPTV application gets the rights related with the subscribed channel.


3. IPTV application  sends the rights information to the transport functions via transport control functions.


4. The transport functions store the rights information.


5. The transport functions notify the IPTV application of successfully receiving the rights information.  


6. The IPTV application sends a response back to the terminal.


7. The user requests a TV channel by sending a message to the transport functions.


8. The transport functions perform service authorization according to the stored rights information.


9. Based on the authorization, the transport functions grant access or deny the request
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Figure 10‑1 - Service Authorization Procedure

10.3 Network Security Mechanisms

[TBD]

10.4 Terminal Device Security Mechanisms

[TBD]

10.4.1 Terminal Device Authentication

[TBD]

10.4.2 Terminal Device Authorization


[TBD]

10.5 Subscriber Security Mechanisms

The following table shows Subscriber security on Content security, Service security, Network Security requirement and Terminal device security.

Table 10‑1 - Subscriber Security Categories


		

		Subscriber Security



		

		Example of  service

		Example Threats

		Example of protection mechanism



		Content security requirement

		TV, VOD service

		Illegal copy

		terminal/device identification (Service Protection, Content Protection)



		Service security requirement

		Bi-directional service

		Fishing

		personal identification (Protection of personal data, PIN/Password)



		

		Parental

		Spoofing

		personal identification (PIN/Password, authentication)



		Network Security requirement

		Not specify

		Eavesdropping

		subscriber line identification 

encryption data, multicast join control



		Terminal device security requirement

		P2P service

		illegal copy

		Content Protection (P2P)





Subscriber security requires that a mechanism which realizes Content security requirement and a mechanism which realizes Service security requirement have to work in cooperation each other because IPTV service has a service in which Content security and Service security works in cooperation each other.


10.5.1 Subscriber Authentication

[TBD]

10.5.2 Subscriber Authorization


[TBD]

____________

		Contact:

		Wei Xie

CATR/MII, P.R.China

		Tel: +86-10-68094408

Fax: +86-10-68034801

Email:  xiewei@catr.com.cn 



		



		Attention: This is a document submitted to the work of ITU-T and is intended for use by the participants to the activities of ITU-T's Focus Group on IPTV, and their respective staff and collaborators in their ITU-related work.  It is made publicly available for information purposes but shall not be redistributed without the prior written consent of ITU.  Copyright on this document is owned by the author, unless otherwise mentioned.  This document is not an ITU-T Recommendation, an ITU publication, or part thereof.
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		#D90- 6_Shinji

[Shinji Ishii, NTT]

		#1- Page 4-5:

"Should" change to "is recommended to"

		Approve comment and next meeting, the "shall", "should", "may" will be changed to "is required to ","is recommended to" and "can optionally". 

		



		

		#2-Page 4:


Change the word "data" to "end user"

Original Text:


The security architecture should be extensible and sufficiently flexible to satisfy the separate needs of data, control, and management planes in their application to different protection and security functions.


Proposed Text:


The security architecture should be extensible and sufficiently flexible to satisfy the separate needs of end-user, control, and management planes in their application to different protection and security functions.

		Rejected, keep  iitial wording (data)

And change the word of End-User in Figure7-1.

		My proposal is change the word "data" to "(end-)user (data)", because the "end user", "user " are the same meaning with "data" here

Proposed to Change:


The security architecture should be extensible and sufficiently flexible to satisfy the separate needs of (end-) user (data), control, and management planes in their application to different protection and security functions.





		

		#3-Page 5:


Change the Strong word "should" to "can optionally to"

Original Text:


The security architecture should consider the logical and physical separation of signalling and control traffic, management traffic, and end-user data traffic.

Proposed Text:


The security architecture can optionally to consider the logical and physical separation of signalling and control traffic, management traffic, and end-user data traffic.

		Reject comment and keep the initial wording.

		The "should" will be changed to "is recommended to" and it is not very strong here, and it is not result any problem. So I think it is reasonable to keep initial wording.





		#D90- 7_Shinji

[Shinji Ishii, NTT]

		#4 - Page 6:


- Add a figure to indicate the relationship between “X.805 Network security layers” 　and “five security requirements/threats”-Content security/ Service security/ Network security/Terminal Device Security/Subscriber Security

- And proposed a figure with a ppt format

		Approve in principle, and it seems more reasonable for IPTV security threat model, and it is some like figure 7.2. Mr. Shinji will prepare a new contribution for next meeting to address it.

		



		#D90- 7_Oren


[Joseph Oren, Cinea]

		#1 – Page 5 (Paragraph 1):


Editorial Change.


Original Text:


This section describes a set of identified security threats that some requirement or mechanism of this document addresses.

Proposed Text:


This section describes a set of identified security threats addressed by some requirement or mechanism of this document.

		Approve.

		



		

		#2 – Page 7 (Section 7.1) :


Suggested clarification

Original Text:


Unauthorized copying or moving

Proposed Text:


Unauthorized reproduction or redistribution.

		Approve.

		



		

		#3 – Page 7 (Table 7.2):


- Severity of access to plain-text also depends on action to redistribute or sell.  


- Consumer threat likelihood is very high if measures are inadequate – casual piracy

Original Text: <N/A>


Proposed Text: <N/A>

		A contribution for next meeting will be prepared by Mr. Oren.

		



		#D90- 7_Oren


[Joseph Oren, Cinea]

		#4 – Page 7 (Section 7.1):


- Need to consider passive eavesdropping – probing an exposed connection inside a device does not necessarily “destroy a part”.

- Insert text: …devices, passive eavesdropping or probing of accessible connections or components inside the device, and …

Original Text: 

Content security threats from home networks can be broadly divided into two kinds—threats that exploit vulnerabilities of the interfaces between individual devices, and methods that destroy a part of the inside of a device

Proposed Text: 

Content security threats from home networks can be broadly divided into three kinds—threats that exploit vulnerabilities of the interfaces between individual devices, passive eavesdropping or probing of accessible connections or components inside the device, and methods that destroy a part of the inside of a device.



		Approve.

		



		

		#5 – Page 9:


Editorial, remove An.


Original Text: 

An analog video coping is not…

Proposed Text: 

Analog video copying is not …

		Approve.

		



		

		#6 – Page 9:


Editorial, change comma (,) to semicolon (;).


Original Text: 

…such as HDMI and DVI-D, it is necessary to prevent this threat totally.

Proposed Text: 

… such as HDMI and DVI-D; it is necessary to prevent this threat totally.

		Approve.

		



		

		#7 – Page 9:


Editorial, change "threat" to "vulnerability".

Original Text: 

…removable media, but this can present a security threat.

Proposed Text: 

…removable media, but this can present a security vulnerability.

		Approve.

		



		

		#8 – Page 9:


Editorial.

Original Text: 

Note that a fundamental issue here is that even if it is assumed that there is perfect protection against security threats when the device is connected to the system, if there is no user identification function included with the device it is impossible to prevent items such as books and rental videos being shared by users.

Proposed Text:


Note that a fundamental issue here is: even assuming perfect protection against security threats while the device is connected to the system, if there is no user identification function included with the device, it is impossible to prevent the sharing by users of items such as books and rental videos.

		Approve.

		



		

		#9 – Page 10:


Editorial, change aiming to aimed.

Original Text: 

Malicious threats aiming at the IPTV servers …

Proposed Text: 

Malicious threats aimed at the IPTV servers …

		Approve.

		



		#D90- 8_Cinea


[Joseph Oren, Cinea]

		#10 – Page X (IPTV_SEC_C_113):


· IPTV_SEC_C_113 is arguably ambiguous with respect to content tracing (watermark) metadata – i.e. that which is conveyed alongside the content as opposed to “embedded”.

· Add independent requirement, or append to IPTV_SEC_C_113

Original Text: 

The IPTV Architecture is required to pass through and not interfere with the distribution of any content tracing technology encoded within the content. Such content tracing technology can optionally be designed to uniquely identify the supplier of content.


Proposed Text: 

Transport Protocols, Content Packaging mechanisms, and DVR storage formats utilized by the IPTV architecture shall provide a means for conveyance of content tracing information (e.g. Watermark facilitation metadata).  Such provision may be made by the selection of appropriate standards profiles or by extensions to the existing standards.

		It is not exist in DOC-90, but in DOC-83.

To be  discussed in next week discussion on 21th, and this comments will be copied to next week’s E-meeting commemts table.

		I think remove "Transport Protocols, Content Packaging mechanisms, and DVR storage formats utilized by the" from the propose text is ok, because they are the implementations specific.

Proposed to change: 

IPTV architecture shall provide a means for conveyance of content tracing information (e.g. Watermark facilitation metadata).  Such provision may be made by the selection of appropriate standards profiles or by extensions to the existing standards.



		#D90- 8_Cinea


[Joseph Oren, Cinea]

		#11 – Page X:


New Requirement :


· New requirement defining minimum physical protection envelope

· Add independent content security requirement.

Original Text: <N/A>


Proposed Text: 

The IPTV architecture shall recognize the need for physical protection of sensitive security enabling processes in IPTV terminal devices, including descrambling and media serialization (content tracing watermarking), critical data supporting those processes, as well as for all components involved in the processing, transmission, and storage of any valued content lacking logical protections such as encryption or serialization watermarks.

		· Change "shall" to "is required to"

· Change "user acccecble equipment" to "IPTV terminal devices".

· Not Approved during the discussion of E-meeting, to be put into new contribution by Dong and to be discussed and reviewed in next FGIPTV meeting (see new requirement of IPTV_SEC_C_XXXX_01).

		



		#D90- 8_Cinea


[Joseph Oren, Cinea]

		#12 – Page X:


New Requirement :


· New requirement for means to abort playback in case of attack or vulnerability due to malfunction

· Add independent terminal device requirement.

Original Text: <N/A>


Proposed Text: 

The IPTV architecture shall provide a secure means for security critical processes in IPTV terminal devices, such as key management and media serialization, to abort playback of content in the event of a security related malfunction, detection of tampering, or other indication of misuse.

		· Change "shall" to "is required to"

· Change "user acccecble equipment" to "IPTV terminal devices".

· Not Approved during the discussion of E-meeting, to be put into new contribution by Dong and to be discussed and reviewed in next FGIPTV meeting (see new requirement of IPTV_SEC_T_XXXX_01).

		



		#D90- 8_Shinji


[Shinji Ishii, NTT]

		#5 – Page 14 (Section 8):


-Editorial

- I do not understand where you want to refer 

Original Text: 


Functional requirements 

There are requirements other than those relating to items 1.1 and 1.2 above.

Proposed Text: <N/A>

		 A new contribution addressing this will be prepared by Mr. Shinji for next FGIPTV meeting

		



		

		#6 – Page 14 (Section 8):


Rewording.


Original Text: 


Copyright of content and related data

Proposed Text: 

Copyright of content and related multimedia data

		See above.

		



		#D90- 8_Shinji


[Shinji Ishii, NTT]

		#7 – Page 14 (Section 8):


Clarification of “paid content”.

Original Text: 


Billing controls for paid content

Proposed Text: 

(Example):


Billing controls for paid content/ license of content

		See above.

		



		

		#8 – Page 14 (Section 8):


· Not only servers

· Rewording


Original Text: 


Protection against unauthorized access to servers

Proposed Text: 

Protection against unauthorized access to servers and CPE

		See above.

		



		

		#9 – Page 14 (Section 8.2):


· It is difficult to guarantee the integrity for IPTV service provider. It is depend on the network provider’s QoS.

· Rewording

Original Text: 


Integrity and confidentiality of the digital content: IPTV service should be able to guarantee the integrity and confidentiality of the digital content stored or delivered in the service network.

Proposed Text: 

Integrity and confidentiality of the digital content: 

1)IPTV service should be able to guarantee the integrity and the confidentiality of the digital content stored or delivered in the service network.

Or 


2)IPTV architecture should be able to guarantee the integrity and the confidentiality of the digital content stored or delivered in the service network.

		Approve with second proposed text.

		



		#D90- 8_Shinji


[Shinji Ishii, NTT]

		#10 – Page 14 (Section 8.2):


It is no reason separation Key Management System and License Issuer. I think it’s depend on business model or system integrator matter.

Original Text: 


Key Management System and License Issuer should be defined as two separated parts and the following requirement should be considered:

Proposed Text: 

Key Management System and License Issuer can be defined as two separate parts and the following requirement should be considered:

		Approve with:

- Change "can" to "can optionally" .

- Separated -> Separate

		



		

		#11 – Page 15-16:


Though I might be interpreting something wrongly, is this section informative sentence?


For standardization, it is necessary to extract the requirement from these sentences, and define DRM-EE, DRM-B, DRM-IX mode. etc.

Original Text: 


Interoperability 


Proposed Text:<N/A> 

		Mr. Shinji will prepare a contribution addressing this for next FGIPTV meeting.

		



		#D90- 8_Shinji


[Shinji Ishii, NTT]

		#12 – Page 16 (Table 8-2):


· The metadata cannot be referred to before the contents buy it when encrypting it. For example, the user might want to confirm whether a certain time of contents “how many playing”, “trick play allowance” etc. before buy it.

· Rewording.


Original Text: 


IPTV_SEC_C_003: The IPTV architecture shall support the secure delivery of content protection and content management metadata, including usage rights metadata.

Proposed Text: 

The IPTV architecture shall support the secure delivery of content protection and shall protect against defacing content management metadata, including usage rights metadata.

		Reject Shinji’s proposed text, but Accept Dong’s proposed change!

		My understanding is that the metadata need to protection, and the metadata can be used for content management and usage rights.


The different implementation approaches can permit some operation for metadata, though not all.


Proposed to change: 


IPTV_SEC_C_003: The IPTV architecture shall support the secure delivery of metadata for content protection and content management, including usage rights metadata.



		

		#13 – Page 17 (Table 8-3):


· Clarification : Which is it “Subscriber (personal 

· identification)” or “Subscriber’s CPE” (e.g. STB to server authentication)

· As for personal identification, the balance of usability and safety is important.

· Rewording.


Original Text: 


IPTV_SEC_S_002

The IPTV architecture shall support the ability to support a relationship between a service provider and a subscriber. This may include the capability of a service provider to authenticate and authorize a subscriber and a different service provider.

Proposed Text: 

The IPTV architecture shall support the ability to support a relationship between a service provider and a subscriber’s CPE. This may include the capability of a service provider to authenticate and authorize a subscriber’s CPE and a different service provider.

		Reject Shinji’s proposed text, but Accept Dong’s Second proposals with some modifications. 

		My understandings are below:


· it is about the relationship between SP and subscriber(user level, such as user authentication), not between SP and device (device level, such as CPE terminal device authentication).


· But, it exist actually the relationship between SP and terminal device (device level).


· So, my proposals are : 1) Keep initial wording. Because IPTV is service per se, and the terminal device is belongs to network provider sometimes.  2)Maybe another choice is change "subscriber" to "subscriber (subscriber’s IPTV terminal device) ", it can include two level meanings.



		#D90- 8_Shinji


[Shinji Ishii, NTT]

		#14 – Page 18 (Table 8-4):


-This requirement might be a political issue. Please give me a time to confirm.

Original Text: 


IPTV_SEC_N_004: The IPTV architecture shall be capable of supporting a network which uses content label information in order to prevent access to content.

Proposed Text: <N/A>

		Reject.

-Editor Note: need to calrify " content label information".

		It is the technical requirement per se and the aim of using it can be variable, such as packet filtering. 





New requirements generated from this E-meeting are listed below:


		Requirement ID

		Description

		Proposed Location



		IPTV_SEC_C_XXXX_01

		The IPTV architecture is required to  recognize the need for physical protection of sensitive security enabling processes in IPTV terminal device, including descrambling and media serialization (content tracing watermarking), critical data supporting those processes, as well as for all components involved in the processing, transmission, and storage of any valued content lacking logical protections such as encryption or serialization watermarks.

		Table 8‑2 - Content Security Requirements



		IPTV_SEC_T_XXXX_01

		The IPTV architecture is required to provide a secure means for security critical processes in IPTV terminal device, such as key management and media serialization, to abort playback of content in the event of a security related malfunction, detection of tampering, or other indication of misuse.

		8.5 Terminal Device Security Requirements (by adding a new table)





Note - Need to discuss and put into new contribution for review in next FGIPTV meeting.

		The proposed action has been approved.



		The proposed action requires further contribution and discussions to be processed and held during the July meeting of the ITU-T IPTV FG.



		The proposed action has been rejected. Position of the FG is reflected in the "Proposed Action" column.








