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1 Introduction

Over the past several years, we have seen the emergence of numerous types of so-called “overlay” networks in the internet.  There are many diverse examples of such overlay networks including the contents-delivery-caching networks, peer-to-peer file sharing networks, and various testbed networks.  

Because of the internet growing role as basic infrastructure and increasingly central role in the communications industry, these overlays take an important focus to solve the on-going debate on regulatory issues and business restrictions in internet space. And overlay networks are relevant to the tussle over what services are provided by ISPs as opposed to other third party service providers or by customer-managed layers. From these senses, the spawning of overlay networks over internet transport for IPTV services affects to IPTV service deployment and service provider’s structure. 
To cope with these challenges and barriers of legacy internet for IPTV deployment, overlay networks for IPTV will provide various possible answers to 
This contribution proposes an enhancement of text of “12 Overlay Networking” of FG IPTV-DOC-0068. In the contribution, some considerations to support overlay networking in IPTV will be discussed as described blow.
---------------------------------
12. Overlay Networking
12.1 Overlay Networking Functions for IPTV Service
Overlay network is virtual communications structure that is logically laid over a physical network. Nodes in the overlay can be thought of as being connected by virtual or logical link, each of which corresponds to a path, perhaps through many physical links, in the underlying network. So, overlay network is a set of servers deployed across the internet to provide some sort of infrastructure to one (or ideally several applications. 

In some way overlay network takes responsibility for forwarding and handling of application data in ways that are different form or in competition with what is part of the basic internet. And overlay networks are operated in organized and coherent way by third parties to provide IPTV services.
An overlay network is consisted of virtual network topologies on top of the physical network, which directly interfaces to users. With the rapid advancement of internet and computing technology, much more aggregate information and computing resources are available from clients or peers than from a limited number of centralized servers. The figure 1 shows the general architecture for overlay service and networking.
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Figure 1. Overlay Service and Networking Architecture for IPTV
Overlay networks provide IPTV service providers and users with the following advantages and opportunities to better utilize the increasingly growing internet information and resources.
· In overlay network, a routing function can provide a flexible route that is intrinsically tunes to the specific needs of the application, rather than relying on the generic route chosen by BGP. This effect is particularly important because the generic route rarely optimized for application performance.

· Overlay network allows both networking developers and application users to design and implement their own communication environment and protocols on top of the internet, such as data routing and file sharing management. These functional features will be efficiently applied to IPTV service deployment through overlay networking.
· Data routing in IPTV overlay network will be very flexible, quickly detecting and avoiding network congestions by adaptively selecting paths based on different metrics, such as probed latency.
· The high connectivity of increasingly more end nodes to join IPTV overlay network enables effective sharing of a huge amount of information and resources available in the internet.
· Overlay networking offers one-to-one transmission and one-to-many overlay multicast function in legacy internet environments with QoS and resource management to provide IPTV service requirements through overlay networking control functions.
To provide these flexibilities and intelligent features to IPTV customers, the proposed overlay service networking for IPTV is necessary to consider the following issues.
· For each new host that joins the network, a new connection is created that connects it to a IPTV overlay networking control point, and the topology is then updated with new channel and routing tables are re-computed. For more dynamic running on IPTV service networking, intelligent features will be necessary to select tunnel(s) for each end system that has to be connected to the other IPTV service networking control point.

· The configuration of the particular (or virtual) mesh, among allowed hosts, that connects all hosts in order to satisfy the best approach in IPTV customer.

· QoS-capable IPTV is also necessary feature to provide tailored diverse IPTV services, which could be differentiated in terms of performance and QoS, accounting, security and privacy. 
· Application-aware overlay networking for IPTV services will be another important feature to provide to reflect IPTV service specific capabilities. Its active and intelligent service networking will provide flexible capability to adopt user’s requirements for IPTV services efficiently.
12.2 Overlay Control Functions for IPTV Service
Functions for overlay service are offered in IPTV Control. IPTV Control is constituted Session Agent whose role is data transmission and Session Manager to control and manage sessions. Figure 2 shows functional components to provide overlay IPTV service capability 
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Figure 2. Functional Architecture of Overlay Network for IPTV Service
In order to provide session management functions in overlay networks for IPTV service, Session Manager is introduced to perform session control and management for IPTV service in overlay network.  Major functions of Session Manager will provide the following functionalities to perform overlay networking capabilities over legacy internet.
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Figure 3. Requirement of Session Manager

    ● Configuration Management

It offers functions confirming and managing IPTV customers participated in IPTV overlay service.

    ● Resource and QoS Control

It controls rate, QoS and delay IPTV customers using overlay service.

It requests resource and QoS information of network to IPTV customers to resource control.

    ● Performance Management
It manages delay and bandwidth of overlay service.

Performance is managed and controlled through report message of Session Agents.

    ● Overlay Node Fault Management

 It senses problem occurrence of link and fault of Session Agents.
In order to perform overlay session management in large size networks, session management functionality will have two-tier hierarchy, Session Manager and Session Agent.  
Session Agent constructs relayed multicast delivery path and forwards data along the constructed path from IPTV server or other Session Agent to IPTV customers or Session Agent. Session Agent will consist of control channel and data transport channel. The main function of former is to establish relayed data delivery path and that of latter to setup data channel along the path constructed by control channel and relay data through the channel. Session Agent will have the following functional requirements which are divided into three parts of management, maintenance and packet processing.
· Management Functions:
· QoS management

· Security management
· Maintenance Functions.

· Performance monitoring

· Diagnostics and Troubleshooting
· Packet processing Functions
· Classification
· Queuing and Scheduling
· Routing
· Support downstream QoS

· Encapsulation and session support

And each Session Agent delivers report message to Session Manager. Report message will include the following information:
· Information of agent being added newly

· Access Session Agent's routing status information

· Overlay tree topology (e.g., overlay multicast)

· Data transmission Information

· Session Agent error information

12.3 Multicast Function in IPTV Overlay Network
In internet, reliable multicast transport has not been resolved well, including scalability, flow control, congestion control and etc. Until the related reliable multicast transport mechanism settles down, group communications requiring reliable data transfer are actually clinging to replicate unicast method based on servers.  Although IP multicast has not deployed globally, a lot of local networks have already been equipped with IP multicast transport. For example, Ethernet-based LANs and private networks such as corporate and campus networks substantially provide the multicast transport capability within their local subnet or administrative domains. 

Recognizing these observations, there is a crucial need to develop an alternative multicast delivery scheme in overlay network. It makes good use of existing unicast, multicast and/or multicast tunnelling schemes. In addition, overlay multicast is designed as several separate forms to support any kinds of group service type well. Overlay multicast is expected to provide a substantial solution for group applications for IPTV service, and will be possible to provide application-aware multicast and QoS-aware multicast.
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Figure 4. Hierarchical Structure for Overlay IPTV Multicast 

In order to provide scalability in networking capacity and to support dynamic service capability multiple-tiers hierarchical structure will be introduced in IPTV overlay networks as shown in Figure 4. IPTV streaming server transmits data to one agent according to the overlay routing tree, and the agent re-transmits data to sub-agent again if necessary. 
12.4 Security and Privacy Functions for IPTV Overlay Network

Security and Privacy for overlay network change the routing and caching behaviour of communications and content on the internet. In that sense overlay networking will enhance some aspects of IPTV customer security and privacy, with provision for secret communications or anonymity for IPTV customer.

Decentralized overlay network models also confront with various vulnerabilities and risks that impede from being widely deployed in mission critical business systems and applications. There are three important security challenges for the overlay network service model: Confidentiality and integrity, authenticity, and availability. These three important security challenges can be classified with some properties for architectures and algorithms for building secure and scaleable information dissemination services on wide area overlay networks. It will be necessary to provide overlay network security and privacy to support the following properties. 
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