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1 Introduction

Here we present a proposal to concretize “FG IPTV-DOC-0067, 0077 8.5 Subscriber Security Mechanisms” which was considered as a living list and working document at the previous meeting. 
We clarify relations between “Content security requirement, Service security requirement, Network Security requirement and Terminal device security requirement” and Subscriber security Mechanisms. Those relations are proposed in section 8.5.

2 Proposal outline and main points
2.1 Subscriber Security model in IPTV Service

IPTV service has Bi-directional services linked to TV service. An example of them is a service in which a subscriber watches a shopping TV program and he/she can do “net-shopping” on that program using a remote controller. This service needs CAS/DRM concerned to content protection and a mechanism handles personal information such as credit card number and expire date securely.

So, a mechanism to realize Content security requirement and a mechanism to realize Service security requirement have to work in cooperation each other in Subscriber security.
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Fig.1. Bi-directional service image in IPTV services
3 Output Document Reflection Proposal
3.1 Subscriber Security Mechanisms (to section 8.5)
The following table shows Subscriber security on Content security, Service security, Network Security requirement and Terminal device security.
	
	Subscriber Security

	
	Example of  service
	Example Threats
	Example of protection mechanism

	Content security requirement
	TV, VOD service
	Illegal copy
	terminal/device identification (CAS, DRM)

	Service security requirement
	Bi-directional service
	Fishing
	personal identification (Protection of personal data, PIN/Password)

	
	Parental
	Spoofing
	personal identification (PIN/Password, authentication)

	Network Security requirement
	Not specify
	Eavesdropping
	subscriber line identification 
encryption data, multicast join control

	Terminal device security requirement
	P2P service
	illegal copy
	DRM (P2P)


Table 1. Subscriber Security Categories
Subscriber security requires that a mechanism which realizes Content security requirement and a mechanism which realizes Service security requirement have to work in cooperation each other because IPTV service has a service in which Content security and Service security works in cooperation each other.
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