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1. Introduction


This document specifies functional requirements for the content security which will provide inter-operability between CAS systems or DRM systems. That will be mentioned about the common interface and how to work it in the systems.
This proposal includes the following statements for the IPTV service;

· Why the common interfaces are required in the IPTV service.

· De-scrambling interfaces to separate security modules (H/W and S/W).

· Synchronization interfaces between de-scrambler and key manager

      We propose first statement to place in the working document FG IPTV-DOC-0067 “6.1 Content Security Requirement” section and second/third statements place in the working document “7.2.1 Content Protection Architecture” section. This is inter-operability issues for CAS and DRM. The statements meet the previous security requirements such as IPTV_SEC_002, IPTV_SEC_003, IPTV_SEC_004, IPTV_SEC_007, IPTV_SEC_013, and IPTV_ARC_084.

2. Proposal


It is proposed that the text described in this contribution should be discussed in the 4th of May 2007 for the IPTV Focus Group meeting agenda.

Functional Requirements for the Contents Security in the IPTV Service
    This document defines the functional requirements for the IPTV security system. Thus we provide common interfaces between messaging blocks, de-scrambling blocks and key blocks in various Set-Top-Boxes.

    Characteristics of IPTV service are some different with traditional one such as terrestrial and satellite broadcasting service. It is flexible and re-configurable and service deliverable. Therefore security service also provides diverse mechanisms such as MSEC (Multicast SECurity), DRM (Digital Right Management), S/W CAS (Conditional Access System) and Downloadable CAS. 

To provide such diverse mechanisms, security system SHOULD provide open architecture and open service APIs. However traditional security system is closed and its detail mechanisms depend on the service provider. Fig. 1 shows the STB Block Diagram and where is interface 1/interface 2.
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Fig. 1 System Block Diagram in IP STB
      Security system mainly consists of de-scrambler, key manager and message parser. De-scrambler is cryptographic modules includes decryption, signature and message digest. It is requires big computation and mathematical calculation, therefore usually implemented or integrated in the form of hardware devices such as Network Processor, Media Processor, Crypto-Card and Crypto-Chips. Fig. 2 shows security modules and interfaces.
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Fig. 2 Simplified Block Diagram for CAS
Generally, Set-Top-Boxes developed to provide specialized and optimized functions to service subscriber. To make it, dedicated functions are fixed and well-defined. But it is closed and does not open, so adding new functions or inter-operation is restricted.

This document defines three different blocks and their mutual interfaces include why those interface required and how to work with others.

     Requirement 1: The IPTV service SHOULD provide common interfaces for content security. It will be able to share Set-Top-Box between several service providers.
Set-Top Boxes (STBs) were initially developed mainly to provide a designated function such as provision of the broadcasting services effectively rather than expropriating various services. Whereas the IPTV service should provide an open architecture in order to cope with various service models and future development initiatives.
This document proposes and provides several reasons why standardization of the security services is inevitable in the IPTV Set-Top-Box.
· Security services for the A/V contents must reflect the requirements for hardware: In order to provide a security service on the high-definition A/V contents, the security algorithm must support fast processing power based on the hardware. The standardization of the hardware accelerated security algorithm for processing the high-definition A/V contents should provide an initiative to offer compatibility among various content providers.
- Possible to offer various Security Service Models (SSM) through the open architecture: Provision of the standard interface through structural separations of the various SSM enables user a block level development of the IPTV security services. Moreover, it is possible to provide additional functions by synchronizing with the content server (or service provider).
- Synchronization of the content distribution or fabrication into the security service model: The requirement for synchronization or common interfaces between keys for the scramble and redistribution purpose need to be defined for legal redistribution of the IPTV contents within the home network.
- Enhance the specialization by separating security service providers and hardware manufacturers: In terms of the open architectural perspective, the security service should be provided upon the user selection rather than the specific security service provider. The security service provider can specialize and develop advanced security services simultaneously upon changes of circumstances, especially when distributions of the security programs are possible via IP network.
To separate the security service modules within the SSM, three core components of the proposed SSM must defines message processing (message parser), key management (key manager) and crypto (signature) process (de-scrambler) sections separately. To do so, the interfaces between the key management and crypto (signature) process sections were defined in the Requirement 2, and Requirement 3 defines the interfaces between the message processing and key management sections.
Requirement 2: In order to separate security service modules (S/W or H/W), De-scrambling interfaces SHOULD be standardized with the functional level.

In security service modules, de-scrambler and key manager SHOUD provide following functions through standard interfaces.

· Init interface: initialize interface for de-scrambler. It has a role of synchronization between de-scrambler and key manager.

· Setup interface: configuration of de-scrambler, in the time of starting, running and destroy, it make setting up configuration such as de-scrambling algorithm, key length, hash algorithm and signature schemes. 
· Control interface: controlling the de-scrambler such as start, stop, pause, restart, key update (same encryption algorithm and same key length).

· ERROR interface: processing the ERROR message from de-scrambler and interfaces. It is received from de-scrambler to key manager and includes key failures (decryption, descrambling) and cryptographic exceptions.
Requirement 3: To synchronize the key that is used in the scrambling/encryption, Common interfaces are required between message parser and key manager.
In security service modules, message parser and key manager SHOULD provide following functions through standard interfaces. Especially, the message format of EMM (Entitlement Management Message) / ECM (Entitlement Control Message) SHOULD be standardized because it is carried with A/V contents and real-time.

· EMM: describe the right of subscribers to control the illegal access. In here, we define how to find it and parsing the message (message format and Conditional Access Table-CAT). The contents of EMM is a portion of service providers but make a CAT from MPEG-2 TS and make a EMM from CAT, is standard issues. It will be related with DRM (Digital Right Management) issues (how to co-operate or inter-operate between CAS and DRM).
· ECM: it makes a Control Word, which is used for de-scrambling of the contents. The control word is almost same with encryption key. Hence, the message format and how to parsing the message also be standardized.

· OOB Message: IP-based system, we can provide separated channels with A/V. It is key distribution issue and synchronization issues include system time synchronization, key synchronization, program (application) synchronization and event synchronization.
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