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1.
Introduction
This contribution proposes to add security objectives and general security requirements into Working Document of WG3.
2.
Comments and Proposed Modification of Working Document

2.1 Adding ‘Security Objectives’
[Contributor Notes] Here are the general security objectives and IPTV specific security objectives, which are the basic security requirement also.
This section describes the general security objectives and IPTV specific security objectives. 
The following is a list of general security objectives:

#01: The IPTV security features should be extensible, and flexible enough to satisfy various (3 planes/ different roles’ perspectives) security needs.

#02: The IPTV security requirements should take the performance, usability, scalability and cost constraints into account.

#03: The IPTV security methods should be based on existing and well-understood security standards and specifications as appropriate. 
#04: The IPTV security methods should not generally affect the quality of provided services.
#05: The IPTV security architecture should be globally scalable (within provider domains, across multiple provider domains, in security provisioning).
#06: The IPTV security architecture should consider the logical or physical separation of signalling and control traffic, management traffic, and user traffic.

#07: The IPTV should provide security from all roles’ perspectives: content, service, network, terminal device and subscriber (user).

#08: The IPTV security should be securely provisioned, securely configured and securely managed. 

#09: The IPTV security should provide user-friendly man-machine interface for subscribers and providers on security provisioning, configuration and management.
#10: The appropriate security levels should be maintained when multicast functionality is used.

#11: The service discovery capabilities should support a variety of scoping criteria (e.g. location, cost, etc.) to provide appropriate scaling, with appropriate mechanisms to ensure security and do not compromise privacy.

#12: The address resolution system should be a special system used only by this network, and certain security measures should be in place. This system may use databases that are internal or external to the IPTV.
#13: TBD.
The following is a list of IPTV specific security objectives:
#01: The IPTV security should prevent content from being cracked, copied, recorded and re-released illegally by providing content protection functionality.

#02: The IPTV security should prevent system from being accessed illegally by providing conditional access functionality.
#03: The IPTV security should prevent content from being accessed and embezzled illegally by providing digital right management functionality.

#04: TBD.
2.2 Adding ‘General Security Requirements’
 [Contributor Notes] Here are the requirements which are general for IPTV security and need to elaborate. The available reference resource is ITU-T SG13 NGN-Security, input contributions and Living Lists.

The following is a list of general security requirements:

#01: The IPTV security shall support interoperability; in particular among the various IPTV security mechanisms. The minimum standardized security features shall be available worldwide.

#02: The IPTV shall support multiple security domains or security zones. Isolation in security terms may be required between different security domains or zones.

#03: The IPTV shall provide the capability to establish trust relationships with other providers (content, service and/or network providers) and subscribers. This may include the capability of one provider to authenticate and authorize a single subscriber and another provider.
#04: The IPTV shall allow provision of security measures against unauthorized access to content, service, network resources, terminal devices, and subscribers profile information.

#05: The IPTV shall allow provision of security measures to block illegal or unwanted traffic.

#06: The IPTV shall ensure the security of content, service, network and terminal devices management resources (OSS, BOSS, ACS, database, etc.).
#07: The IPTV architecture shall allow for network operators to limit the visibility of the network topology and resources to authorized entities.
#08: The IPTV shall be capable of supporting a service which can ensure access control of the communication (access control).
#09: The IPTV shall be capable of supporting a service which can ensure authentication and authorization be performed among content, service and network providers, and between provider and subscriber or user (authentication and authorization).
#10:  The IPTV shall be capable of supporting a service which can ensure confidentiality of communications (confidentiality).
#11:  The IPTV shall be capable of supporting a service which can ensure the information is not diverted or intercepted unlawfully (communication security).
#12:  The IPTV shall be capable of supporting a service which can ensure integrity of the communication (integrity).
#13: The IPTV shall be capable of supporting a service which can ensure non-repudiation of communications (non-repudiation). 
#14: The IPTV shall be capable of supporting a service that can ensure availability of the communications (availability). 
#15: The IPTV shall be capable of supporting a service that can ensure privacy of the communicational subjects and communications procedure (privacy). 
#16: The IPTV shall be capable of supporting a service which can provide key management of the communications.
#17: The IPTV shall be capable of supporting a service which can label and filter the packet of the communications.
#18: TBD.
3.
Proposals

This contribution provides some texts and proposes them to be added into Working Document as security objective and general security requirements.
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