- 2 -

FG IPTV-C-0451

	INTERNATIONAL TELECOMMUNICATION UNION
	Focus Group On IPTV

	TELECOMMUNICATION
STANDARDIZATION SECTOR

STUDY PERIOD 2005-2008
	FG IPTV-C-0451

	
	English only

	WG(s):  1
	4th FG IPTV meeting:
Bled, Slovenia, 7-11 May 2007

	CONTRIBUTION

	Source:
	Nortel Networks (Canada)

	Title:
	Comments on sub-clause 5.3 of FG IPTV- DOC-0060


Abstract

This contribution proposes changes to sub-clause 5.3 of FG IPTV – DOC-0060, working document on IPTV services requirements.
Background

At the most recent FG IPTV meeting, i.e. 22-26 January 2007, significant progress was made and a better document was produced.

Discussion

This contribution proposes some changes which is hoped to enhance accuracy of texts in this sub-clause.  
Reference
FG IPTV- DOC-0060 (22-26 January 2006), working document: IPTV services requirements
Proposal
It is proposed to replace content of sub-clause 5.3 with the following.
5.3 Requirements for Service Security and Contents Protection Aspects

5.3.1 Digital Rights Management

IPTV_SEC_001:

5.3.2
Content protection

IPTV_SEC_002:
Editor’s Note: Need to look at relevant ATIS doc to elaborate on content of SEC_003
The clarification based on the above editor’s note to be addressed or requirement to be deleted
IPTV_SEC_003: The IPTV Architecture shall be compliant with the service and content protection requirements found in ATIS-0800001, IPTV DRM Interoperability Requirements [IIF.ARCH.OPERATOR.31]. << This is too broad and can not be a requirement>
IPTV_SEC_004: The IPTV Architecture may include the ability for applications to interact with and be managed by the content management and protection capabilities [IIF.ARCH.OPERATOR.32].
Editor’s Note: There is a need to elaborate on 3rd party metadata providers in the req 007
IPTV_SEC_007: The IPTV Architecture should provide the capability to service providers, content providers to present end-user content related information. 
Note: What is the end-user content related information in the requirement SEC_007?
IPTV_NET_036: The IPTV Architecture shall provide a mechanism for the service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22].
5.3.3
Security 

Supporting service authentication and authorization

IPTV_SEC_009: The IPTV Architecture shall provide one or more mechanisms to establish authorization before service delivery [IIF.ARCH.OPERATOR.39].
IPTV_SEC_010: The IPTV Architecture shall provide mechanisms to support secure storage for the pre-positioned content [IIF.ARCH.OPERATOR.40].

IPTV_SEC_011: The IPTV Architecture shall support the secure provisioning of equipment in the end-user network [IIF.ARCH.OPERATOR.41].

IPTV_SEC_012: The IPTV Architecture shall provide mechanisms to enable the application of appropriate DRM on content [IIF.ARCH.OPERATOR.08].

IPTV_SEC_013: The IPTV architecture should support security management capabilities, such as user authentication, network security, software download authentication, etc. 
Channel Access Control

IPTV_SEC_014: The IPTV architecture should provide the capability to prevent unauthorized access to services or contents.  << this is like SEC-023, in fact SEC-023 is much better>>



Editor’s note: Consider Content security requirements
IPTV_SEC_021: The IPTV Architecture shall provide mechanisms to enable the IPTV applications  to support copy protection and authentication. <<Is this really job of the architecture?>>
5.3.4 Authentication

IPTV_SEC_022: The IPTV Architecture shall provide a mechanism to allow the service provider to force users of the service to participate in an authentication and authorization procedure with the network, before granting them access to the service [IIF.ARCH.OPERATOR.13].

IPTV_SEC_023: The IPTV Architecture shall provide mechanisms to control unauthorized access by unsubscribed end-users to the service. It may redirect unsubscribed end-users to a mechanism where they may subscribe [IIF.ARCH.CONTEXT.18].

IPTV_SEC_990: The IPTV architecture shall provide mechanisms to allow the authentication of a device in the provisioning and operation of the IPTV service

5.3.5 Authorization

IPTV_SEC_025: TBD
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