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1 Introduction

Here we present a proposal to concretize “Subscriber information protection,” which was considered as a living list at the second meeting. This document is restructured as an output document proposal, by reinforcing 2.3, 4.2, and 4.3 covering FG IPTV-C-0235, which was proposed at the second meeting.
2 Proposal Summary
In some cases, it may be the subscriber of IPTV services that perpetrate security threats, while in other cases subscriber may be victim to security attacks. In particular, since a large number of honest subscribers may become victim to security threats, it is necessary to pay sufficient attention to the protection of subscriber to ensure the continuation of wholesome IPTV services. This proposal can be summarized by the points below. Note that this proposal needs to be implemented according to the conditions of the particular country, since the degree of necessity for protection differs according to the different lifestyles and customs of each country.

Subscriber’s personal data is necessary for various IPTV services, such as when joining and cancelling IPTV services, when adding services, and when receiving services online. Furthermore, when implementing real-time online registration and interactive services, the ability to use subscriber’s personal data that is stored in terminals in advance is very convenient, since terminals are not normally connected to a text input device such as a keyboard. However, since the subscriber’s personal data is always stored in the terminal; there is a danger that the subscriber’s personal data is used without the consent of the subscriber.
It is thought that attacks such as viruses are usually directed at highly diffused OSs. For this reason, in the early stages of IPTV services such attacks are not likely to be a problem. However, as the diffusion rate increases this issue will have to be seriously considered.

Particularly in the case when terminals have the capability of communicating with each other, there is a risk that virus infections will be able spread. Thus, IPTV terminals will require similar care to the PCs connected to the network.
· Protection of subscriber’s personal data (personal information data) 
· To prevent the subscriber’s personal data of subscriber being used by any third party for any purpose other than that intended.
· Protection of minors
· Since IPTV services are typically shared by a family, consisting of subscriber of various ages, it is necessary to have the capability of restricting the viewing of content according to viewer age.
3 Output Document Reflection Proposal
3.1 Subscriber information protection (to section 8.5.3)

3.1.1 Administration of subscriber’s personal data
When implementing IPTV services to general user, it is necessary to give sufficient consideration to the subscriber’s personal data of subscriber. This subscriber’s personal data includes basic data such as address, name, age, occupation, and telephone number, as well as various other kinds of information, such as family composition, hobbies, and household income.
· It is desirable to handle the minimum subscriber’s personal data necessary for delivering the IPTV services.

· It is desirable to explain the intended use of the subscriber’s personal data and obtain the consent for this from the subscriber before collecting the information necessary to deliver the IPTV services.

· It is desirable to appropriately destroy subscriber’s personal data that becomes unnecessary for the continuation of IPTV services.
· When the service provider administers the subscriber’s personal data, it is desirable to store the collected data under strict security

3.1.2 Subscriber’s personal data leakage and protection methods
There are three possible routes by which subscriber’s personal data can leak. These are leaking from the service company, leaking from the network, and leaking from the home, e.g. through receiver devices. Here we present methods for protecting the subscriber’s personal data for each of these leakage routes.
3.1.2.1  Leakage of subscriber’s personal data at the IPTV service company
In order to prevent leakage of subscriber’s personal data, the IPTV service operator must pay careful attention to the points below.
· Classifying subscriber’s personal data into that which needs to be controlled and that which does not
· Securely administering the subscriber’s personal data that needs to be controlled
· Ensuring that subscriber’s personal data that needs to be controlled is not used for any purpose other than that intended
3.1.2.2  Leakage of subscriber’s personal data from the network
IPTV service companies must pay careful attention to the points below in relation to services/transactions that involve handling of subscriber’s personal data.
· Classifying subscriber’s personal data into that which needs to be controlled and that which does not
· Using encrypted communication channels for transmission of subscriber’s personal data that needs to be controlled
3.1.2.3  Protection of subscriber’s personal data stored in terminals 

IPTV service companies sometimes store subscriber’s personal data in terminals, in order to enhance service efficiency. In such cases, they must pay careful attention to the points below. Furthermore, it is necessary to consider security when transferring terminals.
· Ensuring that no third party can easily read out subscriber’s personal data stored inside terminals
· It is desirable to control access to subscriber’s personal data stored in terminals
· Ensuring that subscriber’s personal data stored in terminals can be completely deleted by subscriber or service providers
· It is desirable that terminals are protected against infection by computer viruses in the near future.
3.1.3 Protection of legal minors（to 6.1 or 8.5.4）

In a typical usage pattern, a receiver for IPTV services is shared in a home by multiple people of a wide age range.
· Ensuring that parental ratings can be set for content as necessary
· Ensuring that terminals can be operated in accordance to parental ratings
· Ensuring that terminals are capable of changing parental rating settings of the terminals
· Ensuring that terminals are capable of password-based controls, so that only the guardians of legal minors can change parental ratings
Note that it is necessary to consider the conditions of each country in relation to third-party organizations for eliminating harmful content, since this is related to content censorship. When considering simultaneous retransmission of broadcasting, we can assume that the original content creator gives sufficient consideration to this at the time of producing the content, so it is necessary to give sufficient consideration to transmission delays and distribution cost increases.
3.1.3.1 Content labelling
Detailed and at the same time sufficiently general information labelling content or service for possibly offensive material is needed. As an example of such information, ETSI TS 102 822-1-1 defines a schema for “Content Alert” metadata, a set of elements that alert people about content they might not want to see/hear (or they might not want their children to see/hear). The metadata is detailed enough to indicate content with labels for, for examples, “Scenes of explicit sexual behaviour suitable for adults only”; “Occasional use of very strong language”; “Scenes with extreme horror effects”; “Strobing that could impact on those suffering from Photosensitive epilepsy”.
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