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IPTV Security Aspects

1 Scope

This document describes security threat against IPTV contents, services, network, terminal devices and subscribers. It also provides a number requirements which when implemented would prevent such threats. 



2 References


The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this working document. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; all users of this working document are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this working document does not give it, as a stand-alone document, the status of a Recommendation.


[TBD]

3 Definitions 

This Document defines the following terms:

[TBD]

4 Abbreviations 

This Document uses the following abbreviations.

AAA
Authentication, Authorization, and Accounting


CAS
Conditional Access System


CDN
Content Delivery Network


CPE
Customer Premises Equipment


DOS
Denial of Service


DRM
Digital Rights Management


DRM-B
DRM Bridge


DRM-EE
DRM End-to-End


DRM-IX
DRM Interchange


IPTV
Internet Protocol Television


PKI
Public Key Infrastructure


PPV
Pay Per View

PVR
Personal Video Recorder

REL
Rights Expression Language


VOD
Video on Demand

5 Security Threats

This section describes a set of identified security threats that some requirement or mechanism of this document addresses.


Security Objectives

· Only legitimate actors can access and operate on the assets of IPTV services after be authorized.

· The IPTV service should be protected against unauthorized deletion, insertion, modification or replay attack.


The following conceptual threat model provides a classification of the related threats to the IPTV system. This threat model requires significantly more refinement to define the complete list of known risks and mitigations. This model does not include network security threats which exist in all IP networks and assumes that such threats have been mitigated.



[image: image1]

Figure 5-1 - Compromise IPTV Solution Attack Tree


5.1 Content Security Threat

Service Chain


The service chain of an IPTV service can be divided into four parts: Content Source, Service Integration & Operations, Content Transport and Content Consumption.


· Content Source/Content provider: The entities that own or are licensed to sell content to IPTV service providers. 


· Service Integration & Operations/Service provider: the entity providing a service to the end-user. 


· Content Transport/Delivery network: The delivery network usually is composed of access networks and core or backbone networks, using a variety of network technologies. 


· Content Consumption/Consumer: The domain where the IPTV services are consumed. 

Assets to be protected in IPTV service

In the context of this document, an asset that needs protection in IPTV service is:



Broadcast TV content, VOD content, Push VOD content and PVR content.

Threats to the digital content may include: 


· Interception: a breach of confidentiality of the digit content by illegal monitoring the service networks.


· Unauthorized viewing.


· Unauthorized copying or moving.


Table 5-1: Security threats against IPTV content 

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Compressed, plaintext content work

		Unauthorized copy obtained from network, network device or end system

		High if the work is within the release window or deemed highly valuable by the provider; Medium to Low depending on the work.

		Cracker

		High



		

		

		

		Professional

		



		

		

		

		Insider

		



		

		

		

		Consumer

		Medium to Low



		Compressed, encrypted content work

		Unauthorized access

		Low

		Cracker

		Low unless the key is obtained and High otherwise



		

		

		

		Professional

		



		

		

		

		Insider

		



		

		

		

		Consumer

		Low



		Any content work

		Denial of service attack

		High

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





5.2 Service Security Threat

Service integration & Operation


· Impingement copyrights of the programs which IPTV service platform provided to the subscribers. 


· Masquerading / spoofing IPTV service provider.


· Malicious threats aiming at the IPTV servers (AAA servers, media servers, etc…):  may include the hacking aiming at security leaks in application software or communication protocol, denial of service attack, etc.  


· Theft (often use malicious programs, such as Trojan horse) of the subscribers’ information (e.g. identity information, billing information, subscription information).

Table 5-2: Security threats against IPTV services 

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Domain Name Server

		Denial of service attack

		Medium

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access 

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Electronic Program Guide

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Media Servers and multiplexers

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		CAS and Subscriber Management

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized use

		High

		Cracker

		High



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





5.3 Network Security Threat

· Intentional threats aiming at the network equipments or resources (bandwidth): malicious attacks such as denial of service to the bearer network. 


· Security threats to multicast technical used in IPTV bearer network: such as masquerading / spoofing multicast TV sources, or illegitimate multicast group members. 


· Malicious attacks (like DOS, hacking) on nodes in Content Distribution Network.


The following table lists assets, risks and threats for the Core Network.


Table 5-3: Security threats against IPTV network 

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Network bandwidth

		Denial of service attack

		Medium

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access or use

		High

		Cracker

		Medium



		

		

		

		Professional

		High



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Network Messages

		Unauthorized access

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized modification

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Hlowigh



		

		

		

		Consumer

		Low



		

		Replay

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Routers, intermediate systems, access servers and system hosts

		Denial of service attack

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized use

		High

		Cracker

		High



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





5.4 Terminal Device Security Threat


Some security threats for IPTV terminal devices are listed as follows.


· Illegally accessing clear content by tampering device hardware or software. For example, clear contents can be copied by bus data interception or DRM software cracking.

· Illegally accessing keys or other secret information in devices using software cracking or hardware tampering. Attackers can tamper the device memory or analyze the data flow to obtain the keys and other secrets. Content key exposure results in content leakage and device key leakage leads to device impersonation. 


· Device malfunctioning by hardware methods, such as control of the device clock system to disable the functions of the DRM/CAS systems, or by software methods, such as installation of viruses to exhaust the device resources.


· Unauthenticated terminal devices connecting to the home network.

· Unauthorized use by subscribers

Table 5-4: Security threats against IPTV terminal device (TD) 

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Locality

		Fixed-location device that is outside residence is given service

		Medium

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Medium



		

		Mobile device owned by non-subscriber is given service

		Medium

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Medium



		Processor and Disk

		Infection by malware

		High

		Cracker

		Low unless executables downloaded from the network



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized use

		High

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Interface

		Subversion of content protection controls (e.g. HDCP, HDMI)

		Medium

		Cracker

		Low



		

		

		

		Professional

		Low



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low





5.5 Subscriber Security Threat

Content consumption

· The failure of the terminal equipments (hardware and software) caused by malicious codes/viruses from the network.


· Remote theft of the subscribers’ important information (e.g. login ID and password) by malicious programs, such as Trojan horse.

· Unauthorized data deletion, insertion, modification, re-ordering, replay or delay. 


· Unauthorized data (i.e. the data come from the illegal IPTV program sources) transmission.


· Masquerade IPTV service nodes in the carrier network.

· Security threats to CDN.


Table 5-5: Security threats against IPTV subscriber 

		ASSET

		RISK

		SEVERITY

		THREAT

		LIKELIHOOD



		Subscriber information

		Unauthorized access:  Disclosure to unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access:  Modification by unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		Transaction information

Credit card info

		Unauthorized access:  Disclosure to unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		Low



		

		

		

		Consumer

		Low



		

		Unauthorized access:  Modification by unauthorized party

		High

		Cracker

		Medium



		

		

		

		Professional

		Medium



		

		

		

		Insider

		High



		

		

		

		Consumer

		Low





6 Security Requirements

Requirements for realizing the division of roles in the business model


IPTV services are realized not just by the content provider who serves as the principal agent of the service, but rather through the coordinated efforts of multiple business players, including also the content rights holder, the network provider, and the CPE (Consumer Premises Equipment) manufacturer. Security functions need to be clear about the division of these separate roles and the realization of these various operations. It is vital to strike a balance between the distribution of content and the distribution of the money paid for it, in order to enable a backwards flow of profitability, in line with the rights that each player possesses and the costs related to service provision. The requirements for this are listed below.

Functional requirements 

There are requirements other than those relating to items 1.1 and 1.2 above. IPTV services for the home use the same CPE as current broadcasting services, so it is necessary to consider the questions of sharing specifications and usability with broadcasting services. These functional requirements are enumerated below.

1） Copyright of content and related data

2） Content protection, e.g. connection of external devices to CPEs, recording controls

3） Billing controls for paid content

4） Ensuring access rights to CPEs

5） Protection against unauthorized access to servers

6） Protection of personal data, etc. relating to CPEs

6.1 Content Security Requirement

IPTV content security requirements may include: 


· Content Access Control: Only the authorized subscribers can use the digital video content. The rights granted may include: the receiving device (one or a group), time period for viewing, watching times, output format etc. Unauthorized subscribers cannot receive the video stream, and even if they received it, they cannot decrypt it. 


· Copy Protection: Protect the digit content transmitted or stored in the IPTV service network from unauthorized duplication.


· Integrity and confidentiality of the digital content: IPTV service should be able to guarantee the integrity and confidentiality of the digital content stored or delivered in the service network. 

· Tracing / Non-repudiation: Digital content owner should be able to trace the illegal usage of the content by technical methods, for example forensic digital watermarking. 

· Consider requirements for the labeling of content for filtering purposes.

Key Management System and License Issuer should be defined as two separated parts and the following requirement should be considered:

· Key Management System Requirement


· License Issuer Requirement


· Interface Requirement between Key management system and license issuer


Interoperability

The following areas represent key interoperability elements that are required in the DRM-EE, DRM-B and DRM-IX modes.


Authentication of devices, users and DRM systems


Before content can be exchanged between entities, the identity of the receiving device and possibly its user(s) must be confidently established.  Also, since content providers may not trust specific DRM systems, it is important that it be possible to authenticate the receiving DRM system(s) or implementation levels before exchanging content.  This authentication should have a sound cryptographic basis and may employ various well-known digital signature techniques.  Public Key cryptography in particular provides a sound mechanism for digital signatures in authentication protocols.


Rights Expression Exchange


Different DRM systems use different rights expression languages or license formats.  For DRM-B and DRM-IX modes to function, some means for a common rights expression is required.  This could take the form of a common rights expression language (REL) or a rights expression translator.  Another possible rights expression exchange mechanism is license negotiation.


Common encryption algorithms for content exchange


For content to pass securely from the control of one DRM system to another or within the same DRM system but on different physical devices, content encryption is required.  This renders the content unusable except for entities that possess the appropriate key or keys necessary for decryption to occur.  There are many different types of encryption algorithms (e.g. block ciphers, stream ciphers, public-key-based, etc.) but generally those that use symmetric keys tend to be best suited for high-speed content exchange.  For interoperability purposes, some small number of commonly agreed algorithms must be chosen.  Ideally, one default algorithm would also be specified.


Key management and/or exchange for the common encryption algorithms


Before secure content exchange can take place, keys to be used in specific instances need to be exchanged or commonly generated by the authenticated entities.   Key management is usually the most difficult part of a security system to implement.  Techniques such as Public Key cryptography have simplified device key distribution but require a public key infrastructure (PKI) to establish and maintain the validity of these keys.  Such an infrastructure could be sanctioned and maintained by a license authority which has responsibility for content protection (as opposed to general network security).


Secure download of DRM client


Ideally, any receiving device would be able to exchange content obtained (legitimately) through other devices and/or using any DRM or CAS system according to the granted rights (i.e., the DRM-IX mode).  However, it is not practical to pre-load at manufacture time every receiving device with every CAS and DRM system that market forces will demand.   Thus, a secure mechanism for downloading and executing a selected CAS or DRM system onto a receiving device is needed.  Elements such as secure bootloaders and secure download protocols play a part in this area of interoperability.

· DRM/CAS technology for content security should support the interoperability.


· We should investigate in the following elements for interoperability and for other advantages. 


· Authentication of devices, users and DRM systems


· Rights Expression Exchange


· Common encryption algorithms for content exchange


· Key management and/or exchange for the common encryption algorithms


· Secure download of DRM client


· IPTV devices should have a trusted architecture to support interoperability of content security.


6.2 Service Security Requirement


[TBD]

6.3 Network Security Requirement


[TBD]

6.4 Terminal Device Security Requirement

[TBD]

6.5 Subscriber Security Requirement


[TBD]

7 Security Architecture

The assets that need to be protected in IPTV service are:


· Content asset: which reside on transit networks controlled by IPTV businesses along the distribution chain, on networks owned by the IPTV consumer and on the IPTV terminal device.

· Service assets: servers such as media servers, AAA servers, DRM servers, ..., and operation information such as service logs and billing information.


· Network assets: equipments (e.g. routers, switches), bandwidth, multicast services, and CDN.


· Terminal assets, which the residential consumer uses to process and store content works and other information related to the IPTV service.


· Subscriber assets: which consist of information about the subscriber, the subscriber household, and their IPTV transactions that are processed at multiple points along the IPTV delivery chain.

7.1 Security Trust Model

[TBD]

7.2 Security General Framework

[TBD]

7.2.1 Content Protection Architecture

[TBD]

7.3 Security Function Modules

[TBD]

7.4 Security Interfaces

[TBD]

8 Security Mechanisms

[TBD]

8.1 Content Security Mechanisms

[TBD]

8.1.1 Content Protection

[TBD]

8.1.2 Conditional Access


[TBD]

8.1.3 Digital Rights Management

[TBD]

8.2 Service Security Mechanisms

[TBD]

8.2.1 Service Authentication

[TBD]

8.2.2 Service Authorization

[TBD]

8.3 Network Security Mechanisms

[TBD]

8.4 Terminal Device Security Mechanisms

[TBD]

8.4.1 Terminal Device Authentication

[TBD]

8.4.2 Terminal Device Authorization


[TBD]

8.5 Subscriber Security Mechanisms

[TBD]

8.5.1 Subscriber Authentication

[TBD]

8.5.2 Subscriber Authorization


[TBD]
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