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1. Document Scope

This document describes the requirements of software authentication on an IPTV Terminal, which should be added in FG IPTV-DOC-0044, the Working Document:  Service Security and Contents Protection
2. Discussion 
2.1 Introduction 
IPTV content should only be delivered to those receiving devices which have been authenticated as legitimate boxes. However, the device authentication does not prevent the software on the device from being cracked by illegal authorities. The software may face the following security threats: 
· The legitimate software on a ITV terminal may be revised by the illegal authorities

· The illegal authorities may download the un-verified software onto the IPTV terminal. 
Thus we need the software images verified as being authentic prior to being placed into execution. This software authentication scheme requires the chain of trust to be built up for all software modules, starting from the IPTV terminal boot process, to the software download and upgrade. 
The root of the trust goes to the secure boot loader, which is normally located in a secure OTP boot ROM. The root trust should be established in manufacturing.
The boot loader verifies the authenticity of the OS kernel before turning the control over to it. The OS kernel is stored in NVRAM or disk, and so is the application. The application is verified by the OS kernel after the kernel is verified. The application, in the meantime, includes authentication module, and software download module. The authentication and software download module may be verified separately by OS kernel.
2.2 General Requirements for Software Authentication

· Software authentication shall apply to all software modules running on IPTV terminals

· Software authentication shall rely on the chain of trust with the root trust established in manufacturing
· Normally, software authentication may use software signature verification
2.3 Requirements for Software Signature and Verification 
The most common mechanism used for software verification is public key digital signature. The digital signature schemes contain three algorithms: key generation algorithm, signing algorithm, and verification algorithm. Choosing a quality digital signature algorithm and its implementation is critical for the success of the software verification. However, it is not covered in this proposal. There are also some legal practices and regulations concerning the effect and validity of digital signatures in different regions and countries, which is also not covered in this proposal. The following are the basic requirement for digital signature:
· The software vendor shall apply a quality cryptographic hash function to the software image, and sign the resulting hash (or message digest) with the vendor’s private key. The digital signature is appended with the software image.
· The private key shall be kept secret by the software vendor. The public key is stored in the secure OTP ROM (or similar kind of storage where the key cannot be accessed to modify) of each STB in manufacturing. 
· The implementation of the signature verification algorithm should be provided by the cipher engine on chip, or embedded in the secure boot loader.
2.4 Requirements for IPTV Terminal Manufacture Process 
The STB manufacture process covers different procedures for secure boot loader and other software images. The following are the requirements for manufacture process:
· The secure boot loader is not signed. It shall be burned into the secure boot ROM in a secure manufacture environment.
· The public key shall be stored into a secure OTP ROM (or a storage with the same capability) in a secure environment.
· The signing of the software images must be done in a secure environment.
2.5 Requirements for Software Download/Upgrade 
Software download module, responsible for online software download/upgrade, is commonly used in IPTV STB. The following are the suggested requirements:

· The trust chain shall be extended to the downloaded/upgraded software, via the software download module.
· The IPTV terminal shall be mutually authenticated with the host of the IPTV service before the software update.
3. PROPOSAL

We propose to add the following as the requirements for software verification (or authentication) in FG IPTV-DOC-0044, the Working Document:  Service Security and Contents Protection: 
· General Requirements for Software Authentication

· Requirements for Software Signature and Verification
· Requirements for IPTV Terminal Manufacture Process

· Requirements for Software Download/Upgrade
The detailed requirements are referred to the above discussion. 
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