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1. Abstract
This contribution discusses and proposes classification and functionality of IPTV Middleware Terminal API.
2. Discussion

2.1.  Introduction

The traditional telecom message based interface and the related interoperability between IPTV terminal and IPTV system becomes a bottleneck restricting new service introduction and development. The messaged based interoperability is inflexible, and is unable to expediently support new service development. The middleware based interoperability between IPTV terminal and IPTV system provides flexible and expandable solution; meanwhile, the application vendor can conveniently develop various new service and applications without paying attention to the detailed parameter and message format of the interface, and reduce the time-to-market to launch new services.
2.2.  The Classification of Middleware APIs
The IPTV terminal Middleware APIs is the enabling service functions which facilitate interaction between IPTV terminal and other IPTV network components. These services have an open standard program interface, and can be used on different OS and hardware platform. Middleware APIs module can be implemented based on various modes, but its basic function is to isolate applications from resource. Any application developed according to a specific middleware and its API can run on this middleware. 
The middleware APIs is based on modularized software components. They implement corresponding middleware function through transplantable sub-layer to call OS resource, drivers and lower layer hardware resource. At the same time, the middleware core modules provide various services to upper application layer, it includes all services related protocols and service implementation at client, such as media play and control, media stream transmission control, user authentication, system resource management, download service, security management, and etc. 

An application is an integration of service functions of middleware API. The middleware API module isolates the application from the hardware and operation system, enabling portability of the application. The function of middleware core module is the way to define the module, the following is an example to classify and define the middleware core module:

· Stream rendering and control by different sources ; 
· Commands and events;
· User Authentication
· System resources, such as file system, timer, etc;
· Hardware resources, such as hard disk, memory, interface, and etc;
· Network and transport protocol management;
· DRM and Security management;
· Startup and initialization
· Process for security and authentications
· Software download and upgrade 
3. Proposal 
We propose that an IPTV terminal middleware API shall have the following classification with the detailed functionality as listed:   
3.1 Security and Authentication Management Function API
The Security and Authentication management API module is mainly responsible for security mechanism of whole system, including subscriber authentication, network security, software upgrade, and service application security, etc. Its main functions shall include:

· Subscriber authentication; 
· Service application authorization;
· Software upgrade and download authentication;
· Network security policy;
· Key and token management, etc.
When IPTV terminal sign on to IPTV system, security and authentication management module shall initiate IPTV terminal install procedure and subscriber authentication procedure. At the same time, through this procedure, IPTV terminal shall get and manage corresponding key and token from system.

When IPTV terminal upgrade and download software, security and authentication management module shall authenticate software. The operator shall perform Digital Signature for application software, and then security and authentication management module shall check Digital Signature and ensure application didn’t be changed. If application software has not digital signature, it will have only basic right running in the IPTV terminal.
3.2 Upgrade and Download Function API
The upgrade and download API module shall be responsible for dynamic downloading or upgrading system and application software, devices of resource layer, including middleware software, application software and some especially data requested by IPTV application, such as EPG data, etc. The upgrade and download module shall support the following functions:

· To dynamically upgrade and download system software and devices of resource layer;
· To dynamically upgrade and download application software and extended service applications;
· To dynamically upgrade and download metada and presentation layer data used by applications
· Work together with security and authentication management module to check validity of software and data;
3.3 Media Play and Control Function API
The media play and control module is the streaming service controller. It provides media control and stream service operation function for upper layer application, such as play, pause, stop, fast forward, rapid return, etc. It is mainly responsible for screening signaling alternation and media implementation procedure of IPTV terminal and media deliver system, and provide API interface for upper application, consequently, application don’t need to care media encapsulation format and signaling alternation procedure. This module shall mainly include the following functions:

· Create media stream control session, and be responsible for service control procedure of VOD, multicast live TV, unicast live TV, and time shift; 
· Receive and decode media stream; 
· Media control, including play, stop, pause, resume, etc. 
· Media buffer management; 
· Trigger DRM process;
· Hot key, stream control event and command handle;
· PVR control command;
3.4 DRM Function API
DRM API Module provide a unattached interface for upper layer application, and admit application to access DRM system, but low layer DRM module will pellucidly process right control messages and right management messages, so DRM module screen difference between different DRM system. The DRM module shall mainly includes the following function:

· License management; 
· Key management;
· Decrypt media stream and data stream;
3.5 Terminal Management Function API (Optional)
The terminal management API module provides IPTV terminal management and configuration function such as local configuration, remote management, log management, version upgrade, exception management, security management, and QoS policy management, etc. The detail management function shall includes following:

· Management and configure IPTV terminal through SNMP or TR069; 
· CLI engine;
· Module and function configuration;
· System configuration such as various server address, etc;
· Access mode configuration;
· A/V parameter configuration;
· Subscriber configuration such as ADSL access account, IPTV account, etc
3.7 Information Display and Control

Information display and control API modeule is responsible for providing UI engine for application and receiving, processing and dispatching some special events of IPTV from middleware modules to application. These events include keyboard events, mouse events and remote controller events, etc. This API module shall support the following functions:
· Receive Information (Price, Program, Metadata, Instant Message, and etc)from IPTV system 
· Receive Information from remoter (subscribers)
__________________
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