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1 Introduction

The viewing style and view utilization method of IPTV services in consumer households can be classified into two types—basic type and extended type.

Basic type refers to the services provided in common by most IPTV service providers. Extended type refers to high value-added services, which are naturally more diverse and advanced, and aimed at enabling higher per-customer prices. Since the systems that use these two types of services differ, it is useful to classify and standardize them.
2 Subscriber-related security threats and requirements
2.1 Security requirements against abuse and threats
Security requirements against abuse and threats

There are various rights associated with content. To realize IPTV services that respect these rights, it is necessary to protect against any perceived threats to those rights. Such perceived threats can be broadly divided into three kinds, of three different levels.
1） Unintentional misuse by legitimate users
2） Intentional individual-level abuse by hackers or other illegitimate users

3） Deliberate efforts to influence or crack the overall system by groups with a certain degree of financial resources

To ensure resistance against these perceived threats, a security policy needs to be established for every IPTV system, as well as a system to implement the policy.

Furthermore, since IPTV services can include infrastructural elements that bear closely on the lives of users, it is necessary to give this point due consideration.

2.2 Unauthorized use by subscribers
2.2.1 Attacks on the home network, unknown even to the subscriber

It is assumed that in many cases, PCs, IP phones, and other devices are connected to the local home networks that will incorporate IPTV terminals.
It is thought that attacks such as viruses are usually directed at highly diffused OSs. For this reason, in the early stages of IPTV services such attacks are not likely to be a problem. However, as the diffusion rate increases, this issue will have to be seriously considered. Particularly in the case when receivers have the capability of communicating with each other, there is a risk that virus infections will be able spread. Thus, IPTV terminals will require similar care to the PCs connected to the network.
2.2.2 Intentional attacks on receivers by subscribers
One type of external access that is envisaged is the unauthorized output of stored video from a receiver to an external recording device. Once content is output from memory/HDD, it is extremely difficult to control its copying and other manipulation, even if it is possible to implement some kind of deterrent effect.

First of all, it is effective to ensure that ordinary viewers cannot output content from receivers to external recording devices using any kind of relatively easy-to-get tool.

Next, it is necessary to ensure that more technically knowledgeable persons cannot extract content by modifying or hacking receivers.
2.3 Threats to subscribers
2.3.1 Protection of personal data on the network
When it is necessary to handle personal data, for implementation of IPTV services, the data must be stored very securely. Only the minimum necessary amount of data should be stored, and only for the necessary period. It is desirable that this personal data is completely deleted as soon as this necessary period expires.

For this reason, when managing data, it is useful to distinguish between data necessary for IPTV service contracts, and other personal data, such as program content-related data.
2.3.2 Protection of personal data maintained in receivers
When implementing real-time online registration and interactive services, the ability to use personal data that is stored in receivers in advance is very convenient, since receivers are not normally connected to a text input device such as a keyboard. However, since the personal data is always stored in the terminal of the receiver, there is a danger that the personal data is used without the consent of the subscriber.

Of course, when personal data is transmitted online, a secure encrypted communication channel is necessary.
2.3.3 Protection of legal minors
In a typical usage pattern, a receiver for IPTV services is shared in a home by multiple people of a wide age range. Accordingly, in order to protect legal minors from inappropriate content, it is necessary to provide a setting to enable protection, and also a function that enables switching between activation and deactivation of control.
3 Security model related to subscribers
3.1 Security attack points in IPTV services

The main assumed points of attack on security in IPTV services are shown in Figs. (i) to (vi).
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3.2 Security attack points closely related to subscribers

Of the security attack points mentioned in the previous item, (iii)~(vi) relate to subscribers.
4 Protection mechanisms for achieving subscriber-related security
4.1 Methods to prevent unauthorized use by subscribers
4.1.1 Methods to prevent erroneous use by subscribers
As with broadcast TV, IPTV services can deliver paid content or free content. In many cases the content owner requires that the content be subject to specified copy controls. Thus, when services are implemented with different usage conditions applying to a single receiver, it is necessary to limit usage to within the applicable usage conditions, without viewers requiring any special awareness of these complexities.
	
	Assumed behavior
	Preventive measure

	Video & audio output copy protection
	Packet capture on the home network
	Encryption of video packets (e.g. MPEG2-TS)

	
	Output from an analog output port to an external recording device
	Addition of an analog signal (e.g. Macrovision)

	
	Output from a digital port to an external recording device
	Transmission of content protection data
(e.g. IEEE1394, DHCP, HDMI)

	VOD service
	Implement Trick Play and long pause for more than a specified period of time
	Do not implement streaming from a VOD server for more than a specified period time
The receiver stops playing video according to the content usage conditions

	
	Implement playing more than then number of allowed plays
	Do not implement streaming from VOD server in excess of the number of specified allowable plays
The receiver does not play video when the number of allowable plays is exceeded, according to the usage conditions


The preventive measures given for the assumed behaviours listed above can be broadly classified into transmission-side methods, and receiver-side methods. It's not that one is superior to the other. For best effect they should be selected according to the service content. For example, in cases where content is allowed to be downloaded to the receiver and viewed offline, the receiver must have many control functions.
4.1.2 Methods to prevent unauthorized personal-level use by subscribers
One kind of personal-level unauthorized use seen in recent years is the widespread diffusion of PC software on the Internet that enables built-in functions of the receiver to be enabled by controls that were not intended to be used in the design of the receiver, via an externally connected device such as a network.

Accordingly, when developing receivers whose stored content can be externally controlled, it should be noted that the function that permits external reading of content may have security holes. For this reason it is useful to create a program that is reasonably tamper-resistant.
4.1.3 Methods to prevent unauthorized organized use by subscribers
It is conceivable that attempts are made to produce pirated receivers. In the case of digital receivers, analyzing receivers for the purpose of making pirated receivers is not easy, due to the use of CAS or DRM. However, it is not theoretically impossible. But since receivers with very high degrees of tamper-resistance are expensive to manufacture, it is better not to rely solely on improving tamper-resistance through technical means, but rather to take a business perspective, and consider incorporating legal measures to inhibit unauthorized use.
4.2 Mechanisms for personal data protection for subscribers
4.2.1 Network-based personal data protection methods
It is thought that the delivery of network-based e-commerce services may be provided in conjunction with video delivery in IPTV services. The kind of e-commerce services envisaged are typical services for which payment can be made electronically using a credit card. To protect personal data in such services, an encryption function is required. The most widespread method of encryption used currently is Public Key Encryption (PKI). In terms of personal data protection, one-way authentication for connections by a subscriber or receiver to a server hosting e-commerce services is considered sufficiently secure. However, to further improve the overall security of e-commerce services, it is desirable that connections between the server and receiver employ two-way authentication. 
4.2.2 Methods of handling personal data relating to IPTV services
For e-commerce services and the like, subscribers need to enter data each time they use the service. However, unlike with PCs, keyboards cannot be used with IPTV receivers to enter text. In such cases, it is possible to store data that is frequently needed, such as names and addresses, on the receiver.  However, it is necessary to ensure, in this case, that personal data cannot be read from the receiver without the knowledge of the subscriber, as discussed above.
4.3 Protection of legal minors
A lot of content is created for a limited age group. For this reason, a lot of content features parental guidance. Of course, a password-protection system should be implemented for changing age-related settings.
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