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1. Introduction 

In traditional digital broadcasting system, EPG usually decides present or not present of given stream under the information supplement from CAS. Usually EPG consists of 5 sub-modules, 3 are on UI presentation method (like MOSAIC EPG, Grid EPG, mini EPG, etc.), 2 are background control (Channel Zapper, STB Management, etc.)
In usual, Channel Zapping, PPV Purchase and PVR related functions are tightly related CAS communication, because in PayTV all stream can be presented on the basis of User subscription. So, the sub-modules of EPG (Channel Zapper, PPV purchaser and PVR related module) should communicate CAS so often.

However, all proprietary CAS companies propose different proprietary API sets on these communications.

2. Proposal 

We propose the necessity of the standard API functions with response time limitation. This is because that all response effect will be able to influence the Channel Zapping performance.

We have attached the brief this needs as presentation. The PPT file can be browsed by double click of the following snapshot.

[image: image1.emf]EPG

EPG

-

-

CAS Communication APIs

CAS Communication APIs

Contribution Supplements

Contribution Supplements

Presenter: Zino Lee

zinolee@acm.org

zino@alticast.com

Director of 

δ

-project TFT

Alticast Corp., Seoul HQ Office

http://www.alticast.com/

October, 2006

Submitted by

- Zino Lee, Alticast Co.

- Il Young Chong, HUFS

- Euihyun Baik, ETRI

Republic of Korea


	Contact:
	Euihyun Paik

Electronic Telecom.Research Institute

Republic of Korea
	Tel:       82-42-860-5181

Fax:      82-42-860-5218
Email:   ehpaik@etri.re.kr

	
	Zino Lee

Alticast

Republic of Korea
	Tel:       82-10-4816-7369

Fax:


Email:
zino@alticast.com 

	
	Ilyoung Chong

HUFS 

Republic of Korea
	Tel:       82-31-330-4229

Fax:
82-31-339-5887

Email:
iychong@hufs.ac.kr

	

	Attention: This is a document submitted to the work of ITU-T and is intended for use by the participants to the activities of ITU-T's Focus Group on IPTV, and their respective staff and collaborators in their ITU-related work.  It is made publicly available for information purposes but shall not be redistributed without the prior written consent of ITU.  Copyright on this document is owned by the author, unless otherwise mentioned.  This document is not an ITU-T Recommendation, an ITU publication, or part thereof.



_1220682257.ppt


EPG-CAS Communication APIs

Contribution Supplements

Presenter: Zino Lee

zinolee@acm.org

zino@alticast.com



Director of δ-project TFT

Alticast Corp., Seoul HQ Office

http://www.alticast.com/

October, 2006

Submitted by



		Zino Lee, Alticast Co.

		Il Young Chong, HUFS

		Euihyun Baik, ETRI

Republic of Korea









Related Other Standards

		ISO 13818-1~3 Series Information technology - Generic coding of moving pictures and associated audio information: Systems, Vedio, Audio

		ETSI EN 300 468 v1.7.1 DVB SI Spec

		ETSI TR 101 211 v1.7.1 DVB SI Impl. Guideline



		ETSI TR 101 288 v1.3.1 Code of Practice of EPG

		ETSI EN 300 707 v1.2.1 EPG: Protocol for TV guide



		ETSI TS 102 818 v1.2.1 XML Spec for DAB EPG









Basic Concept on EPG-CAS Communication







EPG Product Overview

		Mosaic EPG



















		Grid EPG (Gemstar Patent)



		mini EPG



















		Channel Zapper

		PPV purchase (optional)

		Needs to CA interface

		Purchase token Mgmt

		STB Setup Management

		Preference channel list

		Reserved program Mgmt.

		OSD control, etc.

		PVR Controller (optional)

		Needs to CA interface









Zapper Process (CA interface)

D-CAS Module
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Data
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3. Right Check
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Check Scrambled/non-Scrambled Stream

Check Subscribe/Unsubscribe Channel

Check Purchase/non-Purchase Stream

Check Restricted/non-Restricted Channel

4. Restriction Check

    Request
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Decide
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On-Air Channel

PPV Channel

On-Air Media Channel Zapping Process

(EPG task all processing after Channel Zapping)

4 kinds of viewer’s right checking by EPG

※CAS: Conditional Access System

※SAS: Specific Application Support

SAS Interface

EPG-Middleware-(SAS)CAS communication

So many message and checking between 3 modules. Therefore, fast channel zapping engaged with these communication mechanism

EPG-Middleware-(SAS) CAS are one-body







PPV Purchaser Process (CA interface)
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Purchased or not PPV Channel

On-Air Media Channel PPV Purchase Management (PPV background control is done by CAS)

PPV Purchase/Cancel/Block Purchase/History Mgmt

※CAS: Conditional Access System

※SAS: Specific Application Support

SAS Interface

EPG-Middleware-(SAS)CAS communication

So many message and checking between 3 modules. Therefore, fast channel zapping engaged with these communication mechanism

EPG-Middleware-(SAS) CAS are one-body







Needed APIs Categories







IPTV Security Reference Model proposed by ZTE Co. (FG IPTV-ID-0061)

Non Reproduction & Copy Control

Contents Protection Service Issues

Secured Network Dev./Sys. Control  Issues

Security Mgmt Issues

Secure protection of remote control and network management service settlement and service provisioning (DRM Authorization)

Secure protection of Service control protocol and signal (DRM)

Secure protection of unicast, multicast and streaming media data (CAS)



Management Panel



Control Panel



Data Panel



Access Control



AAA Service



Integrity



Confidentiality



Account Tracking & Audit



Resource Access Control



Terminal Layer

Secure protection of terminal devices, such as residential gateway, custom premier equipment, set top box



Bearer Network

Secure protection of access devices, concentrated devices and bone devices and core devices, such as DSLAM, BRAS, Switch and Router



Service Provide Layer

Secure protection of EPG server, streaming media server, content distribution network server and so on



Content Provide Layer

Secure protection of content production/transmits/checkup/copy/surveillance and DRM, etc.







API categories on EPG-CAS Communication

Each API needed response time limit. Because all EPG related CA response influences to Channel Zapping or other Contents Selection activities

		Data Panel		Control Panel		Management Panel

		Contents Provide Layer		Safe receiving in-band downloaded EPG data with A/V stream
Safe receiving out-of band downloaded EPG data		Entitlement control of given stream/channel

		Service Provide Layer		CA proxy service (using Smart Card)
Subscriber’s Package
Subscriber’s Purchasing List/History/Token Management
On-Line purchase/cancel Request Control
Al A Carte		Secured communication between terminal and CAS server
Subscriber personal data access control (channel package subscription, PPV history management)
Billing service		Entitlement control
(using EMM/ECM mechanism)
CAS-BS-SMS integration management
(purchasing, subscription, etc.)
PPV Purchase Control

		Bearer Network		QoS reserved stream receiving (buffering)		CA Proxy Management

		Terminal Layer		Internal Preference Channel List control
Reserved Program List control
Restricted Channel List with PIN number control		DRM Proxy Management when re-transmit given A/V/iTV media
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