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1. Introduction 

Here we have extended the prior input document in the 1st IPTV FG Meetings (FG IPTV-ID-0078e). We strongly agree the basic contents security architecture which proposed as FG IPTV-ID-0063e (Key topics of IPTV security and content protection aspect  ZTE Cooperation, China).

In addition, we would like to make the conceptual difference between DRM, CAS and Copy Protection. (The downloadable CAS means the CAS itself can be described as D-CAS application which can be running within D-CAS framework.)

2. Proposal on Downloadable CAS/DRM Harmonize Direction
It is proposed that the downloadable CAS/DRM harmonize direction be included in the document of WG3. The details on downloadable CAS/DRM harmonize direction is shown in the attached file at this contribution.

Here we attach the main proposal as a format of Power Point Presentation. To see the original PPT, double click the following slide snapshot.
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Related IPTV FG IDs & other Standards

		FG IPTV-ID-0008 ATIS IIF Initial Deliverable

		By Chairman of ATIS IIF (IPTV Interoperability Forum)

		FG IPTV-ID-0023 Digital Right Management, an Overview

		By Nortel Network (Canada)

		FG IPTV-ID-0051 IPTV Security Requirement

		By CATR/MII China

		FG IPTV-ID-0061 IPTV Security Reference Model and Requirements

		By ZTE Corporation, China

		FG IPTV-ID-0063 Key topics of IPTV security and content protection aspect

		By ZTE Corporation, China

		FG IPTV-ID-0078 Content Protection Architecture for IPTV

		By ETRI

		Now enhanced harmonized architecture and stepwise approach mechanism is proposed by same people

		ETSI TS (Technical Specification) 103 197 Head-end Implementation of DVB SimulCrypt®

		By DVB (Digital Video Broadcasting)









Basic Concept Comparison
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direct cable
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CP

Copy Protection

DRM

Digital Rights Management







CAS

Conditional Access System

		Media Live Cycle Support

		Playing Time access Control

		Playing Due Date access  Control



		Decide only when Stream Receiving

		Control Subscribe/non-Subscribe for given Channel (Multicast Stream)

		Control Purchase/non-Purchase Status for given PPV Stream

		Subscriber Manage/Billing Control

		Scrambling Key Control



We NEED

- CAS for media Delivery & at the same time

- DRM for media Redistribution via Home Network

		Working only when Copy operation processed between different devices

		Protect illegal digital Copy and distribution

		Conditional access usually concept contains copy control



Media Contents Protection Concepts

Network Access Control Concept

We NEED

- AAA Service for IPTV network access control (NAC, Switch, DSLAM, BRAS, etc.)

  Secured Billing Service connection (Billing Server (BS), Subscriber Management Server (SMS))

- Firewall Service for illegal access to each server (EPG, IGMP, Multicast Streaming, VoD Server, etc.)
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Media Delivery Network

with Business Model

(IP network)

Security provided by only Delivery Network Service Operator (NSO)



1. Only managed by NSO

2. Cannot be changed easily

3. Provide SimulCrypt® Standard

4. Assumed MPEG-2 TS mechanism to

    delivery EMM/ECM secured distribution

5. UID is managed by Smart Card

6. CSA is open algorithm to media 

    scrambling (usually provided by Mux)

Totally Closed and Fully Controlled Broadcasting Network

ID provide & Descrambling

Access Control / User Entitlement Mgmt & Scrambling







D-CAS Concept proposed by ETRI. (FG IPTV-ID-0078)
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AAA

Service Harmonize

		 network based AAA service communication and harmonize (i.e. Smart Card based ID check)



		 Digital Right Authorization, ID Authentication, and User Personal Accounting Server Service





Stream

Synchronizer

		Synchronization of EMM/ECM/CW changes via hidden sync code within media stream



		 the hidden code can be resolved via AES128 security co-processor with security key





Personal

Authentication

		 using virtual Smart Card with Downloadable secured packet resolving Application Management



		 store and manage Viewer’s Rights and Purchasing History, pre-purchased tokens





D-CAS

Application

		 EMM/ECM Series which Secured Sent and Resolved in D-CAS Framework



		 able to change the resolving mechanism through live stream download (in-band download)
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All security control is under NSO

Hardly support SymulCrypt® with CAS

Totally Closed and Fully Closed Broadcast Network

NON-scrambled media through private network

DRM Scrambling Internet Service
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Protection Profile & Target System







IPTV Security Reference Model proposed by ZTE Co. (FG IPTV-ID-0061)

Non Reproduction & Copy Control

Contents Protection Service Issues

Secured Network Dev./Sys. Control  Issues

Security Mgmt Issues

Secure protection of remote control and network management service settlement and service provisioning (DRM Authorization)

Secure protection of Service control protocol and signal (DRM)

Secure protection of unicast, multicast and streaming media data (CAS)



Management Panel



Control Panel



Data Panel



Access Control



AAA Service



Integrity



Confidentiality



Account Tracking & Audit



Resource Access Control



Terminal Layer

Secure protection of terminal devices, such as residential gateway, custom premier equipment, set top box



Bearer Network

Secure protection of access devices, concentrated devices and bone devices and core devices, such as DSLAM, BRAS, Switch and Router



Service Provide Layer

Secure protection of EPG server, streaming media server, content distribution network server and so on



Content Provide Layer

Secure protection of content production/transmits/checkup/copy/surveillance and DRM, etc.
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As an aspect of Downloadable CAS (D-CAS)

		Data Panel		Control Panel		Management Panel

		Contents Provide Layer		QoS reserved Scrambling
CW share with Terminal which based on Synchronization mechanism within Media itself		Meta Data Access Control
(EPG, Subscriber’s Package, Channel Access Criteria, etc.)		Subscribe/unsubscribe target Package
Subscriber’s ID Management
Subscriber Activity (PPV purchase, etc.) monitoring

		Service Provide Layer		Delivered meta-data parsing & display
Access interactive service
Communication with Server side		EMM/ECM Generating and Secured Distribution
On-demand Media Access control
Remote storage server service (rental/backup/re-sale media, etc.)
Other back-office integration (BS, SMS, TCS, CAS, iDTV application, VoD, PPV, etc.)		Service Launching
Service Cancel
Service Access Right control

		Bearer Network		QoS reservation
Faster IGMP management		Network Access control
Authentication Subscriber
Accounting management		Network management control
Prevent unauthorized packet stream

		Terminal Layer		D-CAS application control to get CW safely
QoS on Contents Descrambling		Secured Billing/Payment Management
UCC (DRM scrambled) uploading management		Terminal ID control
Subscriber right control
Billing management
Subscriber’s Request Control































As an aspect of DRM with same CW (CAS-DRM)

		Data Panel		Control Panel		Management Panel

		Contents Provide Layer		Copy Control to other devices		DRM Proxy management or DRM server direct access control		Create/Update/Destroy Entitlement on Contents (Play/Copy to other device/Re-sale/Update, etc.)
Tracking contents circulation path

		Service Provide Layer		DRM interoperability issues between NSO’s DRM and 3rd Party OPEN DRM (i.e. creative commons)		DRM based Service Management (Copy/Update/Play/Re-Transmit etc.)
DRM negotiation service
DRM interoperability service control		Digital Right Management on Content Re-Distribution including Copy Control to other devices
Prohibit DRM hacking/cracking

		Bearer Network		QoS reservation on contents delivery		Prohibit unauthorized Contents Copy
Prohibit unauthorized updated Contents 		Prevent packet flow of unauthorized contents stream

		Terminal Layer		Descramble the given media according to the given Digital Rights
Request to DRM server to purchase or request new digital rights of given contents		Contents Access right within Subscriber’s Right
Subscriber’s request on UCC including its right create/update/destroy		Prevent contents play/update/re-transmit
Get and process subscriber’s request on new Digital Right purchase































Stepwise Approach







1st Phase of IPTV Contents Protection
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AAA service

as a Gate keeper

Media Scrambling

for Secured Media Distribution

Harmonize already deployed traditional CAS System via SimulCrypt® (a DVB Standard)

SimulCrypt® needs to share CW between different CAS/DRM

Usually Media Scrambling/Descrambling is done via CSA hardware implementation







ETSI Standards on SimulCrypt®

		Worker: Joint Technical Committee (JTC) Broadcast of the European Broadcasting Union (EBU), Comité Européen de Normalisation ELECtrotechnique (CENELEC) and the European Telecommunications Standards Institute (ETSI)



		1996.10: ETR (ETSI Technical Report) 289 (13p)

		Digital Video Broadcasting (DVB); Support for use of scrambling and Conditional Access (CA) within digital broadcasting systems



		2004.09: TS (Technical Specification) 103 197 (287p)

		Digital Video Broadcasting (DVB); Head-end implementation of DVB SimulCrypt v1.4.1



		2002.01: TR (Technical Report) 102 035

Digital Video Broadcasting (DVB); Implementation Guidelines of the DVB Simulcrypt Standard v1.1.1



		2003.01: TS (Technical Specification) 103 197 

Digital Video Broadcasting (DVB);Head-end implementation of DVB SimulCrypt v1.3.1 









ETSI SimulCrypt® Standard Diagram







2nd Phase of IPTV Contents Protection

QoS Reserved

IP based Network

Media Broadcasting Transmission Head-End Family with Back-Office

Return-Path (Back-Channel) Interface
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DRM Gateway Function for Media Re-Distribution DRM
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AAA service

as a Gate keeper

Media Scrambling

for Secured Media Distribution

D-CAS Framework for D-CAS Appl
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