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1. Discussion
This contribution presents various types of IPTV security threats, based on ID-50 (most contents of this contribution are collected in FGIPTV-OD-0014e and FGIPTV-OD-0015e) proposed in the last Geneva IPTV FG meeting in July. 

2. Assets to be protected in IPTV service
The following paragraphs in this chapter are quoted from FGIPTV-OD-0015e. We made some modifications on them according to ETSI TR 102 033v1.1.1.
The service chain of an IPTV service can be divided into four parts: Content Source, Service Integration & Operations, Content Transport and Content Consumption.

· Content Source/Content provider: The entity that own or are licensed to sell content to IPTV service providers. Although the Service Provider is the primary source for the client at Home, a direct logical information flow may be set up between Content Provider and subscriber e.g. for rights management and protection.
· Service Integration & Operations/Service provider: the entity providing a service to the end-user. The Service Provider acquires/licenses content from Content Providers and packages this into a service. In this sense the service provider is not necessarily transparent to the application and content information flow.

· Content Transport/Delivery network: The delivery network usually is composed of access networks and core or backbone networks, using a variety of network technologies. The delivery network is transparent to the IP traffic.

· Content Consumption/Consumer: the domain where the IPTV services are consumed. In this part a single terminal may be used for service consumption, but also a network of terminals and related devices may be present for this purpose.

The assets that need to be protected in IPTV service are:

· Content: broadcast TV content, VOD content, and PVR content.
· IPTV service resource: servers such as media servers, AAA servers, DRM servers, ..., and operation information such as service logs and billing information.
· IPTV bearer network: equipments (e.g. routers, switches), bandwidth, multicast services, and CDN.
· Subscribers’ information: identity information, billing information, and information about subscriber's privacy.
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Figure 1 – IPTV Service chain
3. IPTV security threats
A potential threat to a system is not necessarily harmful unless there is a corresponding weakness in the system and that weakness happen to be exploited. a point in time when that weakness is exploited. Some presumable vulnerabilities of IPTV service are enumerated below: 
· Security leaks in the IPTV application software; 
· Vulnerabilities of the operation system installed in IPTV servers (media servers, AAA servers, etc.);  
· Vulnerabilities of service management, for example the usage of a weak password; 
· Security leak in  the IPTV protocols(such as RTSP, RTP, RTCP, …);  
· Lack of redundancy scheme of the key equipments and data.
The following chapters list various types of threats to IPTV service from four aspects.
3.1 Content Security Threat
Threats to the digital content may include: 

· Interception: a breach of confidentiality of the digit content by illegal monitoring service networks.
· Loss or corruption of the digital content: Actions to destroy the integrity of the digital content transferred, such as unauthorized deletion, insertion, modification, re-ordering ….
· Unauthorized viewing.
· Unauthorized copying.
3.2 Service Security Threat
· Unauthorized service access: A user attempts to access IPTV service in violation of the security policy in force. 
· Masquerading / spoofing IPTV service provider.
· Malicious threats aiming at the IPTV servers (AAA servers, media servers, etc….):  may include the hacking aiming at security leaks in application software or communication protocol denial of service attack, etc.  
· Theft (often use malicious programs, such as Trojan horse) of the subscribers’ information (e.g. identity information, billing information, subscription information).

3.3 Network Security Threat

· Intentional threats aiming at the network equipments or resources (bandwidth): malicious attacks such as denial of service to the bearer network. 

· Security threats to multicast technical used in IPTV bearer network: such as masquerading / spoofing multicast TV sources, or illegitimate multicast group members. 
· Malicious attacks (like DOS, hacking) on nodes in Content Distribution Network.
3.4 Consumer Security Threat

· Unauthenticated terminal devices connecting to the home network.
· The failure of the receiving terminal (hardware and software) caused by malicious attacks or a mass of unwanted traffic from the network.

4. Proposal
 We propose to add the contents of this contribution to chapter 5 “Security Threats” in FGIPTV-OD-0015e.
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