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1. Discussion 
This contribution presents some proposals on IPTV security requirements, based on ID-51 (most contents of this contribution are collected in FGIPTV-OD-0014e) proposed in the last Geneva IPTV FG meeting in July. 
2.  IPTV security requirements
The contribution only focuses on the aspects closely related to IPTV services. Some general security issues such as the physical equipments & environments security requirements, or the operating system security requirements, are out of the document.

According to the IPTV security architecture proposed in “Adding a new chapter named IPTV security architecture to FGIPTV-OD-0015e”, IPTV security requirements can be categories into 6 groups: 

· Content protection requirements
· Service access security requirements
· Service operating security requirements
· Bearer network security requirements
· Network access security requirements
· Consumer domain security requirements
2.1 Content protection requirements
IPTV content security requirements may include: 

· Content Access Control: Only the authorized subscribers can use the digital video content. The rights granted may include: the receiving device (one or a group), time period for viewing, watching times, output format etc. Unauthorized subscribers cannot receive the video stream, and even if they received it, they cannot decrypt it. 
· Copy Protection: Protect the digit content transmitted or stored in the IPTV service network from unauthorized duplication.
· Integrity and confidentiality of the digital content: IPTV service should be able to guarantee the integrity and confidentiality of the digital content stored or delivered in the service network. 
· Tracing / Non-repudiation: Digital content owner should be able to trace the illegal usage of the content by technical methods, for example forensic watermarking. 
2.2 Service access security requirements
IPTV service access security requirements may include: 
· Service authentication and authorization: IPTV service should have the ability to identity the users and their terminal devices in order to prohibit illegal service access. Furthermore, two-way authentication based PKI is highly recommended in order to protect the consumers from the threats of masquerading service provider. IPTV service should also limit the access abilities of the legitimate subscribers by strict access control policy to against abusing the service resource. For instance, limiting the access times of the same subscriber prevents any kind of unallowable upload and download traffic.

· Protection of subscriber’s information confidentiality: Security technologies such as encryption should be used to protect subscriber’s information (such as identity information, billing information) against theft or eavesdropping either during authenticating and authorising or in the database.
2.3 Service operating security requirements 
IPTV service security requirements are as follows: 
· Service availability: The users are very sensitive to the TV service failure, so high availability is the key for a profitable IPTV service. In case of breakdown, network equipments and video service equipments must be able to recover as quickly as possible to minimise the effects on subscribers. There are two phase here: 
1. Firstly, failure detection: the IPTV service system should have the ability to monitor the service status. Once security problem is detected, it will set an alarm in time.
2. Secondly, a failover can guarantee non-interrupted service: ensuring that the failover would not interrupt the subscriber’s viewing experience. A good redundancy scheme (such as hot backup servers and emergency switch technologies) can help to ensure a failover can guarantee seamless service delivery. 

· Service reliability: the IPTV service reliability refers to the ability against attacks on IPTV servers (such as authentication servers, media servers…) and protocols. 
· Non-repudiation / Accountability：An IPTV service network should provide a capability so that an entity cannot deny the responsibility for any of its performed actions as well as their effects. 
· IPTV broadcasting control: the IPTV service system should have the ability to monitor the service status, and set an alarm in time when illegitimate content broadcasting is detected.
2.4 Bearer network security requirements
This section describes the security protection aspects of IPTV bearer network which should be acquired for IPTV security.
· Multicast protocol security: IP multicast protocol used in IPTV bearer network should at least achieve the following requirements: verification of identities of the multicast source, control of the multicast group members, etc.
· Availability and Reliability of Content Distribution Network: The nodes in the Content Distribution Network should be resilient to malicious attacks (like DOS, leak hack). Furthermore, it also should have a good redundancy scheme to meet an emergency.
2.5 Network access security requirements
· Network Authenticity and authentication: In the access network, the subscriber should be identified and authenticated to prevent unauthorized access and use of network resources.  
2.6 Consumer domain security requirements

The security requirements of consumer domain may include:
· Authenticity of subscriber’s devices within consumer domain: It is possible that there are more than one device sharing one subscriber’s account. In this case, the subscriber should have the ability to verify the authenticity of home devices.  Authorization and accountability should also be required. 
· Reliability of the software in IPTV receiving terminal:  The IPTV receiving terminal should have the ability to against attacks and viruses.
3. Proposal

 We propose to add a new chapter named “IPTV Security requirements” to FGIPTV-OD-0015e based on the content of this contribution.
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