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1. Introduction

At the first meeting of FG IPTV, security experts discussed a range of IPTV security issues and recognized the  necessity of dealing with a number of content security threats. One of the urgent problems to be solved is the threat from harmful contents. In this contribution, we’ll briefly analyse the problems we are facing and provide a proposal.
2. Discussion

IPTV has great market prospects in the years to come. However, like any other content-based value-added services, IPTV also has its negative side. What causes people’s concern is how to protect their children from the malevolent effects of harmful contents. Though  youngsters are most susceptible to the unhealthy information, such protection should be given to  certain groups of people in our society, not only teenagers .Indeed, some seriously illegal contents should be banned from everyone like fascist(neo-Nazist) and racist materials.
At the last FG IPTV meeting, WG 3 concluded that:

……….key problem is how to ensure that the contents are compliant with law/regulatory and business requirements (e.g. observe various copyright laws, prevent the unallowable racist or sexually explicit materials, etc). Current technical and management protection systems can be used as much as possible.

The above paragraph can be found in the following document: FG IPTV-OD-0015: IPTV Security Aspects.

To solve this problem, we are facing a very important and difficult task. The task is difficult for several reasons(though not all of them):

(1)Management protection system needs to be able to differentiate bad contents from good contents, which means that the system should have the ability for contents pattern  recognition and classification, at least to a certain degree.
(2)Defintions of harmful contents vary from countries to countries depending on local laws and cultures. And as a result, there won’t be a set of universal criteria for identifying harmful contents. A general-purpose protection system should be able to work with different definitions and criteria. 
(3)An issued closely related to (2) is there are a large number of different classes of harmful contents to guard against, to name just a few:

A. Politically incorrect and ideologically banned contents. 
B. Sex,pornography.
C. Violence.
D. Terrorism
(4)Our prediction of the broad deployment of IPTV indicates that such protection systems will be needed on a large scale and are required to process huge amounts of contents, therefore systems based on human processing of contents are impractical.  
It is important to make use of current technical and management protection systems as much as possible to fulfil this task. But unfortunately, current available protection mechanisms are not sufficient to provide effective protections against harmful contents. To see this, readers are referred to an accompanying contribution from Huawei Technologies—“An analysis of current technologies for IPTV harmful contents prevention” where a detailed analysis of current available mechanisms can be found. 
3. Proposal 
Base on the analysis in the previous section, it can be concluded  that it is necessary for FG IPTV to study the following issues related to the above problems:

(1)Problems identification and gap analysis.
(2)An integrated solution using different existing technologies.
(3)Requirements for service stratum and transport stratum.
(4)Interface definition and protocol development.
Therefore it is proposed the section “Requirements for Service Security and Contents Protection Aspects” in the Working Document on Requirements for IPTV (FG IPTV-OD-0024) be modified as follows by adding one new requirement:

3. Requirements for Service Security and Contents Protection Aspects

REQ_SEC_02: consider security capability at IP access network for IPTV service 

REQ_SEC_03: high level Security requirement
· Enable effective end-to-end security

Editor’s note: Needs definition of end-to-end
REQ_SEC_04: Consider Content security requirements

REQ_SEC_05: Consider Service security requirements
REQ_SEC_05: Consider requirements for the protection against harmful contents
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