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-
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To the Chairmen and Vice-Chairmen of all ITU-T Study Groups;

-
To the Director of the Telecommunication Development Bureau;

-
To the Director of the Radiocommunication Bureau



	Subject:
	Strengthening the role of ITU in information and communication network security


Dear Sir/Madam,

1
The purpose of this Circular is to raise the visibility of work on information and communication network security in ITU-T. 

2
The ITU Plenipotentiary Conference in Marrakech (23 September to 18 October 2002) adopted Resolution PLEN/2, Strengthening the role of ITU in information and communication network security which you will find in the Final Acts available online at: http://www.itu.int/plenipotentiary/documents.asp.

3
Member States and Sector Members are invited to contribute to the work on security currently in progress, and to review the achievements to date and current work plan in order to identify any new relevant action.  For further information, please refer to Annex 1.

Yours faithfully,

H. Zhao
Director of the Telecommunication
Standardization Bureau

Annex: 1

ANNEX 1
(to TSB Circular 147)

ITU-T Study Groups action on information and communication network security
- ITU-T Study Group 2 is currently developing draft Recommendations on telecommunications networks security requirements and incident organization and security incident handling (please see COM 2-20 and COM 2-TD 16 (Working Party 2/2)).

- ITU-T Study Group 4 has developed a set of Recommendations that contain security aspects for the Telecommunication Management Network (TMN).  M.3010, Principles for a Telecommunications management network; M.3210.1, TMN management services for IMT-2000 security management; M.3013, Considerations for a telecommunications management network; M.3016, TMN security overview; M.3210, TMN management services for IMT-2000 security management; M.3320, Management requirements framework for the TMN X-Interface; M.3400, TMN management functions; Q.813, Security Transformations Application Service Element for Remote Operations Service Element (STASE-ROSE); Q.815, Specification of a security model for whole message protection; Q.817, TMN PKI - Digital certificates and certificate revocation lists profiles.  Work on security is currently being carried out within Questions 7, 9, 10 and 18/4.
- ITU-T Study Group 9 has developed Recommendation J.170, IPCablecom security specifications, as part of their IPCablecom Project. This relates to authentication, access control, signaling and media content integrity, confidentiality, and non-repudiation security services.

- ITU-T Study Group 11 is developing network signalling and control protocols incorporating the security requirements identified by the relevant Study Groups and other bodies. Related studies are covered within Working Party 1/11 (Questions 1, 2, 3, 4, 5/11), Working Party 2/11 (Question 6/11) and Working Party 3/11 (Question 11/11).

- ITU-T Study Group 13 is considering security aspects for multi-protocol and Internet Protocol (IP)-based networks. This is an area covered within the ITU-T IP and NGN 2004 Projects. At the last Study Group 13 meeting (29 October – 8 November 2002) it was agreed to add a clause on security for all texts under development or to come. It may be noted that Recommendation Y.110 identifies some general aspects of security for the GII. There is in Question 1/13 ongoing work on a new Recommendation Y.roec, Framework on network requirements and capabilities to support emergency communications. The on-going development of a new Recommendation Y.140.x, also in Question 1/13, is of interest since it is concerned with a number of security attributes at possible interconnection boundaries between network operators and service providers. Recommendation Y.140, GII - Reference points for interconnection framework, provides the background to the development of Y.140.x.

- ITU-T Study Group 15’s contribution to the standardization effort on security covers two areas on reliability and communication security.

Q.9/15, Transport equipment and network protection/restoration is working on SDH protection switching (Recommendation G.841, Types and characteristics of SDH network protection architectures and Recommendation G.842, Interworking of SDH network protection architectures), OTN protection switching (draft Recommendations G.808.1 and G.808.2, Generic protection switching, draft Recommendations G.873.1 and G.873.2, OTN protection). Network restoration requirements will be added to the equipments or restoration Recommendations.

Q.15/15, Characteristics and test methods of optical fibers and cables, Q.16/15, Characteristics of optical systems for terrestrial transport networks, Q.17/15, Characteristics of optical components and subsystems, Q.18/15, Characteristics of optical fiber submarine cable systems each contain a study item on reliability. Recommendation G.911, Parameters and calculation methodologies for reliability and availability of fiber optic systems also deals with this subject. Questions 15, 16, 17 and 18/15 also foresee the study of reliability and availability aspects for optical fibres and cables, terrestrial and submarine optical systems, subsystems and components. 

All work related to communication security is carried out under Q.14/15, Network management for transport systems and equipment. Recommendations G.784, SDH management and G.874, Management aspects of the OTN address the Fault, Configuration, Accounting, Performance and Security Management (FCAPS) functions of SDH and OTN network elements. Security Management aspects in these Recommendations are currently 'for further study'. Recommendation G.7712/Y.1703, Architecture and specification of data communication network includes aspects for security of Management Communication Networks (MCN) and Signalling Communication Networks (SCN).

- ITU-T Study Group 16, under Question G./16 (http://www.itu.int/ITU-T/studygroups/com16/sg16-qg.html), has developed and continues to improve several Recommendations that provide security to the different families of audiovisual conferencing systems and protocols, such as H.320 over ISDN, H.310 over B-ISDN, H.324 over PSTN and Third-generation mobile networks (3G), and H.323 over packet networks (including voice over IP). Recommendations H.233, Confidentiality system for audiovisual services; H.234, Encryption key management and authentication system for audiovisual services (for H.320 systems) are currently in force. H.sets, Security for emergency telecommunication systems and version 3 of Recommendation H.235, Security and encryption for H-series (H.323 and H.245 based) multimedia terminals are in progress. With the recent approval of Q.I/16, studies have started for provision of security in emergency and disaster relief scenarios (e.g. prevention of service theft, user authorization, confidentiality) using multimedia communications, in coordination with Q.G/16, Security of Multimedia Systems and Services, other Study Groups, and other Standard Developing Organizations (SDOs).
-  ITU-T Study Group 17 has been designated as the Lead Study Group for security issues. A substantial number of security Recommendations was developed in the X.800-series. Under the responsibility of Question 9/17, the well-known Recommendation X.509, Public-key and attribute certificate frameworks is the foundation for Public Key Infrastructures (PKI) and Privilege Management Infrastructures (PMI) and is still subject to revision and additions. Study Group 17 has assembled a catalogue of ITU Recommendations related to communications systems security and has prepared a compendium of security definitions extracted from approved ITU-T Recommendations - both of these are available on the Study Group 17 page of the ITU web site (see http://www.itu.int/ITU-T/studygroups/com17/cssecurity.html). Question 10/17, Security requirements, model and guidelines for communication systems and services continuously updates Compendia on Communication System Security and has started to develop a series of new Recommendations such as X.ism, Information security management, X.css, Communication systems security, X.ms, Mobile security and X.tb on Telebiometrics. The ITU-T standardization effort will be managed via a new ITU-T Project on Security agreed to at the November 2002 Study Group 17 meeting.

- The ITU-T Special Study Group on "IMT-2000 and Beyond" has included security as a key aspect of its referencing Recommendations for IMT-2000 (3G) Family Members. These include an evaluation of perceived threats and a list of security requirements to address these threats, security objectives and principles, a defined security architecture (i.e., security features and mechanisms), cryptographic algorithm requirements, lawful interception requirements, and lawful interception architecture and functions. These studies are dealt with in Question 3/SSG.
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