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-
To ITU-T Sector Members;

-
To ITU-T Associates;


To the Co-Chairmen and Vice-Chairmen of 
Study Group 17;

-
To the Director of the Telecommunication

  
Development Bureau;

-
To the Director of the Radiocommunication  Bureau


	Subject:

	Approval of revised Question 10/17 and new Question 28/17


Dear Sir/Madam,

1.  At the request of the Co-Chairmen of Study Group 17 “Data Networks and Telecommunication Software”, I have the honour to inform you that, in accordance with the procedure described in Resolution 1, Section 7, § 7.3.2, of WTSA (Montreal, 2000), Member States and Sector Members present at the last meeting of this Study Group which was held in Geneva from 20 to 29 November 2002, agreed by reaching consensus to approve the following (new or revised) Question(s):

-
Question 10/17 (revised) Security requirements, models and guidelines for communication systems and services (see Annex 1)

-
Question 28/17 (new) Definition of language grammars within Recommendations (see Annex 2)

Questions 10/17 (revised) and 28/17 (new) are therefore approved.
2.  The resulting Recommendations are assumed to fall under the Alternative approval process (AAP). 
Yours faithfully,

H. Zhao
Director of the Telecommunication
Standardization Bureau

Annexes:
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ANNEX 1

(to TSB Circular 138)
Question 10/17: Security requirements, models and guidelines for communication systems and services

1
Motivation

Recommendations X.800, X.802 and X.803 describe security within the context of open systems.  A comprehensive set of detailed security frameworks covering aspects of security such as authentication, access control, non-repudiation, confidentiality, integrity, and security audit and alarms has been established (X.810, X.811, X.812, X.813, X.814, X.815 and X.816).  To provide Generic Upper Layers Security (GULS), Recommendations X.830, X.831, X.832, X.833, X.834 and X.835 have been developed.  In cooperation with ISO/IEC JTC 1/SC 27, Recommendations X.841, X.842 and X.843 on security information objects and trusted third party services have been established.  A continued effort to maintain and enhance these security Recommendations to satisfy the needs of emerging technologies (i.e., the Global Information Infrastructure (GII) and Internet Protocol based networks) and services is required.

Recommendation X.272 addresses data compression and privacy over Frame Relay networks and provides a comprehensive solution that addresses network security and overall efficiency at the protocol link layer. Maintenance of X.272 is continued in cooperation with Q.7/17, if required.

Increasingly, telecommunications carriers and their information systems and networks are faced with security threats from a wide range of sources, including computer-assisted fraud, espionage, sabotage, vandalism, fire or flood. Sources of damage such as computer viruses, computer hacking and denial of service attacks have become more common, more ambitious and increasingly sophisticated.
Taking into account the above security threats on communication environment and the current advancement of security countermeasures against the threats, new security requirements and their solutions should be investigated. In the initial approach, security requirements on information management, mobile systems and tele-biometric systems should be identified, and the detailed studies on the security solutions to satisfy the requirements should be performed.
In the course of the studies, a full collaborative effort between ITU-T and ISO/IEC JTC 1 must be continued to ensure the widest possible compatibility of security solutions.  The commercial success of solutions developed in the Internet Engineering Task Force (IETF) demands that coordination with developments in this body also be pursued.

2
Question

2.1
Communication systems security
a)
How should a complete, coherent data communications security solution be defined?

b)
What are the architectural underpinnings for security?

i) What is the security architecture of emerging technologies?

ii) What technical security architectures are required? For example:

iii) What is the open systems security architecture?

iv) What is the Internet security architecture?

v) What is the ATM security architecture?

c)
How should the upper and lower layer security model Recommendations be modified to adapt them to the changing environment?

d)
How should architectural standards be structured with respect to Recommendation X.800?

e)
How should the security framework Recommendations be modified to adapt them to emerging technologies?

f)
How are security services applied to provide security solutions?  What security Recommendations are required to describe, for example:

i) Application and Network security.

ii) Security Application Program Interfaces (SAPIs).
2.2 
Security Management
a)
How should security risks in telecommunications systems be identified?

b)
How should information assets for telecommunications systems be identified?

c)
How should specific management issues for telecommunications carriers be identified? 

d)
How should information security management system (ISMS) for telecommunications carriers be properly constructed in line with the existing ISMS standards?

2.3 
Mobile Security

a)
What are the security problems derived from restrictions and characteristics in mobile environment?
b)
What are the models of secure mobile systems?  What is the difference between them and other models of communication systems?
c)
What are the considerable points when secure mobile system is constructed?
2.4 
Tele-biometrics

a)
How is authentication process excellently performed through use of telebiometric methods?

b)
How should ISO80000-3 be a suitable model for categorization of telebiometric devices?

c)
What should security levels reference system be used for bringing telebiometric solutions in a hierarchical order?

3
Task objectives

To complete this major program in the above question on security standardization within the existing and well established ITU-T collaborative frameworks with ISO/IEC JTC 1 and IETF by the end of the 2001-2004 study period. Effort includes co-ordination of work and co-operation with other bodies involved.

The Question will provide support to ITU-T Study Groups and relevant projects on security requirements/specifications in the field of telecommunications systems. 

4
Relationships

Recommendations:
X.200, X.273, X.274 and X.509

Questions:
7/17, 9/17 and 12/17

Study Groups:
2, 4, 9, 11, 13, 15, 16 and SSG; ITU-R

Standardization bodies:
ISO/IEC JTC 1/SC 27, ISO/TC 68
Other bodies: 
IETF
ANNEX 2

(to TSB Circular 138)

Question 28/17: Grammars for Recommendations defining notations

1. 
Motivation

Many of the ITU-T Recommendations in the Z-series and some in other series such as X.680 define the grammar of ITU-T notations (often called "languages"). Examples are X.292, Z.100, Z.120 and Z.130.

The grammar (syntax and semantics) of each notation is usually described in a meta-grammar. Syntax is described in the form of syntax rules (usually based on BNF form). The semantics is usually described by natural language referring to the syntax, possible supplemented by other means such as an Abstract syntax and a formal semantics Annex to the Recommendation.

The meta-grammars for each notation are usually very similar, and in some cases almost identical, but the meta-grammar description is repeated in different Recommendations. This makes it difficult to keep the meta-grammars aligned and also makes the overall document set larger than necessary.

Not all the meta-grammars are similar. This means that a reader of two notations Recommendations may have to learn to read two different meta-grammars to understand both Recommendations.

In some cases tools have been built to help produce and check the grammar. However, if each Recommendation expresses the grammar in different ways then it is more difficult to share tools across different Recommendations.

It may also be a good idea if the syntax could be directly input to a parser generator, but such tools for graphical syntaxes are rare, though many of the ITU-T notations are graphical.

Some Recommendations for notations have formal semantic behaviour models. No common technique for these models is currently used, and therefore it is sometimes difficult to determine how the semantics of one notation relates to another. A common semantic model may help, but on the other hand it may not be possible to find such a model which suits several of the notations. However, there could be significant benefit in using some common meta-model (as is done for OMG UML for example).

The ITU-T notations are often used with notations not defined by ITU-T, and in some cases ITU-T guidelines advise that non ITU-T notations used in combination with these non ITU-T notations (for example UML class models). The study should take this factor into account.

2. 
Question

What new Recommendations, Supplements or other provisions are required (if any) to harmonise the definition of grammars for notations in Recommendations (otherwise known as ITU-T languages)?

3. 
Task Objectives
1)
Review the similarities and differences and similarities between the meta-grammars used in Recommendations for notations. (4Q2002); 

2)
Assess benefit of harmonising meta-grammars in different Recommendations for notations and potential means of describing the grammars.  Also assess any negative impact of harmonising that would introduce incompatibilities with existing usage or diminish the attractiveness of specific meta-grammars for their specific applications. (1Q2003);

3)
(Optionally) Propose outline (2Q2003) of new Recommendations and changes to existing Recommendations (if needed) and the resources and time needed to accomplish the harmonization;

4)
(Optionally) Consent new Recommendations (4Q2003).

It is expected that a major decision on the future of the study will be made 1Q2003, and at that point the plan for the Question will be revised.

Expected results are:

a)
one or more new Recommendations consolidating and harmonising the texts of notation Recommendations;

b)
commonality between Recommendations for notations making easier for users to comprehend several Recommendations for notations and to built common tools for Recommendations for notations improving the quality of these Recommendations;

c)
improved harmonization of the semantic models of different Recommendations for notations.

4. 
Relationships

1) All language or notation Questions in SG 17;

2) SG 4;

3) ISO/IEC JTC 1
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