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Foreword 

The ITU Journal is named “ICT Discoveries” in recognition 
of the groundbreaking discoveries in information and 
communication technology (ICT) that have formed the 
basis for the work of ITU.  

This second issue of the ITU Journal publishes original 
research on the data dimensions of our ICT-rich modern 
economies. With ICTs everywhere, data is being generated 
everywhere. We have amassed an enormous wealth of data, 
creating a resource of enormous productive value.  

Collaboration on the ITU platform will be fundamental in 
ensuring that data drives social and economic development 
in all regions of the world.  

ITU is a United Nations’ specialized agency with 
193 Member States, over 700 public and private-sector 
entities, and more than 150 universities and research institutes. 
Researchers participate alongside policymakers and industry-
leading engineers in ITU expert groups responsible 
for radiocommunication, standardization and development.  

ITU Member States have accelerated their support for the ITU Journal with the adoption of a new Resolution 
of the ITU Plenipotentiary Conference, the supreme governing body of ITU, which convened in Dubai, United 
Arab Emirates, from 29 October to 16 November 2018.  

The ITU Journal builds bridges between disciplines, connects theory with application, and promotes the critical 
role that ICTs will play in the pursuit of the United Nations’ Sustainable Development Goals. The 
interdisciplinary scope of the ITU Journal reflects the inclusive character of ITU.  

Maximizing the collective benefits of our fast-growing wealth of data will call for the collaboration of a 
multitude of different communities. This second issue of the ITU Journal makes a valuable contribution to this 
collaboration, supporting the inclusive dialogue necessary for all communities to understand their respective 
roles in ensuring that data proves a force for good.   

I express my gratitude to all contributors to this second issue of the ITU Journal. Contributions from leading 
minds in science and engineering provide decision-makers in the public and private sector with unique insight 
into the latest developments in ICT and prospects for future innovation. 

The journal is supporting policymakers and industry leaders in preparing for the impacts of major 
breakthroughs in research, helping ITU to bring the benefits of ICT discoveries to billions of people around 
the world. 

I would especially like to thank the ITU Journal’s Editor-in-Chief, Professor Jian Song of Tsinghua University, 
for the great dedication with which he has led the curation of the first two issues of the journal.  

 

 
Houlin Zhao 
Secretary-General 
International Telecommunication Union 
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Foreword 

Data is omnipresent in the work of ITU’s standardization 
sector (ITU-T). I am glad see the ITU Journal addressing an 
issue of such great relevance to ITU-T.  

Analyses of network-generated data bring more automation, 
precision and dynamism to network management and 
control. Data generated by smart cities informs the 
improvement of public services as well as gains in the 
efficiency and environmental sustainability of city 
operations. Multimedia services build on advances in data 
compression and data analytics assessing performance, 
quality of service and quality of experience. Cloud 
computing systems record event data from aircraft, cars and 
other connected machinery to pinpoint the source of 
performance anomalies. Security measures for data 
protection are fundamental in building trust in information 
and communication technology (ICT).  

These areas form just a sample of the many dimensions of data’s influence on the ITU-T standardization.  

City leaders are looking to ITU for data processing and management specifications to support interoperability 
and data sharing in smart cities home to large-scale Internet of Things applications. ITU studies of machine 
learning are investigating novel solutions to challenges surrounding data quality and availability, 
experimenting with machine learning algorithms built on datasets as well as models incorporating expert 
knowledge. ITU and the World Health Organization have launched an ambitious collaboration initiative to 
develop data-driven evaluation methods to assess the degree to which use cases of ‘Artificial Intelligence for 
Health’ have achieved Proof of Concept.  

The first two issues of the ITU Journal have approached Artificial Intelligence and data in view of their great 
potential to advance sustainable development, an approach highly relevant to ITU’s mission to ensure that 
ICTs provide a trusted platform for social and economic development in all regions of the world.  

I would like to express my deepest gratitude to all contributors to the ITU Journal, the many experts involved 
the review of submissions, and of course the Journal’s Editor-in-Chief, Professor Jian Song of Tsinghua 
University. Your support to ITU is highly appreciated. I look forward to our continued work together in support 
of the growth and evolution of the ITU Journal. 

 

 

 

 
Chaesub Lee 
Director 
ITU Telecommunication Standardization Bureau 
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Editor-in-Chief Message 

The ITU Journal: ICT Discoveries is a prime example of 
how ITU and academia can work together towards a 
shared goal, through research and publication. This 
collaborative effort is of mutual benefit to ITU and 
academia, offering members of the research community 
the chance to influence the decisions of thought leaders in 
the public and private sector.  

In both its first and second issue, the ITU Journal has 
demonstrated its dedication to an interdisciplinary study 
of our highly interconnected world. The ITU Journal 
publishes original research looking at both the technical 
and social impact of ICTs in business, governance and 
society.  The Journal builds bridges between technical 
and social sciences, showing the way towards new 
collaboration inclusive of a wide range of industry sectors 
and public-sector bodies.  

This second issue of the ITU Journal offers insight into 
the increasing sophistication of techniques used to exchange 
and understand data, while also exploring how data can fuel more autonomous, human-centric ICTs. Papers 
address the data dimensions of contemporary innovation in fields such as blockchain, network traffic-pattern 
prediction, aviation safety, smart sustainable cities, environmental resilience, healthcare and artificial 
intelligence. These papers explore the growing importance of data in view of technical considerations as well 
as those relevant to business, governance, policy, law, and consumer protection. 

I would like to thank ITU Secretary-General Houlin Zhao for entrusting me with the role of ITU Journal Editor-
in-Chief. My thanks also go to Chaesub Lee, Director of the ITU Telecommunication Standardization Bureau, 
for the support that I have received from his bureau, in particular the journal’s editorial team. 

I thank all the authors for the outstanding contributions to this second issue. I would also like to highlight my 
gratitude to our Associate Editors-in-Chief, Rajkumar Buyya, University of Melbourne; Jun Kyun Choi, Korea 
Advanced Institute of Technology; Xiaolin Fu, University of Oxford; Urs Gasser, Harvard University; Alison 
Gilwald, Research ICT Africa; Terry Kramer, University of California; Mostafa Hashem Sherif; as well as to 
our Outreach Chairman, Stephen Ibaraki.  

For their contributions to the review process, I would like to thank all of our reviewers and Guest Editors, in 
particular Alexander Brem, Friedrich-Alexander-Universität Erlangen-Nürnberg; Mahmoud Daneshmand, 
Stevens Institute of Technology; Gyu Myoung Lee, Liverpool John Moores University; Andy Li, University 
of Florida; and Nuria Oliver from Vodafone & Datapop Alliance.  

In line with the forthcoming World Radiocommunication Conference in 2019, the third issue of the ITU 
Journal will focus on radio transmission technologies, in particular, radiowave propagation and is now at the 
early stage of preparation. Please stay tuned. 

 

 
Jian Song 
Tsinghua University 
China 
 

https://www.itu.int/en/journal/002/Pages/reviewers.aspx
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LIST OF ABSTRACTS 

An Internet of Block Things  
Pages 1-8 

Phillip H. Griffin 

This paper defines extensible, distributed blocks of hash-linked data constructed using the cryptographic 
message syntax (CMS) SignedData message. The described SignedData blockchain allows each block to reside 
in a different physical location on the Internet of things (IoT). Each signed, time-stamped block content can 
combine data from multiple locations that are ‘detached’ from and remote to its block header. Two types of 
SignedData sidechains are described, ephemeral and fixed. Ephemeral sidechains can be added to any block 
at any time without affecting the integrity of the blockchain. They can also be removed without disruption, 
making them ideal for use in applications that must manage limited storage capacity or comply with right-to-
be-forgotten privacy regulations. A simple blockchain example is presented using CMS SignedData for its 
block content and headers. This example is then extended to create doubly linked blockchains and blockchain 
grids.  

View Article 

The General Data Protection’s (GDPR) Impact on Data-Driven Business Models: 
The Case of the Right to Data Portability and Facebook  
Pages 9-16 

Moritz Böhmecke-Schwafert, Crispin Niebel  

The General Data Protection Regulation (GDPR) has recently come into force and will have wide implications 
for the digital economy and the business models of various tech firms, as well as providing new opportunities 
for innovation. The GDPR aims to provide consumers with the control of their personal data, provide trust in 
the digital economy and harmonize data protection throughout the EU pursuant to the Digital Single Market 
strategy. This paper attempts to analyze and outline how the GDPR might change the data-driven business 
models (DDBMs) of firms, yet nonetheless they may lead to a variety of positive effects. Indeed, the principles 
and individual rights in the GDPR tackle monopolistic structures (and lock-ins), and they can increase the 
quality of data and digital provisions as a result of competitive pressures, as well as promoting consumer trust 
in the digital market. One of the individual rights and newer features introduced by the GDPR, namely the 
right to ‘data portability’, will be considered with regard to the case of its impact on Facebook’s DDBM.  

View Article 
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Digitalized Water and Smart Cities – How Can Telecommunication Networks Be Used 
for Environmental Resilience? 
Pages 17-24 

Daniel Paska  

Water is a prerequisite for life. Water can also be a problem through heavy rain causing floods and destruction. 
In this paper we will describe two ongoing projects where Ericsson is participating to develop digitalized 
water-related monitoring solutions. One project relates to real-time rain detection through telecommunication 
microwave networks and the second project is the development of an IoT-based real-time water quality 
monitoring solution for smart cities. We will also elaborate on the opportunities and positive impact, as well 
as challenges and needs for the full integration of such solutions in cities.  

View Article 

Using Advertising Audience Estimates to Improve Global Development Statistics 
Pages 25-33 

Ingmar Weber, Ridhi Kashyap, Emilio Zagheni  

The United Nations Sustainable Development Goals (SDGs) are a key instrument in setting the agenda around 
global development until 2030. These goals come with a set of 232 indicators against which countries should 
monitor their progress with respect to the SDGs. Existing data sources to measure progress on the SDGs and 
global population trends however are often (i) outdated, (ii) lacking international comparability, (iii) lacking 
appropriate disaggregation, or (iv) missing completely. These problems are often especially acute among less 
developed countries. In this paper we describe how anonymous, aggregate data from the online advertising 
platforms of Facebook, LinkedIn and other services can be used in combination with existing data sources to 
improve global development statistics. We illustrate the process of using and validating such non-
representative data through two case studies looking at (i) Internet access gender gaps, and (ii) international 
migration statistics.  

View Article 

Data for Good in Africa –Towards Increased Access and Enabling Data Policies  
Pages 35-38 

Babatunde Okunoye, ‘Gbenga Sesan 

Data has been rightly acknowledged as the future oil of the global economy. As a result of the large amounts 
of data being produced globally by individuals, households, organizations and nations, the potential for mining 
insights from aggregated big data has emerged, besides other uses of data. The potential multifaceted use of 
data for private and public good is fueled by super-fast telecommunication networks which power 
communications and data capture, transfer, storage and processing. However, while developed economies are 
pressing ahead to harness the potential of data to transform their societies, Africa has lagged behind in the 
harnessing of data for public good. In many African countries, basic access to data is still a major challenge, 
and the policy landscape which enables data for public good is largely lacking. This paper gives an overview 
of the situation in Africa, where the infrastructure and data policy deficit is hampering the continent’s efforts 
towards digital development.  

View Article 
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Procedural Metadata: Structured Guide for Data Interoperability in Support of Web of 
Things 
Pages 39-47 

Nakyoung Kim, Hyeontaek Oh, Jun Kyun Choi 

This paper presents the concept of a new metadata type, defined as procedural metadata, which enhances 
automation and interoperability of the web of things. As data-driven days have arrived, data has become 
ubiquitous, and it is considered as a new valuable asset for the fourth industrial revolution. Accordingly, 
systems and services are expected to intelligently make decisions and perform tasks by interacting with 
environments through sensing and actuation. This requires accumulated knowledge of procedures to be 
described in human and machine-readable ways. Procedural metadata is proposed as the means to provide the 
common descriptions on composable procedures of not only individual devices but also smart systems as a 
whole, based on existing data models and ontologies. As a type of metadata, procedural metadata does not 
affect the original formats, models, vocabularies, ontologies, etc. of data, devices, and systems. However, it 
rather provides additional information on common descriptions of logic and workflows to make decisions and 
perform tasks. This paper describes the proposed concept with examples, principles, and discussions. For a 
proof of concept it is implemented in Matlab based on a scenario analysis in a smart home environment. Then, 
its potential and feasibility to be applied to the web environment are given.  

View Article 

Data-Driven Decision-Making Processes, Data Services and Applications for Global 
Aviation Safety 
Pages 49-57 

Hyuntae Jung, Marco Merens, Manoosh Valipour, Xiaopeng Liang, Dunia Abboud , Hui Annie Wen, 

Yuchen Yuan, Ruviana Zimmerman  

This paper presents analysis solutions, data applications and services developed by the International Civil 
Aviation Organization (ICAO): indicators, iSTARS, SIMS and iMPLEMENT. These solutions facilitate data-
driven decision making and assist stakeholders in identifying and managing safety risks in support of the 
development and dissemination of safety information and the implementation of State safety programmes 
(SSPs) and safety management systems (SMSs). Safety management supported by data-driven decision 
making (D3M) is ICAO’s framework in aviation safety, which is the prerequisite for global connectivity and 
sustainable development. This framework is noted as an innovation as it is one of the first cases of regulatory 
bodies integrating a data-driven approach into global governance and international regulations. As a UN 
specialized agency, ICAO supports all Member States to have capabilities to leverage data-driven approaches 
for the public good. 

View Article 
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Data and Governance in Smart Sustainable Cities  
Pages 59-62 

Nathalie Feingold 

Smart cities use information and communication technologies to improve quality of life, efficiency of urban 
operation and services, and competitiveness. Several challenges result from the large use of data in smart cities; 
we focus here on three that we consider most urgent to address in terms of governance. The first relates to the 
data heterogeneity that results from the diversity of stakeholders, applications, processes and tools involved, 
requiring operational data governance to ensure ecosystem sustainability. The second relates to the uncertainty 
generated by new business models and new technologies, requiring a risk management approach that 
continuously takes into account new risks and threats. The third challenge is the need to adapt people’s skills 
so that they can cope with rapidly evolving technologies.  

View Article 

Understanding Barriers in the Implementation of One Data Policy in Indonesia: 
Insights from the Health Data Journey Modelling  
Pages 63-71 

Arthur Glenn Maail  

The Indonesian One Data policy is designed to improve internal government data governance practices by 
providing a regulatory framework concerning organizational structure, including the roles, tasks, and 
responsibilities of each key stakeholder. It also specifies mechanisms to ensure the preparation, collection, 
and/or processing of data that meets data standards, the application of metadata according to the standard 
format, and dissemination of data according to the principles of data interoperability. We conducted a data 
journey modelling for three key health datasets to identify challenges and barriers in data flow across local and 
national government agencies. The findings highlight the critical role of the local government leaders and data 
custodians, enforcement of data standards and policies, and compliance (including a mechanism to enforce 
penalties for non-compliance) to the successful implementation of the One Data policy in Indonesia.  

View Article 

Application of CANFIS Model in the Prediction of Multiple-Input 
Telecommunication Network Traffic  
Pages 73-81 

Francis Kwabena Oduro-Gyimah, Kwame Osei Boateng 

Telecommunication network traffic prediction is an important approach that ensure efficient network planning 
and management. Telecommunication network traffic is univariate and prediction models have mostly been 
concentrated on single-input and single-output traffic. This study proposes a new approach, the multiple-input 
multiple-output Coactive Neuro-Fuzzy Inference System (CANFIS) model to predict a five time span 
univariate hourly, daily, weekly, monthly and quarterly time series of 3G downlink traffic simultaneously. In 
the modelling process several parameters were used in the configuration of the network. The best model for 
predicting five-input telecommunication traffic was CANFIS (5-2-5) which employed a Bell membership 
function, Axon transfer function and Momentum learning rule and the membership function per input of 2. 
The performance of the model was evaluated by comparing the predicted traffic with actual traffic obtained 
from a 3G network operator and the results indicate a minimum accuracy measure value of MSE = 0.000486, 
NRMSE = 0.01120 and percent error = 12.33%.  

View Article 
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Sovereignty and Data Sharing  
Pages 83-92 

Patrick Hummel, Matthias Braun, Steffen Augsberg, Peter Dabrock 

In this paper, we characterize the notion of data sovereignty as a normative reference point for information and 
communication technology (ICT) governance. We explain why in our view, establishing data sovereignty 
means more than securing privacy, but also requires the availability of controllable means for sharing 
information with others. We argue that in the context of big data applications, dynamic consent mechanisms 
play a key role in steering information flows in accordance with the proposed normative reference point. We 
close by suggesting legal and governance aspects of implementing data sovereignty: explorations of data 
ownership notions, aiming at data literacy in education, encouraging transparency about data processing 
activities, and introducing representative data agents that channel data flows in accordance with individual 
preferences.  
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Data as Economic Goods: Definitions, Properties, Challenges, Enabling Technologies 
for Data Future Markets 
Pages 93-102 

Yuri Demchenko, Wouter Los, Cees de Laat 

The notion that data has value is commonly recognized. However, data value is different from that associated 
with consumable goods. There is a number of initiatives to create data markets and data exchange services. 
Existing business models of paid or commercial data (sets) services such as data archives are based on service 
subscription fees. However, emerging data-driven technologies and economies facilitate interest in making 
data a new economic value (data commoditization) and consequently identification of the new properties of 
data as economic goods. The following properties are leveraging FAIR data properties and defined as 
STREAM properties for industrial and commoditized data: sovereign, trusted, reusable, exchangeable, 
actionable, and measurable. Other properties to be considered and necessary for defining workable business 
and operational models are non-rival nature of data, data ownership, data quality, value, privacy, integrity, and 
provenance. The paper refers to other discussions and projects on defining data as consumable goods and 
market mechanisms that can be applied to data exchange, such as data markets, data exchange, and industrial 
data space.  
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Opportunities and Challenges of Global Flight Data Acquisition  
Pages 103-109 

Juan P. Martín, Martín G. Riolfo 

Receptors on-board satellites are being implemented to track civil aircrafts all around the world. This new 
scenario requires novel methods to process the signals in order to efficiently retrieve more updated and reliable 
position and status data of every aircraft. To reach the required performance, it is indeed needed to engage 
carefully chosen algorithms of data analysis and processing. Machine learning algorithms, in particular k-
nearest neighbors and support vector machines, are employed to estimate the potential success in decodifying 
ADS-B messages in highly congested areas, and simulations are performed to obtain the training and testing 
signals. First, the ADS-B communication system is described; second, multivariate analysis and machine 
learning algorithms are studied. Finally, the results obtained from machine learning methods are compared and 
future studies are proposed.  
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Connectivity 
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Morgan Vigil-Hayes, Jeanna Matthews, Amelia Acker, Daniel Carter 

Internet access is often touted as the means by which communities will become more productive, educated, 
healthier, safer. While Internet access is becoming increasingly ubiquitous, high-speed, and affordable, some 
communities without ubiquitous Internet have developed hybrid strategies, or alternative Internet models, that 
allow them to get many of the benefits of constant connection. In this article, we argue that even communities 
with ubiquitous Internet have much to learn from these successful hybrid models, especially when considering 
the mental and relational health of communities. We surveyed a handful of communities that either through 
necessity or choice are using alternative Internet models that deliberately turn off portions of the typical 
Internet dial-tone including the delay-tolerant networks of extremely remote communities, Internet cafés used 
as low-cost communal points of access, El Paquete Semanal (Cuba’s offline Internet alternative), and 
communities of “preppers” who seek to prepare for the collapse of modern infrastructure. We use the 
experiences of these communities with alternative Internet models as a lens through which to consider more 
mindful models of Internet consumption that might allow us to reap some of the proven benefits of Internet 
connectivity while avoiding some of its more damaging side effects. 

View Article 

Towards a Human Artificial Intelligence for Human Development  
Pages 121-128 

Emmanuel Letouzé, Alex Pentland 

This paper discusses the possibility of applying the key principles and tools of current artificial intelligence 
(AI) to design future human systems in ways that could make them more efficient, fair, responsive, and 
inclusive.  
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AN INTERNET OF BLOCK THINGS 

Phillip H. Griffin 
Griffin Information Security, United States 

 

Abstract – This paper defines extensible, distributed blocks of hash-linked data constructed using the 
cryptographic message syntax (CMS) SignedData message. The described SignedData blockchain allows 
each block to reside in a different physical location on the Internet of things (IoT). Each signed, time-
stamped block content can combine data from multiple locations that are ‘detached’ from and remote to 
its block header. Two types of SignedData sidechains are described, ephemeral and fixed. Ephemeral 
sidechains can be added to any block at any time without affecting the integrity of the blockchain. They 
can also be removed without disruption, making them ideal for use in applications that must manage 
limited storage capacity or comply with right-to-be-forgotten privacy regulations. A simple blockchain 
example is presented using CMS SignedData for its block content and headers. This example is then 
extended to create doubly-linked blockchains and blockchain grids. 

Keywords – ASN.1, blockchain, IoT, sidechain, SignedData 

 

1. INTRODUCTION 

A blockchain can be described as a distributed 
series of signed, hash-linked, append only, 
timestamped sets of data, grouped into blocks. 
When viewed as an abstract data type, a blockchain 
is a limited stack implemented as a hash-linked list 
whose sole operation allows users to push blocks 
onto the top. Users may not modify the data 
content of any block or pop blocks off of the stack 
without detection, since any changes made to the 
content or its hash would compromise the integrity 
of its hash-linked blocks. 

The SignedData message data type defined in the 
cryptographic message syntax (CMS) standard can 
be used to create extensible, distributed 
blockchains. CMS is a widely implemented key 
management standard whose messages are 
defined using Abstract Syntax Notation One (ASN.1) 
[1]. ASN.1 is a schema definition language defined 
in a series of international standards maintained 
jointly by ISO/IEC and ITU-T [2]. 

CMS is a mature schema that has been in use for 
over twenty-five years and employed in a broad 
range of applications. CMS messages have been 
standardized as "RSA Public Key Cryptography 
Standard (PKCS) #7, the Secure Electronic Mail 
(S/MIME) CMS standard defined by the Internet 
Engineering Task Force (IETF), and the X9.73 
Cryptographic Message Syntax" [3] used in the 
financial services. A new international version of 
CMS has been developed in ITU-T Study Group 17 
(SG17) and will be published as Recommendation 
X.894. 

The attributes defined later in this paper and those 
referenced from CMS standards rely on the ASN.1 
schema specified in the ITU-T X.500-series of 
Recommendations (The Directory standards). CMS 
attributes are compatible with those implemented 
in many authentication and identity management 
systems. The SignedData blockchain schema 
defined in this paper with ASN.1 can be input to 
tools that generate programming language code. 
This code can be used to exchange information on 
a wide range of platforms without consideration of 
specific programming language, hardware, or 
operating system characteristics. 
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2. SIGNED DATA BLOCKS

In a SignedData blockchain, the SignedData CMS 
message type serves as a container for the two 
basic components that make up the blocks of a 
Bitcoin blockchain as illustrated in Fig. 1. 

Fig. 1. SignedData blockchain block 

These components include data in the form of a 
"block of items to be timestamped" and a "block 
header" [4]. The block of items to be timestamped 
and its associated header can be represented in a 
SignedData message to create a blockchain block. 

In the SignedData type, the "block of items" [4] 
component is a value of type Data, an opaque 
string of octets. Type Data can contain information 
of any type or format. This information may 
contain flat or structured content, such as a set of 
transactions in a distributed ledger. However, for 
the purposes of SignedData message processing, 
the content is treated as unstructured and its 
structural details ignored. The "block header" [4] 
component of a SignedData block is a value of type 
SignerInfo. A series of block header and associated 
data components are illustrated in Fig. 2.  

Fig. 2. SignedData block series 

The SignerInfo header is a structured data type 
whose fields include a signing key identifier, a set 
of attributes to be signed, and the signature of the 
message signer over the signed attributes. Both the 
signature algorithm and digest algorithm identifier 
information are also included in type SignerInfo to 

provide algorithm independence and promote 
system resilience in coping with cryptographic 
change. The data content of a block is signed 
indirectly, by including a hash of the data in a 
messageDigest attribute. This required CMS 
attribute is signed to link the data component of a 
SignedData block to its SignerInfo header, as 
indicated by the up arrows in Fig. 2. 

3. SIGNED ATTRIBUTES

3.1 Hash pointers 

The SignerInfo block header illustrated in Fig. 1 
contains a precedingBlock attribute. This attribute 
is signed to link a SignedData block to the previous 
block in the blockchain, as indicated by the left 
arrows in Fig. 2. Adjacent blocks in the blockchain 
are 'hash-linked' using a precedingBlock attribute 
value. This value contains a hash (message digest) 
of the SignerInfo header of the previous block in 
the blockchain. 

A precedingBlock attribute is defined as a hash and 
a location indicator using ASN.1 as follows: 

precedingBlock ATTRIBUTE ::= { 

  WITH SYNTAX  HashPointer 

ID  id-PrecedingBlock 

} 

HashPointer ::= SEQUENCE { 

   hash        DigestedData  OPTIONAL, 

   pointers    Pointers  OPTIONAL 

} (ALL EXCEPT ({ -- None present -- })) 

Pointers ::= 

   SEQUENCE SIZE(1..MAX) OF pointer Pointer 

Pointer ::= CHOICE { 

   uri   URI, 

   rfid  RFID, 

   gps  GPS, 

   address   Address, 

   dbRecord  DBRecord, 

   ...  -- Expect other pointer types -- 

} 

The precedingBlock attribute contains a value of 
type HashPointer that implements a Hash Pointer 
abstract data type. Type HashPointer can be  used 
to specify the location of the previous block in a 
SignedData blockchain and to verify the integrity of 
the data content at that location. A value of this 
type contains "a pointer to the place where some 
information is stored" that is paired with a 
"cryptographic hash of the information" [5]. The 
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hash component of type HashPointer contains a 
value of the CMS message type DigestedData.  

This CMS type specifies the message digest 
algorithm used to calculate the hash on the pointed 
to object. Type DigestedData also indicates the 
type of object being hashed is a SignedData block 
header, a value of CMS type SignerInfo. In a 
precedingBlock attribute the type of object is 
indicated by an ASN.1 information object identifier 
named id-signerInfo. Other types of objects can 
also be identified in the DigestedData message. 

In a precedingBlock attribute, the optional value of 
type Pointers in type HashPointer may be omitted 
when adjacent block locations are known. This 
may be the case when adjacent blocks are not 
distributed and reside in a common file system or 
database. More than one type of Pointer value may 
be used in series to fully qualify the location of a 
distributed block. The defined set of pointer types 
is extensible to allow additional types of pointers 
to be added as needed by an application. 

3.2 Detached content 

The data content of a SignedData block is optional 
to include and need not be present in a given 
message. In a secure electronic mail (email) 
application that provides signed email messages 
using the SignedData type, the detached message 
content and the signature are located in separate 
parts of the same email message. This allows the 
content to be displayed for the email recipient 
even when an email agent cannot process signed 
email, or when verification of the digital signature 
on the detached content fails. 

In other application contexts, such as the cloud and 
Internet of things (IoT) environments, the location 
of detached SignedData content must be identified 
and made available for verification of the signature 
on the message content. When the location of 
detached data content is not known to blockchain 
participants, a SignedData message signer can 
include a content location attribute in the signed 
attributes of the block header. This attribute can be 
used to locate detached data content distributed in 
one or more locations. A content location attribute 
can be defined as a series of one or more uniform 
resource identifier (URI) [6] values in ASN.1 as 
follows: 

contentLocations ATTRIBUTE ::= { 

  WITH SYNTAX URIs 

ID id-ContentLocations 

} 

URIs ::= SEQUENCE SIZE(1..MAX) OF uri URI 

URI ::= UTF8String (SIZE(1..MAX)) 

A collection of items are signed by first calculating 
a message digest over type ContentToBeSigned 
defined as follows: 

ContentToBeSigned ::= SEQUENCE 

   SIZE(1..MAX)OF content LocatedValue 

LocatedValue ::= OCTET STRING 

Each value in type ContentToBeSigned is the data 
located by one URI value in the contentLocations 
attribute. Each URI contains a generalized form of a 
uniform resource locator (URL).  

3.3 SignedData required attributes 

CMS requires at least two attributes to be present 
if any signed attributes are included in a 
SignedData message. These attributes are defined 
in CMS and named contentInfo and messageDigest. 
When SignedData is used as a blockchain block, the 
contentInfo attribute value is set to indicate the 
type of content in the block is ordinary data, rather 
than one of the other cryptographic message types 
defined in CMS. 

The required messageDigest attribute contains the 
hash of the content. The content is bound to the 
other signed attributes cryptographically under 
the digital signature of the signer. There may be 
any number of additional attributes included in 
this binding at the signers choice, and these may be 
of any type or format. 

3.4 Blockchain required attributes 

In a SignedData blockchain, both the timeStamp 
attribute and precedingBlock attributes shown in 
Fig. 1 must be included in the SignerInfo block 
header. The value of a timeStamp attribute in a 
given block header may contain a choice of either a 
locally sourced synchronized time, or a trusted 
timestamp token. A trusted timestamp is based on 
a coordinated time source, such as one of those 
specified in the X9.95 standard [7]. The type of 
time value used may vary by block, but should 
meet the requirements agreed to by the blockchain 
participants. For blocks associated with tagged, 
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physical objects on the Internet of things (IoT) or 
other resource constrained enviroments, a local 
time value may be the only possibility. 

A timestamp attribute can be defined as an 
extensible pair of choice alternatives in ASN.1 as 
follows: 
 
timeStamped ATTRIBUTE ::= { 

   WITH SYNTAX TimeStamped ID id-TimeStamped 

} 

 

TimeStamped ::= SEQUENCE { 

   timeStampValue    TimeStamp, 

   timeStampService  URI  OPTIONAL 

} 

 

TimeStamp ::= CHOICE { 

   timeStampToken  TimeStampToken, 

   localTimeStamp  GeneralizedTime, 

 

   ...  -- Expect additional time types -- 

} 

A value of type TimeStamped contains two 
components, a required timeStampValue and an 
optional timeStampService. The timeStampValue 
component is a value of type TimeStamp, a choice 
between an X9.95 [7] trusted timestamp token, 
and a value from a local time source. Trusted 
timestamps can provide greater assurance of the 
validity of the ordering of block content. 

The optional timeStampService component of type 
TimeStamped is a value of type URI. This value 
indicates the location of a timestamp authority 
(TSA) that can issue and verify the timestamp 
token. This component should be omitted when a 
local time source is used, or when the location of a 
timestamp service is required but known as a 
system default. 

A TSA ensures that "an independent third party 
can audit and validate the controls over the use of 
a time stamp process  [7]. Unlike locally sourced 
time that must be continuously synchronized by 
blockchain participants, a TSA relies on time 
sourced from a national measurement institute 
(NMI) or other "Master Clocks upstream from a 
TSA that provides time calibration services" [7]. 
The time source for an NMI is the "Bureau 
International des Poids et Mesures (BIPM) near 
Paris, France" which calibrates the NMI clocks used 
to calibrate a TSA [7]. 

4. DISTRIBUTED BLOCKS 

Blockchain has been described as a promising 
technique "to create a decentralized, peer-to-peer 
trust network" [8]. Due to the success of Bitcoin, a 
blockchain-based cryptocurrency, blockchain has 
emerged as a distributed platform capable of 
providing a ledger for payments and other types of 
transaction data. It is widely believed that 
blockchain will play an important role in securing 
cyber physical systems, and that blockchain will be 
applied to Internet of things (IoT) applications 
from cloud computing to "home gateway" and 
"edge computing" envionments [8].   

Part of the appeal of blockchain lies in its promise 
to provide a secure design for supporting a 
"distributed computing system with high 
Byzantine fault tolerance", an efficient distributed 
system that can be operated "without depending 
on a central authority" [8]. One property used to 
quantify the scalability of a blockchain architecture 
is the "decentralization of block production (DBP)" 
[9]. This term has been defined as " the number of 
block producers" [9].  

A set of SignedData blockchain blocks can be 
distributed in whole, just as Bitcoin blockchains 
can be distributed. Additionally, in a SignedData 
blockchain, each of the blocks can be separately 
distributed. Each block can be signed by a different 
signer using a different signing key. The signer of 
each block can use a different message digest and 
signature algorithm, perhaps to meet specific 
industry or regulatory requirements.  

Each block signer can include any number or type 
of signed attributes along with those required. 
Each distributed block can serve as an independent 
block producer. A SignedData blockchain can be 
extended with additional blocks, and each block 
can spawn a series of sidechains, blockchains 
associated with a parent block. This capability 
allows SignedData blockchain users to create and 
manage flexible blockchain grids. 

5. SIDECHAINS 

5.1 Defintions 

Many definitions of the term 'sidechain' come from 
descriptions of blockchain architectures used to 
transfer cryptographic currencies, such as Bitcoin 
[4]. In their strong federation paper, Dilley, 
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Poelstra, Wilkins, Piekarska, Gorlick, and 
Friedenbach describe a sidechain as an 
interoperable blockchain solution that can be used 
to decentralize risk and enhance security [10]. In 
their proposed blockchain-based system, 
sidechains provide a mechanism for moving 
"assets to and from other blockchains" [10]. Once 
an asset is moved to a sidechain, the sidechain 
participants can manage their own operational 
environment without affecting any parent blocks. 

This splitting of operations "between entities" 
serves to "limit the damage an attacker can cause" 
to the overall system [10]. This mechanism also 
provides additional system agility benefits. Though 
the "chains are still attached" the sidechain can be 
used to test new system features and to isolate a 
set of logical activities "without harming the main 
network should vulnerabilities arise" [11]. The 
blocksigners "who sign blocks of transactions on 
the sidechain" and define "its consensus history" 
can use a different consensus mechanism and 
different cryptographic algorithms than those used 
on the parent blockchain [10]. 

5.2 Fixed sidechains 

One or more fixed sidechains can be added to a 
new top block of a parent SignedData blockchain as 
the block is created. Pointers to these fixed 
sidechains can be included in the parent block 
header using the signed attribute, sidechains. The 
sidechains attribute is cryptographically bound to 
the new top block of the parent blockchain under a 
digital signature to link sidechains to the parent.  

Fixed sidechain pointers cannot be modified or 
removed from the signed attributes of the parent 
block header without detection. Each parent block 
header is a value of type SignerInfo, which includes 
a precedingBlock attribute and a timestamp. This 
signed attribute hash-links the parent blocks of the 
blockchain together, and cannot be altered without 
loss of blockchain integrity. Each sidechain pointer 
can locate a new sidechain root block, or point to 
any block that already exists. Pointers to existing 
blocks may locate blocks within the parent 
blockchain, perhaps to associate related 
information contained in preceding blocks. A 
sidechain pointer can also point to a distributed 
block, a block whose physical location differs from 
that of the parent block. 

A sidechains attribute is defined using ASN.1 as 
follows: 
 
sidechains ATTRIBUTE ::= { 

  WITH SYNTAX  Sidechains  

           ID  id-Sidechains 

} 
 

Sidechains ::= 

  SEQUENCE SIZE(0..MAX) OF linked Sidechain 

 

Sidechain ::= HashPointer 

The syntax of a sidechains attribute is a series of 
values of type Sidechain. A value of type Sidechain 
links a parent block to a sidechain. This linkage 
relies on type HashPointer defined in section 3.1. 
Type Sidechain contains two optional components, 
named hash and pointers. In a value of type 
Sidechain, the pointers component must be 
present. When the message digest of the sidechain 
block header can be calculated, the hash 
component of type Sidechain can also be included.  

When a new sidechain root block is created, it may 
be doubly linked to point back to the parent block 
as shown in Fig. 3.  

 

Fig. 3. Fixed SignedData sidechain 

To link the sidechain back to the parent block, a 
parentBlock attribute must be included in the root 
block of the new sidechain. The parentBlock 
attribute is similar to the precedingBlock attribute 
defined in section 3.1. The parentBlock and 
precedingBlock attributes have different identifier 
names so that applications can readily distinguish 
between these two types of links.  

Subsequent blocks added to a sidechain root block 
must include a precedingBlock attribute. This 
attribute should not be included in the root block 
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of the sidechain. The absence of a precedingBlock 
attribute or the presence of a parentBlock attribute 
indicate that a sidechain root block has been 
located when traversing the chain of blocks.  

The parentBlock attribute is defined using ASN.1 as 
follows: 
 
parentBlock ATTRIBUTE ::= { 

  WITH SYNTAX  ParentBlock 

           ID  id-ParentBlock 

} 
 

ParentBlock ::= HashPointer 

The syntax of a parentBlock attribute is a value of 
type ParentBlock. Type ParentBlock relies on type 
HashPointer defined in section 3.1. Type 
ParentBlock contains two optional components, 
named hash and pointers. In a value of type 
ParentBlock, the pointers component must be 
present. When the message digest of the parent 
block header can be calculated, the hash 
component of type ParentBlock can also be 
included. 

5.3 Ephemeral sidechains 

The CMS SignedData message schema can support 
multiple content signers through a series of 
SignerInfo values. There is one SignerInfo value for 
each co-signer of the message content or signed 
attributes. Each SignerInfo value in the series is 
independent of all of the others. Each co-signer can 
choose their own signature and hash algorithms, 
use their choice of signing key, and include any 
number of attributes of any type of format that 
they wish. The CMS standard only requires that the 
contentType and messageDigest attributes also be 
included, as described in section 3.4. 

The SignedData message serves as a container for 
the blockchain block header and data components. 
In a SignedData block only the first SignerInfo 
value is used as a block header that hash-links the 
block into the blockchain. The signature on the 
attributes in the block header serves to 
cryptographically bind "the contents of the block, a 
timestamp, and the previous block header" to form 
a chain of data that can provide "a well-defined 
ordering for transactions" [12]. The SignedData 
block header and the other SignerInfo values in the 
series are illustrated in Fig. 4.  

 

Fig. 4. SignedData SignerInfo series 

The e-block header SignerInfo values in the series 
depicted in Fig. 4 can be used for other purposes. 
Their use is specified by a SignedData blockchain 
application. Their use has no affect on the first 
SignerInfo value, the block header used to create 
the hash-linked blockchain. The e-block header 
values can be used to manage a series of 
ephemeral sidechains. 

An e-block header value can be added to any 
SignedData container at any time, even after the 
block header hash-links have been signed. They 
can be removed without loss of blockchain 
integrity. Though they are part of a SignedData 
container, they are not connected operationally to 
the blockchain block header.  

E-block headers can be used by an application in a 
number of ways. They can be used to form a 
completely new and independent root block of an 
ephemeral sidechain, a block not connected in any 
way to the SignedData blockchain block header. 
This could be accomplished by not including any 
hash pointer back to the parent SignedData block 
header in the sidechain e-block header. As an 
alternative, the parentBlock attribute described in 
section 5.2 could be included in the e-block header.  

SignedData ephemeral sidechains may be retained 
for as long as needed, but they can be considered 
as being temporary objects. Ephemeral sidechains 
can be deleted from a blockchain once they are no 
longer needed by the application. This feature can 
help SignedData blockchain applications to comply 
with some aspects of privacy laws and regulations, 
such as the right-to-be-forgotten requirements of 
the European Union (EU) General Data Protection 
Regulation (GDPR). 
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Article 17 of the GDPR regulation, "Data Erasure", 
entitles data subjects to the "right to be forgotten" 
[13]. This privacy right "entitles the data subject to 
have the data controller erase his/her personal 
data" [13]. Careful data architecture design, where 
the privacy sensitive data of an individual is stored 
in one or more ephemeral sidechains, would make 
it possible for a SignedData blockchain application 
to comply with a data erasure request. Compliance 
would simply require deleting any sidechains 
containing data subject information.  

6. CONCLUSION 

In this paper blockchain blocks constructed using the 
cryptographic message syntax SignedData type were 
described. These blocks were specified using the 
ASN.1 schema definition language, a standard for the 
generation of programming language tools from 
ASN.1 syntax. ASN.1 provides applications with 
platform-independent information exchange that can 
enhace the chances of interworking systems.  

Signed attributes required by the CMS standard or 
needed to implement a Bitcoin style blockchain 
were described in this paper using ASN.1. Two 
types of sidechains and their schema were also 
described, fixed and ephemeral. The paper 
discussed how fixed sidechain attributes could be 
cryptographically bound to a parent blockchain 
block under a digital signature.  

Ephemeral sidechains loosely coupled to a parent 
block using an e-block header SignerInfo value 
were shown to be operationally disjoint from the 
block header used to hash-link a parent block to its 
blockchain. The paper described how ephemeral 
sidechains could be added to or deleted from a 
parent block at any time without affecting the data 
integrity of the parent blockchain. This feature 
could be used to design blockchain systems that 
could comply with the requirements of privacy 
regulations.  
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THE GENERAL DATA PROTECTION’S (GDPR) IMPACT ON DATA-DRIVEN BUSINESS MODELS: 
THE CASE OF THE RIGHT TO DATA PORTABILITY AND FACEBOOK 
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Abstract – The General Data Protection Regulation (GDPR) has recently come into force and will have wide 
implications for the digital economy and the business models of various tech firms, as well as providing new 
opportunities for innovation. The GDPR aims to provide consumers with the control of their personal data, 
provide trust in the digital economy and harmonize data protection throughout the EU pursuant to the 
Digital Single Market strategy. This paper attempts to analyze and outline how the GDPR might change the 
data-driven business models (DDBMs) of firms, yet nonetheless they may lead to a variety of positive effects. 
Indeed, the principles and individual rights in the GDPR tackle monopolistic structures (and lock-ins), and 
they can increase the quality of data and digital provisions as a result of competitive pressures, as well as 
promoting consumer trust in the digital market. One of the individual rights and newer features introduced 
by the GDPR, namely the right to ‘data portability’, will be considered with regard to the case of its impact 
on Facebook’s DDBM.  

Keywords – Business models, data economy, data portability, Facebook, GDPR, innovation, trust 

 

1. INTRODUCTION 

The surge in digital technologies and platforms in 
recent years and the progression towards a digital 
economy has at its core the monetization of 
personal data and the use of ‘Big Data’ to create 
value (see [1]). Hence, many firms have capitalized 
on data-driven business models (DDBMs) such as 
the social media company Facebook Inc. that 
became a global leader and a multibillion-dollar 
business in less than one decade.  

The introduction of the EU General Data Protection 
Regulation (GDPR) introduces sweeping changes to 
the digital environment, most notably 
compromising traditional business models and 
mechanisms regarding the collection, processing 
and use of personal data. It should be noted that, the 
totality of the GDPR with its various principles and 
rights interacting with one another will have a far 
more widespread and multidimensional impact on 
DDBMs that cannot be captured within the limited 
scope of this paper. Rather, using Hartmann et al.’s 
[1] taxonomy for DDBM of start-ups as a basis of 
analysis, the paper seeks to provide a case study 
outlining the effects of one of the more unique 
features of the GDPR, namely data portability on the 
DDBM of the social media company Facebook. 

 

The structure of this paper is as follows: Section two 
will provide an overview of the data economy, 
digital business models, the GDPR and data 
portability. Section three will outline Facebook’s 
business model within Hartmann et al.’s [1] 
framework illustrating the impact of the GDPR’s 
right to data portability with consideration of 
consumer trust, the nature of the digital economy, 
digital markets and competition, as well as 
interoperability between platforms. 

2. BACKGROUND 

2.1 Data economy 

Data has become an integral part of our way of life. 
The gathering of data and its subsequent 
commercialization has transformed contemporary 
economies, politics, societies and cultures. In the EU 
for example, the value of the data economy is 
continuously increasing. In 2016, the value was 
calculated to be EUR 300 billion (1.99% of the EU’s 
GDP) and is estimated in 2020 to be EUR 739 billion 
(4% of the EU GDP) [2]. Indeed, over the last  
few decades multinational companies have 
mushroomed with several of them ascending very 
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swiftly to the top of the Fortune 500 list and whose 
source of revenue and business models are 
dependent on the gathering and use of personal 
data. 

2.2 Business models 

A business model reflects how a firm attracts and 
provides value to consumers and converts this into 
a financial profit [3]. A successful business model 
can differentiate a firm from its competitors, 
provide huge financial returns and can ultimately 
create a paradigm shift in how an industry functions 
and conducts business. An early example is the 
development by engineers of a shipping container 
which was a result of Malcolm McLean’s (who 
owned a trucking company) ambition to make the 
loading and unloading of ships with cargo more 
efficient. Sport sponsorship is another example and 
allows for not only brand exposure and recognition 
but also the subsequent sales of products and 
merchandise for supporters. The rise of budget 
airlines such as Southwest Airlines and, more 
recently, EasyJet provide a further example. Air 
travel was made less luxurious when tickets could 
be booked directly online, where processes are 
standardized and made more efficient allowing for 
cheaper air travel [3]. 

2.3 Digital business models 

With an increase in digitization and the emergence 
of the digital economy, the variety as well as the 
complexity of different business models has only 
increased. As a result, academic literature analyzing 
digital business models has flourished (see for 
example [4], [5], [6], [7], [8], [9], [10], [11], [12], 
[13]). The seminal business model research and 
canvas done by Osterwalder et al. [14] has had a 
profound impact in the start-up world. The canvas 
consists of nine components: key partners, key 
activities, key resources, cost structure, value 
proposition, customer relationships, channels, 
customer segments and revenue streams. Indeed, 
the digital economy and the exponential 
possibilities it provides not only allows for a 
multitude of business models in meeting new 
customer desires but also in creating value for both 
consumers as well as firms. Most significantly, is the 
development of alternative forms of gaining profits 
beyond the traditional direct payment methods. 
This is best represented by the opportunities 
provided by big data. Big data refers to high-volume, 
high-velocity and a large variety of information, and 

its accumulation and use can provide exponential 
financial rewards for an enterprise [15]. As a result, 
in the digital age what has often arisen are data-
driven business models (DDBMs). 

The collection, control and analysis of large 
amounts of user data can provide firms working in 
the digital markets with a competitive advantage 
[16]. Not only can the user data help personalize 
and increase the quality of services provided but 
also, more importantly, allows for more targeted 
advertising. Providing targeted advertising 
opportunities is often the major source of revenue 
for many digital companies and is the alternative 
(and often more lucrative) format of creating value 
beyond traditional direct payment mechanisms. 
Consequently, as the user data provides such large 
streams of services, many digital platforms are 
offered for ‘free’ attracting a large consumer base 
and subsequently, further increasing the amount 
and value of the collected data. There is a variety of 
formats of DDBMs but the majority of the big 
players in the digital markets can fall under three 
general categories. These are search engines, 
e-commerce and social networks [16]. In this paper 
we focus on social networks, of which Facebook is 
the most dominant player and which relies on 
network effects i.e. “The more members a social 
network has, the more attractive it is for the 
individual member” [16, p.7]. This is further 
exacerbated by a lack of interoperability among 
social platforms where consumers are incentivized 
to join the largest network. As a result, a lock-in 
occurs as consumers cannot transfer their personal 
data to another provider. This can lead not only, to 
competitive issues, but also to the accumulation of 
even more personal information (or risk being 
removed). 

2.4 GDPR 

The GDPR is an EU regulation that came into force 
on the 25th of May 2018 and replaced the former 
95/46/EC Data Protection Directive. It is the most 
comprehensive piece of data protection legislation 
to date and unlike its predecessor, is a regulation 
and thus harmonizes data protection law 
throughout the EU member states. 

In the GDPR it is stated that:  

This regulation is intended to contribute...to 
economic and social progress, to the strengthening 
and the convergence of the economies within the 
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internal market, and to the well-being of natural 
persons [17, Recital 2]  

Indeed, it has the aim to create “...trust that will 
allow the digital economy to develop across the 
internal market” [17, Recital 7]. The GDPR applies to 
all processors and controllers of personal data 
(information that makes a person identifiable). 
Whereas a controller outlines the reason and 
format of the processing of personal data, a 
processor is the one who conducts the processing 
[18]. The main principles of the GDPR are the 
following: lawfulness, fairness and transparency; 
purpose and storage limitation; data minimization; 
integrity and confidentiality; and accountability. 
The GDPR attempts to provide users with control of 
their data and the principles reflect the spirit of the 
GDPR (which in many cases does not provide 
specific rules) and thus, very difficult to navigate 
around. Failure to show compliance can lead to 
maximum fine of 4% of global turnover or 
20 million, whichever is more [18]. Furthermore, 
the GDPR establishes fundamental rights, namely: 
the ‘right to be informed’, the ‘right of access’, ‘the 
right of rectification’, the ‘right to erasure’, the ‘right 
to restrict processing’, the ‘right to data portability’ 
the ‘right to object’, and rights related to automated 
decision-making including profiling. Other aspects 
of the GDPR include data protection by design and 
default, showing proof of consent for processing as 
well as having the duty to report certain personal 
data breaches among others. In light of the central 
role the control, collection and use of vast amounts 
of user data plays for DDBM, the GDPR’s principles 
of data minimization, transparency, purpose 
limitation to name a few as well as certain 
individual rights enclosed in the GDPR strongly 
compromises the status quo of certain DDBMs and 
certain firms’ revenue streams. 

2.5 The GDPR’s right to data portability 

One of the most prominent new features of the 
GDPR is the right to data portability. The right 
allows individuals to obtain the personal data 
(without hindrance) that they have given a 
controller “… in a structured, commonly used and 
machine-readable and interoperable format…” [17, 
Recital 68]. This right applies when processing has 
been based on consent, when you need to fulfil a 
contract or when the processing has been done 
through automated mechanisms. This right allows 
the user to not only obtain a copy of their personal 
data but also the ability to transfer this information 

to another controller. The right of data portability 
and especially the stated ‘encouragement’ for 
interoperability introduces a new paradigm within 
the digital economy and compromises the dominant 
position and business models of certain large tech 
firms most notably, Facebook. With the importance 
of big data for many DDBMs, the data portability 
feature of the GDPR introduces competitive 
pressure in the digital markets (especially for 
Facebook) where combined with various principles 
of the GDPR (e.g. data minimization) as well as other 
rights (e.g. right to erasure), data portability 
provides consumers with leverage.  

3. GDPR’S INDIVIDUAL RIGHT TO DATA 
PORTABILITY AND FACEBOOK’S DDBM 

With the rise in social media, the US company 
Facebook has established market leadership. 
Initially developed as a small social communication 
website used at elite universities in the US, it has 
grown to become a global, multi-billion dollar social 
networking company with more than 2.19 billion 
monthly active users [19]. In addition to their own 
social network platform, Facebook Inc. acquired 
other companies such as the digital photo service 
Instagram, the instant messaging service 
WhatsApp, and the virtual reality technology 
provider Oculus VR amongst others [20], [21], [22]. 
Since 2013, the corporation’s revenue streams grew 
from 7.87 billion to 40.7 billion US dollars with a net 
income of 15.9 billion in 2017 [19]. Facebook 
harnesses the data economy of billions of their 
users to derive patterns of preferences and brand 
affiliation. As a result, they can provide brands with 
extremely targeted advertisement opportunities 
and market insights [23]. 

According to strategist Tom Goodwin, Facebook 
evolved to become the “...world’s most popular 
media owner [that] creates no content...” itself 
[24 p. 6]. The quality and quantity of this content is 
driven by the users and their data. As indicated 
above, the generation of content, the targeting of 
advertisements and the individual’s utility of the 
social media platform rely heavily on network 
effects [16]. These features call for an approach to 
analyze Facebook with a specific focus on the 
data-driven nature of their business model. For this 
purpose, we rely on the comprehensive data-driven 
business model framework of Hartmann et al. [1], 
who analyzed business model data of a hundred 
data-driven start-ups and deduced a taxonomy that 
structures a DDBM into six dimensions and thirty-
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five sub-dimensions. For the scope of this paper, we 
will focus on the first level of dimensions and 
analyze and discuss only the effect of the GDPR’s 
individual ‘right to Data Portability’ on the specific 
dimensions of Facebook’s DDBM.  

 

Fig.1 – The impact of GDPR’s right to data portability on the 
DDBM of Facebook based on an adaptation of  

Hartmann et al., 2016 [1] 

Fig. 1 depicts an adapted illustration of the 
dimensions identified by [1]. As a result of the 
limited scope of the paper, we do not include the 
dimension ‘cost advantage’ in the discussion. We 
adapt Hartmann et al.’s [1] framework and have 
deduced dimensions in order to categorize 
Facebook’s business model in detail and discuss the 
effects of the GDPR’s ‘right to data portability’ on 
each level if applicable. The dark green color 
indicates where this individual right is very likely to 
influence Facebook’s data-driven business model. 
The light green color points to a likely impact. The 
grey color suggests that this dimension is either not 
relevant for Facebook’s DDBM or that the individual 
right to data portability will not likely play a role for 
the business model. 

3.1 Data sources 

Hartmann et al. [1] differentiate between two types 
of data source: internal and external data. Internal 
data is the key component of Facebook’s data pool 
and includes the data provided by the users 
themselves. Facebook processes data on the user’s 
own status updates, contact info, timeline features, 
visited and saved events, messages, photos and 
videos, contact and friend history, access devices, 
visited and interested events, likes, pokes and 
comments. Moreover, Facebook collects data on the 
usage of “...games and other applications...” 
[23 p.528]. In addition, Facebook potentially also 
processes the amount of time users spend on 
certain components, of the platform such as on 
other pages and profiles. Facebook also tracks their 

user’s browsing behavior with the use of ‘cookies’. 
These gather user data on previously visited, as well 
as subsequent visited websites. In addition, they can 
track users on other websites which have 
integrated Facebook products such as the ‘like’ 
buttons or social logins [25]. 

External data refers to commercially acquired data 
from third party providers and represents a smaller 
share of Facebook’s data pool. The company 
announced in a press release in March 2018 to shut 
down the acquisition of third-party data from data 
analytics and polling companies such as Experian. 
However, they still gather and exchange data with 
the advertisers that are active on Facebook such as 
with certain customer loyalty programs [26]. 

The internal data source component of Facebook’s 
business model is very likely affected by the GDPR’s 
individual right to data portability. Previously, 
users of platforms such as Facebook experienced a 
lock-in effect because of the switching costs 
associated with leaving their data at the former 
platform (e.g. if they wanted to switch from 
Facebook to Google+). The GDPR’s right to data 
portability addresses this lock-in which is 
important as lock-ins according to Shapiro and 
Varian [27], distort competition by establishing 
market barriers. These arguments are also valid for 
Facebook’s external data usage, but we conclude 
that they are less likely to affect the business model 
and not in a similar holistic way as the amount of 
internal data. Before the GDPR came into force, 
Facebook already offered a ‘Download-your-
information-feature’. It was further improved to 
ensure compliance with the requirements that 
users’ data be formatted in a ‘structured’, 
‘commonly used’ and ‘machine-readable’ way. This 
might be realized by interoperable data formats 
such as JSON, CSV or XML. Facebook now offers the 
possibility to export their data in JSON and CSV 
formats. In addition, they also have to ensure that 
they can transfer this user data to other data 
controllers (such as their competitor Google+) and 
vice versa, incorporate structured data of new users 
coming from other data controllers [18]. These data 
controllers could also be established companies or 
start-ups seeking to establish a new business model 
(e.g. in a niche) using data that users allow to be 
exported from social media sites such as Facebook 
to their systems. Thus, we hypothesize that the 
GDPR’s right to data portability can also spur 
innovation as it is outlining interoperability 
standards.  
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3.2 Key activity 

Under the dimension ‘Key Activity’, Hartmann et al. 
[1] cluster seven data-related activities (see Fig. 1). 
As highlighted before, Facebook generates a large 
data pool of internal and external data (‘Data 
Generation’), processes this data and provides some 
of the data itself as well as analytical insights 
(‘Processing’) to other companies that advertise on 
the platform. According to their press release [28], 
they stopped the acquisition of third-party data). 
However, the exchange of data with their 
advertising clients can be perceived indirectly as 
‘Data Acquisition’. For example, with the ‘Facebook 
Ad Manager’ tool, where the company offers a 
dashboard to the advertisers, distributes the 
aggregated data (‘Aggregation’ and ‘Distribution’) 
and analyze and visualize insights (‘Analytics’ and 
‘Visualization’). Moreover, the vast number of APIs 
such as the ’Facebook Ad API’ and other Marketing 
APIs, provide an interoperability of certain 
aggregated user data for advertisers and partners 
that are then able to import this data into their 
systems [29]. 

GDPR’s right to data portability and the push for a 
more interoperable collection of data, provides 
opportunities for companies such as Facebook to 
increase the quality and value of their data, as well 
as that of their analytics tools and improve the 
quality of consumer targeting for advertisements. 
Indeed, this could even increase revenues as their 
key activity could become more valuable. 

3.3 Offering 

The dimension offering describes the value that is 
created by a DDBM and substitutes the common 
dimension ‘value proposition’ which is known from 
other business model analysis frameworks such as 
from [8] or [14]. It describes the concrete product 
or service value that is offered to the clients [1]. 

Facebook is a multi-sided platform. These platforms 
are characterized by direct interactions between 
multiple distinct types of clients [30]. Consequently, 
it also unifies different offerings outlined here very 
briefly: For private individuals, the platform allows 
users to connect and interact with other individuals 
such as friends, family members or colleagues via 
profile pages, chat messengers, groups etc. 
Moreover, it allows the user to consume partially 
tailored content (e.g. via posts of other users or 
pages of corporates, organizations or persons of 

interest) and express their opinion, affiliations and 
interests freely. User can build up a representative 
social eminence that might be also relevant in their 
professional lives (e.g. ‘content creators’ as well).  

Companies and organization however, use the 
platform to interact with the users as their 
(potential) customers and in order to place targeted 
advertisements. The social context, i.e. the digital 
footprint that every individual Facebook user 
produces, enables sophisticated and effective 
targeting [31]. Moreover, the company is offering 
several ad analytics tools and application 
programming interfaces (APIs). The sheer number 
of APIs and developer kits such as the Graph API 
allows for the integration of Facebook in various 
other websites and applications adding further 
value to them by including the social context of 
Facebook’s data pool.  

The GDPR’s right to data portability is very likely to 
impact Facebook’s offering. There are vast 
opportunities to expand the platform’s business 
model based on the possibility to import data from 
other platforms. Theoretically, the regulation 
makes it possible to integrate the data of other 
digital platforms and offerings within another 
platform given the user’s consent. The 
requirements for interoperability are complex 
however, and the regulation remains vague 
(arguing simply with a required ‘machine-readable’ 
format). Certainly, these requirements have to be 
refined in the future in order to achieve pure 
interoperability, for example, allowing social media 
users to network with each other across different 
platforms [32]. As an example, Facebook could offer 
an import function for data that the music 
streaming platform ‘Spotify’ stores from their users 
(given the user’s consent for the data export) and 
expand their business model with the additional 
data. The regulation sets a cornerstone for an 
interoperability standard with an innovation-
spawning character. It might spur business model 
innovations from niche start-ups that specialize in 
certain data that users might export of e.g. Facebook 
and develop an offering around this data.  

3.4 Target customer 

Hartmann et al. [1] use the generic classification of 
business-to-business (B2B) and business-to-
customer (B2C) models to classify customer 
segments. Their analysis revealed that many of the 
analyzed start-ups targeted both types of customer 
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relationships [1]. The same holds true for Facebook 
and the nature of their multi-sided platform. 
Facebook initially had a B2B business model that 
enabled the interaction of distinctive users on their 
platform. As described in the previous ‘Offering’ 
section, it also became a B2B business model by 
opening the platform to advertisers that can 
interact with (potential) customers, increase their 
brand reach and place their advertisements within 
the social context of the users. It is also a platform 
for content providers of any kind that could evolve 
from a user (B2C) to an advertiser (B2B) 
relationship. In addition, the platform is also 
characterized by its B2B business with third-party 
developers that have to pay for example, fees from 
user transactions in their developed applications on 
the Facebook platform [19]. 

The GDPR’s right to data portability is very likely to 
impact Facebook’s B2C business. Users are less 
locked-in to the platform as they can theoretically 
move their data more easily to competitors. The 
B2B business might also be influenced by the 
regulation in an indirect way. The offering from 
Facebook to its business clients deteriorates with 
less users in the B2C business. Moreover, 
Facebook’s ad analytics tools have to provide their 
advertising customers with the ability to export 
data and potentially also import data in a structured 
way. Hence, advertisers on the platform might also 
gain from the right to data portability because the 
integration of ad-relevant data from other 
platforms to Facebook’s ad analytics tools is 
theoretically facilitated. 

3.5 Revenue model 

In their DDBM taxonomy, Hartmann et al. [1] define 
seven different revenue models (see Fig. 1). 
Currently, Facebook is provided to the individual 
user (B2C) free of charge. The users are paying 
indirectly by opting in to data storage and sharing 
of their data.  

The key revenue source for Facebook however, are 
advertising fees from their B2B business (see [19]). 
In 2017, ‘advertisement revenue’ accounted for 
more than 98% of the total revenue 
($12,779 million), while ‘payments and other fees’ 
hold only a small share of the total revenue 
($193 million) such as payment transactions in 
Facebook games. Facebook reported a 14%-year-
to-year increase for both daily active users 
(1.40 bn) as well as monthly active users (2.13 bn) 

by December 2017 [19]. The more users Facebook 
has, the larger the potential reach of the 
advertisements or Facebook pages that seek to 
engage with customers (pre-/after-sale customer 
service, acquisitions etc.). Moreover, the more users 
and their data Facebook has, the more patterns can 
be derived to contextualize user demographics. 
Consequently, the advertisers can engage with 
users more precisely based on the patterns derived 
from data on age, gender, education and work 
history, likes or groups. 

The GDPR’s right to data portability is very likely to 
impact parts of the revenue model of Facebook’s 
DDBM. On the one hand, the regulation should 
empower users to individually shift their data to 
competitors (such as Google+) which could 
jeopardize Facebook’s ad-based revenues. Indeed, 
with less data, their algorithms for pattern-
recognition in ‘Big Data’ are of less value and 
targeted advertisements might deteriorate. 
Moreover, the reach of advertisements decreases 
with less users which would make the platform less 
attractive for advertisers and third-party content 
providers. On the other hand, Facebook can also 
increase their user base by being able to import user 
data in a structured format of e.g. competitors or 
even other digital offerings and platforms. For 
‘payments and other fees’ this effect might be more 
indirect. Furthermore, increasing the sovereignty of 
Facebook’s users over their data might increase 
trust in the platform, which potentially increases 
the willingness to share personal data and thus the 
value of the users for Facebook’s advertising-based 
revenue model. However, as a consequence of more 
stringent data protection and awareness, 
advertisement-based companies such as Facebook 
might consider transforming their revenue models. 
Indeed, during the congressional hearing of 
Facebook’s Founder and CEO Marc Zuckerberg on 
April 10th, 2018 with regards to the Cambridge 
Analytica case, rumors spread that a second ad-free 
subscription-based alternative version of Facebook 
might emerge [33]. 

4. CONCLUSION 

This paper attempted to outline the impact of the 
GDPR on DDBM by adapting Hartmann et al’s [1] 
taxonomy using as an explorative case study, data 
portability’s impact on Facebook DDBM. Five 
dimensions of Facebook’s DDBM were outlined 
namely ‘Data sources’, ‘Key activity’, ‘Offering’, 
‘Target customer’ and ‘Revenue model’. Developing 
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this case study using Hartmann’s et al.’s [1] 
taxonomy is a useful practical first step in 
conceptualizing the effect of the GDPR on DDBMs 
and can be further expanded and used as a tool in 
analyzing the effect on other firms. Overall, data 
portability will very likely impact the way Facebook 
gathers, generates and processes data, as well as its 
relationship with its customers and its revenue 
model based on targeted advertising. However, this 
might not be necessarily a negative prospect. Data 
portability tackles lock-in and subsequent 
monopolies where competitive pressure might 
increase the quality of data collected (i.e. quality of 
quantity) and services provided, as well as 
providing more consumer trust in online platforms 
especially considering recent damaging scandals 
concerning Facebook. 
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DIGITALIZED WATER AND SMART CITIES – HOW CAN TELECOMMUNICATION NETWORKS BE 
USED FOR ENVIRONMENTAL RESILIENCE? 
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Abstract – Water is a prerequisite for life. Water can also be a problem through heavy rain causing floods 
and destruction. In this paper we will describe two ongoing projects where Ericsson is participating to 
develop digitalized water-related monitoring solutions. One project relates to real-time rain detection 
through telecommunication microwave networks and the second project is the development of an IoT-based 
real-time water quality monitoring solution for smart cities. We will also elaborate on the opportunities and 
positive impact, as well as challenges and needs for the full integration of such solutions in cities. 
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1. INTRODUCTION  

The upcoming decade will most probably be a game 
changer in how digital data is utilized in the world. 
The first commercial 5G networks will be launched 
during 2018 resulting in a drastic change in how 
data can be transported between machines and 
between users. The introduction of 5G and low 
power networks will increase the number of 
devices connected to the Internet, where it is 
estimated that the number of cellular Internet of 
things (IoT) connections will reach 3.5 billion in 
2023. Monthly data usage is expected to reach 
107 exabytes by the end of 2023 [1]. 

The future for connected devices and their 
applications looks bright. Higher speeds and lower 
latencies through 5G networks will, for example, 
enable the use of autonomous vehicles and remote 
control of machines [2]. Smaller and simpler 
devices connected to the Internet will increase in 
numbers and the data generated will be used for 
decision making, whether it is to increase the 
temperature in your home remotely or the 
management of an entire network of a mass transit 
communication system. Utilizing IoT and digital 
data to monitor the environment and predict 
potential upcoming concerns, such as pollution 
flows and climate-related disasters, can increase 
the efficiency for mitigation actions. Through the 
availability of real-time data, awareness can be 
raised in businesses and society.  

Water is a prerequisite for life, but it can also pose a 
risk to societies and the environment. It is expected 
that rainfall will increase in intensity in many parts 
of the world due to climate change [3][4], 
potentially resulting in floods and landslides 
resulting in societal costs and potential risk to lives. 
Several cases of severe flooding have occurred in 
Sweden over the last 5-10 years, and a major 
flooding disaster took place in Copenhagen, 
Denmark in July 2011 when 120 mm of rain fell in 
2 hours and led to damages associated with 
estimated costs of up to 1 billion EUR [5]. 

On the other hand, access to clean and safe drinking 
water is a necessity for societies, where only 
2.5 percent of all water on earth is fresh water. Out 
of these 2.5 percent, approximately 0.4 percent can 
be used for consumption [6]. Hence, water for 
citizens’ consumption is an emerging issue in many 
cities around the globe where knowledge of the 
ecological and chemical status of rivers and lakes is 
an important tool to be able to secure safe water for 
citizens. In the EU, water quality in lakes and rivers 
is regulated through the Water Framework 
Directive [7] and the WHO has determined water 
quality targets and thresholds for safe consumption 
[8]. However, recent studies have shown that many 
water areas in, for example, Sweden do not live up 
to the requirements in the directive and some have 
even deteriorated [9]. 
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To be able to understand and mitigate 
water-related risks, data is needed to be able to take 
informed decisions. Precise and accurate, real-time 
data can be used to perform better weather 
predictions and forecasts as well as to understand 
water-borne pollution and to be able to develop 
well-functioning early warning systems. 

Today, the collection of water-related data is either 
manual, costly or with inferior resolution. Different 
methods for the collection of rain data exist, where 
rain gauges have, historically, been a major source. 
However, in the past fifty years, weather radars 
have been used, mainly in developed markets while 
satellite surveillance is the main tool for tropical 
regions. All these methods have their pros and cons, 
where, for example, gauges can provide accurate 
data but suffers from low spatial resolution. On the 
other hand, radar measurements can provide a 
better spatial coverage, but have limitations in time 
resolution and rain intensity measurements. Water 
quality measurements are mainly manual sample 
collections with a following laboratory analysis, 
resulting in precise data but with the disadvantage 
of long lead times between sampling and result. 

Can modern telecommunication and IoT solutions 
be a solution for obtaining better environmental 
data to increase our understanding of water-related 
issues such as rainfall and drinking water pollution? 
This paper will describe two novel information and 
communication technology (ICT) solutions 
addressing water-related emerging issues, 
impacting the Sustainable Development Goals [10]. 

2. RAIN DATA COLLECTION THROUGH 
TELECOMMUNICATION NETWORKS 

Rain fade is a well-known expression in 
telecommunications, referring to the adsorption 
and attenuation of microwave signals due to 
atmospheric rainfall. This has been a factor affecting 
the operational characteristics and performance of 
microwave systems [11] such as commonly used 
microwave backhaul in telecommunication 
networks. Wireless microwave backhaul is a 
cost-efficient solution for the transportation of 
voice, video and data where rain impacts have 

required different mitigation efforts, such as 
adaptive modulation and coding and other newer 
solutions, to secure reliable microwave networks 
[12]. The possibility to measure rainfall through the 
use of microwave links was first proposed in 2006 
by Messer et al. [13] and since then various research 
groups have contributed to the area.  

Building on these ideas, in 2015, the Swedish 
telecommunications equipment vendor Ericsson, 
together with the Swedish Meteorological and 
Hydrological Institute (SMHI) initiated a project on 
rainfall detection and measurements utilizing 
microwave links in commercial telecommunication 
networks. A 20-months’ long pilot was conducted in 
Gothenburg, Sweden where links from the mobile 
network operator Hi3G Sweden were used as 
rain-sensing devices, where data was obtained 
every ten seconds, measuring transmitted and 
receiving power from 364 microwave hops 
covering an area of more than 4000 km2 in the 
Gothenburg area [14]. This pilot included the 
collection and filtering of data and the development 
of high-resolution rain measurement algorithms for 
use in commercial telecommunication networks. 

 

Fig. 1 – Received power over time for a microwave link in 
Gothenburg, Sweden, showing attenuation during  

a storm event. 

The pilot resulted in an understanding that rainfall 
measurements improve monitoring by providing 
higher temporal resolution, greater surface 
coverage, higher spatial resolution of rainfall maps, 
better ability than radar to capture peak intensities 
at local scale, near surface measurement, and more 
robust sampling, compared with gauges and radar 
solutions (see Fig. 2) [15]. 
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Fig. 2 – (a) Example from a high intensity rainfall on 
27 July 2015. The gauge’s highest recorded intensities 

occurred around 15:05 UTC in the one-minute gauge. The 
peak was also well captured by the microwave link, 

however, the radar failed to see any significant event (b) 
and (c). Rainfall intensity maps constructed for an event in 
July based on SMHI’s radar (a) and the microwave links (b). 

The density of the links support a high spatial resolution, 
and the sampling frequency allows better measurements of 

the complete event, compared to the snapshots  
provided by the radar. 

Hence the pilot in Gothenburg showed that there 
are possibilities in utilizing rain fade in commercial 
networks to measure near real-time rainfall and 
unlocking new opportunities and use cases for 
microwave backhaul solutions. However, errors, 
such as elevated bias and outliers remained in some 
situations, which required further algorithm 
development and fine tuning of the overall solution. 
Achieving greater accuracy and more consistent 
performance was needed to make the data more 
trustworthy, ultimately improving the usability for 
end users and to enable commercial use of the 
solution.  

There are today no microwave-based rain- 
monitoring solutions running on commercial 
telecommunication networks. Therefore, during 
2017 the project continued in a final phase to 
develop the usability of the algorithms as well as 
develop use cases for microwave-based rainfall 
monitoring.  

Three simultaneous projects are running, in 
Sweden, Germany and in Rwanda with the scope to 
evaluate tempered and tropical climate conditions, 
to develop business models and industrialization 
for a go-to market of the solution. Furthermore, 
through the introduction of 5G and high-frequency 
(100 MHz and beyond) backhaul equipment, there 
is an interest and opportunity within these projects 
to investigate the usefulness of microwave-based 
monitoring for snow and fog. For these applications 
these higher frequencies might be needed to induce 
and detect signal disturbances and further 
broadening the use and scope of the solution. 

3. WATER QUALITY MONITORING 
SOLUTIONS 

Our second topic in this paper, will discuss water 
quality monitoring solutions based on digitalization 
and IoT. The monitoring of water bodies is a 
requisite to understanding environmental 
conditions affecting lakes and rivers and also a 
requirement in many regions, such as the EU. As 
previously mentioned in Section 1, such monitoring 
mainly relies on manual sampling and detection in 
laboratories, which takes time and hinders timely 
and efficient mitigation efforts and thus does not 
provide an early warning system for cities, water 
utilities and communities. To be able to take 
efficient actions, continuous access to improved 
data and information of water quality is needed, and 
thus opens opportunities for the introduction of 
digitalized water monitoring solutions.  

The information needed to assess water quality is 
mostly related to its physical status (e.g. 
temperature), certain chemical compounds (such as 
heavy metals and organic pollutants), and the 
biological status, where bacteria contamination is 
an important factor. Laboratory analyses can obtain 
these results through various accredited techniques 
and enables the overall manual assessment of the 
water quality status. However, in recent years, 
sensor technologies and the evolution of wireless 
solutions for water quality monitoring has evolved 
rapidly, making it possible to integrate and deploy 
online monitoring solutions [16]. Technologies 
used can be cloud based or with local server 
capacity and utilize different connectivity options 
such as cellular and long or short-range capillary 
networks. 

Several companies have developed commercial 
solutions for digital water monitoring solutions, 
such as YSI, Hach and Libelium where the core 
business for most of these is sensor development 
where a wide range of sensors measuring different 
parameters are offered. Some manufacturers also 
offer comprehensive solutions for data and 
connectivity management, but we have not found 
any commercial offerings related to massive IoT use 
cases for water monitoring at large scale. Further, to 
be able to deploy massive IoT networks with 
hundreds of sensing devices, the cost of each 
individual sensor device need to be as low as 
possible for the solution to be financially and 
commercially viable. In practice it means that only 
simple parameters can be measured, such as 
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temperature, conductivity, pH and dissolved oxygen, 
since advanced sensors measuring for example 
compounds are too costly.  

ICT companies, such as Nokia, Microsoft and 
Huawei are investigating how water quality 
monitoring can be utilized and fit into their IoT 
offerings for smart sustainable cities. However, to 
our knowledge, no major ICT company has any 
comprehensive offering as of today. During 2016, 
Ericsson initiated a project to develop a 
comprehensive cloud-based water quality 
monitoring solution, based on a massive IoT 
approach. The project, developed in Stockholm, 
Sweden, was based on a previous proof-of-concept 
in the US [17] and is a collaboration between 
Ericsson, the city of Stockholm, academia and other 
companies in the Stockholm region [18]. 

 

Fig. 3 – Technical architecture of a typical digital real-time 
environmental monitoring solution. 

The goal of the project, which is still ongoing, has 
been to to develop a comprehensive IoT-based 
digital water monitoring solution. Based on the first 
phase that was finalized in 2017, a commercial 
solution was launched during 2018 covering water 
and air quality as well as noise measurements for 
smart cities [19]. During the first phase of the 
project, sensors were deployed in Lake Mälaren, in 
Stockholm, measuring different basic parameters 
(pH, temperature, conductivity, dissolved oxygen 
and redox potential). The sensors were 
communicating over the LTE network with 
Ericsson’s cloud-based IoT platform (see Fig. 3).  

Lessons learned from this first phase was that there 
is a discrepancy between sensor data and reality. In 
practice this means that it is very difficult for an end 
user to understand and interpret sensor parameter 
data and evaluate if there are any changes in the 
water quality induced by pollution or conta-
mination. Hence, the next phase of the project will 
be to utilize multivariate analysis and artificial 
intelligence (AI) to understand the water quality 
parameters and identify potential pollution and 
pathogenic contamination of the entire water 
supply of a city.  

The goal is to develop a solution for easy 
interpretation of sensor data, where changes in 
water quality can be observed and potential causes 
of these changes are suggested by the system. One 
example could be the indication of algae bloom, 
where the individual sensor parameters show an 
increased temperature and conductivity together 
with lowered oxygen content in the water. The 
introduction of such AI functionalities will be a 
differentiator compared with exisitng solutions, 
and take digitalized water quality monitoring to a 
new level. This final phase was initiated during the 
spring of 2018 and will concentrate on water 
contamination models, development of algorithms 
for the AI functionality and integration to a 
comprehensive product for smart cities. 

4. DISCUSSION 

4.1 The benefits and challenges of environ-
mental data 

As the previous section showed, there is a strong 
focus on developing solutions for environmental 
monitoring in general and water quality monitoring 
specifically, but how should these solutions be used? 
The following section will elaborate on the benefits 
as well as the challenges for digital environmental 
monitoring solutions. Furthermore, a number of 
obstacles need to be solved to fully take advantage 
of these technologies. 

Ericsson is expecting that ICT will be a driver for 
enabling the potential of the smart sustainable cities 
of the future, and to accelerate the achievement of 
the SDGs [20]. IoT, 5G and artificial intelligence will 
potentially be powerful enablers [21] and 
digitalized real-time environmental data can be 
efficient tools for urban planning and management 
in the sustainable cities of the future. Urban city 
data can be collected from various sources, such as 
traffic, homes, buildings, air quality and water 
quality as well as weather data in general and rain 
data specifically. Individually, all these systems 
provide valuable data for the city planner and the 
citizens, but the true value of such data is obtained 
when all the systems work together combining the 
aggregated data. 

4.1.1 ICT as an enabler of environmental 
monitoring 

Digital environmental monitoring, such as rain 
monitoring and water quality solutions, is a 
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powerful tool to understand how we affect, as well 
as how we are affected by the environment, and 
how any negative impacts can be efficiently 
mitigated. 

To measure and understand rainfall with high detail 
and high time resolution with microwave assisted 
data, as presented in Section 2, can give valuable 
insights for future forecasting and flow calculations 
in cities, especially when climate change is expected 
to change rainfall patterns in some parts of the 
world. Better detection and predictions of rainfall 
can thus lead to early mitigation efforts to hinder 
flooding, such as investments in efficient storm 
water systems, but also to be able to alert citizens at 
an early stage of a potential flooding event. Further 
interesting applications and use cases are towards 
the insurance industry, where a need for detailed 
rain patterns are desired to be able to develop risk 
schemes and insurance policies. 

However, the most versatile and interesting use for 
digital rain measurements through microwave links 
could be in emerging markets, where accurate and 
reliable weather monitoring solutions are scarce. 
Today, most weather radars are located in 
industrialized countries, where most emerging 
markets rely only on monitoring by manual gauges. 
An indication of the worldwide weather radar 
coverage can be seen in Fig. 4 from the World 
Meteorological Organization (WMO) radar data-
base [22]. It can be seen that many parts of the 
world completely lack radar coverage. 

 

Fig. 4 – Worldwide radar coverage (WMO radar database) 

The total amount of microwave links and radios 
globally are around 10 million, deployed both in 
industrialized as well as emerging markets. Hence, 
there is both a need and an opportunity for digital 
rain data for many parts of the world, where 
microwave links could be an alternative to weather 
radars as well as to serve regions where today there 
are no weather radars at all. The deployment of 

such a system would be fairly cost efficient 
compared with the introduction of weather radars, 
since only a software update is needed in the 
operator networks. 

Later on, with the introduction of detailed rain 
monitoring in many emerging markets, new 
services and solutions can be introduced. One such 
solution can be micro-insurances for farmers where 
rain data is vital to calculate insurance rates as well 
as insurance pay outs. Another service is malaria 
prevention, since there is a correlation between 
heavy rainfall and malaria outbreaks [23]; timely 
mitigation efforts such as pesticide spraying, could 
be introduced after detected heavy rainfalls in 
malaria infested areas. 

In the same way, sensor-based, real-time water 
quality data can be used by cities to identify 
potential pollution or pathogenic contamination in 
rivers, lakes and water sources. Digital water 
monitoring can thus minimize the amount of 
manual sampling needed and direct sampling to 
potentially polluted water areas. Furthermore, 
through the introduction of AI functionalities, 
pollution movements and diffusion in water areas 
could be monitored, and potentially traced back to 
their sources. The availability of long-term water 
quality data on a massive scale can be a tool to 
monitor the overall health of our water sources as 
well as potentially report such data to authorities. 

Another aspect of pollution detection in water is the 
monitoring of fresh water distribution systems, 
where pathogenic pollutants can be detected using 
novel sensing technologies for bacteria detection 
[24]. The combination of novel sensor solutions 
with traditional physical and chemical sensor 
systems can thus enable a powerful use of IoT for 
water quality monitoring solutions. 

Finally, by integrating solutions such as real-time 
rain detection and water quality monitoring, with 
other smart city solutions, such as real-time traffic 
and connected transport systems, a comprehensive 
tool for the smart city could be developed. As an 
example, detection of heavy rains would be 
facilitated, where any potential flooding of streets 
could be monitored and projected. Hence, any 
traffic in the area could be warned and directed to 
alternative routings, avoiding congestion problems 
and any potential material damages and risks to 
human life. Furthermore, by being able to monitor 
traffic as well as water pollution, any correlation 
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between traffic and water contamination can be 
detected. In the long run, where large amounts of 
data are available for forecasting, such solutions 
and systems could then be used as large-scale 
planning tools for urban development. 

4.1.2 Challenges and needs for digital monito-
ring and resilience solutions 

Previously, in sections 2 and 3, two projects were 
shown where Ericsson is participating in the 
development of real-time environmental 
monitoring solutions. These projects provided 
insights on the potential benefits of using digitalized 
and sensor-based environmental data, where better 
spatial and temporal resolution in measuring 
rainfall through microwave links were obtained. 
Additionally, the different connected urban water 
projects have taught us valuable insights in city 
priorities and needs, where pollution detection and 
tracking as well as a need for increased spatial 
coverage are high on their wish lists.  

For future research and development, there are 
some challenges that need to be addressed, of both 
technical and organizational nature. The first 
challenge is related to the sensor market for water 
quality monitoring. Our experience, based on the 
projects we are involved in, shows that there are 
very few manufacturers offering sensors that are 
suitable for massive IoT deployments. Either the 
price is too high, resulting in a non-realistic 
financial scenario to cover an entire city, or the 
quality is inferior, resulting in high service and 
maintenance costs. However, indications show that 
many sensor manufacturers are investing in the 
future of IoT, to be able to deliver low cost, highly 
reliable sensors. This is, however, a couple of years 
ahead in the future. Additionally, to be able to rely 
on the sensor data, and utilize it as a part of the 
monitoring processes of a city, sensors need to be 
accredited in order to report digital data to national 
and federal authorities. Furthermore, the sensor 
data needs to be easily interpretable to understand 
the changes in water quality. Here, the development 
of AI systems can be a major contributor, as 
described under Section 3. 

The second challenge refers to organizational and 
process-related limitations in public organizations. 
Many of these digital data solutions can only achieve 
their full potential if proper processes to be able to 
utilize the data and the insights are implemented in 
the city as well as the data obtained being utilized in 

a way where informed decisions are taken 
continuously based on the data. Different 
departments within the public organization need to 
streamline their processes to be able to take 
advantage of the data received in real time. 
Additionally, data and IoT platforms need to be 
cross-functional, for the organization to be able to 
integrate data from multiple sources. 

5. CONCLUSIONS 

The technical development of environmental 
monitoring and smart city solutions is only one of 
the aspects to consider when talking about the 
smart sustainable cities of the future. Equally 
important is the ability to integrate these solutions 
and the data generated, as well as developing 
cross-functional processes for information flow 
within the cities to be able to make any sensible use 
of this information. 

Solutions for digital environmental monitoring can 
provide data and information for environmental 
mitigation and climate resilience, but also be used 
for other use cases as shown in this paper. We have 
described two projects where Ericsson is involved, 
utilizing ICT and sensor technologies to develop 
such smart city solutions, where the technical 
aspects of the development are of importance. 
However, equally important is the actual 
integration and deployment of such solutions in 
cities, where the data needs to be utilized in an 
efficient way to fully achieve their potential. This 
includes the development of processes and 
investment in cross-functional data and IoT 
platforms. However, as shown with the examples in 
previous sections, digital real-time data provides an 
interesting opportunity for the smart sustainable 
city, as well as for the monitoring and achievement 
of the Sustainable Development Goals. 
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Abstract – The United Nations Sustainable Development Goals (SDGs) are a key instrument in setting the 
agenda around global development until 2030. These goals come with a set of 232 indicators against which 
countries should monitor their progress with respect to the SDGs. Existing data sources to measure progress 
on the SDGs and global population trends however are often (i) outdated, (ii) lacking international 
comparability, (iii) lacking appropriate disaggregation, or (iv) missing completely. These problems are 
often especially acute among less developed countries. In this paper we describe how anonymous, aggregate 
data from the online advertising platforms of Facebook, LinkedIn and other services can be used in 
combination with existing data sources to improve global development statistics. We illustrate the process 
of using and validating such non-representative data through two case studies looking at (i) Internet access 
gender gaps, and (ii) international migration statistics. 

Keywords – Facebook, global development statistics, online advertising, SDG monitoring. 

 

1. INTRODUCTION 

The Sustainable Development Goals (SDGs) are a set 
of 17 global goals set by the United Nations in 2015 
to serve as guiding principles to set the course for a 
better future. The goals include aspects of 
economic, social and environmental development. 
To give the goals a practical meaning, they come 
with a total of 169 targets, which, in turn come with 
232 indicators to serve as a global “benchmark” to 
monitor progress on the SDGs.1  

However, even before the introduction of these 
indicators that countries are expected to monitor, 
many countries are lacking even the most basic 
development statistics. In a 2014 publication, the 
World Bank reports that 16 countries did not 
participate in the 2010 census round, leading to 
census data which is at least 10 years old [2]. Even 
when data is available, data quality is often poor, 
which basically renders it useless [3]. Issues of 
limited data availability and poor data quality are 
particularly pronounced in less developed 
countries, which at the same time have a lot to gain 
from proper data use [4]. 

                                                             
1 However, not all of the indicators already have agreed-upon 
measurement criteria [1]. 

To address the challenges related to “data poverty” 
and to potentially leapfrog the development of 
traditional data acquisition infrastructure several 
researchers and organizations have explored the 
use of “Big Data” approaches for improving 
development statistics and spark a data revolution 
[5]. 

The sources of big data most commonly used 
include satellite data [6-8], call detail records [9,10], 
web search data [11,12] and public social media 
posts [13-15]. 

Here we describe a new data source: anonymous 
online advertising audience estimates provided by 
companies such as Facebook, LinkedIn, Google, 
Twitter and others. In a nutshell, companies 
providing targeted online advertising support 
potential advertisers in their campaign planning 
with information on how many of their users match 
certain targeting criteria. This serves as a kind of 
real-time census over the user base of the 
considered services, providing aggregate answers 
to questions such as “how many male Facebook 
users from Germany currently live in Geneva?”. 
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In this article, we describe this type of data, which 
has complementary strengths and weaknesses to 
both traditional data and other big data sources, in 
detail and show how it can be used to improve 
global development statistics. 

In the next sections, we first describe this rarely 
used data source. Next, we summarize case studies 
that use this type of data to (i) nowcast Internet 
access gender gaps around the globe, and (ii) 
improve international migration statistics. After 
presenting these encouraging findings, we then 
discuss important limitations and challenges, 
including the issues of selection bias and privacy 
concerns. 

2. ONLINE ADVERTISING AUDIENCE 
ESTIMATES 

Online advertising is the main revenue for 
companies such as Facebook, Twitter and Google. 
To support potential advertisers in planning 
budgeting requirements for an advertising 
campaign, all of these platforms provide services to 
estimate the potential audience reach for a given set 
of targeting criteria. As an example, Fig. 1 shows a 
screenshot of Facebook’s Ads Manager2. The 
screenshot shows on the right the “Potential reach”, 
1,100 people, when targeting Facebook users living 
in Geneva who are men and expats from Germany. 
Similar interfaces are provided by the advertising 
platforms of Twitter, LinkedIn and Snapchat among 
others, though the targeting criteria supported 
differ. Google’s advertising interface differs in that 
it shows estimates for ad impressions, rather than 
users, where more active users will create more ad 
impressions.3 Most platforms provide an 
application programming interface (API) to 
facilitate collecting audience reach estimates 
programmatically. 

                                                             

2 Any reader with a Facebook account can access this interface 
following the steps at 
https://www.facebook.com/adsmanager/creation until 
reaching the audience selection step. 

 

Fig. 1 –Screenshot of Facebook’s Ads Manager. The potential 
reach (1,100) is an estimate of the number of monthly active 
users (MAUs) living in Geneva who are men and expats from 

Germany. The estimate of MAUs can be obtained 
programmatically via Facebook’s Graph API. The screenshot 

has been edited to fit into a single column. 

These estimates are available in near real time and 
can be disaggregated by age and gender, as well as 
other characteristics. The spatial resolution differs 
between platforms and the country targeted and 
ranges from state level to ZIP codes at the sub-city 
level. However, to avoid re-identification of 
individual users, platforms apply techniques 
related to k-anonymity [16]. This means that the 
smallest audience estimates that are presented 
have to include 100-1000 users, depending on the 
platform. Furthermore, the estimates are rounded 
to further limit potential re-identification attempts. 

3 See https://support.google.com/google-
ads/answer/6320?hl=en for details on the definition of an 
“impression”. 
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In the following sections, we describe two case 
studies that both use online advertising audience 
estimates from Facebook. However, the same 
general approach has been applied using LinkedIn 
to obtain statistics on gender skill gaps in the US 
[17]. 

3. CASE STUDY 1: INTERNET ACCESS 
GENDER GAPS 

Achieving gender equality by 2030 is Goal #5 of the 
Sustainable Development Goals. One of the targets 
for this goal is to “enhance the use of enabling 
technology, in particular information and 
communications technology (ICT), to promote 
the empowerment of women”4. Corresponding 
indicators of interest relate to gender-
disaggregated statistics on Internet usage and 
mobile phone ownership. The adoption of these 
SDG targets related to gender and ICT use 
acknowledges that even as the use of ICTs has 
rapidly expanded, significant gender gaps in access 
to these technologies persist. The International 
Telecommunication Union (ITU), the UN’s 
specialized agency for ICTs, estimates that some 
200 million fewer women are online compared with 
men, with Internet use gender gaps being 
significantly greater in less developed countries 
[18]. However, the paucity and irregular production 
of gender-disaggregated data on Internet and 
mobile phone access, particularly in less developed 
country contexts, present significant challenges 
towards monitoring the progress towards these 
goals.  

Currently, the best available data source for 
gender-disaggregated statistics on Internet use is 
compiled by the ITU, based on surveys fielded by 
the national statistical agencies of ITU member 
states [19]. Although year-to-year availability of 
this data for different countries vary, estimates for 
at least one year in the period 2011 to 2015 was 
available for 84 countries (out of 218 in the world). 
The most limited coverage was for low-income 
(data available for 2 out of 31 countries) and lower-
middle income countries (data available for 11 out 
of 53 countries). Data availability for countries in 
sub-Saharan Africa (4 out of 48) and South Asia 
(1 out of 8) are especially limited. Statistics on 
mobile phone ownership by gender are even more 

                                                             

4 See the description of goals, targets and indicators at 
https://unstats.un.org/sdgs/indicators/indicators-list/. 

limited than that on Internet access. Data from the 
GSMA, a trade body representing the interests of 
mobile phone operators worldwide, on gender gaps 
in mobile phone ownership were available for only 
22 countries. In light of these shortcomings of 
existing data sources, the Data2X initiative at the UN 
Foundation identified gender-disaggregated data 
for access to Internet and mobile phones was 
identified as one of the most pressing gender data 
gaps.5  

In this data sparse context, data from Facebook’s 
online advertising audience estimates, which can be 
queried for aggregate statistics on the number of 
users of the platform by gender, age and device 
type, have been leveraged to measure and ‘nowcast’ 
gender gaps in Internet and mobile access [19]. 
Nowcasting refers to the idea of ‘predicting the 
present’, especially in the case of indicators where 
real-time information is useful but where there is 
likely to be a significant delay or lag in producing it 
[20].  

The Facebook data was used to generate a 
“Facebook Gender Gap Index” (FB GGI), an indicator 
of the number of female to male Facebook users in 
a given country. For example, in Belgium we 
observed an equal number of 3.1M female and male 
monthly active Facebook users, whereas for India 
there were 40M female and 133M male monthly 
active Facebook users as of October 2018. 

While the FB GGI reflects gender gaps in Facebook 
use and not Internet access per se, in practice these 
Facebook indicators are highly correlated with 
officially reported statistics on Internet (from the 
ITU) and mobile phone gender gaps (from the 
GSMA) for the countries for which this data is 
available. This suggests that these online, Facebook-
derived indicators are useful measures that can be 
used to inform predictive regression models that 
are validated against official statistics. 
Furthermore, the FB GGI appears to capture gender 
inequalities in Internet access most effectively in 
less developed countries where access to the 
Internet is most unequal by gender. 

5 See https://www.data2x.org/what-is-gender-data/gender-
data-gaps/. 
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The predictive power of Facebook indicators can be 
further enhanced when combined with other 
offline, development-related measures associated 
with gender inequalities in Internet and mobile 
access (e.g a country’s GDP per capita, the Global 
Gender Gap Report (GGGR) measures of gender 
gaps in literacy or economy). When comparing the 
performance of regression models predicting 
gender gaps in Internet use using online Facebook 
indicators with those using 1) offline variables only, 
and 2) a combination of online Facebook variables 
and offline variables, models using Facebook data 
did better than those using offline indicators alone, 
and those combining online-offline indicators did 
the best.  

To quantify the prediction quality of different 
models, Table 1 reports three different evaluation 
metrics, namely (i) Adjusted R-squared, (ii) mean 
absolute error, and (iii) symmetric mean absolute 
percentage error (SMAPE). Adjusted R-square is a 
measure of model fit that quantifies the percentage 
of the variance, i.e. variability, in the ground truth 
data that can be “explained”, i.e. modeled, using a 
linear combination of features. The mean absolute 
error reports the average absolute prediction error. 
The SMAPE normalizes the absolute prediction 
error by the average of the true and predicted 
values, i.e. SMAPE = 2*|true - predicted|/|true + 
predicted|.  

Table 1 highlights how all measures of predictive fit 
are best for the online-offline model followed by the 
online and then offline models. A significant 
strength of the online model, which uses a single 
Facebook indicator only, is that it enables 
prediction for the most number of countries, with 
the biggest gains in coverage made for less 
developed countries. Fig. 2 visually shows the 
coverage gain compared to ITU data, in particular 
for sub-Saharan Africa.6 

                                                             
6 Recent and automatically updated Internet access gender 
gaps predictions are available at 
https://www.digitalgendergaps.org/. 

Table 1 – Summary of results for three regression models 
predicting ITU Internet gender gap using (i) a single online 

Facebook variable; (ii) online and offline variables; (iii) offline 
variables. See [19] for additional details and statistical 

measures. 
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Intercept .933*** .932*** .933** 

FB GGI .071*** .093***  

log(GDP per capita)  .018*  

GGGR - Literacy  -.018  

GGGR - Education  -.019  

Internet Penetration   .040*** 

GGGR - Tertiary Educ.   .032 

GGGR - Economy   .043** 

GGGR - Score   -.024 

Adjusted R2 .691 .791 .615 

Mean Abs. Error  0.0325 0.0288 0.037 

SMAPE 3.92% 3.90% 4.97% 

# predicted countries 152 127 132 
***p < 0.001, ** p < 0.01, * p < 0.05. 

In addition to their real-time availability, another 
advantage offered by the Facebook data source is 
the finer geographical resolution for which this data 
is available. Facebook’s advertising audience 
estimates have been used to generate measures of 
subnational digital gender inequality in India and 
this approach can be extended to other countries 
[21]. Gender gaps in Facebook may also serve as a 
measure for other aspects of gender inequality 
more generally, including domains such as 
education, health and economic opportunity, as 
indicated by the correlation between Facebook 
gender gap measures and those of the World 
Economic Forum’s gender gap indicators [22]. 
Facebook gender gap measures may also help 
predict changes in economic gender inequality, as 
suggested by findings in [22] that countries with a 
lower Facebook gender gap in 2015 saw an overall 
increase in economic gender equality in 2016. 
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(a) Internet access gender gaps according to 2015 ITU data. 

 
(b) Internet access gender gaps according to 2017 Facebook 

data. 

Fig. 2 – Two world maps showing the ratio of (percentage of 
women with Internet access)/(percentage of men with 
Internet access) on a per-country basis. ITU data from 

2015(top) is compared to model predictions of the online 
model (see Table 1) using Facebook data from 2017 (bottom). 

The model manages to largely reproduce ITU ground truth 
data while substantially improving global coverage. See [19] 

for additional details. 

4. CASE STUDY 2: INTERNATIONAL 
MIGRATION STATISTICS 

Migration is not included directly among the 
Sustainable Development Goals. However, 
migration is one of the driving forces behind 
demographic changes among the globe and SDG 
#10, Reduce Inequalities, includes the target to 
“facilitate orderly, safe, regular and responsible 
migration and mobility of people, including through 
the implementation of planned and well-managed 
migration policies”. The implementation and 
monitoring of such policies is tightly linked to the 
availability of accurate and timely data on 
migration, as emphasized by the Global Compact for 
Safe and Orderly Migration7, an intergovernmental 
agreement negotiated with the support of the 
United Nations, and designed to cover migration in 
a comprehensive way.  

                                                             

7 Details at https://www.iom.int/global-compact-migration . 

Data on migration, especially flows, are often 
unavailable for a number of countries. When the 
data does exist, it is typically outdated or 
inconsistent across countries. This is because some 
countries rely on survey data, others on census 
data, registration systems or various other 
administrative sources. Such traditional data has 
various degrees of under-reporting issues and the 
statistics obtained from the data is often published 
with a substantial delay. 

In this context, data from Facebook’s advertisement 
platform offers a new source of information that is 
timely and that can be considered as a continuous 
census of a large portion of the world population. 
The main challenge is that Facebook users are not 
necessarily representative of the underlying 
populations. In order to understand how the 
selection bias changes across demographic groups, 
Zagheni et al. [23] used the following linear 
regression model: 

log(ACS foreign-born popzij) = β0 + 
β1log(Facebook expatszij) + β2 I(origin 1) + …  

+ β30 I (origin 30) + β31 I(age group 1) +  
β38 I(age group 8) + εzij   (1) 

where ACS foreign-born popzi is the number of people 
in the age-sex group z born in country i and living in 
US state j, according to the American Community 
Survey. Facebook expatszij is the respective quantity 
from Facebook data. The indicator variables add 
controls for different age groups and countries of 
origin. The mean absolute percentage error (MAPE) 
for the ‘naive’ model that does not include indicator 
variables, is on 56 percent. The MAPE for the 
age-origin model, that explicitly models biases 
related to differences in countries of origin or in age 
groups, is significantly lower at 37 percent. This 
indicates that biases show regularities along the 
dimensions of age and country of origin. These 
regularities can be modeled and the biases can be 
corrected, at least partially.  

Facebook data offers timely, but possibly biased 
data. Traditional surveys offer time series of 
representative statistics, but often outdated or from 
relatively small samples. Combining the two types 
of sources holds promise for generating timely and 
reliable migration statistics. [24]  
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Note that our analysis also shows the potential for 
obtaining subnational estimates for stocks of 
migrants. While countries like the United States 
have good migration stocks data at both the 
national and the subnational level, other countries, 
especially less developed ones, might only have 
reliable data at the national level and could 
potentially benefit from our approach for creating 
spatially disaggregated estimates. 

While our current research focuses on improving 
estimates for stocks of migrants at the traditional 
time scale of one year, similar approaches also hold 
promise for monitoring short-term flows of 
migrants. As an example, recent data on Facebook 
users in Spain [25] showed a surprisingly high 
number of likely migrants from Venezuela, higher 
than the numbers in the most recent official 
statistics, but very plausible given the current crisis 
in Venezuela. 

5. LIMITATIONS AND CHALLENGES 

When deriving any type of insights from online data 
the question of data bias naturally comes up. Here 
we discuss two of the most important types of bias, 
as well as other limitations and challenges related 
to using online advertising audience estimates for 
monitoring global development. 

Arguably the most frequently cited bias is the 
selection bias where, say, insights derived from 
online data are more likely to represent the 
behavior and the needs of the well-off than the 
people most in need as the latter are less likely to 
contribute to the data in the first place. Irrespective 
of economic status, people not on social media 
would not contribute to the generation of the data 
and hence the analysis. This can lead to distorted 
results such as the finding that in countries with 
fewer women than men on Google+, those women 
who are online have a higher online status than the 
men [26]. 

However, this type of bias and data distortion is not 
necessarily problematic. Firstly, it is often exactly 
the missing data that is the signal. For example, in 
our research on gender gaps it is the fact that 
women are not found in the data at the same rate as 
men that provides a signal on gender inequalities. 

                                                             
8 Also see the article in https://www.theguardian.com/global-
development-professionals-network/2014/dec/17/data-
revolution-limitations-in-images for a discussion of general 
shortcomings of the data revolution vision. 

Secondly, approaches using supervised machine 
learning such as regression models treat the 
(biased) data merely as a signal to predict a 
particular quantity of interest, e.g. stocks of 
migrants [27]. As long as the signal has high 
predictive power, it has potential value for the task. 
For such approaches, selection bias is only a 
challenge when it is non-systematic, e.g. when 
different countries exhibit different mechanisms 
underlying the selection bias and where these 
mechanisms cannot be understood and modeled, 
and hence corrected for, through available data. 
Nevertheless, machine-learning models when 
applied to social and demographic outcomes can 
produce predictions that are inconsistent with prior 
domain knowledge. For example, in the case of 
demographic rates, certain empirical regularities by 
age and gender are well documented. Age-specific 
migration rates tend to peak in early adulthood. 
Combining substantive and theoretical knowledge 
about the drivers of migration, or patterns of gender 
equality, with machine-learning based approaches 
is a challenge that is important to address. A further 
challenge also emerges when several, different 
estimates for the quantity to be predicted, or in 
other words, different ground truth measures, are 
available, which come from different surveys or 
other data sources. In this case, applying methods to 
combine and generate estimates that account for 
different types of error and uncertainty across 
different data sources is an important area for 
future research.  

Another more fundamental type of bias affecting a 
lot of data for development research is the so-called 
“streetlight effect” where a particular issue is 
studied not because it is the most pressing issue, but 
because data is readily available. This type of bias 
certainly does extend to advertising audience 
estimates which, say, are unlikely to provide 
important insights for improving statistics on Goal 
#14, life below water. Our work does by no means 
advocate stopping the collection of traditional data 
or stop collecting data on pressing issues with poor 
data availability. 

More fundamentally, the streetlight effect is also 
related to the problem that not everything that 
counts is countable.8 Though we certainly believe 
that better data can contribute to better solutions, 
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data alone is not the same as knowledge or truth. 
Ultimately, data cannot replace moral judgement on 
which actions to take. 

Another important challenge is the fact that the data 
provided to advertisers comes from proprietary 
black boxes without an easy way for academics or 
others to audit aspects related to data quality. 
Whereas some user attributes such as age and 
gender are most likely derived from self-declared 
information, other attributes such as Facebook’s 
“Ex-pats (Germany)” are based on a proprietary 
inference algorithm with an unknown accuracy. 
However, as advertising is the main revenue source 
for Facebook and others, one would assume that 
they invest appropriate resources in satisfying the 
advertisers’ needs, i.e. accurately inferring user 
attributes. As mentioned previously, the typical use 
of the audience estimates is also not as a census, i.e. 
as an exhaustive count, but as an input signal for a 
regression task. In this latter setting one might still 
be able to obtain accurate predictions for variables 
of interest, even without full transparency on the 
precise specification of the input variables. 

Last but not least, the issue of user privacy is 
important to consider, in particular in light of the 
recent Cambridge Analytica scandal. Other 
researchers have shown that previous versions of 
Facebook’s advertising platform leaked personally 
identifiable information [28]. This leakage was 
possible through an exploitation of the audience 
estimates for so-called “custom audiences” that 
involve targeting a particular set of users, identified 
by name, email or phone number. In its current 
version, audience estimates can only be obtained 
for anonymous, aggregate user groups such as male 
Germans living in Geneva. As such, most of the 
privacy concerns are similar to those surrounding 
population estimates for census tracts. At the same 
time, due to the possibility of (i) dynamically 
targeting different sub-populations, and (ii) doing 
so in a repeated manner, it cannot be ruled out that 
despite the aggregation and rounding of the 
returned audience estimates a sufficiently skilled 
attacker could abuse this data source and obtain 
attributes for individual users. However, none of the 
data collected in any of the described or proposed 
work contains individual level information and 
could not be used to obtain such information. 

Apart from privacy concerns for individual users, 
there is the harder to address issue of group-level 
profiling. For example, one could potentially abuse 

the platform to create density maps of users with 
Facebook interests such as “Jewish prayer” or “gay 
bar”. Using interests strongly correlated with 
protected attributes such as race can also be used to 
exclude certain parts of the population to view, say, 
ads related to housing, employment or financial 
services [29]. For our own research we never use 
the “custom audiences” and only perform 
secondary analysis of anonymous and aggregated 
data. 

6. CONCLUSIONS 

The case studies above demonstrate the value that 
online advertising audience estimates hold for 
complementing existing traditional data sources 
such as surveys and censuses for improving global 
development statistics. Note that all the data 
sources described here are publicly available free of 
cost, which helps to reduce latency for near 
real-time estimates. Furthermore, this helps to 
democratize data access as, traditionally, personal 
contacts at big companies would be required for 
accessing similar types of data.  

We do not see big data as a silver bullet to overcome 
the challenges of significant data gaps. However, we 
do believe that when used (i) in combination with, 
not in replacement of, existing data sources, and (ii) 
in an ethical and responsible manner, then online 
advertising audience estimates can help to fill data 
gaps on important topics such as gender gaps and 
international migration. Better data on these topics 
will hopefully support better policy making and 
lead to better resource allocation. 
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Abstract – Data has been rightly acknowledged as the future oil of the global economy. As a result of the 
large amounts of data being produced globally by individuals, households, organizations and nations, the 
potential for mining insights from aggregated big data has emerged, besides other uses of data. The 
potential multifaceted use of data for private and public good is fueled by super-fast telecommunication 
networks which power communications and data capture, transfer, storage and processing. However, 
while developed economies are pressing ahead to harness the potential of data to transform their societies, 
Africa has lagged behind in the harnessing of data for public good. In many African countries, basic access 
to data is still a major challenge, and the policy landscape which enables data for public good is largely 
lacking. This paper gives an overview of the situation in Africa, where the infrastructure and data policy 
deficit is hampering the continent’s efforts towards digital development.   

Keywords – Access, equality, inclusiveness, information and communication technologies (ICTs), 
information society 

 

1. OUR GLOBAL DATA SOCIETY  

The 21st century has undoubtedly brought along a 
data revolution. The amount of data created daily 
is simply astonishing, as individuals, households, 
organizations and nations produce data like never 
previously witnessed in history. It has been 
estimated that more data was created in the past 
two years than in all of the preceding history [1]. 
The sources of this data are as varied and 
far-reaching as our mobile devices, financial 
transactions, Internet activity, health records and 
the rise of the Internet of things (IoT). An 
estimated 2.5 Quintillion bytes of data is being 
produced daily [2]. There is no doubt that the 
massive global proliferation and adoption of 
telecommunication services is a major factor 
behind the surge in data production. About 3.5 
billion people are connected to the Internet [3], 
with an estimated 8.4 billion devices and objects or 
things connected in 2017 [4], and a projection of 
between 20 – 30 billion connected things in 2020 
[5]. 

Advances in the processing of data and data mining 
are creating productivity gains in critical economic 
sectors in developed countries. For example, big 
data analytics have found important application in 
the automobile industry’s global supply chain 

management. Supply chain data can reveal which 
links in a chain could weaken thereby allowing for 
proactive and timely countermeasures before a 
real problem manifests [6]. Also, in healthcare, 
aggregate societal data has been utilized in large 
epidemiological studies to forestall the outbreak of 
diseases [7]. The enormous potential of data to 
catalyze productivity in major global economic 
sectors has seen experts dub data as the new ‘’oil’’ 
of the global economy [8]. 

2. DATA IN THE DEVELOPED WORLD 

The advances and progress of a data-driven 
economy, as described above, is clearly noticeable 
in developed economies of North America, Europe 
and Asia. These economies are backed by an 
excellent telecommunications infrastructure 
backbone and policies, which enables a 
data-intensive society and economy where 
individuals, households, organizations and nations 
are always connected to data and information 
which can be stored, shared, and collated in real 
time. Advanced economies in these regions are 
eminently placed to fully harness the potential of 
the emerging global data economy.   

To give an indication of the state of 
telecommunications infrastructure in advanced 
economies, we can take a look at some ICT 
statistics such as Internet penetration, active 
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mobile broadband subscriptions, fixed broadband 
subscriptions and average Internet connection 
speeds. International Telecommunication Union’s 
(ITU) data reveals that 81% of individuals in 
developed countries use the Internet compared to 
41.3% in developing countries [3]. Internet 
connection speeds reveal a similar great divide, as 
shown by these examples. As of Q1 2017, the 
average connection speed of the countries with the 
fastest Internet in Europe (Norway) and the 
Middle East and Africa region (Qatar) was 
23.5Mbps and 13.7Mbps respectively. Similarly, 
the average connection speeds of the countries 
with the slowest Internet in these two regions 
were 6.9Mbps (Cyprus) and 2Mbps (Egypt) 
respectively [9]. According to ITU data, mobile 
broadband subscriptions in the developing and 
developed world are 48.2% and 97.1% 
respectively, while fixed broadband subscriptions 
are 9.5% and 31% respectively [3]. 

Developed countries do not just boast of better 
telecommunications infrastructure that support 
data-intensive economies, they usually also have 
national or regional policies which support a 
data-based economy and society. This is 
particularly true for Europe and North America 
[10]. The presence of adequate data protection 
legislation as exemplified by the European Union’s 
General Data Protection Regulation (GDPR) serves 
to create a framework of trust where individuals, 
organizations and nations can leverage the 
potentials of data as an enabler of economic 
progress and societal development while 
protecting human rights and values. 

3. AFRICA’S DATA POLICY AND ACCESS 
CHALLENGE 

The telecommunications infrastructure challenges 
of developing countries have already been 
highlighted in the previous section. Moreover, 
unlike developed economies in North America, 
Europe and Asia leading global innovation in the 
data economy, most African countries do not have 
adequate data protection policies. Only 23 of the 
54 African countries have data protection 
legislation installed, with a further 15 countries 
having them in draft [11]. And although the African 
Union adopted a Convention on Cybersecurity and 
Data Protection, only 10 African countries have 
adopted the document. In general, even in 
countries with data protection legislation installed, 
there is poor implementation [12]. 

In an increasingly globalized world where data is 
becoming increasingly valuable, the absence of 
adequate data protection legislation restricts the 
involvement of African organizations in 
international cross-border transactions in the 
emerging data economy. Organizations operating 
in countries with strict data protection laws will 
face the practical difficulty of evolving novel and 
complicated regulatory arrangements to mitigate 
the risks posed by the lax regulatory environment 
prevalent in much of Africa. 

4. POTENTIAL REMEDIES 

The reasons for Africa’s telecommunications 
infrastructure deficit are as varied as the 
continent’s many countries. These include the 
presence of government sponsored monopolies 
and weak anti-competition policies such as in 
Ethiopia, which ensures that only one 
telecommunications provider serves Africa’s 
second most populous country with a population 
of 101.7 million people. Ethiopia is the most 
populated landlocked country in the world, which 
poses a challenge for ICT deployment [13]. In this 
terrain, expanding access to telecommunication 
services to citizens is best served where multiple 
telecommunication service providers work to 
bridge the access deficit. Ethiopia currently has an 
Internet penetration of 15.4%, a fixed broadband 
penetration of 0.6% and active mobile broadband 
subscription of 5.3%. This situation can however 
be improved with more access granted to multiple 
telecommunication services providers in a 
liberalized telecommunications environment.  

In Nigeria, Africa’s most populous country (198 
million), the situation is a lot more different. 
Although Nigeria has several Internet service 
providers, as is the situation in a number of other 
countries in Africa, policy hurdles such as ‘’Right of 
Way’’ charges hinder investment in broadband 
infrastructure. It has been reported that state 
governments in Nigeria inflate ‘’Right of Way’’ 
charges beyond the official rates [14], thus 
rendering investment in fibre network 
infrastructure prohibitively expensive, accounting 
for up to 50% - 70% of the cost of deploying fibre 
in the states of the Nigerian federation [15]. In 
Nigeria, this reality means that although 
broadband cables with terabytes of data connect 
the country to the international backbone network 
through landing points on Nigeria’s coast, these 
‘’Right of Way’’ charges constitute an economic 
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barrier which prohibitively increases the cost of 
investment in metro and last mile broadband 
networks and access. Despite the massive capacity 
of landing cables on Nigeria’s coast, this policy 
hurdle contributes to fixed broadband penetration 
in Nigeria being just 0.1%, while Internet 
penetration is 25.7% and active mobile broadband 
subscription is 22.9%. 

Table 1 – Key ICT statistics (Ethiopia and Nigeria) 

ICT statistics (%) Ethiopia Nigeria World 

Internet penetration 15.4 25.7 45.9 

Fixed broadband pene-
tration 

0.6 0.1 12.4 

Active mobile broad-
band penetration 

5.3 22.9 52.2 

Within the context of international broadband 
networks, which facilitate the digital society where 
data is key, reliable fixed and mobile broadband 
access is the mainstay. It is therefore easy to see in 
the Ethiopian and Nigerian situations examples of 
why African societies lag behind in an emerging 
global digital society fueled by data. Together, 
Ethiopia and Nigeria account for about a quarter of 
Africa’s population (1.2 billion), yet Internet, active 
mobile and fixed broadband penetration are quite 
low. The average Internet penetration, fixed 
broadband and active mobile broadband 
penetration rates for Africa are 19.9%, 0.4% and 
22.9% respectively. The global average for Internet 
penetration, fixed broadband and active mobile 
broadband penetration are 45.9%, 12.4% and 
52.2% respectively [13].    

For data to really work for good, in Africa, there is 
a lot of work to be done to overcome these 
infrastructure and policy hurdles, which limits the 
utility of data to the widest possible population on 
the continent. Continuous conversations with 
policy makers to overcome policy hurdles such as 
prohibitive ‘’Right of Way’’ broadband cable fees, 
resistance to infrastructure sharing policies, 
monopolistic telecommunication markets, lack of 
investment in public Wi-Fi, amongst others, are 
key. Furthermore, in view of the dire need in 
African countries, we believe that the time has 
come for conversations on the use of innovative 
technologies, such as TV white spaces to expand 
broadband access, to be revived. Delivering 
broadband services via TV white spaces, which are 
unused spectrum between television stations, 
could significantly contribute to bridging Africa’s 
large digital divide. This is because they overcome 

the difficulties of rough and hard-to-reach terrains 
typical of rural areas in developing countries, by 
reason of their sub-1GHz spectrum band [16], 
which implies higher wavelengths that reach 
further, overcoming physical barriers in remote 
terrains [17]. As a consequence of their relatively 
lower set-up costs in comparison to the traditional 
broadband infrastructure of multinational 
telecommunication companies, they also create the 
possibility of a business model that allows small 
businesses to enter the ISP market [18].  

Mawingu Networks, based in Kenya, has been a 
pioneer in using TV white spaces to deliver last-
mile broadband access in rural Kenya since 2013 
[17]. However, some of the challenges TV white 
spaces’ pioneers have faced include governments’ 
reluctance to allow TV white spaces’ spectrum to 
be used to deliver broadband services due to fear 
of interference with television signals, and the 
absence of power grids in most remote locations 
where the technology is needed. However, there 
are ongoing conversations between technical 
groups advancing TV white space technology and 
government, while solar power has also emerged 
to solve the power problem in remote rural 
settings.   

Legislative frameworks which underpin societies 
where the utility of data is realized are also needed 
in Africa. Currently, there are 38 African countries 
with cybercrime legislation [12] compared with 23 
with data protection legislation installed, revealing 
the priority of African governments. Contrary to its 
name cybercrime legislation is typically used to 
prosecute critics of many African governments and 
to legalize government access to citizens’ data [12]. 

5. AFRICA: MOVING FROM DATA 
‘’NOTSPOTS’’ TO ‘’HOTSPOTS’’ 

With the onset of the rollout of 4G and 5G Internet 
networks, ongoing and imminent in many parts of 
the world, we are all rightly excited by the promise 
of super-fast data downloads and uploads, wider 
coverage and more stable connections powering a 
host of applications improving the quality of life of 
millions globally. In these parts of the world, data 
is truly becoming a force for good.  

However, as this paper shows, Africa is lagging 
behind in the emergence of a globalized society 
where data becomes a force for good. Many parts 
of Africa have become ‘’notspots’’ [19], a term 
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coined to refer to areas without connectivity. Data 
‘’notspots’’ are distinct from data ‘’hotspots’’, which 
fuel innovation and creativity around the world. 
For data to become a force for good in Africa, 
stakeholders in government, civil society, the 
technical community and the private sector must 
work hand in hand to ensure that the 
infrastructural and policy hurdles limiting Africa’s 
entry into the emerging digital society are 
removed. 
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Abstract – This paper presents the concept of a new metadata type, defined as procedural metadata, 
which enhances automation and interoperability of the web of things. As data-driven days have arrived, 
data has become ubiquitous, and it is considered as a new valuable asset for the fourth industrial 
revolution. Accordingly, systems and services are expected to intelligently make decisions and perform 
tasks by interacting with environments through sensing and actuation. This requires accumulated 
knowledge of procedures to be described in human and machine-readable ways. Procedural metadata is 
proposed as the means to provide the common descriptions on composable procedures of not only 
individual devices but also smart systems as a whole, based on existing data models and ontologies. As a 
type of metadata, procedural metadata does not affect the original formats, models, vocabularies, 
ontologies, etc. of data, devices, and systems. However, it rather provides additional information on 
common descriptions of logic and workflows to make decisions and perform tasks. This paper describes the 
proposed concept with examples, principles, and discussions. For a proof of concept it is implemented in 
Matlab based on a scenario analysis in a smart-home environment. Then, its potential and feasibility to be 
applied to the web environment are given. 

Keywords – Internet of things (IoT), metadata, procedural metadata, semantic web of things (SWoT), 
web of things (WoT). 

 

1. INTRODUCTION 

As the Internet of things (IoT) era has arrived, data 
is now ubiquitous and considered as a new 
valuable asset for the emerging fourth industrial 
revolution. However, data is currently 
overwhelming in not only its volume but also its 
diversity, especially due to the wide-varying nature 
of IoT [1]. Generated from heterogeneous sources, 
manifold data is collected, stored, processed, 
transported, shared, and used across different 
platforms and application domains. Due to the 
heterogeneity, it is extremely hard to achieve 
interoperability, and the potential value of data is 
getting suffocated by its own volume and diversity. 
Accordingly, the needs for efforts to homogenize 
the data ecosystem and empower semantic 
linkages are rising.  

Through the concepts of web of things (WoT) and 
semantic web of things (SWoT), enhanced 
interoperability in IoT ecosystems can be fulfilled 
on the web, an information space consisting of data 
resources [2]. The web has been developed for 
data semantics in order to embrace heterogeneous 

data, platforms, and application domains. 
Accordingly, the web provides technologies that 
support the interoperability of IoT. WoT is based 
on the idea that connected devices are accessible 
via the web to enable interoperability across 
heterogeneous IoT platforms and application 
domains [3], [4]. Furthermore, SWoT brings 
semantic web and WoT together to associate 
semantically annotated information to web-
enabled IoT [5], [6].  

To support interoperability and common 
understandings of data on the web, many web data 
formats, models, vocabularies, ontologies, and 
other technologies have been introduced. Not only 
the traditional information and communication 
technology (ICT)-related industries but also other 
non-ICT industries, such as energy, transportation, 
health, geography, etc., are developing their own 
ones. Consequently, more and more heterogeneous 
data concepts, formats, models, and ontologies 
from many consortia/fora and organizations are 
investigated without a consensus of the future data 
eco-society. Therefore, interoperability remains as 
the urgent issue in the process of moving towards 
a future data-driven eco-society [7]. 
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Moreover, today’s advanced systems and services 
require intelligent decision making and task 
performance which involve bidirectional 
interactions of sensing and actuating. In order to 
empower devices to intelligently engage in smart 
systems, devices and data need additional 
descriptions of not only their various aspects but 
also their roles within smart systems, specifically 
in the areas of decision making and performing 
tasks. Many approaches have targeted providing 
common descriptions of devices and data. 
However, not many works have tackled the 
problem of how to provide a common 
understanding and description of logic and 
workflows of aggregated devices in smart systems. 
Self-management and autonomic capabilities are 
considered to be the driver in the development of 
solutions to the scalability and heterogeneity 
problems of IoT [1]. Merely providing the 
descriptions of properties, relations, and 
functionalities of devices and data is not enough 
for intelligent smart systems and services. 
Accordingly, common understandings of not only 
data and devices but also cooperative decision 
logic and action workflows need to be established 
for automation and interoperability. Therefore, 
this paper utilizes metadata as means to provide 
the common descriptions of composable 
procedures of not only individual devices but also 
smart systems as a whole in order to support 
interoperability and the automation of procedures. 

Metadata has been defined and used to 
complement data and other resources with 
additional information. There is metadata for 
different purposes and characteristics; these are 
described in Table 2 and Table 3 [8]. However, 
these conventional types of metadata face some 
shortcomings as more autonomic systems are 
desired. Recent services and applications are 
expected to perform intelligent decision making 
and actions, which require information on know-
how or accumulated knowledge melted into data, 
devices, and systems. Correspondingly, the 
decision making and task-performing procedures 
should be described in machine- and human-
readable ways.  

Accordingly, the concept of a new metadata type, 
so-called procedural metadata is presented in this 
paper. The goal of procedural metadata is to 
provide the common descriptions on composable 
procedures of devices and systems based on 
existing data models and ontologies. Procedural 

metadata is a script type of data that describes 
event, condition, and action-based procedures of 
smart systems. It describes composable logic, 
functions, and workflows among data, devices and 
systems so that the they can interoperably and 
automatically engage together to intelligently 
make decisions and perform tasks. Operated 
according to procedure metadata, data, devices, 
and systems can be fully or partially composed to 
deploy interoperable, autonomic systems. 

The remaining paper is organized as follows: 
Section 2 highlights related work, followed by a 
description of the proposed concept of procedural 
metadata with a discussion on the principle, 
feasibility, and security aspects of the concept in 
Section 3. In Section 4, scenario analysis and 
implementations for a proof of concept are 
presented. Finally, a conclusion is in Section 5. 

Table 1 – Conventional types of metadata 

Metadata Description 

Descriptive 

metadata 

It includes basic information for finding 
or understanding a resource, such as title, 
author, subjects, keywords, publishers. 

Administrative 

metadata 
 

 - Technical 

 - Preservation 

 - Rights 

It includes information to help manage 
the data resource. It provides infor-
mation about not only how the data can 
be opened, read, used, etc. but also how it 
should be managed for future use and 
rights of the data . 

Structural 

metadata 

It includes information on how the com-
ponents of an object are organised or 
structured and describes the relation-
ships of parts of resources to one another 
. 

Markup 

languages 

It provides structural or semantic fea-
tures within the data content by integrat-
ing metadata and flags (tags/indexes). 

Table 2 – Primary uses and example properties of metadata 

Metadata Primary Uses 
Example Proper-

ties 

Descriptive 
metadata 

- Discovery 

- Display 

- Interoperability 

- Subject 

- Genre 

- Publication data 

Technical 
metadata 

- Interoperability 

-Digital object 
management 

- Preservation 

- File type, size 

- Creation 
date/time 

- Compression 
scheme 
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Metadata Primary Uses 
Example Proper-

ties 

Preservation 
metadata 

- Interoperability 

- Digital object 
management 

- Preservation 

- Checksum 

- Preservation 
event 

Rights metada-
ta 

- Interoperability 

- Digital object 
management 

- Copyright status 

- License terms 

- Rights holder 

Structural 
metadata 

- Navigation 

- Sequence 

- Place in hierar-
chy 

Markup lan-
guages 

- Navigation 

- Interoperability 

- Paragraph 

- Heading 

- List 

2. RELATED WORK 

Many approaches in projects and standardization 
activities target interoperable, semantic, 
automated, and dynamic IoT ecosystems. 
Accordingly, works on data models, ontologies, 
platforms, frameworks, and software have been 
continuously done. Developed by World Wide Web 
Consortium (W3C), a semantic sensor network 
(SSN) [9] is one of the most significant and 
widespread models to describe sensors and IoT-
related concepts. W3C SSN ontology provides the 
concepts describing connected devices in great 
detail across a wide range of applications. Even 
though there exists a number of other semantic 
sensor network ontologies, many of them utilize 
W3C SSN as their basis or underlying model. Hence, 
W3C SSN currently plays a key role in IoT, WoT 
and SWoT [10]. IoT-Lite [11] is a lightweight 
semantic model which is an instantiation of W3C 
SSN ontology. Due to its detailed description, W3C 
SSN can be considered to be heavy, and IoT-Lite is 
developed to minimize concepts and relationships 
of W3C SNN while providing answers to most end-
user queries. There exist ongoing European 
projects that leverage the W3C SSN ontology as 
their starting points for achieving interoperability. 
For example, Federated Interoperable Semantic 
Testbeds and Applications (FIESTA) [12] and 
Inter-IoT [13] utilize W3C SSN ontology as their 
basis and extend it in their own ways. Currently, 
W3C is making progress on establishing the Thing 
Description (TD) repository for common 
representation for a WoT description. TD provides 
the semantic metadata and functional description 
of devices in events, properties, and actions [14], 
[15]. Along with TD, W3C is also working on an 
application programming interface (API) specifica-

tion, WoT Scripting API [14]. This provides a 
uniform way to write applications for WoT and 
allow scripts to run on devices for discovery, 
provisioning, and the control of them [16].  

In literature, approaches to develop languages, 
frameworks, software, etc. are also in progress. To 
support representations of things, a descriptive 
language for devices, IoT Device Description 
Language (IoT-DLL), is presented in [17]. Although 
it aims for automation and interoperability of 
smart devices, it is compatible only when the 
devices are described in this particular language. 
In [18], a Semantic IoT Framework is proposed, 
which facilitates realizing the changes in data or 
metadata, analyzing data, and firing domain-
specific rules or policies. The core part of the 
proposed framework is composed of the modules 
that perform updating the data changes, activating 
the actions, and processing data. However, the 
interoperability issue still has not been solved 
since these procedures occur on the platform level 
so that it is not applicable to data-level processing; 
more importantly it is out of the proposed 
framework. In [19], a tool called SysFlow Workflow 
Engine is presented, which receives a systems 
modeling language workflow in an XML metadata 
interchangeable format to parse and execute 
workflows. This work provides a way to automate 
the workflows by utilizing metadata, but the 
proposed tool is yet restricted to some specific 
domains, and its shortcoming comes when the 
users do not have access or their preference in the 
proposed tool for their interested application domain. 

The aforementioned approaches are focused on 
semantically providing common descriptions on 
data and devices in order to support automation 
and interoperability in existing WoT environments 
or their own developed platforms, frameworks, 
and infrastructures. However, to truly enable 
automatic and interoperable interactions among 
devices, devices and systems need to be 
empowered by additional information on the basic 
procedures of how they are allowed to interact 
with others. Common understandings of not only 
data and devices but also cooperative decision 
logic and action workflows need to be established 
for automation and interoperability. For common 
descriptions on logic, functions, and workflows 
among devices in systems and services, the 
concept of a new metadata type, so-called 
procedural metadata is presented in the following 
section.  
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3. PROPOSED PROCEDURAL METADATA 
FOR SEMANTIC WEB OF THINGS 

In WoT, devices and data should be properly 
managed and engaged by relations and procedures. 
However, the data models and ontologies with 
conventional metadata have shortcomings to 
convey common descriptions on procedures 
among data elements, devices, and systems. 
Accordingly, this paper presents a concept of a new 
type of metadata, so-called procedural metadata. 
The goal of procedural metadata is to provide the 
common descriptions on composable procedures 
of not only individual devices but also smart 
systems as a whole based on existing data models 
and ontologies. With procedural metadata, a device 
or a system can make decisions and perform tasks 
automatically by cooperating with heterogeneous 
devices and systems. Since procedural metadata 
helps different types of data, devices, and systems 
to collaborate as long as they support micro-
formatted metatag structures, it facilitates a high-
level of interoperability in WoT. 

3.1 Concept of procedural metadata 

In this paper, smart systems indicate IoT 
environments consisting of one or more connected 
devices. Applicable data models and ontologies are 
not restricted to one type of solution, thus they are 
not specified in this paper. It is assumed that the 
common descriptions on the data and device level 
are accomplished based on previous and ongoing 
works, for example, W3C’s TD and SSN. Instead, 
procedural metadata aims to achieve a higher level 
of interoperability, with common descriptions on 
procedures. Heterogeneous types of data, devices, 
and systems can engage interoperably and support 
automation by composing a set of procedures 
described in granular components of data, devices, 
and systems.  

Procedural metadata is a script type of data that 
describes event, condition, and action-based 
procedures of smart systems. It describes 
composable logic, functions, and workflows among 
data, devices, and systems, thus they can 
interoperably and automatically engage together 
to make decisions and perform tasks. To empower 
semantics, WoT data is often micro-formated and 
structured in parsable forms so that the data can 
be expressed and managed with their relationships 
and properties in granular scales as described in 
Fig. 1. The procedural metadata utilizes the 

microdata and provides the composable 
knowledge to make decisions and perform tasks by 
expressing the procedural relations among data 
elements, devices, and systems in granular scales. 
As procedural metadata is designed to work based 
on tag data rather than the entire raw data, it has 
advantages to processing time and complexity. 
Consequently, procedural metadata facilitates data, 
devices, and systems to be fully or partially 
composed efficiently. As described in Fig. 2, a set of 
procedural metadata can be composed as a part of 
data, devices, and systems for complex decision 
making and performing tasks. 

Moreover, as a form of metadata, procedural 
metadata can be not only internally inherent in but 
also externally accompanied with data and devices. 
Therefore, the concept of procedural metadata can 
be easily integrated on the top of the previous and 
ongoing work without much overhead. For an 
example, the concept of procedural metadata can 
be integrated with W3C’s TD as shown in Fig. 3. In 
this case, procedural metadata can be externally 
stored and managed in a repository just like TD, 
and the procedural metadata can be utilized by the 
WoT Scripting API as needed. 

3.2 Principle of procedural metadata 

In order to not only support interoperability but 
also manage procedural metadata efficiently and 
accessibly, there should be basic principles in 
generation, organization, and utilization of 
procedural metadata. Some underlying principles 
are provided as follows: 

– Procedural metadata is not a mandatory part 
of data, devices, and systems, but it is op-
tional. 

– Procedural metadata should not affect data’s 
original formats, models, vocabularies, on-
tologies, etc. 

– The inputs and outputs of each procedural 
metadata should be clarified so that a set of 
procedural metadata can be composed 
through output-input connections. 

– The inputs and outputs of procedural 
metadata need to be a set of IoT resource or 
data and a sort of action needed to be taken, 
including actuating, sensing, data managing, 
etc. 

– As an executable script-type data, procedural 
metadata needs to be described based on 
sets of conditions and actions of IoT re-
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sources, vocabularies, relationships, and con-
trols both when it is managed internally and 
externally.  

– If inserted in data internally, procedural 
metadata needs to be marked with proper 
tags so that it is efficiently searchable and 
parsable. 

– Internal embedment in data or a device is 
recommended when the procedure is specif-
ic to a certain data, device, system, or appli-
cation domain. 

– For generic usage, it is recommended to 
manage procedural metadata externally and 
in universal vocabularies. 

– For the procedural metadata externally 
managed in a repository, the modification 
made after the first creation and its version 
should be specified. 

– The maintenance policies should be articu-
lated, especially the manner in which access, 
change, usage, etc. of the procedural metada-
ta are allowed.  

3.3 Feasibility and security 

Procedural metadata can be both internally and 
externally managed as a part of the data itself or 
accompanying data. Therefore, the memory 
consumption and time complexity overheads can 
be managed flexibly according to requirements 
and specifications. As described in the upper part 
of Fig. 4, the procedural metadata can be directly 
attached to the devices and data published by the 
devices.  

 

Fig. 1 – Concept of microdata structuring and annotation 

 

Fig. 2 – Example of procedural metadata composing 

 

Fig. 3 – Applying procedural metadata in W3C’s TD concept 

However, in order to reduce the memory 
consumption of devices and overheads of the data, 
the procedural metadata can be externally 
managed out of data, a device, and a system, and it 
can be accessed and applied based on the needs 
shown in the lower part of Fig. 4. Moreover, the 
predefined procedures can be flexibly extended 
according to needs while providing skeletons of 
the common descriptions of procedures. 

Security is another critical issue of IoT. Especially, 
in the case of procedural metadata, security can be 
vulnerable since it supports modifications of data, 
devices, and systems. Hence, the security issue has 
to be considered along with interoperability. For 
data, devices, and systems that adopt procedural 
metadata, security can be supported by controlling 
the access, which can be managed with procedural 
metadata as well. As in the example in Fig. 5, every 
object needs to be cleared for each action if it 
wants to access a certain system domain to read or 
write on data, devices, or the system. That object 
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Fig. 4 – Example of procedural metadata embedment 

 

Fig. 5 – Example of security ensuring procedural metadata 

needs to be already affiliated with and registered 
in the secured and trusted domain, then it can 
access the system according to its clear level. 
Otherwise, that object must go through security 
and trust appreciations according to appropriate 
procedural metadata. By denying unsecured or 
untrusted access, the data, devices, and systems 
can ensure their security. 

4. PROOF OF CONCEPT 

The proof of concept is implemented in Matlab 
based on a scenario analysis in a smart-home 
environment. The feasibility of the proposed 
metadata to be applied to the web are shown as 
well. Self-defined metatags are used to ease the 
implementation process. However, different types 
of data formats, models, languages, vocabularies, 
ontologies, etc. can be used for procedural 
metadata as long as they support a micro-
formatted tag structure. Hence, the procedural 

metadata used in the scenario analysis and 
implementations is provided in the form of a 
pseudo code to describe the execution workflows. 

4.1 Scenario analysis 

A scenario analysis in a smart-home environment 
is provided to validate the applicability of the 
procedural metadata concept. This scenario 
describes how metatags and procedural metadata 
can be used for automatic electricity consumption 
pattern estimation. 

4.1.1 System environment 

The system environment is designed to have data 
storage (database), a convergence system (data 
analyzer and organizer), and actors (smart home, 
system services, and 3rd party service providers). 
Connected devices in the smart home generate 
data, which is transferred to a database and data 
analyzer according to procedural metadata. The 
data analyzer processes the metatags and their 
values, with raw data if needed, to examines the 
relations, rules, and policies as described in the 
procedural metadata. Based on data analysis 
results and procedural metadata, the data 
organizer creates, updates, and manages the 
metatags, then it makes decisions on the current 
conditions. According to analyzed contexts, the 
system service and 3rd party service providers take 
proper actions with up-to-date descriptions of the 
current situations. 

4.1.2 Consumption pattern estimation scenario 

For the electricity consumption pattern estimation 
task, it is assumed that an advanced metering 
infrastructure (AMI) device exists in the 
smart-home environment and that it periodically 
collects the electricity consumption data. 

With the collected data, the data analyzer performs 
estimation tasks according to the procedural 
metadata as follows: 

– Retrieve pattern and peak time tag data for 
the past 7 days. 

– Organize the tag data into a sequence. 

– Search the top 5 similar sequences in the da-
tabase. 

– Choose the pattern value of the day after the 
end of each sequence as a candidate pattern. 
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– Use K-nearest-neighbourhood (Knn) method 
to select the most probable pattern candi-
date. 

Then, the data organizer generates, updates, and 
modifies the tag values, then takes actions or 
makes decisions based on the procedural metadata 
as the follows: 

– Generate/update the estimated pattern tag 
and insert the most recent analysis result. 

– Organize the tag values and update the data-
base with changed information. 

– Take actions specified in the procedural 
metadata, such as actuate an AMI device to 
shut down the electricity, notify the current 
situation to the service providers, or even 
call other procedural metadata. 

The overall steps of this scenario are described in 
Fig. 6. The procedural metadata of this scenario 
analysis is depicted as a pseudo-code since the 
procedural metadata is an executable metadata 
coherent with other web technologies, which is not 
limited to a single form. 

4.2 Proof of concept implementation 

As a proof of concept, the functionalities of the 
analyzed scenario are implemented in Matlab, and 
applicability of the procedural metadata concept 
on the web is validated. The dataset used in the 
implementations is real world AMI data metered 
for 900 days during 2014–2016 in Gwangju, South 
Korea. It contains 700 low voltage residential users, 
and the electricity consumption load data is 
recorded every 15 minutes. 

Without processing the original raw data, the 
implementations use defined procedural metadata 
in a form of execution code to perform pattern 
estimation tasks only with the preprocessed 
metatags: consumption-pattern tag and peak-time 
tag. The tags are categorized, processed, and 
assigned in advance according to several criteria 
through statistical analysis and machine learning 
techniques. The consumption-pattern tags are 
acquired through clustering [20]. The peak-time 
tags are obtained with a peak searching process. 
The entire dataset is organized with proper 
consumption-pattern and peak-time tags before 
implementation. In the implementation, only the 
tags are used for electricity consumption pattern 
estimation. 

4.2.1 Concept implementation in Matlab 

In Matlab, the procedural metadata concept is 
implemented as a function call. The main code 
calling an external function code is considered as a 
system retrieving and activating procedural 
metadata from an external repository. By utilizing 
daily consumption-pattern tags and peak-time tags 
of previous days as inputs, the main code performs 
pattern estimation based on the pseudo-code 
described in Table 3. Fig. 7 shows a part of the 
generated results as an example. 

4.2.2 Validation on the web 

To show the validity of the proposed concept of 
procedural metadata on the web, the tags used for 
the example implemented in Matlab are validated 
in web environments. Fig. 8 is the results of pattern 
estimation shown on the web to prove the 
applicability and feasibility of the procedural 
metadata concept on the web. As mentioned above, 
different types of web data model languages, 
vocabularies, ontologies, etc. can be used for 
procedural metadata as long as they support 
micro-formatted tag structures. Therefore, this 
proof of concept implementation can be 
generalized for various web environments. 

5. CONCLUSION 

In this paper, it is argued that establishing common 
descriptions of roles of data and devices in smart 
systems, specifically in the part of decision making 
and performing tasks, is the driver in the 
development of autonomic and interoperable WoT. 
To support WoT with common descriptions of logic 
and workflows, this paper proposed a concept of 
procedural metadata. As a type of metadata 
containing executable procedures to make 
decisions and perform tasks, procedural metadata 
provides accumulated knowledge information for 
interoperable, autonomic systems. This 
information can be shared by heterogeneous 
devices and systems which utilize different types 
of data formats, languages, vocabularies, 
ontologies, etc. as long as they support micro-
formatted tag structures available on the web. 
Therefore, heterogeneous IoT environments can be 
integrated partially and entirely through the 
proposed concept. Hence, procedural metadata 
enables automatic and interoperable data, device, 
and system engagements in WoT. The viability and 
applicability of the proposed concept are shown 
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through scenario analysis and proof of concept 
implementations. Due to the characteristics of 
procedural metadata that it exploits data and 
devices and facilitates functionality modification, 
feasibility and security are the critical issues. 
However, it is discussed that these issues can be 
resolved by managing the procedural metadata 
both internally and externally and registering 
secured and trustable devices and domains. For 
future work, the study needs to proceed on 
enhancing security and trust appreciation 
algorithms specifically for devices and systems that 
adopt procedural metadata. 

 

Fig. 6 – Scenario for pattern-estimation procedural metadata  

 

Table 3 – Example of pattern-estimation procedural metadata 

Pattern-estimation 

To perform pattern estimation (Knn method) 

For previous 7 days from the day to be estimated 

     check <data>-<pattern> 

     check <data>-<peak>-<max>-<time> 

     do make them as a sequence 

For n = 1~5 

     find the nth  similar pattern and peak time sequences 

     check <data>-<pattern> of the day after the sequences 

     if the found <data>-<pattern> is also unkown 

          repeat 

     else 

          <pattern>-<candidate>-<n> = found <data>-<pattern> 

<data>-<pattern>-<estimated> = mode(<pattern>-<candidate>) 

condition to <data>-<pattern>-<estimated> do <action> 

 

Fig. 7 – Estimation result with procedural metadata in Matlab 

 

Fig. 8 – Estimation result with procedural metadata on web 
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Abstract – This paper presents analysis solutions, data applications and services developed by the 

International Civil Aviation Organization (ICAO): indicators, iSTARS, SIMS and iMPLEMENT. These solutions 
facilitate data-driven decision making and assist stakeholders in identifying and managing safety risks in 
support of the development  and dissemination of safety information and the implementation of State safety 

programmes (SSPs) and safety management systems (SMSs). Safety management supported by data-driven 

decision making (D3M) is ICAO’s framework in aviation safety, which is the prerequisite for global 
connectivity and sustainable development. This framework is noted as an innovation as it is one of the first 
cases of regulatory bodies integrating a data-driven approach into global governance and international 
regulations. As a UN specialized agency, ICAO supports all Member States to have capabilities to leverage 
data-driven approaches for the public good. 

Keywords – Aviation safety, data-driven decision making (D3M), International Civil Aviation 
Organization (ICAO), State safety programme (SSP) , safety management system (SMS), United Nations 
Sustainable Development Goals (UN SDGs) 

1. INTRODUCTION

The aviation industry connects people, 
markets, and cultures around the world, 
influencing the economic, social and political 
landscapes of countries. By fostering world 
trade and by supporting the global industry 
and tourism, aviation is a major contributor 
to economic development and globalization. 
In fact, the aviation industry supports 
62.7 million jobs worldwide and contributes 
$2.7 trillion, which represents 3.5% of global 
GDP [1]. And beyond economics, by opening 
up the world, air transport enriches the social 
and cultural webs of societies. 

Behind aviation’s remarkable growth or positive 
contribution to the socioeconomic fabric of 
countries, the vitality of the aviation industry is 
based on the existence of a well-established and 
solid global partnership.  

Aviation is by nature international, and thus the 
rules related to flights must be clearly defined 
through international standards and mechanisms 
that are managed in a globally consistent manner. 

This is the role of the International Civil Aviation 
Organization (ICAO), a UN specialized agency, 
established in 1944 to promote the safe and orderly 
development of international civil aviation 
throughout the world.  To support the global air 
transport network, ICAO has set its strategic 
objectives as follows: safety; air navigation capacity 
and efficiency; security and facilitation; economic 
development; and environmental protection. The 
strategic objectives are strongly linked to 15 of 17 
of the United Nations Sustainable Development 
Goals (UN SDGs) [2]. 

Among these strategic objectives, aviation safety 
has been established as one of the primary goals, as 
it is considered as central to ensuring that air 
transport continues to play a major role in driving 
sustainable economic and social development 
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around the world. With continuous and 
collaborative efforts from the global aviation 
community, air transportation became one of the 
safest means of transportation. Accident statistics 
showed 10 fatal airliner accidents and 44 fatalities 
in the year 2017, which is the record of the safest 
year in aviation history [3]. 

This paper presents the overview of ICAO’s works 
in aviation safety, especially in a data governance 
view. The paper is organized as follows: The second 
chapter gives a brief overview of ICAO’s actions for 
aviation safety. The third chapter introduces the 
ICAO’s data-driven decision-making framework 
and supporting data application and services are 
presented: indicators, SIMS, iSTARS and 
iMPLEMENT. 

2. TRADITIONAL ACTIONS FOR 
AVIATION SAFETY 

2.1 Standardization and implementation 

Aviation safety cannot be achieved by only a few 
leading entities, but with collaborative actions at a 
global level. Historically, ICAO was responsible for 
developing international rules in areas where 
global consistency is required. The Standards and 
Recommended Practices, or SARPs, cover technical 
and operational aspects of international civil 
aviation, such as safety, personnel licensing, 
operation of aircraft, aerodromes, air traffic 
services, accident investigation, and other fields. 

However, to fully achieve the desired outcome of 
standardization, the SARPs shall be  implemented in 
the operating field. Geographically and politically 
diverse, it has been a serious challenge to maintain 
the equal level of implementation of SARPs across 
all regions. To ensure that all States have access to 
the socioeconomic benefits from safe and reliable 
air transport, it became the ICAO’s key objective to 
achieve a consistent level of safety throughout the 
world by promoting effective implementation. 

Therefore, ICAO does not limit its role only to 
developing new standards, but also it proactively 
specifies building global strategies, performing 
continuous oversight and monitoring (USOAP CMA: 
Universal Safety Oversight Audit Programme, 
Continuous Monitoring Approach), encouraging 
and supporting the implementation of standards to 
promote safety performance at national, regional 
and global levels. With such motivation, ICAO has 

launched the No Country Left Behind (NCLB) 
initiative to assist States in implementing SARPs 
with the assistance of technical support, funding, 
training and other relevant capabilities. 

2.2 Safety management 

As the notion of safety has evolved from focusing on 
technical failures to human factors and 
organizational or system-wide aspects, States and 
industry have embraced the systemic approach of 
safety management. While previous actions were 
mainly from reactive feedback of aviation accident 
reports, the modern safety management seeks to 
proactively mitigate risks before they result in 
accidents and incidents, so that states can manage 
their safety activities in a more disciplined, 
integrative and focused manner.  

ICAO is mandating Member States to implement  
State safety programmes (SSPs) and safety 
management systems (SMSs). These SSPs and SMSs 
require the establishment of safety targets and data 
analysis systems to track performance in reaching 
these objectives. The State develops SSPs to manage 
its aviation safety performance, while the SMSs are 
developed and maintained by the service providers 
under its authority [4-5]. 

Furthermore, the concept of safety management is 
evolving toward ‘predictive risk management’. 
While the traditional approach was limited to 
retrospective actions, the new approach is 
prospective, which is concerned with leveraging 
safety data and information to develop actionable 
insights. Such insights are used by an organization’s 
leadership to make data-driven decisions including 
those related to the most effective and efficient 
allocation of resources [6]. 

2.3 The Global Aviation Safety Plan (GASP) 

In accordance with the No Country Left Behind 
initiative and to support the effective 
implementation of SSPs and SMSs, ICAO developed 
the global roadmap on safety strategy: Global 
Aviation Safety Plan (GASP). The GASP initiatives 
are monitored by ICAO’s appraisal of global and 
regional aviation safety metrics on the basis of 
established risk management principles — a core 
component of contemporary SSPs and SMSs.  

The draft of the 2020-2022 edition of GASP [7] is 
structured with the GASP goals, targets and 
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indicators. First, the GASP goals describe high-level 
outcomes. In order to better reflect the global 
objectives, the GASP goals were developed using the 
structure presented in the United Nations (UN) 
2030 Agenda for Sustainable Development. Then, 
each of the GASP goals contains specific targets, 
which are the specific actions taken by States, 
regions and industry to achieve the corresponding 
goals. Finally, the GASP indicators, as written as 
quantitative data, were designed to provide the 
evidence about whether the desired outcomes 
occurred, as well as to measure the progress in the 
activities related to the GASP targets. 

For instance, the first goal of GASP is “Achieve a 
continuous reduction of operational safety risks”, 
and it has the GASP target of “Maintain a decreasing 
trend of global accident rate”, and the target is 
supported by the indicators, such as number of 
(fatal) accidents, (fatal) accident rate, fatalities, 
fatality rate, etc. Moreover, in GASP principles, it 
was highlighted that taking data-driven decisions is 
one of the key values for enhancing global civil 
aviation safety. The role of data-driven analysis is 
essential in identifying challenges and determining 
priorities, which are the foundations and contexts 
for developing a State’s or region’s aviation safety 
plan in line with the GASP goals and targets.  

3. DATA-DRIVEN DECISION-MAKING 
FRAMEWORK FOR AVIATION SAFETY 

3.1 Data-driven decision making 

As desribed in GASP, the transition towards a 
predictive and systemic approach for aviation 
safety management can be supported by  
data-driven decision making (D3M). Due to 
the complexity of global air transportation 
systems continually increasing, proper data 
management and analysis is now considered 
as crucial to improving both global and 
regional safety performances. Therefore, 
ICAO has developed Annex 19 – Safety 
Management and the Safety Management 
Manual (SMM) containing SARPs and 
guidance material, respectively, requiring 
States to establish safety data collection and 
processing systems (SDCPS) and conduct 
safety data analysis [8].  

 

Fig. 1 – The data-driven decision making (D3M) process 

Once the decision-making process is based on 
the right data and information, it is referred 
to as data-driven decision making (D3M). 
Data-driven decision making involves making 
decisions that are backed up by the data and 
quantifiable evidence, rather than making 
decisions that are intuitive or based on 
observation alone [9]. The D3M supports 
identifying risks and opportunities, mitigating 
human error, determining a best-fit solution 
and providing credible evidence to 
stakeholders and management to ultimately 
delivering the effective decision through data 
and information analysis.  

ICAO is supporting several analysis solutions and 
initiatives and facilitating the data-driven 
decision-making process to the global aviation 
community. These solutions, collectively referred to 
as air navigation integration analysis solutions, 
include datasets, tools, methodologies and training 
courses that facilitate data-driven decision making 
and help stakeholders identify and manage safety 
risks.  

3.2 Indicators 

Indicators are measures that indicate and provide 
specific information on the status, level or condition 
of targeting items. As defined in GASP, an indicator 
is tied to an objective or goal and expresses the 
achievement of that objective or goal. Thus, the 
indicators are the basic requirements of 
data-driven decision making by measuring the 
achievement of goals in various areas.   
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It is essential to develop, harmonize, formalize and 
manage indicators, considering their importance in 
measuring factors that contribute to the success of 
operations, programmes and organizations. 
Drawing from the work done by the United Nations 
Inter-Agency Expert Group on Sustainable 
Development Goals, ICAO sought input from the 
Safety Performance Indicator Task Force (SPI-TF) 
of the Global Aviation Safety Plan Study Group 
(GASP-SG). The SPI-TF, which consists of various 
stakeholders representing regulators, industry and 
international organizations, developed and 
reviewed the initial list of indicators using a 
standardized methodology established by ICAO. 
ICAO then formalized the indicators considering the 
availability of data for analysis, measurement and 
monitoring and published the indicators through 
the online catalogue [10]. The ICAO indicator 
catalogue is not an exhautive list, and may be 
subject to change in the future. 

Table 1 – ICAO indicator catalogue 

1.001 Effective implementation (EI) 

1.002 
Runway inspections by finding category and inspec-
tion period 

1.101 Accident rate by operation type 

1.102 
Number of accidents by operation type, risk category 
and injury level 

1.103 Fatality rate by operation type 

1.104 Number of fatalities by operation type and risk category 

1.201 
Runway safety occurrences by occurrence category 
and occurrence class 

1.202 Wildlife strikes by occurrence class and flight phase 

1.204 Long landings 

1.205 Tailwind landings by threshold level 

1.206 Runway remaining 

1.303 IFR-IFR loss of separation (IFR-IFR LOS) 

1.304 Large height deviation (LHD) in RVSM airspace 

1.305 TCAS events by advisory type 

1.306 Emergencies by squawk code 

2.301 Horizontal flight efficiency (HFE) – network 

2.302 Horizontal flight efficiency (HFE) – local 

1.401 Missed approaches 

1.403 EGPWS alert events 

2.402 Continuous descent operations (CDO) 

This indicator catalogue is intended to be used as 
safety performance indicators as per the 
requirements outlined in Annex 19 ― Safety 
Management [5]. These indicators help users 
analyse aviation data and draw actionable 
information and implement data-driven decision 
making, and ultimately, contributing to an 
increased level of safety, capacity and efficiency.  

For example, the indicator 1.001 Effective 
Implementation (EI) rate is an indicator that ICAO 
uses to measure a State’s safety oversight capability. 
This EI indicator is tied to the ICAO’s strategic 
objective of safety and indicates the level at which 
an ICAO Member State has implemented SARPs, or 
protocol questions (PQs). The EI indicator is also 
included in GASP indicators for Goal 2: Strengthen 
State’s safety oversight capabilities. The effective 
implementation rate can be computed as in 
Equation 1 [11].  

  𝐸𝐼 =
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑎𝑡𝑖𝑠𝑓𝑎𝑐𝑡𝑜𝑟𝑦 𝑃𝑄𝑠

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑎𝑝𝑝𝑙𝑖𝑐𝑎𝑏𝑙𝑒 𝑃𝑄𝑠
× 100 

 

(1) 

 

Fig. 2 – The overall EI by State (as in June 2018) 

The defined indicators are the building blocks that 
link between data gathered from field operations to 
useful information, or analysis results, which is the 
key component of the D3M process. Therefore, ICAO 
Member States and other stakeholders are invited 
to use this global indicator framework when 
building their own list of indicators. 

3.3 Safety Information Monitoring System 
(SIMS) 

In 2015 the second high-level safety conference was 
held in Montreal; it was recommended to introduce 
a phased approach for global information exchange. 
The implementation of this recommendation 
resorted in launching the Safety Information 
Monitoring System (SIMS), in 2017. SIMS promotes 
the cooperation among States and industry to 
collect and analyze all available information 
pertinent to the monitoring of safety performance. 
In theory, SIMS is a web-based data and information 
system comprised of applications generating 
indicators to support States in their safety 
management efforts. In practice, a system such as 
SIMS, facilitates and encourages States to not only 
collect data, but also to convert this data into 
information, analyze and draw knowledge for 
decision making.  
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Fig. 3 – The SIMS structure 

The first phase of SIMS invites States and their 
service providers to participate in a collaborative 
manner as SIMS participants, while only having 
access to their own information. In the second 
phase, SIMS allows the participants to securely 
exchange the generated safety information with 
each other. ICAO has developed a supporting legal 
framework that addresses data privacy and safety 
data protection elements for SIMS [12]. 

As described in previous chapters, Safety 
Management mandates States to establish the 
system that captures, stores, aggregates and 
enables the analysis of safety data and safety 
information. In the absence of data, it is not possible 
to either generate indicators or to conduct analysis 
of safety information for the improvement of safety. 
Therefore, for the prerequisite for such systems, 
data availabillity is dealt as one of the key objectives 
of SIMS. In data collection, States and international 
organizations mainly collect accident data and its 
root causes, for example, standard operating 
procedures, aircraft maintenance requirements, 
aircraft parts, and cabin crew training, on national, 
regional and international levels. In addition to 
occurrence data, States collect data via audits and 
inspections in order to monitor the compliance with 
their safety regulations by the service providers, 
which is also known as a compliance-based 
approach. Data is not only a prerequisite for SIMS, 
but also for the analysis of safety risks and the 
monitoring of a State’s safety performance. 

The collection, processing and management of high 
volume, complex and highly volatile data, consumes 
financial and human resources for a State. 
Therefore, SIMS facilitate this problem by being 
providing as an online platform. Member States can 
use the online SIMS platform to display their data 
into meaningful information, as a cost-effective way 
to gain direct insights into their stored data without 
developing any complex in-house information 
technology systems.  

Currently, the first phase of SIMS has 12 Member 
States who have become participants and 
contributors to the system, with already 105 users. 
The evolution of SIMS continues gradually with not 
only the continuous approach by Member States to 
become participants, but also with the involvement 
of aviation and data experts in the aviation sector, 
to contribute to safety improvement on a global 
scale, without any financial benefit. The sole 
purpose is to share safety information for analysis 
by using existing and innovative methodologies that 
all States can benefit from. Further to the proactive 
approach, moving to a predictive approach for the 
prediction of safety performance will be the next 
step of transition and research; this will be 
conducted by experts in the field and subsequently 
applied to the Safety Information Monitoring 
System with no charge to the participating States. 

3.4 Integrated Safety Trend Analysis and 
Reporting System (iSTARS) 

The integrated Safety Trend Analysis and Reporting 
System (iSTARS) is a web-based system on the ICAO 
secure portal (https://www.icao.int/safety/iStars). 
iSTARS provides a quick and convenient interface to 
a collection of safety and efficiency datasets and 
web applications to make safety, efficiency and risk 
analysis. There are currently over 30 different web 
applications accessible to over  4,700 registered 
users. The applications were developed to support 
the analysis and visualization of big aviation data 
and to enable data-driven decision making. 

In the bottom layer of the iSTARS architecture, data 
is extracted from multiple sources, transformed to a 
common usable format and loaded into the 
MongoDB database. This data could come from 
other internal databases, external websites or from 
the S3 cloud storage.  
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Fig. 4 – iSTARS architecture 

One example from iSTARS applications is Air 
Transport Accessibility. It assesses the physical 
access of people to the nearest airports. The 
inspiration came from the UN SDG 9.1.1 [13]. This 
notion of accessibility was extended to the air 
transport system to determine which ICAO Member 
States are the least connected to the aviation 
network and thus could be candidates for assistance. 
The assumption here is that similar to roads, 
airports connect people to the world and generates 
positive economic impact.  

 

Fig. 5 – Data transformation for air transport connectivity 
application 

The 2015 “Gridded Population of the World” 
dataset from the Socioeconomic Data and 
Applications Center (SEDEAC) [14] was used for 
this study. The population data is processed and 
combined with the airport location data. The output 
of the computation is a document per Member State 
which contained the total number of airports, the 
total number of international airports, and the 
population living within 100km of these airports. 
The iSTARS application uses this data to load all the 
relevant information automatically according to the 
State and region selection by the user in the iSTARS 
application interface. The user can easily access the 
visualized analysis result through iSTARS web as 
shown in Fig. 6 below. 

                                                             
1 API calls in April and December 2016 are not applicable. 

 

Fig. 6 – Air Transport Accessibility application interface. 

ICAO also supports the API (application 
programming interface) data services for users who 
want to access raw data. The ICAO API Data Service 
(APIDS) is a website containing a catalogue of over 
50 datasets. The users can request a free key to 
query or download the available datasets. 

 

Fig. 7 – Monthly API and iSTARS calls, and cumulative users1 

Fig. 7 shows the incresing number of API calls 
including iSTARS usage. Note that the y-axis is 
defined in a logarithmic scale with base 10. The 
monthly API and iSTARS calls were 6,679 in March, 
2016. In 2 years, the calls were sharply increased to 
1,516,324 calls in March 2018, which is about 
227 times larger than the calls from 2 years ago. In 
addition, the number of registered iSTARS users has 
increased from 2,139 in 2011 to 4,700 in 2018 
(June 2018). The affiliation of users varies from civil 
aviation authorities, airlines and airports to 
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researchers, economic analysts and media. This 
trend demonstrates that the iSTARS and API data 
service are successfully meeting their purpose of 
providing users an accessible, quick and convenient 
interface. 

3.5 iMPLEMENT programme 

Closely tied to the self-explanatory No Country Left 
Behind initiative, iMPLEMENT was launched to 
support the evolution of safety performance 
according to safety management practices. It is a 
data-driven decision-making process aimed at 
helping decision makers such as directors general 
of civil aviation authorities or transport ministers to 
take well-informed decisions by following a number 
of steps: 

• the assessment of the current status of avia-
tion in terms of connectivity and safety; 

• the identification and prioritization of areas 
with the potential of improvement and/or de-
velopment; 

• the identification of the best solutions availa-
ble to address prioritized needs; 

• the production of advice on how resources 
can be utilized efficiently to maximize the po-
tential of the aviation sector; and 

• the identification of potential donors and in-
vestors through existing national, regional or 
global mechanisms. 

For each step, a number of tools available on the 
iSTARS platform have been created to fulfil different 
purposes. These tools may be used following the 
logical sequence provided by the iMPLEMENT 
methodology to achieve the required results. Many 
of these applications use the safety audit data from 
ICAO’s audit programme (USOAP CMA) and merge 
it with other data available such as traffic as sources 
for the analyses they produce.  

A first example of these tools are the regional, State 
and airport safety briefings, designed to facilitate 
access to safety-critical information. They contain 
relevant safety information such as USOAP EI values, 
significant safety concerns, fatal accidents, 
aerodrome certification based on audit questions, 
the State safety programme implementation based 
on the SSP gap analysis tool and PBN 
implementation. By using this information available 
in the briefings, it is possible to derive a 
prioritization suggestion on which areas and 
protocol questions a State should work on to 

increase the overall implementation rate.  

 

Fig. 8 – State safety briefing – Performance dashboard 

 

Fig. 9 – Example of a State safety briefing – Details 

Another tool, the Solution Center application is 
designed to identify the best solutions available to 
address the prioritized needs by linking available 
global aviation training packages in order to 
ultimately address implementation issues 
identified through the USOAP. 

Another useful tool is the Human Resource toolkit 
for Civil Aviation Authorities (CAA-HRT), which is 
an online application designed to respond to the 
needs expressed by States on the scaling of their 
staff, in particular regarding how many inspectors 
are needed to address the oversight responsibilities 
of a State. The tool contains two main components: 
(1) a benchmarking tool, which compares States on 
their reported number of staff and their activity in 
terms of number of aircraft, aerodromes and 
operators overseen and (2) the Manpower Planning 
tool which provides a basic approach for the 
calculation of inspector man-hours based on the 
various types of certification and surveillance 
activities of a State.  
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Fig. 10 – Manpower Planning application 

By combining the analysis generated by a selection 
of tools available on the iSTARS platform, 
iMPLEMENT helps experts produce a high-level 
report showing State information which is aimed at 
identifying risks and opportunities, determining 
best-fit solutions, prioritizing activities and 
ultimately facilitating the enhancement of a State’s 
implementation rate. This processed and logically 
sequenced information provides senior 
management with projects and solutions to fully 
realize the socioeconomic benefits of aviation at the 
State level.  

4. CONCLUSION 

There was some considerable ambiguity in the 
political or legal process of aviation safety, as it is 
challenging to deliver a clear picture of operational 
safety risks to the regulatory bodies. Due to complex 
interactions between latent errors and threats, 
which are subjective and uncertain by their nature, 
it became almost impossible to identify, track and 
derive a solution at a global governance scale. 
Therefore, the series of ICAO’s data applications and 
services is the first step towards effective 
implementation of data-driven decision making 
into the regulatory bodies, supporting all Member 
States having capabilities to leverage a data-driven 
approach for aviation safety. 

The successful implementation of data-driven 
decision making will be achieved with the active 
participation of Member States. However, due to the 
gathered raw data being too diverse, States are 
struggling to implement data-driven decision 
making into its aviation safety governance. To 
overcome the current problem, it is crucial to 
establish the centralized and standardized data 
exchange framework, as well as the accessible 
environment for effective data gathering, exchange, 
analysis and utilization at a global level.  

In order to manage big data for the benefit of 
aviation in terms of improving safety, efficiency and 
effectivity of the air transport system, ICAO strongly 
recommends implementing data-driven decision 
making, with the following actions: (1) taking into 
account the ICAO catalogue of safety and air 
navigation indicators, within their safety and air 
navigation activities and to build data analysis 
capacity; (2) using the ICAO’s air navigation 
analysis solutions, especially during the initial 
development of their State safety programmes; and 
(3) joining the ICAO SIMS project to exchange safety 
and air navigation information, and thus, better 
utilize their stored data.  

ICAO will keep further promoting its analysis 
solutions through the “Aviation Data-driven 
Decision Making (AD3M)” training course and 
workshops, as well as developing predictive 
analysis by actively exploring the potential 
application of artificial intelligence technology. 
Thus, ICAO endorses the active participation and 
discussion of how the aviation industry shall 
incorporate data management and artificial 
intelligence technologies in a human-centric and 
globally harmonized manner. 
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Abstract – Smart cities use information and communication technologies to improve quality of life, effi-
ciency of urban operation and services, and competitiveness. Several challenges result from the large use of 
data in smart cities; we focus here on three that we consider most urgent to address in terms of governance. 
The first relates to the data heterogeneity that results from the diversity of stakeholders, applications, pro-
cesses and tools involved, requiring operational data governance to ensure ecosystem sustainability. The 
second relates to the uncertainty generated by new business models and new technologies, requiring a risk 
management approach that continuously takes into account new risks and threats. The third challenge is 
the need to adapt people’s skills so that they can cope with rapidly evolving technologies.  

Keywords – Data governance, data heterogeneity, data skills, risk management, smart city 

 

1. INTRODUCTION 

In October 2015, ITU-T Study Group 5 agreed on the 
following definition of a “smart sustainable city” [1]: 

“A smart sustainable city is an innovative city that 
uses information and communication technologies 
(ICTs) and other means to improve quality of life, ef-
ficiency of urban operation and services, and compet-
itiveness, while ensuring that it meets the needs of 
present and future generations with respect to eco-
nomic, social, environmental as well as cultural as-
pects”. 

Hence, smart sustainable cities pursue multi-di-
mensional objectives, each requiring the use of 
large amounts of data. This specific situation results 
in several challenges in terms of governance. After a 
description of the specific context of data pro-
cessing and management in smart cities, we will fo-
cus on three challenges that we consider most ur-
gent to address: operational data governance, new 
risks and threats, and people’s skills. 

2. CONTEXT 

Innovative cities use large amounts of data. Data is 
produced, analyzed and stored for many applica-
tions; this includes street lighting, air quality, en-
ergy monitoring, traffic regulation and smart build-
ings. Applications that require the use of sensors 
and data collection are everywhere. 

The few applications we have just listed already re-
flect one of the main governance challenges gener-
ated by smart cities: the data heterogeneity that re-
sults from the plurality of stakeholders, applications, 
processes and tools involved. The SynchroniCity IoT 
Large-Scale Pilot for Smart Cities [2] is a concrete 
example of an integrated project that illustrates the 
multidimensional nature of smart city require-
ments. 

In addition, reliance on the implementation of new 
business models, innovative solutions and ad-
vanced technologies creates uncertainty and re-
quires adapted skills and capabilities. Ensuring a 
successful transition to smart sustainable cities 
therefore requires managing data complexity and 
uncertainty through operational data governance 
(3), a risk management approach that takes into ac-
count new risks and threats (4), and the develop-
ment of people’s skills to help them cope with rapid 
change (5). 

3. OPERATIONAL DATA GOVERNANCE  

Massive amounts of data pass through smart cities. 
One could say that smart cities rely on data, while 
smart sustainable cities rely on data governance. 

The major challenge smart cities face is data heter-
ogeneity, which stems from the plurality of stake-
holders, applications, processes and tools involved. 
Data heterogeneity, in terms of granularity, quality, 
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depth or language, makes analytics and aggregation 
difficult and more generally prevents the data from 
being used effectively. This challenge is accentuated 
by data ubiquity, which makes data governance 
very different from the governance of other re-
sources to which they are often compared (oil, fi-
nancial resources, etc.). 

Operational data governance is therefore essential, 
to control, monitor and protect the ecosystem. This 
necessarily involves a cartographic understanding 
of circulating and stored data: which data, who pro-
duces the data and why, where does the data come 
from and where is it stored and secured? Building 
information modeling (BIM) and city information 
modeling (CIM) are examples of large-scale initia-
tives whose objective is to foster governance and 
harmonize building and city data [3]. By extension, 
operational data governance relies on the ability to 
capture the “big picture” of the ecosystem’s data 
through data aggregation capabilities and end-to-
end visibility of data processing [4].  

Smart cities are data-driven, but massive data col-
lection is not a panacea unless proper governance is 
in place [5]. In fact, in the long run, improving the 
efficiency of data use may well involve minimizing 
data volumes. 

4. NEW RISKS AND THREATS 

The resilience and stability of smart sustainable cit-
ies requires active management of uncertainty. The 
emergence of new technologies and new business 
models calls for faster implementation of an 
adapted risk management approach, as safe growth 
may be hampered by the many unknown unknowns 
generated by data management and processing. Ex-
isting standards and methodologies [6] could be 
adapted to the specific needs, contexts and com-
plexities of cities, communities and projects. But 
whatever the chosen approach, the most important 
component is the ability to anticipate new risks and 
threats. Data-related threats evolve as smart cities 
develop, so anticipating risks, cyber risks and 
threats is an ongoing process [7]. Below, we pro-
pose three specific risks that should be taken into 
account. 

4.1 Systemic risk 

The smart cities paradigm in which systems and 
data are interconnected raises questions about vi-

rality issues such as bad data contagion, the dissem-
ination of erroneous information resulting in panic, 
and the dissemination of fake news [8]. Further-
more, the potential data dependencies generated by 
data flows between systems raise the question of 
the impact of a massive blackout (electricity, trans-
portation, banking, etc.) [9] or bankruptcy of a ma-
jor service provider. As described in the IRGC Guide-
lines for the Governance of Systemic Risks [10], 
“systems prone to systemic risks are highly inter-
connected and intertwined with one another.” 

4.2 Business resilience, future value and 
rising costs 

Smart cities rely on IoT and on the implementation 
of innovative solutions and technologies such as 
machine learning and blockchain, whose large-scale 
use is still in the testing phase. The current eco-
nomic pressure on innovation could generate unex-
pected future costs. As stated by Sculley, Holt, 
Golovin, et al., “it is dangerous to think of these 
quick wins as coming for free” [11]. This encourages 
us to consider technological debt as a risk. Moreo-
ver, just like traditional businesses, players in the 
data economy still have to prove their strength and 
resilience in this new era of technology, where a 
growing share of the value chain is based on intan-
gible capital [12]. 

4.3 Decision risk 

Smart cities entail a growing number of data-based 
decisions related to a wide range of topics (energy, 
traffic, tax, safety, insurance, etc.) and stakeholders 
(citizens, cities, companies, etc.) hoping for effec-
tive, fair and unbiased decisions that will result in 
operational efficiency, sustainable economic 
growth and social justice. The efficiency of the deci-
sion-making process depends on technical and non-
technical parameters such as algorithms, data qual-
ity and governance, each of which could be a source 
of bias or error. What, then, are the economic, social 
or environmental consequences of wrong decisions, 
bias or errors due to poor quality data, misinterpre-
tation or an inability to use the data effectively? 

Projects under construction should be challenged in 
the light of these risks and threats. But risk identifi-
cation is only the first step in implementing a risk 
management approach. Other issues must also be 
addressed by stakeholders, including the need to 
improve risk assessment (likelihood and magni-
tude) through the collection and analysis of loss 
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data. This has already been done in some industries 
that have implemented a risk management ap-
proach [13]. Another critical issue is the question of 
risk appetite and, more pragmatically, who bears 
the risks and will have to bear the costs of uncer-
tainty: companies, governments, cities or citizens? 

5. PEOPLE’S SKILLS 

Smart sustainable cities are cities where people are 
equipped to face the challenges that arise from their 
economic and social environment. Adapting indi-
viduals’ skills to meet the current and future needs 
brought about by digitization and technical pro-
gress is therefore a priority for each and every 
stakeholder – cities, companies, states and citizens. 
As noted in the Geneva Initiative on Capacity Devel-
opment in Digital Policy, digital development in-
volves many unknown unknowns and needs to re-
main flexible and ready to adapt to change [14]. 

At the “Shape Your Digital Future!” Internet Govern-
ance Forum held in Geneva in December 2017 [15], 
a strong consensus emerged on two points: 

Skills gap analysis: The need to bridge gaps and 
train individuals through continuous, flexible train-
ing plans. As the Council of Europe points out, digi-
tal training is a process, not a state that individuals 
reach after completing a training course [16]. 

Soft skills: The need to raise awareness about the 
importance of soft skills and encourage curiosity 
and creativity to understand the digital world and 
the changes it brings. 

Each organization should, without delay, take stock 
of the above and implement the necessary measures 
locally to draw up the inventory of skills and needs, 
train individuals and prepare training plans. Creat-
ing smart sustainable cities means recruiting digital 
skills in line with current and future needs, empha-
sizing the development of soft skills, and nurturing 
people’s ability to change and evolve. 

6. CONCLUSION 

The digital development of cities and large use of 
data raises many governance challenges, starting 
with the need for operational data governance to 
manage the heterogeneous data produced. 

Given the uncertainty generated by new technolo-
gies and business models, to ensure the sustainable 

development of smart cities, it is essential to em-
brace a risk management approach that takes into 
account new risks and threats on an ongoing basis. 
And this simply is not possible without the aware-
ness and improvement of people's digital skills.  

The stakeholders involved in or impacted by the im-
plementation of smart city applications – cities, citi-
zens, companies, public and private organizations – 
must remain flexible and ready to adapt to the digi-
tal future. Otherwise, we run the risk of generating 
huge costs due to a lack of preparation, which the 
ecosystem as a whole will have to pay. 
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Abstract – The Indonesian One Data policy is designed to improve internal government data governance 
practices by providing a regulatory framework concerning organizational structure, including the roles, 
tasks, and responsibilities of each key stakeholder. It also specifies mechanisms to ensure the preparation, 
collection, and/or processing of data that meets data standards, the application of metadata according to 
the standard format, and dissemination of data according to the principles of data interoperability. We 
conducted a data journey modelling for three key health datasets to identify challenges and barriers in data 
flow across local and national government agencies. The findings highlight the critical role of the local 
government leaders and data custodians, enforcement of data standards and policies, and compliance 
(including a mechanism to enforce penalties for non-compliance) to the successful implementation of the 
One Data policy in Indonesia. 
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1. INTRODUCTION 

One Data Indonesia (One Data) is an initiative of the 
Government of Indonesia (GoI) to improve 
interoperability and the use of government data. It 
is envisioned that the accuracy, openness, and 
interoperability of government data will be assured 
by improving data governance practices through 
structuring regulatory and institutional 
frameworks, standardizing and synchronizing data 
assets, building the capacity of agencies and 
government instrumentalities, and facilitating data 
interoperability across government agencies. At the 
same time, the One Data policy seeks to improve 
data disclosure practices by ensuring the 
availability of high-quality data for the public 
through open data portals at both national and 
subnational levels.  

2. LITERATURE REVIEW 

The recent advancement in big data technologies 
and applications including machine learning and 
artificial intelligence has spurred optimism within 
the government that these technologies can 
enhance their ability to serve the citizens and 
address major national challenges involving the 
economy, healthcare, job creation, natural disasters, 
and terrorism [1, 2]. From “smart” government to 

transformational government, Big and Open 
Government Data can foster collaboration, promote 
greater openness and usher in a new era of policy 
and decision making [3]. 

However, before any big data program can produce 
a meaningful impact, prior studies have highlighted 
an importance of addressing a range of policy 
challenges concerning data governance including a 
robust technology infrastructure for organizing, 
curating, storing, and making datasets accessible 
among agencies and to the public as the main 
prerequisite [1, 3, 4]  

According to DAMA Data Management Body of 
Knowledge (DAMA-DMBOOK), the function of data 
governance covers the exercise of authority, control 
and shared decision making (planning, monitoring 
and enforcement) over the management of data 
assets. Data governance plays a very important role 
in achieving high data quality. Data governance 
creates an organizational structure that develops 
and enforces policies, rules, processes, and 
procedures to ensure and improve data quality 
within an organisation. 
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Thompson, Ravindran [5] suggest three key aspects 
for effective public-sector data governance: people 
(leadership and data steward), standards (policies 
and requirements), and compliance (including a 
mechanism to enforce penalties for non-
compliance). This study aims to contribute to the 
current understanding of these key aspects by 
investigating barriers in the implementation of data 
governance policy in Indonesia. 

3. THE ONE DATA POLICY 

The Indonesian Government has recognized the 
potential significance of improving internal 
administrative operations, including data 
governance. While the Indonesian Government has 
made efforts to advance its E-Government system, 
the progress is still far from satisfactory. In the 2016 
United Nation’s E-Government Development Index 
shows Indonesia is ranked at 116 out of 193 
countries, behind several other south-east Asian 
countries and also the regional average. Much of 
local government is still at the initial developmental 
stage, providing only government information such 
as organization structure, contact details, news, and 
events via their official websites. The annual E-
Government Indonesia ranking by the Ministry of 
Communication and Informatics shows that the top 
three provinces are all located on the 
well-developed Java island, indicating a strong 
dependency between availability of technology 
infrastructure with public sector innovations. 

With regard to data governance, the report issued 
by the Executive Office of the President shows that  
at present, there are no standard data management 
practices applied across government agencies [7]. 
Each agency is working in silo, developing its own 
data management practice, with a lack of a clear 
strategy for data sharing and collaboration. The One 
Data policy is expected to provide a common 
framework for data management along with 
guidelines for public institutions to limit redundant 
efforts, improve data quality, interoperability and 
integration, including data licensing and formats. 
The roadmap for the implementation of the One 
Data began with the pilot implementation at nine 
national ministries in 2016 and 2017 [7]. In the next 
phase, the implementation will continue to cover all 
national and subnational agencies. 

To support preparation for implementation at the 
subnational government level in 2019, the One Data 
Team at the Executive Office of the President and 

the Open Data Lab Jakarta commissioned a study to 
assess readiness to implement One Data provisions. 
The central question addressed by this research is 
what do local governments need in order to 
implement or align themselves with the anticipated 
One Data Policy?  To address this question, we 
conducted data journey modelling in four 
municipalities in Indonesia: Pontianak , Bojonegoro, 
Makassar, and Kulon Progo. The following section 
details the methodology of the study.  

4. PROPOSED METHODS 

Data journey is a tool aiding the identification of 
social and technical barriers to data movement in 
large, complex organizations [8]. The tool offers an 
ability to model the necessary parts of the existing 
information infrastructure, including the places 
where data is stored, and the links between these 
places that enable the sharing of data. It can also be 
used to describe the movement of data from a point 
of entry in the infrastructure to the point of use by a 
new consumer (human user or a new IT 
development). Once a diagram of the movement has 
been created, it is possible to identify parts of the 
movement that, because of some type of barrier, can 
introduce some costs to the movement or new 
development. Hence, data journey modelling can 
assist the decision-making process of whether it is 
worth implementing a new functionality or policies 
on an existing network of data. The diagram 
contains several elements as shown in  Figure 1. 
These elements include: 

• Container or place where data is stored. A 
container can be in electronic form (e.g. a da-
tabase, an Excel spreadsheet, a word docu-
ment) or in physical form (e.g. cabinets, desks, 
pigeon holes). Electronic data containers are 
denoted using the database icon and physical 
ones with a rectangular box.  

• Journey leg is an established route where data 
stored in a container can travel to another 
container. The direction of the link shows the 
movement of data from the source to the tar-
get container. The link is denoted with a 
straight line connecting the two containers. 

• A medium is used to move data from a source 
container to a target container. Media can be 
of physical (paper) or electronic form (email, 
file transfer). 
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• An actor is a person or IT system that inter-
acts with the container. The actor may create, 
consume or transform the data resting in the 
container. The actor is denoted using the ac-
tor symbol of the UML notation and the inter-
action with the containers is shown with a 
dotted arrow beginning from the actor and 
ending with the container with which he or 
she interacts. Several actors can interact with 
one container. One actor can also have several 
interactions with different actions with the 
same container. 

Fig. 1 – The notation used in modelling of a data journey 

5. DATA COLLECTION 

After consultation with the One Data team during 
the preparation stage, three key health datasets in 
the Sustainable Development Goal (SDG) indicators 
were selected for the assessment. They include data 
on (1) the number of deliveries in healthcare 
facilities, (2) community-led total sanitation, (3) 
prevalence of stunting, height for age. In this study, 
we modelled the flow of these datasets from the 
point of entry at the Community Health Centre until 
their end journey at the Health Ministry. 

Data journey modelling began with a process of 
identifying organisations and actors associated 
with the journey for each dataset. Preliminary 
interviews were conducted with officials from the 
Ministry of Health to understand the flow of each 
dataset, and how it interacts with organisations, and 
actors in the data value chain. This was later 
validated during the field visit to the health 
department at the provincial and municipal level as 
well as at community health centers as shown in the 
organisation structure in Fig. 2. 

 

Fig. 2– Organisation structure 

The study utilized a qualitative approach, in which 
in-depth interviews and observation of key 
informants responsible for data management at 
each level of the Health Department organisation 
structure were the primary methods for data 
collection. These include meetings with the head of 
department, data producers, data custodians, and IT 
staff. In total between 25-30 informants with the 
knowledge of the data journey for the three key 
datasets were interviewed in each city. To 
corroborate the insights provided by the interviews, 
a comprehensive desk review of city government 
policies, commitments, and projects related to  
aspects of the One Data policy was also used as a 
secondary source of data. 

6. FINDINGS 

Data on the number of deliveries in healthcare 
facilities are sent quarterly to the Health Ministry by 
the provincial health department. However, the 
data at the provincial level is being updated on a 
monthly basis by the community health 
center/private clinics/hospitals and subsequently 
by the municipal health department.  

Data collection in the community health center 
(Puskesmas) is performed in two ways. Childbirth 
records kept by independent midwives are sent to 
Puskesmas, while registers in hospitals and private 
clinics are fetched manually by the Puskesmas 
midwives (leg 1). Data from both sources are 
combined in the District Monitoring Report book, 
which tis hen converted to both electronic and 
printed format; the latter is kept in the data folder. 
The printed data is delivered physically to the 
Maternal & Child Program office at the municipal 
health department (leg 2) using the format 
provided by the municipal health department. The 
data  is then stored in two places; in the officer’s 
computer and in the data folder. Citywide data is 

Ministry of 
Health

Provincial Health 
Department 
(Provincial 
Dinkes)

Municipal Health 
Department (City 

Dinkes)

Private Clinics
Community 

Health Center 
(Puskesmas)

Hospitals
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then combined and sent to the provincial health 
department via e-mail (leg 3). Here, aside from 
being kept for the tri-monthly report to the 
Ministry(leg 4), data is also transferred to the 
Information & Data Center (Pusdatin), which will 
process the data for the province’s annual health 
profile and for the Health Ministry data repository 
KOMDAT. 

 

Fig. 3 – The journey of the dataset on deliveries in healthcare 
facilities 

Table 1 shows the list of barriers identified along 
the legs of the journey. Puskesmas, as the most 
immediate data producers, often find the activity of 
collecting data from other sources most challenging. 
This is due to the absence of obligation for private 
practices and hospitals to cooperate with 
Puskesmas nearest to their area in providing data on 
deliveries. As a result, each month Puskesmas 
midwives must go around these locations to fetch 
and sort out information manually (barriers on 
Leg 1). Moreover, as the popularity of each 
Puskesmas in the city varies, midwives working in 
busier Puskesmas often find it harder to juggle 
between their main job of serving patients and 
processing data. 

The dispersed sources of data also affect the control 
of information in the municipal health department. 
As they too receive submissions from public 
hospitals, the Maternal & Child Officer must host a 
monthly gathering of Puskesmas’ officers to ensure 
the distribution of this data. Meanwhile, the need to 
convert data formats (i.e. from physical to 
electronic, and from one table to another) in both 
the city and provincial health departments also 
results in inefficiency in the monthly report 
preparation. 

 

 

 

Table 1 – Barriers in the journey of the dataset on the number 
of deliveries in healthcare facilities 

Jour-
ney 
leg 

num-
ber 

Barrier Cause of barrier 

1 The repeated 
loss of data of 
deliveries out-
side Puskesmas 
 

The lack of a systemized data 
collection procedure for hospi-
tals and obstetric gynaecol-
ogists (ob-gyns), especially the 
private ones. At the moment 
they are not strictly required to 
report delivery records to ei-
ther the municipal health de-
partment or Puskesmas and are 
not aware of the importance of 
data integration. 

1 Time ineffi-
ciency in data 
collection 

Competing tasks by the mid-
wives. The need for Puskesmas 
midwives to physically visit 
hospitals and ob-gyns, sort 
each delivery data by address, 
and group each birth according 
to the Puskesmas’ working 
boundary area. 

1 Extra burden of 
carrying out 
data entry for 
different appli-
cations 

The lack of incentive to reward 
officers carrying out the ‘addi-
tional job’ of data entry. 

2 Extra task for 
municipal 
health depart-
ment officer to 
sort out data 
from all com-
munity health 
centers, private 
clinics, and hos-
pitals 

The flow of data collection from 
hospitals, ob-gyns, and prac-
tices outside Puskesmas is not 
clear and binding. 

3 The inefficiency 
in preparing 
and delivering 
data in both 
physical and 
electronic 
forms 

- The Ministry and other data 
users require data to be pro-
cessed into different tables and 
documents 
- Trust for digital registry for-
mats among Health department 
staff is low, so diminishing 
physical formats altogether is 
not feasible 
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Data on community-led total sanitation (CLTS) are 
delivered vertically by two means: directly to a 
server at the Ministry via the Smart-STBM (Sanitasi 
Total Berbasis Masyarakat) application and 
manually using monthly and tri-monthly report 
documents. 

The data input in the Smart-STBM application is 
done by sanitarians at the village level. Data is sent 
through either via the app or SMS to the STBM 
server (leg 1). The data is updated in real time, and 
accessible by both the Environmental Health 
Directorate in the ministry and the Provincial 
Coordinator in the provincial health department. 
After obtaining feedback from the ministry (leg 2) 
and aggregating the data themselves, the Provincial 
Coordinator relays it to municipal health 
department officers as recommendations (leg 3), 
who then do the same to Puskesmas officers (leg 4). 
For instance, feedback from the top may include an 
instruction to focus on certain areas or aspects of 
sanitation. This way, sanitation data on the STBM 
application is always kept updated. 

However, interviews done with Puskesmas officers 
revealed that data transacted through the STBM 
application is only available for the first of the five 
CLTS pillars (i.e. Stop Open Defecation), thus 
requiring another way of reporting for the 
remaining pillars. The manual delivery consists of 
sanitarians sending printed reports to the 
sanitation officer in Puskesmas (leg 1’) which then 
summarize the data before delivering it to the 
municipal health department (leg 2’). The data from 
all Puskesmas is then processed in a fairly similar 
way as data on Number of Deliveries and Stunting, 
which is bottom-up to the provincial health 
department (3’). At this point, data will be then 
converted into either a tri-monthly report for the 
Environmental Health Directorate (4’) or the 
province’s annual health profile. 

 

Fig. 4 – The journey of the dataset on community-led total 
sanitation 

Table 2 shows the barriers encountered by the 
producers and users of STBM data. The introduction 
of the application-based data entry to help 
management and monitoring proves to be 
beneficial in keeping the timeliness of the data. 
However, barriers related to technology still causes 
delays at the lower level, which requires a 
provincial CLTS coordinator to directly resolve the 
issue. 

The application also does not cover data input for 
other CLTS pillars outside Open Defecation. 
Therefore, the provision of data on the other four 
pillars must be done physically. 

Table 2 – Barriers in the journey of the dataset on 
community-led total sanitation 

Jour-
ney 
leg 

num-
ber 

Barrier Cause of barrier 

1 Inefficiency in 
preparing sanita-
tion data on differ-
ent formats. 

The Smart-STBM app only 
covers data log from one out 
of the five pillars included in 
the CLTS program blueprint, 
which is Open Defecation 
Free (ODF). 

1 The delay in sani-
tarians to send off 
real-time infor-
mation through 
the Smart-STBM 
app. 

Different understanding of 
STBM app by sanitarians 
and/or technical issues (e.g. 
lack of signal or smartphone 
not working) 

2’ The need to trans-
act sanitation re-
ports, either 
monthly or tri-
monthly, manually 
outside the Smart-
STBM app. 

The Smart-STBM app only 
covers data log from one out 
of the five pillars included in 
the CLTS program blueprint, 
which is Open Defecation 
Free (ODF). The other four 
pillars, therefore, are sent 
from Puskesmas to the mu-
nicipal health department 
through manual forms. 

3 The need for pro-
vincial CLTS coor-
dinator to regu-
larly check each 
sanitation agent 
who has low-per-
formance level ac-
cording to the in-
ternal application 
system. 

Different level of proficiency 
in using STBM app in the 
lower hierarchy and/or 
technical issues (e.g. lack of 
signal or smartphone not 
working). 
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Jour-
ney 
leg 

num-
ber 

Barrier Cause of barrier 

4 The need for sani-
tation officers  to 
constantly check 
Smart-STBM app 
for change in data. 

No notification system and 
updates when there is a 
change in data. 

Meanwhile, the production of stunting data 
employs two different methods: sampling and 
direct measurement. The first is performed 
annually by Nutritional Status Monitoring (PSG) 
enumerators and the provincial health department, 
while the direct measurement is done during 
monthly patient visits at Posyandus.  

Data held by PSG enumerators, including stunting 
data, is first distributed to both the provincial and 
municipal health departments (leg 1). After the 
verification/’data contrasting’ process is done on 
their level, the data is sent back to the province 
(leg 3) before being compiled into a publication and 
sent to the Health Ministry (leg 4). 

Meanwhile, data produced from direct measuring is 
collected monthly from Posyandus (a monthly clinic 
for children and pregnant women) by Puskesmas 
nutrition officers (leg 1’). Here, the data gathered is 
converted several times across both physical and 
electronic formats. The Puskesmas officer first logs 
Posyandu reports to their cohort registry and 
transfers it to PosyanduQu, a spreadsheet 
application introduced by the Health Ministry. To 
prepare the monthly report, the numbers 
aggregated from the program are then moved to a 
nutritional book and again translated into a 
spreadsheet form prepared by the municipal health 
department. This information is then sent 
physically to the municipal health department 
(leg 2’) and processed to be used for citywide health 
policymaking. 

 
Fig. 5 – The journey of the dataset on stunting 

The existence of two different methods for 
collecting stunting data causes several recurring 
issues (see Table 3). As PSG annual enumeration is 
conducted by the provincial health department 
under the direct supervision of the Ministry of 
Health, its result is what is normally used to 
measure a certain area’s nutritional condition. 
Based on the PSG data, the provincial health 
department will then provide direct 
recommendations to the municipal health 
department and Puskesmas. However, this has 
sometimes proven to be problematic as the 
sampling result many times contradicts the data 
held by all Puskesmas (see barriers on journey 
leg 2).  
Barriers on legs 2’ and 2 also show that confusion 
happens in the municipal health department, which 
is tasked to deal with the processing and managing 
of data from the two sources. That is, the PSG 
recommendation from the province’s health 
department and the direct measurement report 
from Puskesmas. Moreover, the importance of 
nutritional data for national, provincial, and city 
level policies imposes a burden on Puskesmas 
officers, who are required to convert the data into 
three separate formats (see barrier in journey 
leg 1’).
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Table 3 – Barriers in the journey of the dataset on 
stunting 

Jour-
ney 
leg 

num-
ber 

Barrier Cause of barrier 

1’ Issues in 
monthly data 
collection 
among Po-
syandu ca-
dres 

- Limited capacity among Po-
syandu cadres in producing cor-
rect measurements according to 
health standards.  

- The loss of data from toddlers 
who are not consistently coming 
to Posyandu 

1’ Time ineffi-
ciency in data 
entry 

One officer at Puskesmas must do 
data entry in several formats; in-
cluding a physical register for 
Puskesmas use, PosyanduQu elec-
tronic spreadsheet, nutritional 
book, and electronic form for the 
municipal health department 

1’ Officers juggl-
ing between 
main service 
tasks and 
data manage-
ment 

The absence of incentive to re-
ward officers carrying out the 
‘additional task’ of data manage-
ment 

2’ Difficulty in 
reconciling 
findings from 
two different 
data sources 

Two different data methods, 
sampling and direct measure-
ment, produce different under-
standings of an area’s condition 

2 Confusion 
about data 
flow 

The current data flows require 
the municipal health department 
to process both data from the 
lower level  (Puskesmas) and up-
per level (provincial health de-
partment) 

4 The confusion 
created by 
the changing 
of report for-
mats 

The presence of different for-
mats in filling in the nutritional 
report, including the newly in-
troduced e-PPGBM (Community-
based Registration of Nutritional 
Data), which requires in-depth 
information of each person rec-
orded. 

7. DISCUSSION 

Good data governance policies and procedures are 
invaluable in the management of data and 
information in organizations. They are necessary to 
encourage the efficient use of human, financial and 
technical resources and accountability for the use of 

those resources. The following subsections discuss 
the additional insights added to the existing 
understanding of the three key aspects for an 
effective public-sector data governance in light of 
this study. 

7.1 People 

For the success of a data governance program and 
to provide for strategic deployment of resources, it 
is essential for the organization’s leadership to be 
inspired, committed, and visionary. These leaders 
must not only understand the vision but be able to 
communicate the vision throughout the 
organization and motivate the stakeholders and 
data stewards for effective data governance. Hence, 
there is the need to build data governance 
capacities in local government (both elected and 
career civil servants) so that they do not only own 
the process of data management but will also act as 
champions in the implementation of the policy. 

This research shows that while a strong 
commitment from local leadership is key, proactive 
engagement from national government agencies 
also reinforces local commitment.  The commitment 
from the city mayor and relevant departments in 
implementing various data management initiatives 
over the last two years was made possible through 
constant dialogue between city government 
officials and central government representatives.   

7.2 Standards 

Similarly, the existence of a government-wide data 
standard is needed to create a uniform 
transactional and analytical environment for 
compliance monitoring, preventing each 
government entity from working in silo, developing 
different data standards. Data standards enable 
automation of data quality control processes with 
metadata-driven enhancement and best practices 
for improving data quality.  

This study shows that the new policy needs to 
establish government-wide policies for data 
gathering, cleaning, and storing including by the 
non-government data producers such as private 
clinics and hospitals. These policies also need to 
address the mechanism of data sharing including 
data interoperability among different levels or units 
of a single governmental agency or inter-
government. Also, the One Data policy needs to 
address the mechanism to avoid data duplication 
within a single governmental agency. With the 
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absence of a data custodian at the provincial, and 
city/district government levels, it is not clear how 
this oversight function may be exercised. 

The findings also call for improving mechanisms to 
ensure data accuracy and completeness by data 
producers. The current practice shows that this task 
is being routinely done by data producers. However, 
the existence of non-machine-readable data 
formats creates inefficiency in data entry time and a 
lack of data accuracy. A monthly data updating 
process generally took approximately three weeks 
to complete. Therefore, utilisation of ICT 
applications that can shorten data entry time and 
minimise errors for data transfer to electronic 
formats needs to be encouraged. In the same way, 
the transition from paper-based reporting to digital 
formats needs to be initiated and carefully managed. 
Local government also needs to review the different 
information systems used in the different 
hierarchical levels to ensure uniformity in 
standards and related implementation.  

7.3 Compliance 

Finally, organizations may have a data governance 
policy and structure, but may not focus on the 
execution of these data policies. The proposed data 
standard needs to be strictly enforced with possible 
penalties for non-compliance.  

Hence, it is critical to develop a strategy for 
regulatory compliance and adherence to 
determined policies, including incentives for a data 
custodian and data producers. Incentives for a data 
custodian and data producers should be integrated 
as part of the employee’s key performance 
indicators and they also need to be taken into 
consideration by the data governance steering 
committee and regulated by laws/regulations in 
each agency. 

The Government of Indonesia needs to review 
existing laws/regulations concerning tasks, roles, 
and authorities of data custodians and data 
producers in each agency. including their incentives 
to ensure that data management tasks do not pose 
an undue burden to the health service delivery 
activities, compromising quality in both areas. 

8. CONCLUDING REMARKS 

The advancement of digital technology makes it 
easy to create, transmit, store, access, and use 
information that is critical to supporting a data 
governance strategy, in government organisations. 
Develop organisation-wide data architecture 
standards including ensuring that metadata is 
available for each type of dataset, as well as 
procedures to maintain data accuracy and the 
responsibilities matrix associated with these tasks 
with possible penalties for non-compliance. 

However, current technologies and standards have 
become so ubiquitous that they alone no longer 
provide a distinguishing competitive advantage for 
an organisation. It is rather people’s creative use of 
information that counts rather than the technology 
alone. The leadership and vision of city leaders are 
crucial for ensuring a successful implementation of 
reform. Review of existing laws/regulations 
concerning tasks, roles, and authorities of data 
producers and data custodians, including their 
incentives to ensure that data management tasks do 
not pose an undue burden on public service delivery 
activities, compromising quality in both areas. 
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Abstract –Telecommunication network traffic prediction is an important approach that ensure efficient 
network planning and management. Telecommunication network traffic is  univariate and prediction 
models have mostly been concentrated on single-input and single-output traffic. This study proposes a new 
approach, the multiple-input multiple-output Coactive Neuro-Fuzzy Inference System (CANFIS) model to 
predict a five time span univariate hourly, daily, weekly, monthly and quarterly time series of 3G downlink 
traffic simultaneously. In the modelling process several parameters were used in the configuration of the 
network. The best model for predicting five-input telecommunication traffic was CANFIS (5-2-5) which 
employed a Bell membership function, Axon transfer function and Momentum learning rule and the 
membership function per input of 2. The performance of the model was evaluated by comparing the 
predicted traffic with actual traffic obtained from a 3G network operator and the results indicate a 
minimum accuracy measure value of MSE = 0.000486, NRMSE = 0.01120 and percent error = 12.33%. 
 

Keywords – 3G downlink, CANFIS, multiple-input, multiple-output, prediction, telecommunication 
network traffic.  

 

1. INTRODUCTION 

Telecommunication network traffic prediction is an 
important approach that ensures efficient network 
planning and management. However, in research, 
the focus of forecasting mobile network traffic has 
mostly been on developing single models for each 
individual data set [1] [2][3][4]. Other research 
works that have applied individual traditional 
forecasting approaches for prediction are Kalman 
filtering [5], ARIMA and exponential smoothing [6] 
and voice traffic forecasting for GSM using 
feedforward neural network [7]. Reference [8] 
applied four different models, linear regression, 
simple exponential regression, ARMA and dynamic 
harmonic regression (DHR) to analyze hourly, daily 
and weekly telecommunication traffic. Reference [9] 
applied a neural network ensemble to 44160 hourly 
data of HSDPA traffic and indicated that the neural 
network ensemble predict the traffic with high 
accuracy.  

 

Several methods have been used to develop high 
precision techniques in forecasting 3G network 
traffic [9] [10] [11]. Reference [10] applied data 
mining technique in predicting the air interface load 
of 3G network traffic while reference [12] 
established that 3G cellular network resource 
management is influenced by factors such as 
number of users, multipath propagation, congestion 
control, transport protocol flow, etc. 

Reference [13] designed a multiple fuzzy system 
architecture which is connected side by side. The 
model is able to predict time series data at 
dissimilar inserting lengths and time intervals; 
however the system could not predict 
instantaneous multiple outputs. 

In another study, [14] proposed a multiple-input 
multiple-output Adaptive Neuro Fuzzy Inference 
System (MANFIS) model that considered overtaking 
incidents of vehicles for dissimilar time steps in the 
future. This model however, predicted two different 
time steps of the future as output using five inputs. 
However to the best of our knowledge the Coactive 
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Neuro-Fuzzy Inference System (CANFIS) model has 
never been used to simultaneously predict hourly, 
daily, weekly, monthly and quarterly 3G downlink 
traffic.  

CANFIS is a multiple-input multiple-output (MIMO) 
generalization of the Adaptive Neuro Fuzzy 
Inference System (ANFIS) structure [14]. Many 
researchers have explored the advantages of MIMO 
in the analysis and forecasting in several fields [14] 
[15] [16] [17]. For instance [17] used CANFIS with 
two inputs and three outputs in fault detection and 
diagnosis of railway track circuits. Reference [17] 
applied the CANFIS model to Australian regional 
flood and concluded that the model provided an 
accurate regional floods estimated level. The 
authors implemented multi-input single output 
(SISO) CANFIS architecture. 

The ability of CANFIS models to work on multiple-
input and multiple-output have been tested by 
other researchers: 7-input/4-output [18]; 
9-input/6-output [16]. Reference [19] employed 
the CANFIS architecture with 6-inputs and 1-output 
to predict farm yields.  

Reference [20] evaluated the capabilities of a 
CANFIS model for the prediction of flow through 
trapezoidal and rectangular rockfill dams. The 
authors in [21] predicted the electric load using the 
CANFIS and ANN models and concluded that the 
CANFIS model outperformed the ANN model. 

The advantage of applying the CANFIS model is that 
it serves as a single model to predict five different 
time spans of telecommunication network traffic, 
unlike the traditional forecasting models, that use 
one model for each time span. In previous research 
no study has been conducted that has explored the 
forecasting of telecommunication network traffic 
using the multiple-input multiple-output CANFIS 
model with 5-input and 5-output: hourly, daily, 
weekly, monthly and quarterly data. 

2. METHODOLOGY 

The methodology section of this study highlights 
the approach adopted to instantaneously predict 
five-input 3G downlink traffic using the CANFIS 
network model and the selection of the best model. 

2.1 CANFIS network architecture creation 

CANFIS is an extension of the basic principles of the 

earlier Adaptive Neuro-Fuzzy Inference System 
with a multiple-input multiple-output (MIMO) 
architecture [21]. CANFIS is an improvement on the 
MISO ANFIS architecture to multiple-input 
multiple-output (MIMO) configuration. The CANFIS 
architecture for five-input five-output is shown in 
Fig. 1 with five layers. There are five inputs of 3G 
downlink traffic, 𝑥1 = ℎ𝑜𝑢𝑟𝑙𝑦 𝑑𝑎𝑡𝑎, 𝑥2 =
𝑑𝑎𝑖𝑙𝑦 𝑑𝑎𝑡𝑎, 𝑥3 = 𝑤𝑒𝑒𝑘𝑙𝑦 𝑑𝑎𝑡𝑎, 𝑥4 =
𝑤𝑒𝑒𝑘𝑙𝑦 𝑑𝑎𝑡𝑎 𝑎𝑛𝑑 𝑥5 = ℎ𝑜𝑢𝑟𝑙𝑦 𝑑𝑎𝑡𝑎 with predicted 
hourly, daily, weekly, monthly and quarterly 
outputs. 

The CANFIS structure consists of five layers 
whereby each one can be adaptive or fixed in 
performance [22]: Layer 1, Layer 2, Layer 3, layer 4 
and Layer 5. 

Layer 1(Premise parameters): Every node in this 
layer is a complex-valued membership function (𝜇𝑖𝑗) 

with a node function: 

𝑂1,𝑗 = 𝜇𝐴𝑖(𝑥1), 𝑓𝑜𝑟 𝑖 = 1, 2.             (1)  

𝑂1,𝑗 = 𝜇𝐵𝑖−2(𝑥2), 𝑓𝑜𝑟 𝑖 = 3, 4.        (2)  

𝑂1,𝑗 = 𝜇𝐶𝑖−4(𝑥3), 𝑓𝑜𝑟 𝑖 = 5, 6.         (3) 

𝑂1,𝑗 = 𝜇𝐷𝑖−6(𝑥4), 𝑓𝑜𝑟 𝑖 = 7, 8.        (4) 

𝑂1,𝑗 = 𝜇𝐸𝑖−8(𝑥5), 𝑓𝑜𝑟 𝑖 = 9, 10.      (5) 

where, 
(𝐴1, 𝐴2 𝑜𝑟 𝐵1, 𝐵2 𝑜𝑟 𝐶1, 𝐶2 𝑜𝑟 𝐷1, 𝐷2 𝑜𝑟 𝐸1, 𝐸2) 
represents the linguistic variable,  

𝜇𝐴𝑖(𝑥1), 𝜇𝐵𝑖−2(𝑥2), 𝜇𝐶𝑖−4(𝑥3), 𝜇𝐷𝑖−6(𝑥4)  

𝑎𝑛𝑑 𝜇𝐸𝑖  are some appropriate parameterized 
membership functions (MFs), 𝑥1, 𝑥2, 𝑥3, 𝑥4 𝑎𝑛𝑑 𝑥5 
are the input to the ith node. 

Each node in Layer 1 is the membership grade of a 
fuzzy set (𝐴𝑖𝑗)  and identifies the degree to which 

the given input fits to one of the fuzzy sets, which is 
represented in general as equation (6) 

𝑂1,𝑗 = |𝜇𝑖𝑗𝐴𝑖𝑗(𝑧𝑖)|∟ 𝜇𝑖𝑗𝐴𝑖𝑗(𝑧𝑖)  

𝑓𝑜𝑟 (1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑗 ≤ 𝑚)                   (6) 

 

where 𝑂𝑖,𝑗 the membership grade of a fuzzy set 𝐴𝑖𝑗 , 

𝜇𝑖𝑗  is any suitable parameterized membership 
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function and 𝑧𝑖  is a real number. 

Layer 2 (Firing strength): Every node in this layer is 
the product of all the incoming signals. This layer 
receives input in the form of all the output pairs 
from the first layer: 

 
𝑂2,𝑗 = 𝑤𝑖𝑗 = 𝜇𝐴𝑖1(𝑧𝑖)𝜇𝐴𝑖2(𝑧2), … , 𝜇𝐴𝑖1𝑛(𝑧𝑛)  

𝑓𝑜𝑟 (1 ≤ 𝑖 ≤ 𝑚)                                       (7)   

𝑂2,𝑗 = 𝜇𝐴𝑖(𝑥1)𝜇𝐵𝑖(𝑥2)𝜇𝐶𝑖(𝑥3)𝜇𝐷𝑖(𝑥4)𝜇𝐸𝑖(𝑥5),

𝑓𝑜𝑟 = 1,2,3,4,5.                             (8) 

where 𝑤𝑖𝑗 is the weights equivalent to the jth MF of 

input i. 

 

 

Fig. 1 – 5-input 5-output CANFIS architecture for telecommunication traffic 

Layer 3 (Normalised firing strength): Every node in 
this layer calculates rational firing strength using 
the formula: 

 𝑂3,𝑗 = 𝑤𝑗̅̅̅̅ =
𝑤𝑗

∑ 𝑤𝑗
𝑚
𝑗=𝑖

 𝑓𝑜𝑟 (1 ≤ 𝑗 ≤ 𝑚) (9) 

where 𝑤𝑗̅̅ ̅ is the output of layer 3. 

Layer 4 (Consequence parameters): Every node in 
this layer is a multiplication of normalized firing 
strength from the third layer and output of the 
neural network given by: 

𝑂4 ,𝑗 = 𝑤𝑗̅̅̅̅ 𝜇𝑗 = 𝑤𝑗̅̅̅̅ (𝑃𝐽1𝑍1 + 𝑃𝐽2𝑍2 + ⋯ 𝑃𝐽𝑛𝑍2𝑛 +

𝑞𝑗)  𝑓𝑜𝑟 (1 ≤ 𝑗 ≤ 𝑚)                                        (10)   

where 𝑤𝑗̅̅ ̅  is the output of layer 3, (𝑃𝐽1 + 𝑃𝐽2 +

⋯ 𝑃𝐽𝑛)  is the parameter set or consequent 

parameters, n is the number of rules,  j is the 
number of outputs. 

Layer 5 (Overall output): This layer computes the 
output of the CANFIS network using equation (11) 
[20]: 

𝑂5 ,𝑗 = ∑ 𝑤𝑗̅̅̅̅ 𝜇𝑗            (11) 

where 𝑂5 ,𝑗 is the overall output, j= 1,2,3,4,5. 

The CANFIS model combines fuzzy input with a 
modular neural network to rapidly explain poorly 
defined intricate functions using a basic component 
of fuzzy axon which applies a membership function 
(MF) to the input [15]. 

2.2 Configuration of the CANFIS network 

In modelling the five-input five-output CANFIS 

ITU JOURNAL: ICT Discoveries, Vol. 1(2), December 2018

© International Telecommunication Union, 2018 75



structure, a bell fuzzy axon with the bell-shaped 
curve as its MF was applied to the input 
telecommunication network traffic variable, hourly, 
daily, weekly, monthly and quarterly respectively as 
shown in equation (12). The fuzzy axon has the 
advantage of modifying the MF while the network 
training process continues over back propagation 
which ensures convergence. The MFs per input used 
were 3. 

Bell function is given as [20]: 

𝜇1(𝑥) =  
1

1 + |
(𝑥 − 𝑐1)

𝑎1
|

2𝑏𝑖
              (12) 

 

where x = input to the node and a1, b1 and c1 are 
adaptable variables known as premise parameters. 

From reference [23], the output of fuzzy axon is 
calculated using equation (13): 

𝑓𝑗(𝑥, 𝑤) = 𝑚𝑖𝑛∀𝑖 (𝑀𝐹(𝑥𝑖 , 𝑤𝑖𝑗))           (13) 

 where, i = input index, j = output index, 𝑥𝑖 = input i, 
𝑤𝑖𝑗  = weights (MF parameters) corresponding to 

the jth MF of input i and MF is the membership 
function of the particular subclass of the fuzzy axon.  

The parameters applied for configuring the 
network are grouped under input and output as 
shown in Table 1. The momentum algorithm was 
chosen as the learning rule with the axon as the 
transfer function. The fuzzy model reasoning 
approach of the Tsukamoto model and the Sugeno 
model (TSK) were implemented.

Table 1 – Network parameter selection for configuration of CANFIS model 

Input layer parameter Output layer parameters 

Input PE 5 Transfer function Axon 

Output PE 5 Learning rule Momentum 

Exemplars 271 Step size 1 

Hidden layer 0 Momentum 0.7 

Membership function Bell Maximum epochs 1000 

MFs per input 3 Termination MSE (Increase) 

Fuzzy model TSK Weight update Batch 

2.3 Initialization of the CANFIS network 

For a model initialization, a common rule set with n 
input and m IF-THEN rules are used in equation 
(14), equation (15) and equation (16) as follows 
[23]: 

𝑅𝑢𝑙𝑒 1: 𝐼𝑓 𝑧1 𝑖𝑠 𝐴11 𝑎𝑛𝑑 𝑧2 𝑖𝑠 𝐴12 … 𝑎𝑛𝑑 𝑧𝑛 𝑖𝑠 𝐴1𝑛                                      

𝑡ℎ𝑒𝑛 𝑢1 =  𝑝11𝑧1 + 𝑝12𝑧2 + ⋯ + 𝑝1𝑛𝑧𝑛

+ 𝑞1                                             (14) 

𝑅𝑢𝑙𝑒 2: 𝐼𝑓 𝑧1 𝑖𝑠 𝐴21 𝑎𝑛𝑑 𝑧2 𝑖𝑠 𝐴22 … 𝑎𝑛𝑑 𝑧𝑛 𝑖𝑠 𝐴2𝑛                                     

𝑡ℎ𝑒𝑛 𝑢2 =  𝑝21𝑧1 + 𝑝22𝑧2 + ⋯ + 𝑝2𝑛𝑧𝑛

+ 𝑞2                                              (15) 

   ⋮
𝑅𝑢𝑙𝑒 𝑚: 𝐼𝑓 𝑧1 𝑖𝑠 𝐴𝑚1 𝑎𝑛𝑑 𝑧2 𝑖𝑠 𝐴𝑚2 … 𝑎𝑛𝑑  

𝑧𝑛 𝑖𝑠 𝐴𝑚𝑛                               

 𝑡ℎ𝑒𝑛 𝑢𝑚 =  𝑝𝑚1𝑧1 + 𝑝𝑚2𝑧2 + ⋯ + 𝑝𝑚𝑛𝑧𝑛 +
      𝑞𝑚                                                                       (16) 

2.4 Prediction measure of accuracy 

In order to determine the goodness of fit of the 
CANFIS models the following statistical measures 
are used as shown mathematically in equation (17), 
equation (18) and equation (19). A model with a 
minimum value is selected for forecasting. 

Mean squared error (MSE) is calculated as: 

𝑀𝑆𝐸 =
∑ ∑ (𝑑𝑖𝑗 − 𝑦𝑖𝑗)2𝑁−1

𝑖=0
𝑃−1
𝑗=0

𝑁𝑃
                    (17) 

Normalised root mean squared error (NRMSE) is 
given as: 

𝑁𝑅𝑀𝑆𝐸 =
√𝑀𝑆𝐸

∑
𝑚𝑎𝑥(𝑑𝑖𝑗) − 𝑚𝑖𝑛(𝑑𝑖𝑗)

𝑃
𝑃−1
𝑗=0

       (18) 
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The percent error (%Error) is computed as: 

%𝐸𝑟𝑟𝑜𝑟 =
100

𝑁𝑃
∑ ∑

|𝑑𝑦𝑖𝑗 − 𝑑𝑑𝑖𝑗|

𝑑𝑑𝑖𝑗

𝑁−1

𝑖=0

𝑃−1

𝑗=0

      (19) 

where, P is the number of output processing 
elements, N is the number of exemplars in the data 
set, 𝑦𝑖𝑗  is the network output for exemplar i at 

processing element j, 𝑑𝑖𝑗  is the desired output for 

exemplar i at processing element j, 𝑑𝑦𝑖𝑗  is the 

denormalised network output for exemplar i at 
processing element j, 𝑑𝑑𝑖𝑗  is the denormalised 

desired output for exemplar i at processing element. 

3. ANALYSIS AND RESULTS 

3.1 Data collection and specification 

The data used for this study is obtained from a 
mobile network operator in Ghana with a 
nationwide coverage of three hundred and eighty 
(380) active NodeBs connected to three radio 
network controllers (RNCs). The network operator 
recorded an estimated figure of 3,889,821 data 
subscribers according to 2017 statistics [24].  

The experimental 3G downlink traffic data was 
collected from 2015 to 2017. It consists of 957 
samples of hourly traffic, 707 samples of daily traffic, 
178 samples of weekly traffic, 72 samples of 
monthly traffic and 15 samples of quarterly traffic. 
The different samples of the 3G downlink traffic for 

modeling are illustrated in Table 2. Each sample is 
divided into three parts of 70% training, 15% for 
validation and 15% for testing. The data set analysis 
was carried out by NeuroSolutions software 
version 7.1 and Eviews software. 

Table 4 shows the descriptive statistics of 3G 
downlink traffic under five classifications of hourly, 
daily, weekly, monthly and quarterly. The weekly 
and quarterly data had negative skewness while 
hourly, daily and monthly data produced positive 
skewness. 

3.2 CANFIS network training 

Table 4 illustrates the training results of the CANFIS 
network using the Momentum learning algorithm 
and an Axon transfer function. The data with 
70%:15%:15% architecture was selected as the 
allocation with minimum percent error of 32.34 and 
MSE of 0.00298. 

In Table 5, five different architectures of CANFIS 
were analysed with varying learning rule and 
transfer functions. 

The best network with minimum values of MSE, 
NRMSE and percent error of 0.000406, 0.0112 and 
12.33% respectively using Table 5 is the CANFIS 
(5-2-5) model with an Axon transfer function and 
Momentum learning rule. 

 

Table 2 – Training, testing and validation sample of 3G downlink traffic 

Data Hourly  
(957 samples) 

Daily  
(707 samples) 

Weekly  
(178 samples) 

Monthly  
(72 samples) 

Quarterly  
(15 samples) 

Training 671 495 126 50 9 

Validation  143 106 26 11 3 

Testing  143 106 26 11 3 

Table 3 – Descriptive statistics of 3G downlink data traffic 

Statistic 

 

957 samples 
(Hourly) 

707 samples 
(Daily)  

 178 samples 
(Weekly)  

  72 samples 
(Monthly) 

 15 samples 
(Quarterly) 

Mean 413531.6 553128.8 1362434.0 3114591.0 13919290 

Median 409333.4 431660.2 1619248.0 2383673.0 14087025 

Maximum 1041087.0 3391268.0 2709330.0 10691053 20920417 

Minimum 78563.67 205131.2 437722.6 270005.7 6388322.0 

Std. Deviation 186704.9 329937.4 553089.7 2839062 6582633.0 

Skewness 0.466702 1.819760 -0.105359 0.794602 -0.019465 

Kurtosis 3.018888 10.54329 2.168778 2.295719 1.100051 

Jarque-Bera  34.75510 2066.423 5.453709 9.064749 2.257075 
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Statistic 

 

957 samples 
(Hourly) 

707 samples 
(Daily)  

 178 samples 
(Weekly)  

  72 samples 
(Monthly) 

 15 samples 
(Quarterly) 

Probability 0.000000 0.000000 0.065425 0.010755 0.323506 

Table 4 – CANFIS architecture training results 

CANFIS Architecture 

(Training: Validation: Testing) 

MSE NMSE R % Error 

(70%:15%:15%) 0.00298 0.0303 0.71 32.34 

(70%:10%:20%) 0.00373 0.0339 0.70 34.89 

(80%:10%:10%) 0.00460 0.0377 0.698 36.70 

(60%:10%:30%) 0.0034 0.0328 0.683 36.24 

Table 5 – Selection of network architecture for forecasting 

CANFIS Model 5-3-5 5-3-5 5-2-5 5-2-5 5-2-5 

Transfer function TanhAxon TanhAxon TanhAxon Axon TanhAxon 

Learning Rule Step RProp RProp Momentum Step 

MSE 0.0092 0.0021 0.00108 0.000406 0.00559 

NRMSE 0.0531 0.0252 0.01825 0.01120 0.0415 

R 0.5968 0.7868 0.9268 0.9737 0.6262 

% Error 48.37 21.05 17.82 12.33 52.55 

 

The CANFIS (5-2-5) model testing window with 
convergence rate for the data is shown in Fig. 2. The 
active cost curve plot indicates that with testing 
data the algorithm has successfully undergone 
generalization and thereby converging to zero. 

3.3 Network Validation 

The CANFIS (5-2-5) network for five-input five-
output data with 2 MFs per input, was validated by 
comparing the actual and predicted traffic as 
demonstrated in Fig. 3 for hourly traffic prediction. 

The daily, weekly, monthly and quarterly prediction 
of 3G traffic are exhibited in Fig. 4, Fig. 5, Fig. 6 and 
Fig. 7. The CANFIS model employed the Bell 
membership function, Axon transfer function and 
Momentum learning rule. The membership function 
per input was varied between 2 and 7. 

    
Fig. 2 – CANFIS (5-2-5) testing window 

The study found out that with the increase in the 
number of inputs, the CANFIS model produce 
accurate traffic forecasting when membership 
functions per input are 2. Therefore the best model 
for predicting five-input telecommunication traffic 
was CANFIS (5-2-5). 
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Fig. 3 – Actual and predicted 3G hourly traffic using the CANFIS (5-2-5) model 

 

Fig. 4 – Actual and predicted 3G daily traffic using the CANFIS (5-2-5) model 

 

Fig. 5 – Actual and predicted 3G weekly traffic using the CANFIS (5-2-5) model 

 

Fig. 6 – Actual and predicted 3G monthly traffic using the CANFIS (5-2-5) model 
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Fig. 7 – Actual and predicted 3G quarterly traffic using the CANFIS (5-2-5) model

4. CONCLUSION 

The CANFIS model has been used to predict five 
time spans of hourly, daily, weekly, monthly and 
quarterly 3G downlink data simultaneously. In this 
approach five different CANFIS models were 
developed and the CANFIS (5-2-5) model was 
selected as the best. The model was evaluated by 
comparing the forecast with actual data obtained 
from 3G mobile operator and the results showed a 
good performance with minimum values of MSE, 
NRMSE and percent error of 0.000486, 0.01120 and 
12.33%. 

In the future, a genetic algorithm optimization 
technique will be explored to improve on the delay 
in training of the CANFIS model when membership 
function per input and multiple input data are 
increased. 
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Abstract – In this paper, we characterize the notion of data sovereignty as a normative reference point for 
information and communication technology (ICT) governance. We explain why in our view, establishing 
data sovereignty means more than securing privacy, but also requires the availability of controllable means 
for sharing information with others. We argue that in the context of big data applications, dynamic consent 
mechanisms play a key role in steering information flows in accordance with the proposed normative 
reference point. We close by suggesting legal and governance aspects of implementing data sovereignty: 
explorations of data ownership notions, aiming at data literacy in education, encouraging transparency 
about data processing activities, and introducing representative data agents that channel data flows in 
accordance with individual preferences. 
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1. INTRODUCTION 

At the World Economic Forum 2018, Yuval Noah 
Harari began his speech by highlighting that data 
has become the most important asset in the world 
[1]. Data will take on the role that land played in 
ancient times, and machinery has in the last few 
centuries. It will be the basis for the main products 
of the 21st century economy: not textiles, vehicles 
and weapon, but bodies, brains, and minds. Those 
who own and control data, Harari claims, will shape 
the future not just of humanity, but the future of life 
itself. 

If we anticipate data to attain the status Harari 
envisions, questions arise about how to make use of 
this resource, how to allocate it, manage access and 
usage rights, and maximize its potentials, e.g., for 
research, health, sustainable development, and 
economic growth. In order to pursue these ends 
responsibly, data should be leveraged towards a 
better and more just future in which it benefits 
everyone. We are witnessing the age of digitization, 
big data, automation, and algorithmic data 
processing. Radically new ways to gather, access, 
and interpret data are emerging. Information and 
communication technologies (ICTs) both generate 
data and are the locus of data processing. This 
double aspect of their data intensity makes ICTs a 

crucial target area for responsible engineering and 
governance frameworks. 

In this paper, we characterize the notion of data 
sovereignty as a normative reference point for ICT 
governance (2.). We explain why in our view, 
establishing data sovereignty means more than 
securing privacy; it also requires the availability of 
controllable means for sharing information with 
others (3.), ideally on the basis of dynamic consent 
mechanisms (4.). We close by suggesting legal (5.) 
and governance (6.) aspects of implementing data 
sovereignty. 

2. DATA SOVEREIGNTY AS A NORMATIVE 
REFERENCE POINT 

As the deployment of big data applications and 
artificial intelligence intensifies across a variety of 
sectors, one up-and-coming concept in discourses 
on responsible governance is the notion of data 
sovereignty. Although not used uniformly 
throughout the literature, the concept relates to 
issues of control about who can access and process 
data [2–5]. Historically, sovereignty denotes claims 
to absolute power relative to a domain, e.g., the 
power of a sovereign nation state in its territory. 
Calls for data sovereignty transfer this picture to the 
realm of data and ICT: sovereign data subjects are 
those who are in a position to articulate and enforce 
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claims to power about their data. Governance shall 
strive to make individuals data sovereigns. 

One important clarification is immediately in order. 
Taking sovereignty as a normative reference point 
is not the same as approving and demanding 
respect of just any claim to power. Compatible with 
and arguably inherent to the concept of sovereignty 
is a relational aspect: whether a claim to sovereign 
power is legitimate depends on its content and the 
relationship between the putative sovereign and 
her claim’s addressees. If arbitrariness or 
unreasonable self-interest drive the claim, 
sovereignty turns into despotism. Negotiating 
sovereignty and its scope is a discursive process to 
be carried out in dialogue with others and society. 

With this in mind, we can distinguish two levels on 
which data sovereignty can be impaired. Firstly, the 
sovereignty of nation states appears compromised 
by challenges and perplexities of aligning [6] the 
online world (or parts thereof) with national 
legislation. For example, commentators worry that 
governments which use cloud computing could 
store data outside their jurisdiction and run the risk 
of compromising national sovereignty by conceding 
control over information [7]. This is why some 
authors identify data sovereignty with the ability to 
geolocate data, to place it within the borders of a 
particular nation state [8], and to resolve 
uncertainty about which laws apply [9].  

Secondly, individuals cease to be data sovereigns if 
they are unable to articulate or enforce claims to 
power and/or if they are unaware of the flow of 
their personal information, the nature of the data 
that is being generated about their lives, who can 
access it, the ways in which it is processed, and the 
mechanisms in which such processing feeds back 
into their decision making. In the worst case, 
potentially autonomous and reflective subjects are 
degraded to mere objects of data flows. 

In this context, caution is needed against a looming 
granularization of human dignity [10]. Big data 
tools, algorithms, and neural networks 
continuously recognize patterns and reduce our 
lives to conglomerates of data points, which 
themselves can be rearranged and set into relation 
to other fine-grained data sets: linkages unite social 
media data, shopping behavior, traffic data, health 
records, forensic records, political attitudes, 
financial transactions, and more. These 
developments threaten to compromise human 

dignity in at least two ways: first, the linkages make 
data processing more invasive than ever and result 
in an unprecedented degree of transparency of the 
individual. Second, these tools are not limited to 
capturing, describing, and analyzing us and our 
activities. Our lives become shaped by them. There 
is a spectrum ranging from harmless nudging to 
potentially more egregious interferences with 
decision making and even preference formation. 
The worry is that self-determination and autonomy 
come under fire, and that the ideal of data 
sovereignty becomes unattainable. 

3. BEYOND PRIVACY? 

A variety of definitions of privacy exist. It is one of 
the most prominent values invoked against threats 
of overly invasive and manipulative interventions. 
For example, Luciano Floridi describes privacy as a 
function of informational friction, i.e. “the forces that 
oppose the flow of information” [11]. The more this 
flow is constrained, the less accessible information 
becomes to others. 

Privacy could be understood as merely a protective 
and constraining concept. While acknowledging the 
importance of privacy in this sense, the normative 
reference point of data sovereignty goes beyond it. 
On the one hand, data restrictiveness can express 
self-determination, focused on individual rights 
exercised in ways that exclude others from one’s 
informational sphere. On the other hand, data 
sharing can be the expression of solidarity, 
orientation towards claims of others, and 
commitment to the common good. Data sovereignty 
reflects that individual decision making mediates 
between restrictiveness and sharing without 
categorically privileging either. The notion thus 
demands that privacy protections are 
complemented by controllable methods for 
weaving informational ties to others [12].  

This being said, there is overlap between privacy 
and data sovereignty, e.g., if privacy involves the 
"claim of individuals, groups, or institutions, to 
determine for themselves when, how, and to what 
extent information about them is communicated to 
others" [13], or more generally if it means “control 
over personal information“ [14]. These notions take 
the individual as the basic unit of analysis. 
Something similar goes for the Fair Information 
Practice Principles [15] which specify individual 
rights related to accessing, amending, and 
controlling data, and have shaped legislation in the 
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United States and beyond. Data sovereignty, on the 
other hand, takes as a starting point the social and 
collective setting in which individual claims are 
being articulated, recognized, and respected. 
Privacy understood as contextual integrity [16], 
where the appropriateness of information flows 
turns on context-relative expectations and norms 
governing access, is mindful of the social 
embeddedness of privacy claims. But unlike data 
sovereignty, it appears to leave positive 
entitlements to share information unarticulated. 

Two examples illustrate that such entitlements are 
vital. First, our lifeworlds are increasingly digitized 
and mediated by data. Floridi and others [17] use 
the term onlife to capture the intertwining, fusion 
and indivisibility between our analogue, offline 
lives and our ICT-driven activities and self-
understandings. While privacy protects individuals 
against misuse of their data, Floridi argues that its 
primary importance flows from our status as 
“informational organisms (inforgs), mutually 
connected and embedded in an informational 
environment (the infosphere)” [11]. Because of the 
significance of information for the self-constitution 
of inforgs, privacy breaches infringe upon their 
identity. This is what Floridi suggests constitutes 
the distinctive wrongness of such breaches. 

Still, violating privacy is just one way of wronging 
inforgs. Compatible with and arguably inherent to 
the proposed picture is that the integrity of inforgs 
requires not only protections but also entitlements. 
Privacy protects a deeply personal sphere, but the 
personality and identity residing in this sphere is 
itself constituted by informational ties and relations 
to others. It is the sharing, not the retention of 
information that constitutes identities in the first 
place. Inforgs conceive of themselves and 
re-identify as well as recognize each other on the 
basis of information flows which catalyze social 
bonds that are constitutive of a fulfilled life. Indeed, 
intimacy and closeness are paradigmatically located 
in areas where informational friction is suspended in 
the right ways. As Floridi illustrates, upon returning 
to Ithaca, Odysseus is recognized by his wife 
Penelope on the basis of his knowledge of 
information that only the two of them have in 
common. 

Second, sharing data is vital in many contexts where 
we hope to enjoy the benefits of state-of-the-art 
technology. For example, personalized medicine 
requires the availability of large amounts of data in 

order to stratify and tailor services towards the 
individual. In these contexts, and especially in cases 
of rare disease, a patient’s decision to share her data 
directly affects the clinical prospects of others. With 
the emergence of artificial intelligence in the clinic, 
patient data is being used to learn neural networks 
designed to improve quality, speed, and resource 
efficiency of clinical decision making and 
treatments, e.g., on personalized cancer therapy 
[18]. With the rollout of electronic health records, 
sharing one’s personal health data has become 
easier than ever. 

In this context, we can also mention the increasingly 
popular concept of a learning healthcare system [19] 
which seeks to embed knowledge generation into 
clinical care, including the systematic consideration 
of routine clinical data in evidence bases and 
research processes. Some authors see an 
“obligation of patients to contribute to the common 
purpose of improving the quality and value of 
clinical care and the health care system” [20].  

If one prefers to be more careful [21] with regards 
to a duty to participate in endeavors of this kind, 
one fruitful avenue is to examine the range of 
attitudes and dispositions which subjects bring to 
the table all along. Gift theorists maintain that 
certain acts of giving are fully understood only if we 
recognize their aneconomic aspects: These acts 
involve a sense of endowment, are being carried out 
without the intention to prompt a return, transcend 
the individual’s self-interest, and convey a symbolic, 
non-commodifiable aspect that encodes the donor’s 
dedication and investment of a part of herself into 
what she is giving [22–24]. In these ways, gifts 
present elements of recognition that cannot be 
offset against other things and introduce these 
elements into interactions that otherwise would be 
guided primarily by a logic of economic exchange.  

Health-related acts of giving impact the recipient in 
an immediate and bodily way, and the donation of 
personal health data is no exception. For example, 
genomic data is highly intimate and essentially 
personalized, yet some individuals obtain their 
genomic data from direct-to-consumer genetic 
testing and proceed to share it with researchers and 
even the public domain. Empirical evidence on the 
motivation of these individuals suggests that they 
are aware of looming privacy risks, but besides 
curiosity and the desire to learn more about their 
genomes, the sharing is driven by the intention to 
contribute to medical research and to improve 

ITU JOURNAL: ICT Discoveries, Vol. 1(2), December 2018

© International Telecommunication Union, 2018 85



 

 

genetic testing and prediction [25]. 

We propose that once donations are examined 
through the lens of gift theories, it becomes 
apparent that they can generate social bonds, 
convey recognition and open up new options in 
social space, for example by interrupting patterns of 
economic exchange and enabling activities and 
interactions that would have otherwise remained 
unlikely or impossible [12]. If these potentials are 
realized, donations can advance individual 
sovereignty by reinforcing the social structures in 
which the individual leads her life. 

Our claim is not that sharing data is the only way to 
advance data sovereignty. However, through their 
acts of giving, donors can enact beneficence, 
solidarity [26], and shape scientific processes. 
Proponents of citizen science even speak of a human 
right to participate in scientific knowledge 
generation [27]. If data subjects are to be sovereigns, 
the positive dimension of sovereignty thus calls for 
ways to facilitate the sharing of data. 

This does not mean that privacy claims shall be 
deflated, and that people must share. It is perfectly 
compatible with the proposed normative reference 
point that individuals exercise data sovereignty in 
restrictive ways and refrain from sharing. It does 
mean, however, that ICT regulators and system 
designers should also think carefully about room for 
maneuver for those who, under suitable 
circumstances, prefer to share rather than to 
withhold data. The controllability of data flows, 
including the ability to protect, share and retract 
information, should be at the center of responsible 
governance. 

4. INFORMATION PROCESSING IN BIG DATA 
REGIMES 

In the context of big data and automated 
information processing, the significance of 
individual data points cannot be fully understood in 
isolation. How informative they are depends on 
whether and how they are conjoined with other 
data points and sets.  

Data undergoes de- and re-contextualized faster, 
more easily, and more frequently than ever. The 
character of data points is in constant flux. One of 
the clues of big data tools is that they seek to 
identify correlations that are ex ante unforeseen 
[28]. This means that individuals are bound to be 

unaware of the future use of data which they might 
otherwise willingly share in the present. 

The power of data processing technologies as well 
as tendencies of market concentration in the data 
processing domain pave the way for cumulative 
effects [29] between data from different domains of 
our lifeworlds. As mentioned, nearly all parts of our 
lives and activities are datafied. Linkages amongst 
datasets make boundaries blur and the sphere of 
personal secrecy shrink. 

Consent to data processing is supposed to allow 
individuals to exercise autonomy and 
self-determination as well as to protect them from 
harms. If future use cannot be fully transparent to 
the data subject in the present, and if one piece of 
information, once conjoined with others, can give 
away much more than the data subject foresees, 
what should we make of the individual’s consent to 
the processing of her data? For example, to what 
extent does consent to the terms and conditions of 
a social media provider justify the inclusion of 
customer data into epidemiological analyses [30]?  

To some extent, such challenges are reminiscent of 
discourses on the ethics of biobanking where it is 
antecedently open which research will be carried 
out with biological specimens. One proposal is to 
seek broad consent from specimen donors for a 
variety of research endeavors that remain 
unspecified at the time of donating the sample. 
While some defend such models, others criticize 
them for sacrificing the requirement of 
informedness that is vital towards exercising 
self-determination [31]. Another option is to seek 
tiered consent that authorizes the use of a sample 
towards a range of broadly defined research areas. 
Unfortunately, in our context, the very notion of a 
tier is deflated in view of the cumulative effects just 
characterized. If data tiers fuse and intertwine 
sooner or later, it might be mere window dressing 
to suggest that data subjects can realistically 
consent to only some particular tiers of data 
processing. 

Difficulties like these motivate consent forms that 
are dynamic [32]. Individuals’ preferences can be 
expected to change over time, for example if 
technological advances open up new possibilities 
for drawing inferences from a given dataset. This 
calls for refined and real-time control mechanisms 
that allow individuals to provide and withdraw data 
in accordance with their evolving preferences. One 
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initial step in this direction is the notion of data 
portability, i.e. the right to receive personal data and 
to transfer it from one provider to another, which 
has found its way into the EU General Data 
Protection Regulation (GDPR). As Vayena and 
Blasimme paraphrase, mechanisms like this seek to 
turn data subjects into data distributors [33]. 

These are positive developments in view of the 
foregoing insights on the embeddedness of inforgs, 
whose privacy is essential to their integrity, but who 
also demand ways to share information with others 
and sometimes even donate data for the greater 
good. What could regulators and designers of ICT 
systems do to promote such activities and to put 
users in a position to exercise, maintain, and modify 
dynamic consent? We now formulate suggestions 
for two domains. 

5. LEGAL RAMIFICATIONS 

Given that technology keeps evolving at an 
ever-increasing pace, regulators are faced with an 
uphill struggle. This is demonstrated by the 
intensity of the current debates about the GDPR and 
its ability to ensure the right to privacy under big 
data conditions. With regard to data sharing, 
another problematic aspect has to be addressed: 
contrary to popular belief and some misleading 
semantics, under the current regulatory regime 
there is no ownership of data. The legal concepts of 
ownership and property are restricted to objects 
and real estate, and the specific provisions of 
intellectual property (IP) law do not cover mere 
data [34]. This does not mean, however, that there 
is no need for clear rules regarding who has control 
over data access and data use and who can profit 
from them. Quite the contrary is true. If we keep in 
mind that under the law as it stands, the consent 
model serves as a substitute for more advanced 
usage rights, it becomes obvious that the 
development of complex and dynamic consent 
mechanisms already goes a long way to reduce 
friction. And yet even more innovative solutions are 
both imaginable and desirable. In order to 
safeguard the data subjects’ sovereignty, 
supplementary legal mechanisms are needed to 
ensure that personal rights as well as rights to 
freedom can be enacted, remain respected, and 
become legally enforceable if necessary. One of the 
strategies discussed by legal experts is the 
introduction of genuine data ownership in the 
property sense [35]. Data is behavior-generated 
and thus encompasses a cultural ontological status 

beyond its status as mere binary code, which can be 
taken to motivate sui generis laws that codify the 
agent’s ownership of the data she generates [36]. 
The problem with this approach is, however, that 
due to the factual differences between data and 
objects, this would currently be a property in title 
only. Additionally, since the EU so far does not have 
a comprehensive competence for this area, such 
legislation would have to be limited to the national 
sphere. Another, maybe more promising strategy 
involves the proxy/agency model already familiar 
from dynamic consent in which proxies or 
representatives make decisions on behalf of the 
data subject (cascading consent) [4,5]. The idea 
here is to employ surrogate notions for ownership 
in the property sense. This could help to enable data 
subjects to (re)gain and sustain control over their 
data even without the pains of strenuous and 
time-consuming individual supervisory efforts. 

6. PATHWAYS FOR GOVERNANCE 

Indeed, attempting to make ICT users data 
sovereigns can appear to overburden the individual. 
Ordinary users cannot be expected to have a clear 
picture about the complexities of ICT, all the 
pathways that their information takes, and the 
sophisticated algorithmic analyses and adjustments 
that are based on the tracks they leave in the 
infosphere. We simply might be asking for too much 
if we demand each ICT user to be data sovereign, 
threaten to overestimate the amount of 
responsibility that should be ascribed to individuals 
for their own data integrity, and open the door to 
holding them partially responsible for privacy 
breaches and unconstrained information flows. 

The worry can be addressed by highlighting that 
while data sovereignty is a feature that is eventually 
realized in the individual ICT user, the factors that 
enable data sovereignty extend beyond the 
particular data sovereign. They are tied to a 
multitude of agents and levels. Governance 
mechanisms that strive to realize the normative 
ideal of data sovereignty thus need to be 
multidimensional [4,5]. 

Individuals themselves are entitled to be provided 
with education that enhances their literacy with 
regard to data infrastructures [37]. They cannot be 
sovereigns if they proceed under ignorance of 
central features and abilities of the technology they 
are using. Critical reasoning and power of judgment 
are key to evaluate the consequences, risks, and 
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benefits of data-restrictive choices and data sharing 
respectively. 

Still, individual caution and data-restrictive choices 
only lead so far. It is up to regulators and data 
processing organizations to ensure that easy-to-
understand information on data-intensive ICT is 
available and disseminated. In particular, careful 
reflection is needed on how the ideal of 
transparency could be attained. Transparency can 
imply disclosure. However, requirements to 
disclose technological designs, code, and data 
processing algorithms raise several difficulties. 
First, even if disclosed, such information remains 
unintelligible to the lay user, and thus does not 
advance her informedness. To some extent, terms 
and conditions suffer from this problem as well: 
everybody accepts them, almost nobody reads them, 
and only some of those who read them understand 
them. Disclosure of code, just as terms and 
conditions, would have to be complemented by 
societal discourses with a variety of stakeholders 
and experts. Only then can the disclosure of 
complex technical contents end up guiding the non-
expert user. Second, even partial mandates to 
disclose codes and algorithms can affect business 
interests and incentives for innovation on the side 
of the ICT providers, e.g., if this de facto 
compromises protections of IP. A more promising 
avenue is to mandate disclosure of the purposes and 
aims of a given algorithmic tool. This would make it 
possible for outsiders to get an idea of the intended 
functioning of the tool, and to assess whether it 
works as advertised, e.g., reaches the intended goal 
with the proclaimed precision and without undue 
discrimination against certain populations [4,5]. 

Moreover, disclosure by itself is unhelpful if 
individuals lack room for maneuver. Amongst the 
features of the platform economy is that its players 
benefit from economies of scale and network effects 
which sooner or later lead to market concentrations 
[10]. This effectively constrains the choices of 
individuals for moving from one platform to 
another. As inforgs, it is out of the question for 
individuals to refrain from using ICT services. One 
condition of data sovereignty is thus that policy and 
lawmakers find ways to uphold competition and 
ensure that the market offers a plurality of 
data-intensive services from providers with 
different privacy and control mixes. This also 
involves discourses on the pricing of data [38] in 
order to compensate individuals for value 
generated through the processing of their 

information. 

In the end, data gathering and processing 
organizations are the entities who develop and 
implement innovations, and who determine the 
extent to which users can be data sovereigns. 
Service providers can support this process through 
technological infrastructures that allow the 
individual to control the flow of her data. In the ideal 
case, data processing rests on the informed consent 
of the individual whose data is being processed, 
while she retains options to withdraw consent and 
mandate deletion of her data from the service 
provider. Controllability would go a long way 
towards harmonizing the benefits of 
big-data-driven de- and re-contextualization with 
the privacy and expectations of individual data 
subjects. 

Governments can take on a key role in this process, 
by encouraging the self-regulation of organizations. 
For example, independent, industry-wide data audit 
and certification centers can make responsible data 
management visible. Where self-regulation is 
lacking, the state can take over through regulation, 
monitoring, and sanctions. The GDPR is the most 
recent example of the range of instruments that can 
be employed internationally while leaving 
individual nation states discretion to spell out the 
precise nature of these tools in their jurisdiction. 

The rollout and alignment of technological 
standards for data interoperability and 
programmatic interfaces is an important area 
where industry and policymakers can work 
together to harness data. Uniform standards and 
formats for exchanging and connecting data from a 
variety of sources and between different systems 
make data comparable and translatable. It also 
facilitates quality control and documentation. 

Data interoperability and tools to link, organize, 
filter, and curate data efficiently [39] can yield 
significant benefits towards the normative ideal of 
data sovereignty. First, interoperability is key to 
data sharing. Lack of interoperability does not 
necessarily threaten privacy, but it does 
compromise potentials for exchanging data, a 
challenge for example in endeavors to utilize 
routine clinical data for medical research [40]. 
Second, while standardization does not by itself 
advance data sovereignty, it sets the stage for 
introducing technological solutions that help 
individuals to control the flow of their data.  
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Architectures such as personal data stores [41] 
enable users to monitor and administer personal 
information and metadata, and thus offer ways to 
implement dynamic consent mechanisms. In 
addition, trustee and delegation systems can act as 
data agents or brokers, i.e. mediate between data 
subjects and processors. Such agents would 
effectively take on a representative or proxy role 
and thus extend the reach of individual consent as 
described above. The behavior of the data agent is 
based on predefined rules on how to handle and 
administer data, including storage duration, 
deletion, exchanges, and anonymization. These 
rules are set by the individual herself or by other 
representative bodies such as consumer protection 
agencies. The data agent also supervises and 
records exchanges of data, and facilitates rollbacks 
if necessary [42]. The system requires auditing 
procedures to monitor and ensure its proper 
functioning and accordance with the interests of the 
data subject it shall represent. Once a user-friendly 
interface is in place, data agents promise to reduce 
complexity and effort by serving as reliable and 
convenient instruments for individuals to handle 
their data. Such systems avoid unreasonable 
technical burdens and cumbersome decision 
making on each and every instance of a potential act 
of data sharing.  

Blockchain technology offers further innovative 
avenues for controlling and channeling data flows. 
Administration is decentralized, peer-to-peer, and 
hard to manipulate due to cryptographic backward 
links between blocks. Data added to the blockchain 
can encode metadata such as origin, quality, and the 
extent of consent to processing [4,5], resulting in 
immutable audit logs reflecting an individual’s 
preferences. The technology could thus in principle 
be used towards enhancing controllability and data 
sovereignty. For example, there are proposals to 
equip patients with cryptographic keys to their 
health records in the blockchain, and thereby 
empower them to full control (e.g., through a 
smartphone app) over who can access what kind of 
data over which period of time [43]. 

Despite the justified enthusiasm for blockchains, 
they also poses challenges. As Primavera De Filippi 
[44] explains, blockchain technology has its roots in 
emancipatory and even somewhat subversive 
movements that intended to use cryptographic 
technologies for the sake of individual freedom and 
data protection, particularly against governments. 
These liberating intentions contrast with market 

concentrations and emerging power asymmetries 
that many blockchain technologies witnessed in the 
recent past. For example, a very small number of 
mining pools dominate the majority of the bitcoin 
network. More generally, even technologies 
intended as decentralized and disruptive can be 
dominated by a small number of players.  

The question of which technologies and designs 
increase or constrain data sovereignty deserves 
ongoing critical and multidisciplinary reflection. It 
might turn out that existing approaches, if applied 
wisely, already go a long way towards capturing and 
enforcing dynamic consent. Further research is 
needed to compare longstanding and novel tools, 
the benefits they offer, and the trade-offs they 
involve relative to different use cases.  

In light of the foregoing, we suggest that a paradigm 
shift is necessary. Traditional approaches like 
consent forms and data-sharing agreements tend to 
be input-oriented: they set constraints at the 
beginning of data gathering and processing. What 
seems called for in view of big data and its de- and 
re-contextualization that obscures future use is 
output-orientation [10]: making sure that the 
freedom, claims, preferences, and values of data 
sovereigns are respected when the downstream 
effects of data-intensive ICT affect their lives. 

7. OUTLOOK 

We have proposed the notion of data sovereignty as 
a normative guiding principle for ICT development 
and frameworks. Responsible and ethically sound 
informational governance guards individual 
privacy, but also goes beyond establishing 
informational friction. The concept of data 
sovereignty encompasses entitlements of the 
individual to connect and share information with 
others. It thus demands not merely constrainable 
but controllable data flows. Once implemented, data 
sovereignty honors individual autonomous 
decision making while being mindful of legitimate 
business interests and incentives for responsible 
innovation. We highlighted a range of measures in 
law and governance more broadly conceived that 
can advance this process: explorations of data 
ownership notions, aiming at data literacy in 
education, encouraging transparency about data 
processing activities, and introducing dynamic 
consent models, as well as representative and proxy 
systems that channel data flows in accordance with 
individual preferences. 
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Much of Harari’s vision mentioned at the outset is 
dystopian. He argues that the merging of ICT and 
biotechnology has already given us the ability to 
“hack” lifeforms, and that one day ubiquitous and 
invasive data gathering will make human beings 
easy targets for “hacks” that end up constraining 
their freedom as well as establishing and sustaining 
new power structures. From the perspective of the 
normative reference point of data sovereignty, is it 
necessary to draw such dystopian conclusions? 
Given the argument within this paper, there is no 
question that Harari’s poignantly articulated 
diagnoses and challenges will be amongst the 
central concerns of discourses on the responsible 
development of technological innovations for many 
more years to come. But regarding the prognostic 
aspect of Harari’s vision, the normative reference 
point of data sovereignty could be a promising first 
step towards navigating the possibilities of ICT in a 
responsible, forward-looking, and hopeful manner. 
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Abstract – The notion that data has value is commonly recognized. However, data value is different from 
that associated with consumable goods. There is a number of initiatives to create data markets and data 
exchange services. Existing business models of paid or commercial data (sets) services such as data archives 
are based on service subscription fees. However, emerging data-driven technologies and economies 
facilitate interest in making data a new economic value (data commoditization) and consequently 
identification of the new properties of data as economic goods. The following properties are leveraging FAIR 
data properties and defined as STREAM properties for industrial and commoditized data: sovereign, trusted, 
reusable, exchangeable, actionable, and measurable. Other properties to be considered and necessary for 
defining workable business and operational models are non-rival nature of data, data ownership, data 
quality, value, privacy, integrity, and provenance. The paper refers to other discussions and projects on 
defining data as consumable goods and market mechanisms that can be applied to data exchange, such as 
data markets, data exchange, and industrial data space.  

Keywords – Big data, big data infrastructure, data exchange, FAIR principles, data management, data 
markets, open data, STREAM data properties 

 

1. INTRODUCTION  

The emergence of a data-driven economy, powered 
by big data and cloud computing technologies [1, 2, 
3], motivates research and exploitation of data 
market and data exchange models that can 
facilitate/enable effective data exchange as 
economic goods and application-specific 
integration while protecting personal data, data 
ownership and intellectual property rights (IPRs).  

Companies, government bodies, academic 
institutions and citizens have access to, and are 
increasingly using more, data today than could ever 
be imagined a decade ago. Traditional data sources 
such as company databases and applications are 
now complemented by a variety of open data and 
social media data or sensors embedded in IoT 
devices, including mobile devices, smart meters, 
cars and industrial machines. Economy 
digitalization and a growing volume of data has 
created an entirely new market of big data 
technologies and services to help organizations 
capture and extract value from all the data. The 

revenue from big data technologies and services, 
however, is small compared to the value that is 
expected to result in sectors such as trade, 
manufacturing, finance and insurance, public 
administration, and health and social care that now 
have the tools at their disposal to make innovative 
uses of data to drive high-value business and 
societal outcomes [4]. Unleashing the full potential 
of data produced by the digital economy will 
require both the creation of infrastructure to 
facilitate data exchange and development of new 
market models and mechanisms.  

The fact that data has value is commonly recognized. 
However, data value is different from that 
associated with consumable goods. There is a 
number of initiatives to create data markets and 
data exchange services. Existing business models of 
paid or commercial data (sets) services such as data 
archives are based rather on service subscription 
fees than measurable properties of data. The quality 
of data sets is in many cases assessed by an 
independent certification body or based on peer 
review by experts. Such models are useful for 
specific use cases, but they do not provide 
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consistent models to make data an economic good 
and enable data commoditization (i.e. transforming 
data into an object of trade and exchange [5]). 
Interest to make best use of research data has 
resulted in the formulation of the FAIR (Findable – 
Accessible – Interoperable – Reusable) data 
principles [6] which are fully accepted by the 
international research community and widely 
supported by industry and business. However, 
emerging data-driven technologies and economies 
facilitate interests to making data a new economic 
value (data commoditization) and consequently 
identification of the new properties of data as 
economic goods. This paper leverages FAIR 
principles to define the proposed STREAM data 
properties for industrial and commoditized data: 
sovereign, trusted, reusable, exchangeable, 
actionable, and measurable. Other data properties 
important to enable workable/actionable business 
and operational models include data ownership, 
data quality, data value, privacy, integrity, and 
auditability.  

This paper refers to past and ongoing discussions to 
define data as economic goods and market 
mechanisms that can be applied to data, such as 
data markets, data exchange, and industrial data 
space. 

The remainder of the paper is organized as follows. 
Section 2 analyses the emerging data-driven 
economy and identifies data markets as important 
driving forces. Section 3 discusses gaps and 
challenges on the adoption of data markets. Section 
4 introduces the proposed STREAM data properties 
and explain their importance in the context of data 
markets. Section 5 analyses data market concepts 
and defines the main functional components and 
mechanisms required to enable open data markets 
and data exchange. Finally, the conclusion section 
provides a summary and invites for future 
discussion. 

2. DATA ECONOMY AND DATA MARKETS 

The European data economy is growing at a fast 
pace and will continue to do so in the upcoming 
years. The overall value of the data economy grew 
from €247 billion in 2013 to almost reaching €300 
billion in 2016. According to the estimates of the 
European Data Market study, the value of the data 
economy in 2016 was worth nearly 2% of the 
European GDP. By 2020, the data economy is 
expected to increase to €430 billion with an overall 

impact of 2.5% on the GDP in the baseline scenario, 
which is defined by a continuation of the positive 
but moderate growth trend of the economy [7]. 

A data-driven economy uses processes and 
products/services digitalization, it collects and 
processes large amounts of data that include both 
personal and non-personal data. For personal data, 
the recently enacted GDPR mandates multiple 
measures to protect personally identifiable data, in 
particular informed consent [8]; this should build 
further confidence and trust in digital technologies 
and build trusted environments for data exchange 
via the future data market [9]. In fact, research has 
shown that people tend to share more data when 
they trust the companies processing the data. The 
data economy tends to involve the maximum 
possible amount of data that may be produced by 
multiple sources, so creating a trusted environment 
for data exchange and trading is a key enabling 
factor for data markets and data-driven 
technologies. Data quality and veracity are 
important properties of data for data-driven 
applications. 

2.1 Data markets as enabling mechanism for 
data economy 

The establishment of the Open Data Market as a 
necessary stage in making a digital single market 
(DSM) in Europe a reality and working to facilitate 
the digital transformation of the European economy 
to embrace new trends related to Industry 4.0 [10] 
and data-driven technologies. Data markets are 
recognized as a priority topic in the Horizon 2020 
Work Programme 2018-2020 [11]. Currently, data 
exchange is limited to open data (including social 
media data, city data, governmental data etc.) while 
customer activity data, personal data, business 
operational data and industrial data that has a 
strong potential of bringing global optimization to 
multiple human/social activities and resources use, 
still remain in proprietary/private custody by 
companies. This brings unfair benefits to big 
network(ed) and technology companies that all 
tend to create their own full set of data that they 
collect from their business and operational network. 
Data markets [11] and data exchange [12] have the 
potential to bring benefit for facilitating business 
activity, social creativity and technology 
advancement, but current infrastructure, data 
protection, legal conditions and regulations are not 
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ready to offer the necessary environments. There 
are multiple initiatives and projects that have 
collected valuable experiences, however, most of 
them are of an ad-hoc nature and involved a limited 
number of stakeholders and they are not based on 
sufficient conceptual research, which in its own 
turn would require a significantly wider experience 
and observational basis.  

2.2 Data-driven economy and technology 
integration  

As described in recent studies and reports there are 
clear trends of all technologies’ digitalization and an 
increased demand of advanced/smart data 
handling to enable the full potential of data-driven 
technologies. This is characterized by wide 
technology integration based on modern big data 
infrastructures and technologies which are 
predominantly cloud based.  

Data processing and data analytics require 
continuous data storage and exchange between 
applications and processes, which need to be 
supported by a scalable distributed data storage 
infrastructure, such as using a Hadoop Distributed 
File System (HDFS) [13], Data Lake Storage [14], 
and facilitated by a special functional component 
such as data exchange, which can be a part of the 
data market [12] in a general business scenario.   

Currently, there is no common approach and 
architectural model to address potential 
cross-industry, cross-application and cross-
platform integration and exchange of data and data-
driven applications. Most current developments 
and use of data in data analytics and data-driven 
applications require and remain inside vertical data 
processing stacks (typically belonging to one 
company). The best examples of effective data use 
for business purposes and offering data analytics 
platforms for business as services are provided by 
big data infrastructure and cloud providers such as 
Amazon Web Services (AWS), Microsoft Azure, 
Google Cloud Platform, IBM, Facebook. All these 
companies combine three key components of the 
modern hub/networked digital economy [15]: (1) 
(big data) computation and storage infrastructure 
together with business (data analytics) services, (2) 
direct business services and marketplace, (3) 
wide/extended customer base and/or access 
created around products or services. In recent 
research [16], these types of companies are defined 
as “superstars” that achieve their market 

dominance by using exclusiveness of information 
and data collection in a data-driven economy. 
Besides the regulation measures suggested in [16], 
necessary data market and data exchange 
mechanisms need to be created to allow data 
exchange at all stages of the data value chain from 
data production to data analysis and business 
application.  

Few European projects address general issues of 
data protection, policies, and exchange. However, 
there is no common vision and widely accepted 
approach to create open data markets that would 
benefit big and small companies. European Union 
(EU) and Member States, anticipating the DSM 
paradigm, invested significant resources in building 
an advanced digital infrastructure and regulatory 
basis for a digital economy in Europe. A recent 
development of digital and data services is 
primarily based on individual companies’ genius 
that discover and explore unique business 
opportunities. However, despite bright examples 
such as Facebook, Twitter, Instagram and other 
social network and social media platforms that 
actually demonstrated the potential of data-driven 
and digital technologies, the full potential of the 
data-driven economy has not been realized yet. 
Recent technology development is characterized by 
conceptual research lagging behind occasionally 
generated business opportunities.  

Further development of data-driven technologies 
must combine conceptual research and 
development and implementation of economy-wide 
technological platforms for data collection, storage, 
exchange and integration with industry, business 
and social applications. 

3. CHALLENGES IN DATA MARKETS 
ADOPTION 

Based on the analysis provided above, we can define 
the general gap that creates a number of challenges 
for future data economy development and data 
market adoption: Data is becoming an economic 
good but there is no facility to unleash its full 
market potential. 

We can list some of the identified challenges that 
motivated current research by the authors while 
actively developing the modern data infrastructure 
for data-driven research and industry: 
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• Data property as an economic good and 
commodity is not researched and not defined. 
Data is more than oil of the future economy. 

• There is no common vision and model of how 
to trade data while retaining data ownership 
and sovereignty. 

• The new data market model needs to be 
developed and adopted. 

• GDPR provides common rules but there is no 
clear technology alignment to implement and 
enforce GDPR requirements. New ePrivacy 
legislation will make data management rules 
even stricter. 

• There is no (or limited) coordination and 
interaction between industry and academia 
to develop new market mechanisms. 

Technological aspects bring additional complexity 
to the topic of building data markets.  

Use of modern cloud-computing and big data 
technologies and infrastructure is inevitable but 
there is no well-developed security and trust model 
for storing and processing sensitive/proprietary 
data on cloud.  

4. DATA PROPERTIES AS ECONOMIC 
GOODS 

This section provides suggestions about defining 
data properties as economic goods and explains 
their importance for enabling data markets and 
facilitating data exchange. The section refers to 
related works that created background in defining 
the proposed data properties. 

4.1 From FAIR principles to STREAM 
properties 

Initially proposed by the research community, the 
FAIR (Findable, Accessible, Interoperable, Reusable) 
data principles [6,19] found also strong support 
among industry and is currently included as a 
priority topic in the Horizon 2020 EOSC (European 
Open Science Cloud) Programme [20]. The FAIR 
principles are complied with and extend data 
governance and data management models at 
enterprises, as defined in industry standards: the 
DAMA Data Management Body of Knowledge 
(DMBOK) [21] and CMMI Data Management 
Maturity model [22]. 

Factors that facilitate the need for data trading as 
economic goods include but not limited to:  

• IoT sensor networks and farms that 
continuously produce data that potentially 
may be used by different organizations and 
produce secondary data that may have added 
value; 

• use of personal data for advanced market 
research and services development; 

• earth exploration data collected over years 
(such as from mining or oil/gas companies) 
that can be also offered on the market; 

• existing data archives whose value may 
increase if data is traded in a more flexible 
and measurable way; 

• secondary data created from open data. 

Emerging data-driven technologies and economies 
facilitate interest in making data a new economic 
value (data commoditization) and consequently the 
identification of new properties of data as economic 
goods.  

The following properties are leveraging FAIR data 
principles and defined as STREAM properties for 
industrial and commoditized data: 

[S] Sovereign 
[T] Trusted 
[R] Reusable 
[E] Exchangeable 
[A] Actionable 
[M] Measurable 

Other data properties that are important for 
enabling data commoditization and allowing data 
trading and exchange for goods include: quality, 
value, auditability/traceability, branding, 
authenticity, as well as the original FAI(R) 
properties findability, accessibility, interoperability. 
Special features that must be managed in all data 
transfer and transformation are data ownership 
and IPR. The data property originated from its 
digital form of existence defined as not-Rivalry, on 
one hand, makes data exchange (copying, 
distribution) easy, but on the other hand, creates 
problems when protecting proprietary, private or 
sensitive data or IPR.  

Below we explain why these properties are 
important for effective data trading and exchange 
between data market participants along the whole 
data value creation flow/process. 
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a) Data sovereignty 

Data sovereignty allows companies, data owners, to 
keep control over their data. It is important for 
business to enter the data market with their 
proprietary business data and be confident that 
their data is not compromised or used by third 
parties, without consent from the data owner (or 
data controller). Sovereignty is a key principle of the 
Industrial Data Space Architecture as defined by 
International Data Space Association [18]. 

Often the data sovereignty principle is opposed to 
general data storage and processing on clouds 
where data resides in the cloud provider’s data 
centers and there is fear that companies may lose 
control over their data, or the cloud provider may 
have unauthorized access to data or their use for 
business purposes. However, modern cloud and 
infrastructure virtualization technologies, provider 
business models and compliance provide a 
sufficient number of controls to satisfy security and 
trust requirements by companies to operate their 
businesses and host data on clouds (see CSA 
Complete Cloud Security Governance, Risk, and 
Compliance (GRC) Stack, Cloud Security Alliance 
[23]). 

b) Trusted data  

Using data in decision making or in the processes 
control requires that data is trusted and verifiable. 
Trust in data is achieved by the whole process of 
data collection and by using verified models of the 
processes that data represent, which must be in 
general auditable. In most business cases, data 
trustworthiness is ensured by the reputation of the 
data provider but all aspects of data production and 
origin must be verifiable and auditable. 

c) Data reusability 

Data reusability should allow multiple uses of data, 
even if it is not for the original purposes that the 
data was created for. Normally, data represents 
events, entity or processes and are application 
agnostic. Data reusability can create multiple 
opportunities for data economy actors, including 
small and medium enterprises (SME) or individual 
researchers. Data reusability should be supported 
by well-defined metadata and well-documented 
data collection processes. Data reusability is part of 
the research data FAIR principles and is well 
supported by metadata management tools [19]. 

d) Data exchangeability 

Data exchangeability ensures that data can be 
exchanged between a data producer and data 
consumer in general and be used for target 
applications or intended purposes. To much extent, 
this implies data format and platform and APIs 
compatibility, which is achieved by industry 
standardization. Ideally, data exchange should be 
possible between compatible processes or 
applications during the whole data processing flow 
or data lifecycle. In the context of economic data 
value, exchangeability of data can also mean the 
possibility of exchanging data for other economic 
goods or money. However, data pricing models are 
not addressed by the authors at this stage, although 
some references to related works are provided 
below.  

e) Data actionability  

When data is purchased by companies they should 
serve their business purposes and contain the 
necessary information to derive actionable 
decisions about operation or process optimization, 
in particular customer experience improvement or 
quality of services delivered. When data is used in 
industrial processes, the actionable data must be 
extracted and included in the industrial processes 
control. With increased use of artificial intelligence 
in industry, the spectrum and variety of data used in 
the industrial production value chain is increasing 
and may include process monitoring data, logistics 
data, market data and user feedback data. 

f) Data measurability 

Data measurability can be discussed at least in two 
aspects: as an important property for data valuation 
and exchange as economic goods, and as a part of 
data handling on the data infrastructure platforms. 
The former still requires additional research and 
effective data valuation models, yet to be created. 
The latter is concerned with the resources that are 
required or consumed by the data storage or data 
processing facility or applications. This area is well 
developed and supported by modern cloud based 
data infrastructure. Both public cloud platforms 
(such as AWS or Microsoft Azure) and Open Source 
platform (such as OpenStack or CloudStack) 
provide a rich opportunity to monitor cloud 
resources usage by all data handling processes with 
details up to processor cycles, storage transactions 
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or network traffic volumes. Such information is 
essential for infrastructure resources planning and 
costs estimation. 

4.2 Combining data and algorithms 

With the complexity of modern data collected and 
generated by human activity and IoT, there is a need 
to store/archive data with the corresponding 
application programming interfaces (API) and 
containerized applications that can handle the 
stored data. Stored data must contain metadata and 
schema as well as the blueprint for use and 
deployment (ready for integration with the target 
applications). API management [22, 24] is an 
important part of data management in modern 
data-driven companies; this includes both accessing 
data from external providers/sources and 
providing own data to customers and application 
developers. “Algorithm economy” term was popular 
in 2016-2017 [25] as one of the development 
directions of the emerging data-driven economy but 
now API management is a necessary part of the 
modern enterprise data infrastructure.  

4.3 Other related concepts and models 

Defining data properties as economic goods is a new 
research area and requires a complex approach 
involving different research and technology 
domains. There are not many published researches 
on this topic. The authors’ research is motivated by 
the need to consistently define requirements, 
architecture and services that must be provided by 
the big data infrastructure and such infrastructure 
components as data exchange and data markets.  

Information and data value are admitted in many 
general publications and research related to the big 
data value chain [26], emerging data-driven hub 
economy [15] and macroeconomic model of big 
technology firms (referred to in the paper as 
“superstar”) [16]. However, these publications do 
not discuss data as economic goods that can be 
exchanged or traded for money.  

Few papers and blog articles explored information 
as an asset. The seminal paper “Measuring the value 
of information: An asset valuation approach” by 
Daniel Moody and Peter Walsh (1999) [27] 
formulated 7 Laws of Information, which we quote 
here to facilitate further discussion and research 
(refer for details to the original paper [27]):  

• First Law: Information is (infinitely) 
shareable 

• Second Law: The value of information 
increases with use 

• Third Law: Information is perishable 

• Fourth Law: The value of information 
increases with accuracy 

• Fifth Law: The value of information increases 
when combined with other information 

• Sixth Law: More is not necessarily better 

• Seventh Law: Information is not depletable 

Two blog articles of 2013 [28] and 2014 [29] 
attempted to re-define the Moody&Walsh laws to 
Data Science [28] or apply them to information 
emerging from IoT and sensors [29]. 

Although the presented paper does not discuss data 
pricing and cost models, we mention two other 
papers by Muschalle, et al (2012) [30] and Heckman, 
et al [31] that discuss pricing approaches for data 
markets. Their research can provide initial input for 
a developing a data pricing model and how it can be 
used in the data market operation. 

5. DEFINING OPEN DATA MARKET  

Data markets are an important component of the 
data economy that could unleash the full potential 
of data generated by the digital economy and 
human activity in general. Future data markets 
should incorporate an open data market (ODM) 
model that should allow multiple market 
participants to join by complying with established 
rules and using standard APIs for data and 
information exchange. This section briefly discusses 
the ODM model and its functional components as a 
part of the modern data architecture and future 
data (driven) economy. 

The proposed ODM approach leverages the 
international data space (IDS) architecture and 
functional model [17, 18] that are strongly based on 
the concepts of data sovereignty and infrastructure 
federation to ensure architecture openness.  

5.1 Modern data architecture  

Modern data architecture is enabled by cloud and 
big data technologies and has the following 
characteristics: 
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• capable of handling big data V-properties: 
volume, velocity, variety, and addressing data 
variability, veracity, value [1, 3]; 

• cloud based, elastic; 

• customer-centric;  

• automated, smart; 

• adaptable, powered by Agile and DevOps 
continuous improvement/deployment model 
[32]; 

• combining data and algorithms (as part of 
containerized applications and data); 

• collaborative;  

• governed; 

• secure, trusted.  

5.2 Characteristics of emerging data markets 

Data markets should be able to support all major 
properties of big Data from/for all application 
domains, allow data exchange and integration at 
different stages while preserving data provenance 
and auditability. Below is non-exhaustive list of data 
market properties leveraging big data architecture 
and powered by cloud technologies: 

• supporting heterogeneous data exchange at 
different processing stages; 

• cloud powered/integrated; 

• customer-centric;  

• automated, smart; 

• regional/sectoral specialized; 

• collaborative;  

• governed; 

• secure, trusted;  

• auditable; 

• transparent; 

• enabling data commoditization and operating 
with monetized data values.  

The listed above properties should provide a 
necessary framework for definition of the open data 
markets architecture, at the same time they will 
require a better definition of data as economic 
tradeable goods. 

 

5.3 Data market and data exchange 
functionality groups 

Data markets and their associated data exchanges 
include technological, trust management, legal, 
commercial and operational aspects, as described 
below.  

5.3.1 Technical infrastructure 

Infrastructure is a necessary component of any 
service architecture. The following are essential 
components of the data market infrastructure: 

• architecture and conceptual model of the data 
market space, including technological, 
organizational, legal and commercial aspects; 

• shared/federated infrastructure to access 
and operate the data market; 

• federated hybrid cloud based big data 
infrastructure to support data storage, 
processing and exchange in a secure and 
trusted way; 

• DataHubs support for generic services for 
data suppliers such as caching, streaming, 
containerized delivery; 

• support for on-demand connectivity and 
bandwidth provisioning between data 
handling services/hosts in the data lifecycle; 

• gateway based and computational   
enforcement of market policies and rules. 

5.3.2 Rules for trust  

Rules for trust provide the basis for trusted 
relations between data market participants and 
reducing contractual and operational risk between 
participants. This includes the following rules, 
policies, services:  

• policy framework and platform bound 
mechanisms to participate in and cooperate 
with parties in the data market; 

• models for agreements between parties in the 
data market and end users, with engineering 
for scalable (software) contracts and 
supporting architecture; 

• compliance assessment tools of the big data 
infrastructure to enable trusted interaction 
between market actors; 
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• infrastructure and transactions auditing for 
performance and disputes. 

5.3.3 Matching of parties (brokerage) 

Brokerage and third party services are typical 
components of traditional market exchange 
services, however it is not trivial to enable such 
services over data exchanges. The following are 
essential brokerage services to enable effective and 
trusted data exchange:  

• directory and registry services to enable 
findability of data and services, including 
data providers, target data applications and 
typical data uses, conditions, etc.; 

• data filtering and quality assessment 
services, data processing API, value added 
service/ product offerings; 

• automated/assisted contracts negotiation 
and data “value/property” 
transfer/exchange, customer support.  

5.3.4 Data catalogues to keep everything 
together 

A data catalogue (or Directory) is an essential 
component of the intended data market and data 
exchange infrastructure that can be distributed and 
operated in centralized hierarchical and federated 
modes. Catalogue service should enable both 
hosting metadata information and 
historical/provenance information about data sets 
and data transformation. The following summarizes 
the data catalogue properties and services: 

• cataloguing data sets 

• cataloguing data operations 

• metadata catalogue 

• searching 

• data curation 

• data quality assessment and data 
categorization 

• linking data properties and applications 

• recommendations and relationships 

• data sets evaluation 

• data access policies and API 

• usage metadata 

• lineage/provenance 

• integration and interoperability 

• supporting data pricing models (current and 
future) 

• data visualization (properties, usage, quality) 

• security 

• compliance. 

5.3.5 Data exchange protocol 

Data exchange protocols are important components 
of future data markets and data exchange 
infrastructure. Data exchange protocols can be 
provided as a part of the data exchange (as a data 
market functional component) and use a layered 
model benefiting from reliable and secure modern 
Internet protocols, while deploying specific data 
exchange protocols as upper layer protocols. 
Modern network and cloud virtualization 
technologies allow the building of program able 
virtualized networks that can be provided as part of 
virtual private clouds (VPC) and support data 
applications that produce and consume data and 
involve data exchange internally inside secure VPC 
and with external parties.  

Recent developments in data descriptions and data 
management introduced a number of mechanisms 
that can be used for effective and consistent data 
exchange protocols and applications: persistent 
data identifiers (PID), data factories, metadata and 
data types registry, data annotation and data 
discovery mechanisms, all these are part of the 
Research Data Alliance (RDA) outputs and 
recommendations [33].  

6. CONCLUSION 

The presented paper is intended to provide a basis 
for further wider discussion on defining data 
properties as economic goods and building future 
open data market and data exchange infrastructure 
by involving concerned communities, in particular 
those that the authors are actively involved with. 
These are Research Data Alliance, Industrial Data 
Space, European Open Science Cloud, and National 
Institute of Standards and Technologies (NIST) Big 
Data Working Group. The proposed definition of the 
STREAM data properties is based on extensive 
study of related works and authors’ experience in 
building modern big data infrastructure and cloud 
based services.  
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OPPORTUNITIES AND CHALLENGES OF GLOBAL FLIGHT DATA
ACQUISITION
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Abstract – Receptors on-board satellites are being implemented to track civil aircrafts all around the world. This new
scenario requires novel methods to process the signals in order to efficiently retrieve more updated and reliable position
and status data of every aircraft. To reach the required performance, it is indeed needed to engage carefully chosen
algorithms of data analysis and processing. Machine learning algorithms, in particular k-nearest neighbors and support
vector machines, are employed to estimate the potential success in decodifying ADS-B messages in highly congested
areas, and simulations are performed to obtain the training and testing signals. First, the ADS-B communication
system is described; second, multivariate analysis and machine learning algorithms are studied. Finally, the results
obtained from machine learning methods are compared and future studies are proposed.
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1. INTRODUCTION
The disappearance in 2014 of the flight MH370 is still
a matter of concern for the international community.
Many efforts were engaged in order to enable a safer
flight environment all over the world. Nevertheless,
there still is a long road ahead.
One of the very first actions taken was the creation
of the Focus Group on Aviation Applications of Cloud
Computing for Flight Data Monitoring (FGAC) at the
Telecommunication Standardization sector of the Inter-
national Telecommunication Union (ITU). At the same
time as the FGAC was looking at telecommunication
standards for an aviation cloud for real-time monitor-
ing of flight data[1], Working Party 5B (WP5B) of the
Radiocommunication sector of ITU (ITU-R) was also
addressing the issue. The role of the ITU-R is to ensure
the rational, equitable, efficient and economical use of
the radio-frequency spectrum by all radiocommunica-
tion services, including satellite services, and to carry
out studies on the basis of which Recommendations are
adopted[2]. In WP5B, the challenge was to identify a
suitable frequency band that would be required to know
the status of every civil aircraft.
Automatic dependent surveillance-broadcast (ADS-B)
was conceived by the International Civil Aviation Or-
ganization (ICAO) as a terrestrial communication sys-
tem. Making use of satelital global positioning data and
other on-board navigation information, ADS-B contin-
uously broadcasts an aircraft’s position and status to
ground stations and other aircrafts. For that reason, the
frequency band was attributed to the terrestrial service
exclusively. In addition to that, the secondary surveil-
lance radar (SSR) and other non-ICAO systems coexist
with the terrestrial ADS-B system in that particular fre-
quency band.
Low earth orbit (LEO) satellites have been widely used

Fig. 1 – ADS-B coverage improved by a satellite network

for both voice and data communications for many years
[4]. Based on this, WP5B conducted studies to evaluate
the feasibility to receive ADS-B signals on-board LEO
satellites, which would enhance coverage for aircraft
that are suitably equipped, particularly in areas where
terrestrial receivers cannot practically be deployed (such
as oceanic, trans-polar and remote regions). Despite
many issues being identified[5], it was shown that allow-
ing the satellite reception of those signals is compatible
with existing systems and would potentially solve the
problem.
Following the information presented in WP5B Report
(Document 5B/883-E Annex 1)[3], the administration
members of the World Radiocommunication Confer-
ence 2015 (WRC-15), by Resolution 425, attributed
the frequency band to the aeronautical mobile-satellite
(Route) service (AMS(R)S) for the reception of ADS-B
signals on board satellites.
That decision was the enabler that many companies
were waiting for in order to implement reliable ADS-
B receivers on board their new satellites and to provide
a new service. However, the issues that arise upon the
spatial signal reception have to be deeply studied to ob-
tain the correct performance. The idea is depicted in
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Fig. 2 – ADS-B Signal

Fig. 1.
Also, in 2015, ITU included the item 1.10 in the
agenda of the World Radiocommunication Conference
2019 (WRC-19) with the subject “Studies on spectrum
needs and regulatory provisions for the introduction and
use of the Global Aeronautical Distress and Safety Sys-
tem” Moreover, the Conference Preparatory Meeting
2019 invited the ITU Radiocommunication Sector and
Working Party 5B “[...] to conduct the relevant stud-
ies, taking into account information and requirements
provided by ICAO for both the terrestrial and satellite
components, including: a) quantification and character-
ization of radiocommunication requirements related to
[Global Aeronautical Distress & Safety System] GADSS
[...]”[10].
Due to the lack of a non-proprietary, unique and global
system capable of providing accurate flight position and
status data to air traffic controllers (ATC), in many
parts of the globe, aircrafts have to maintain wider sep-
aration distances. Sometimes, changes in their routes
due to weather or any other cause, have to be care-
fully coordinated relying only on voice communication
between the pilot and the ATC. The consolidation of a
global system capable of delivering accurate information
in real time would change this situation, resulting in a
safer and fuel efficient overall transportation system, re-
ducing environmental impact caused by 𝐶𝑂2 emissions,
while saving customers money.
Implementing space ADS-B technology by itself is not
enough to prevent accidents. Additionally, to help
with events similar to the MH370 disappearance, ADS-
B equipment on board aircrafts must be tamper-proof,
start automatically and be always on. Whether every
aircraft in the world is precisely tracked, the time re-
quired to locate it, even in case of distress, can be re-
duced.

1.1 ADS-B system
ADS-B is a communication system for air traffic surveil-
lance that operates at 1090 MHz. Using this technology,
aircrafts routinely transmit identification and position
information during flights. An ADS-B message consists
of a preamble of 8𝜇𝑠 and a data block of 112𝜇𝑠. The
message is Manchester-coded, meaning that each bit is
represented with two states (high and/or low) that last
half a bit time (see Fig. 2). Finally, the signal is mod-
ulated using on-off keying (OOK) and sent about six
times per second, at random intervals.
There are two main ADS-B message types; squitter
mode (S) of 64 bits and extended squitter (ES) of 120
bits long. ES ADS-B messages may contain informa-

tion such as position, velocity, or status. The messages
are broadcast with a random period to prevent aircraft
from having synchronized transmissions. Depending on
the aircraft category, the required transmission power
ranges between 75𝑊 and 500𝑊 . The vertically polar-
ized ADS-B signals alternate between top and bottom
mounted quarter-wave monopole antennas.
Air traffic services receive not only the SSR data, but
also ADS-B messages that, due to their frequent up-
date cycle, provide more accurate and timely surveil-
lance information. In 2002, the American Federal Avi-
ation Administration announced that 1090 MHz would
be used in the next generation ATS for air carrier and
private/commercial operators of high performance air-
craft, wide-spreading the use of ADS-B. Many other
airspace authorities have implemented, or plan to im-
plement ADS-B mandates to enforce the use of ADS-B
in civil flights in their airspace.
Although the deployment of ADS-B receptors is grow-
ing, ground stations are difficult to install and maintain
in mid-ocean, desert and remote locations, resulting in
uncovered zones.

1.2 Satellite ADS-B improvement
Using satellite receptors of ADS-B extends the coverage
of the current terrestrial flight tracking system and has
the potential to provide improved performance of aero-
nautical traffic control in areas where ground stations
do not exist. Moreover, ADS-B is a non-proprietary
technology which uses equipment widely implemented
on most aircrafts and its use is already mandatory in
many countries. The actual traffic procedures and lim-
its may be improved, providing real-time and precise in-
formation of every civil aircraft in a particular airspace.
This would enable the reduction of the aircraft separa-
tion distance, and pilots would be able to take different
routes than planned due to weather or fuel economy
reasons. Those changes would not only reduce time and
fuel consumption, but also use crowded airspaces more
effectively.

2. CHALLENGES
The frequency band used by ADS-B is shared with other
ICAO and non-ICAO standardized aeronautical applica-
tions. This means that signals such as replies to SSR in-
terrogations, distance measurement equipments (DME)
and tactical air navigation system (TACAN) may in-
terfere with an ADS-B message. For that reason, it is
needed to distinguishing these (undesired) signals from
ADS-B messages.
Moreover, due to the altitude of LEO satellites, the cov-
erage area of a satellite receiver is notably larger than
a terrestrial one. In the world’s most congested zones,
satellites will be receiving messages from a high number
of planes at the same time, making message collision a
source of great interference. An example of that situa-
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Fig. 3 – Snapshot of approximately 1400 aircrafts in western Eu-
rope zone, Sunday, July 29. Source: FlightRadar24.com

tion is shown in Fig. 3.
The above-mentioned problem appears due to increased
coverage, and so the received signal needs to be treated
to separate, as much as possible, messages broadcasted
from different aircrafts. In order to achieve that, it is
necessary to conduct different signal processing analy-
sis from many perspectives, using as many methods as
possible.

3. DATA RETRIEVAL AND PRO-
CESSING

3.1 Multivariate analysis
It is possible to receive signals from more than one air-
craft at the same time applying multivariate data anal-
ysis methods. These statistical techniques can be used
to analyze data that arises from more than one vari-
able. Generally speaking, said techniques can be used
to uncover the latent structure (dimensions) of a set of
variables, which in this case, indicates that it would be
possible to know how multiple messages are added to the
received signal. However, for this practical problem, the
main objective is not to know how the radiofrequency
channel affected the message, but to decode the mes-
sage hidden in the sum of signals (i.e., to de-garble the
message). For this case, the technique employed is the
independent component analysis (ICA).

3.1.1 Independent component analysis
Looking at previous results, it can be seen that many
messages are interfered with other (also useful) mes-
sages. This situation is similar to the cocktail party
problem[15] where it is desirable to isolate one speaker
within a crowd. It would be even better to be able to
isolate every source and decode process them indepen-
dently. Independent component analysis attempts to
decompose a multivariate signal into independent non-
Gaussian signals.
The next analysis needed is to determine whether it is
possible to separate these contributing sources from the
received total signal. When the statistical independence
assumption is correct, blind ICA separation of a mixed

signal gives very good results [6].
The independent components are found based on the
statistical properties of the signals; by minimizing the
statistical dependence of the estimated signal factors
(components) and using the kurtosis or any approxima-
tion of negentropy, the independence of the components
can be measured, which, by hypothesis, should not be
Gaussian.
It is important to consider that, in theory, if 𝑁 messages
are present, at least 𝑁 observations (e.g. receiving an-
tennas) are needed to recover the independent signals.
This derives into a practical problem on board the satel-
lite, due to the complexity of the antenna deployment.
This consist of a major problem if only one satellite re-
ceptor is considered. Even if many antennas or receptors
are installed in one satellite, the received signals will be
highly correlated and the methods will not be able to
deliver good results.

3.2 Data classification
As the previous attempts are not practical using only
one satellite receptor, another tool needs to be devel-
oped to obtain useful information. A testbed is needed
to make all the trials and evaluate the performances of
the methods studied. In the following sections the de-
ployed simulator is explained, and then two algorithms
are evaluated and its performance is quantified.

3.2.1 Simulator
The first step is to build a test bed to be able to explore
every possible scenario and situation. The main variable
to study is the signal received on board the satellite. The
simulator was built considering a LEO satellite orbiting
above an area with an aircraft density similar to the one
found in the most congested areas. The aircrafts were
individually placed at random locations in the satellite
coverage.
Then, the received signal was built adding all the air-
crafts’ transmissions (generated by the signal genera-
tor) and affected individually by the particular channel
gain and stochastic propagation effects[11]. The model
comprises the main effects found in the communication
channel and fits well enough to study the possible solu-
tions.

3.3 Machine learning classification
After having the signal available at the satellite, two
different pattern recognition algorithm were tested; k-
nearest neighbours (kNN) and support vector machine
(SVM). The aim was to be able to identify if, at a certain
moment, the received signal contained or not a decod-
able message. At this stage, the content of the message
was not being considered, but whether it was feasible or
not it’s demodulation. In the machine learning model
(Fig. 4), this simulator is the message generator as it
creates the signal ̃𝑥 and also the supervisor as it labels
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Fig. 4 – Learning model

the data (𝑦 signal). If it is known how the signal is being
generated, it is possible to create a label that contains
the desired result of the ideal classificator. For this prob-
lem the labels state whether is possible or not to decode
a certain message based on the level of interference or
signal power. In other words, two classes were defined
based on whether the message could be decodified or
not. This mainly depends on the received power of that
message, e.g. a received power above the receiver’s sen-
sitivity and on if there were collisions between messages
with comparable power.
Actually, the ⃗𝑥 signal used as input to the learning
algorithms is a multidimensional signal composed of
features extracted from ̃𝑥. Finally, ⃗𝑥 is expected to
maximize the distance between samples of different
classes. If the features are carefully chosen, that could
be accomplished[7].
Once the vector ⃗𝑥 and the labels 𝑦 were properly condi-
tioned, they were introduced into a 𝑘-nearest neighbors
classifier and a support vector machine. The perfor-
mance was recorded with the error probability 𝑃𝑒 as the
key indicator and time/computational consumption as
a secondary one.
Both algorithms need specific parameters depending on
the chosen structure and many techniques are usually
employed to tune them. In k-fold cross-validation, used
in this study, part of the original samples are used as
training data, and the remaining subset of samples to
test the model. The partition of the samples is randomly
chosen and this process is repeated 𝑘 times. In order to
obtain a single estimation, the 𝑘 results are averaged.
Using this method, all observations are used for both
training and validation, and each one only once for val-
idation. 𝑘 is an unfixed parameter, and usually 5-fold
cross-validation is used.[8].

3.3.1 k-nearest neighbors
The kNN search is a generalization of the optimization
problem of finding the closest point to a given one in
a determined set. This algorithm classifies the point
by counting from which class are the 𝑘-nearest training
points in the feature space (see Fig. 5). Choosing differ-
ent 𝑘 values sets different boundaries, as shown in Fig.
6a and 6b.
The training phase of the algorithm consists of stor-
ing vectors in a multidimensional feature space, labeling
them with classes. Then, in the classification phase, an
unlabeled vector is assigned to the class which is most

Fig. 5 – Example of finding k near neighbors.

(a) Boundary using 3
neighbors.

(b) Boundary using 7
neighbors.

Fig. 6 – Effect of choosing different k.

frequent among the 𝑘 closest training samples to that
point.
Depending on the problem, and specially on the nature
of the data, larger values of 𝑘 can reduce the effect of
the noise on the classification, but it could cause wrong
predictions between less distinct classes. It is helpful to
choose an odd 𝑘 if it is a binary classification problem,
in order to prevent ties[9].
For multi-class kNN classification exists an upper bound
error rate:

𝑅∗ ≤ 𝑅𝑘𝑁𝑁 ≤ 𝑅∗ (2 − 𝑀𝑅∗

𝑀 − 1 ) (1)

where 𝑅∗ is the Bayes error rate, 𝑅𝑘𝑁𝑁 is the kNN error
rate, and 𝑀 is the number of classes in the problem.
The only parameter that has to be chosen for this
method is 𝑘, i.e. the number of neighbors considered.
As previously detailed, to choose the optimal 𝑘 (the
one that committed fewer errors), k-fold cross-validation
method was employed. A𝑃𝑒 = 0.059 was obtained for
𝑘 = 11.
The contour for this method is shown in Fig. 7.
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Fig. 7 – 11NN Classification results.

3.3.2 Support vector machine
SVM[13] is a method to find the boundary with the
widest margin between all possible cases (Fig. 8b). Con-
sidering the case of IR2, when the classes are linearly
separable, a straight line can be drawn that perfectly
separates the classes, with the margin being the per-
pendicular distance between the closest points to the
line from each class, as seen in Fig. 8a. If the dimen-
sion of the sample is greater than three, the separating
line becomes an hyperplane. The closest samples to the
margin, or the ones that violate it are called support
vectors and are the only samples that are considered to
define the separating hyperplane[14].
When the classes are linearly separable, the wider the
margin, the confidence in the classification is higher be-
cause it indicates that the classes are less similar. Usu-
ally, it is difficult to obtain samples or data sets that are
linearly separable and any separating hyperplane will
not be useful. It is said that the margin is violated by a
sample whether it is beyond the separating hyperplane
as shown in Fig 8c with arrows marked as ‘1’. Also, the
case where the samples are on the correct side, but are
inside the margins has to be considered and an example
is marked with the arrow and ‘2’ in Fig. 8c.
To take into account violations, penalty is considered
proportional to the distance between each violating sam-
ple and the corresponding margin. Then, the problem
is reduced to the minimization of the risk:

1/𝜌 + 𝐶 ∑ 𝜉𝑖 (2)

where 𝜌 is the margin width, 𝜉𝑖 is the penalty paid of the
𝑖th violating sample and 𝐶 is a parameter that enables
to tune the trade-off between the width of the margin
and the amount of violating samples.
If 𝐶 is large, there will be fewer training errors, meaning
that fewer samples from the training set will be misclas-
sified. This is known as overfitting, and when it occurs,
as shown by the dashed line in Fig. 9, classes are per-
fectly separated, but the separation is greatly influenced
by noise, potentially leading to greater classification er-
rors.

(a) Linearly separable
classes.

(b) Maximum margin.

(c) Margin violation and mis-
classification.

Fig. 8 – SVM using a linear classifier

Fig. 9 – Overfitted samples

On the contrary, when 𝐶 is small, there will be more
misclassified samples, but the margin will be greater, as
shown by the grey continuous line in Fig. 9. To improve
the final result of the algorithm this parameter has to
be chosen using cross-validation[12].
For this method, two main parameters had to be set; 𝐶
of eq. (2) and the kernel used. A Gaussian kernel was
chosen for the present case. The only additional param-
eter required by the kernel was 𝜎 or the bandwidth.
Using k-fold cross-validation 𝐶 = 11 × 105 and 𝜎 =
0.0433 were found to be optimal. Training the SVM
classifier with those parameters, the performance re-
garding the error probability was 𝑃𝑒 = 0.049.
Furthermore, despite that the training phase took an
important amount of time, the classification of every
new sample could be done very quickly or with little
computational effort.
The contour for this method is shown in Fig. 10.
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Fig. 10 – SVM Classification results.

3.3.3 Performance comparison
The performance driven by the error probability 𝑃𝑒 as
the key indicator and time/computational requirement
as the secondary were used to evaluate the two studied
methods. Results are condensed in Table 1.

Table 1 – kNN vs. SVM

Indicator
Method kNN SVM

𝑃𝑒 0.059 0.049
Classification Slow Very fast
Training CPU Usage Low High

From Table 1, it can be seen that kNN performs better
during training time, but relatively to SVM, the clas-
sification process takes more time to complete. On the
other hand, SVM requires higher CPU usage during the
training phase, but it is able to classify new samples
significantly faster than kNN.

4. RESULTS
Under the hypothesis stated, it was shown that kNN
and SVM can determine whether a message can be de-
coded from the received signal, performing with little
difference. It is clear that SVM is about 1% better than
kNN. Under that circumstance, other indicators have
to be analyzed in order to define which method will be
better.
One of the most important indicators is the time or
computational resources that are needed to classify a
new sample. In that case, the SVM will perform bet-
ter. Nevertheless, if kNN is manipulated in order to
obtain a single and simpler boundary, the process can
be approximated by a simple function. But, in many
cases that method is not applicable, especially when the
dimension of the samples (i.e. the amount of features
used) is increased.
Despite that the training time for SVM is important,
this phase can be done offline, and once the system is
trained, the classification process will be very fast.
Nonetheless, during this study only one kernel was used

to test SVM. The results show that a simpler kernel can
be used, improving the performance of the method.

5. FUTURE WORK
It is considered for future work to model more phe-
nomena that affect the signal, e.g. doppler shift and
phase shift. Also, different strategies of pattern recogni-
tion and feature extraction could be considered to know
which method fits better to this problem.
Moreover, as the classificators studied only are able to
distinguish whether a decodable message is present in
the signal or not, a solution to the problem presented at
multivariate or ICA could be addressed in order to find
a solution. If that is achievable, then the reliability of
the algorithm should be tested to validate its potential
use in a satellite.
Finally, experimental tests are needed in order to evalu-
ate the performance of the algorithm. In future studies,
the algorithms will be tested with a real signal at satel-
lite receivers.

6. CONCLUSIONS
The conducted studies present a different way to deal
with the, already known, problem of receiving ADS-B
messages in congested airspaces. Machine learning and
pattern recognition are novel analysis methods that can
increase the amount of messages that a receiver could
decode in an efficient manner. This new technique can
contribute to international recommendations and stan-
dards to improve them, not only in a particular assump-
tion, but also in the way that parameters are chosen.
The approach found is the stepping stone to building a
robust satellite receptor of ADS-B messages. It is clear
that the challenges lead to the investigation of novel
methods to process the signal in order to obtain clean
and reliable data, using as little energy as possible. If
that is achieved, new real-time aircraft position and sta-
tus data can be obtained for all the aviation stakehold-
ers.
If the addition of this method makes the system more
efficient, the lifespan of the satellites will be improved
due to reduction in energy consumption. Consuming
less energy not only impacts on the battery depth of
discharge, but also makes the satellite cheaper due to
smaller electronic parts. Therefore, using machine learn-
ing techniques could potentially reduce the overall cost
of satellite missions carrying ADS-B receivers.
Improved flight tracking systems will be used in the fu-
ture to provide more secure, energy and time efficient
and convenient flights all around the world. Issues re-
garding aircraft flow as separation, conflict resolution,
approaches, planning, weather avoiding, etc. will be im-
proved to enhance safety, and provide additional capac-
ity. Furthermore, fuel consumption and 𝐶𝑂2 emissions
will be reduced since more efficient routes into busy air-
ports will be provided, thus cutting down holding time
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spent in the air and on the ground. It is shown that
despite the difficulties, having available enhanced data
that is provided by already-installed equipments, will
transform the industry to become more efficient and se-
cure, which yields a smart transportation system.
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Abstract – Internet access is often touted as the means by which communities will become more productive, ed-
ucated, healthier, safer. While Internet access is becoming increasingly ubiquitous, high-speed, and affordable, some
communities without ubiquitous Internet have developed hybrid strategies, or alternative Internet models, that allow
them to get many of the benefits of constant connection. In this article, we argue that even communities with ubiq-
uitous Internet have much to learn from these successful hybrid models, especially when considering the mental and
relational health of communities. We surveyed a handful of communities that either through necessity or choice are
using alternative Internet models that deliberately turn off portions of the typical Internet dial-tone including the
delay-tolerant networks of extremely remote communities, Internet cafés used as low-cost communal points of access,
El Paquete Semanal (Cuba’s offline Internet alternative), and communities of “preppers” who seek to prepare for the
collapse of modern infrastructure. We use the experiences of these communities with alternative Internet models as a
lens through which to consider more mindful models of Internet consumption that might allow us to reap some of the
proven benefits of Internet connectivity while avoiding some of its more damaging side effects.

Keywords – Alternative Internet models, community networks, mindful Internet

1. INTRODUCTION
In a society where Internet connectivity is associated
with opportunity, productivity, safety, and profitabil-
ity, imagining a world with less connectivity may seem
unorthodox. However, there is a growing awareness of
the damaging effects of constant connectivity on men-
tal health and the health of communities. Around the
world, we find communities who have, by choice or
necessity, crafted hybrid Internet models that achieve
many of the benefits of ubiquitous connectivity, while
simultaneously reducing exposure to the more damag-
ing aspects.
When Internet access is ubiquitous and affordable, it
can be difficult as a society to practice mindful con-
sumption. We expose ourselves to invasive surveillance
[55, 71] and pop-up alerts that break our concentration
and interrupt our sleep [49, 39]; we compulsively engage
with platforms designed to addictively captivate our at-
tention [4, 60] and manipulate our mood [41]; we selec-
tively isolate ourselves into culture bubbles and cease to
discern informational validity and integrity [61, 28, 63].
Unfortunately, this lack of mindfulness can negatively
impact our mental health, personal relationships, gov-
ernment and communities.
In this paper, we survey a handful of alternative Internet
models (AIMs) in which users consume Internet content
in ways that deviate from the “always-on, ubiquitous,
high-speed” model of Internet connectivity that society
has come to hold as the gold standard of connectivity.
We use this as a lens through which to consider ways to
achieve a majority of the benefits of high-speed Internet

connectivity with fewer of the risks and injuries.

2. ONLINE, OFFLINE AND HYBRID
STATES OF CONNECTIVITY

Internet connectivity is typically perceived as a binary
state with regard to individuals and communities; they
either have Internet connectivity or they do not. In re-
ality, connectivity takes place on a spectrum. On one
end of the spectrum, communities have affordable, ubiq-
uitous, high speed Internet access; on the opposite end,
Internet connectivity is not available at all [34, 35]. In
between these extremes are other realities. Some com-
munities may have ubiquitous, affordable, high speed
Internet in 95% of the land area where they exist, but
also face coverage shadows (e.g., behind a hilltop or in a
parking garage) that prevent true ubiquitously accessi-
ble broadband. Some communities may have affordable
Internet access in homes, but lack mobile broadband
access around neighborhoods [16, 66].
Beyond the spectrum of connection speeds and cover-
age, there are variations in how content is curated and
searched. For curation, the information seen by most
Internet users is dominated by the often black-box cu-
ration choices of platforms like Facebook, Twitter, and
Google. Increasingly, the news and information we con-
sume is dominated by social media algorithms and less
by legacy media gatekeepers like the mainstream media
outlets [20]. These algorithms can change unexpectedly
and are primarily optimized for ad revenue and user en-
gagement. In other word, users are shown content that
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the platforms believe they will want to see and that will
keep them coming back more regularly. There are also
examples of deliberate manipulation of these algorithms
to amplify extreme political positions [44, 10, 53, 28]
. The main type content moderation is the removal of
illegal or extreme content [22, 43, 40]. Much like the
spectrum of Internet connection speeds, choices for cu-
ration, moderation and search provide a spectrum of
choices for self-moderation and community moderation.

3. ALTERNATIVE MODELS OF THE
INTERNET

Given the broad continuum of what it means to be on-
line or offline with respect to the Internet, it is possi-
ble to reimagine societal notions of Internet connectiv-
ity that function beyond traditional assumptions and/or
aspirations of ubiquitous, high-speed, affordable Inter-
net access available at all times. We will refer to these
as alternative Internet models (AIMs). AIMs are well-
articulated ways that communities access the Internet
that involve a voluntary or necessary cessation of end-to-
end Internet connectivity or common Internet features
such as search or platform-based content moderation.
This definition allows for many prevalent network ar-
chitectures to be included as AIMs. For example, web
caches allow web content to be stored on a user’s de-
vice, device-to-device applications allow data sharing to
occur without requiring cloud access, and asynchronous
modes of communication assume periods of disconnec-
tion (if not in a networked sense, then in a behavioral
sense). To focus the discussion in this paper, we consider
models that hybridize some of the benefits of the tradi-
tional Internet model with alternative modes of content
delivery, content creation, content dissemination, con-
tent search, and the environment associated with con-
tent access.
In this section, the authors describe alternative Internet
models that are used in different communities around
the world or that have been proposed in the research
literature. Specifically, we examine examples of AIMs
that illuminate the benefits of the alternatives.
Delay-tolerant networks (DTNs). One of the
quintessential examples of an alternative model of Inter-
net access are DTNs [23]. Traditionally characterized as
an architecture that supports networking in challenged
environments (i.e., models where regular partitioning of
the network is not well-served by traditional TCP/IP),
DTN architecture has been leveraged in contexts that
range from mobile ad-hoc networks to interplanetary
networks [37, 8, 3, 31, 32]. More recently, DTN archi-
tecture has been extended to unmanned aerial vehicle
(UAV) networks, which can be used as a backbone for
Internet access points [47, 14]. For the context of this
paper, some of the most interesting DTNs are those that
enable communities in extremely remote areas to occa-
sionally access the Internet.
One well-studied example of a DTN being used in a

community is DakNet [52]. Developed as an architec-
ture by the MIT Media Lab in the early 2000s, it was
deployed in remote communities of Cambodia and In-
dia as a cost effective means for access to data from the
Internet. Critically, all Internet connectivity was asyn-
chronous, meaning that users would receive or interact
with content from the Internet separately from connec-
tivity to the Internet. For initial iterations of DakNet
deployments, users would use DakNet to send and re-
ceive emails by posting email messages to a community
access point on a local area network. Then, on a reg-
ularly scheduled basis, a bus outfitted with an access
point would park near the access point and would down-
load all of the outgoing messages addressed to users on
the Internet to a data storage device on the bus (si-
multaneously, it would upload all data on the storage
device addressed to a particular access point to that
access point). The bus would then traverse its route
and eventually come to an access point with a simulta-
neous, end-to-end connection to the Internet. At this
point, the access point on the bus would send all outgo-
ing messages to appropriate destinations on the Internet
and would receive all messages destined for community
access points located along its route.
While mechanical backhaul (i.e., non-digital backhaul)
is an inexpensive option, it has impacts on how In-
ternet connectivity is used. As reported in obser-
vations of usage of DakNet and other DTN deploy-
ments, the asynchronous nature of connectivity com-
pelled intentionality [56, 13, 12, 52]. For example, users
would go to a community access point and spend sig-
nificant time composing a single email or forming a
search query due to the high time penalty for misad-
dressing or misquerying. Similarly, users would sched-
ule visits to the access points to check for receipt
of messages or answers for previously posted queries.
While there are benefits to this exceptional intentional-
ity such as decreased exposure to some of the addic-
tive, disruptive, and deceitful facets of Internet con-
tent [55, 71, 49, 39, 4, 60, 41, 61, 28, 63], the model
limits the types of information and activities in which
a user can engage, especially as Internet content has
increased in complexity [30]. For instance, real-time,
Internet-based interactions would be impossible with
this model. There are also facets to the DTN model
that require more human management. For example,
users may need to deliberate through their schedules
and identify appropriate time slots in which they decide
to compose content, travel to community access points
to send and receive content, and review received con-
tent. Even more complex, users may authorize other
people to deliver and pick up content from the asyn-
chronous access points on their behalf, which require
that mechanisms for collaboration and trust are woven
into communal conceptualizations of the Internet if not
the network architecture itself.
Thus, the DTN is one of the most extreme versions of
an alternative Internet model, where connectivity across
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space is dichotomous and all data interactions must be
asynchronous. The model represents one end of a spec-
trum of alternative Internet models that sits closest to
the disconnected end of the Internet connectivity spec-
trum. In the following subsections, we discuss models of
alternative Internet access that fall between this point
in the spectrum and the traditional model of ubiquitous,
always accessible Internet access.
Communal access points (CAPs). One of the most
common models that communities adopt prior to receiv-
ing affordable residential Internet access is to leverage
communal points of connectivity, typically referred to as
Internet kiosks, Internet cafés, or hot spots. There are
several models of CAPs. In one typical model, access
is established through the initial connectivity of critical
anchor institutions, such as libraries, schools, or health
clinics. Often times, government programs can help sub-
sidize the deployment of initial gateway connectivity,
which can allow these public entities to offer low-cost
public Internet access at limited rates during day-time
operation [21, 24, 27]. Another model involves private
entities purchasing an Internet subscription or build-
ing Internet infrastructure to their premises and then
advertising the presence of“free WiFi hotspots” for cus-
tomers. A final communal access model includes the
creation of Internet cafés as a business unto themselves,
where customers come to the café and purchase short-
term Internet access based on time or data capacity.
Anchor institution CAPs vary across communities and
landscapes. Typically, connectivity available at schools
is reserved for students, faculty, and staff and is typ-
ically only available during business hours (i.e., 7am–
6pm on weekdays). However, new models leverage TV
white space technology, a wireless network technology
that uses the historic TV broadcast band of the radio
spectrum for data transmission, to extend the amount of
times students are connected to the Internet. For exam-
ple, Microsoft has proposed mounting TV white space
antennas on school buses to enable students who are
bussed from rural areas to have an extended period of
Internet access during their rides to and from school so
they can work on homework before returning to poorly
connected homes [46]. Libraries can offer a broader span
of usage with respect to time and population and have
been critical to innovating how communal access takes
places. For example, the Gigagbit Libraries Network
would allow libraries to operate neighborhood-scale TV
white space access points that would not require patrons
to connect to the Internet in situ, but from anywhere
in an entire neighborhood [7, 27]. Critically, this would
allow library-based Internet access beyond library oper-
ating hours and could ameliorate access for patrons who
are unable to easily access physical library buildings.
A couple of atypical anchor institution CAP models that
serve as interesting AIMs are the WiFi parks in Havana
and the NGO-based Internet cafés in European refugee
shelters. In 2015, public squares of Havana, Cuba were
converted to outdoor public WiFi access points and In-

ternet access was rationed through cards which allowed
people to pay for access time [19]. While the model
proved to be extremely popular, the lack of centralized
coordination led to constantly overloaded (and under-
performing) WiFi access points and people would go on
extensive searches “looking for the Internet,” i.e., try-
ing to find an operational access point that would allow
them to optimize their access time. Another interesting
model is the NGO-funded Internet café operated out
of refugee shelters in Germany [72]. While a study of
these CAPs revealed that they played a critical role in
assisting refugees in general, especially in solidifying a
digital diaspora community, it also demonstrated that
cyber activities that take place in a communal space are
not removed from gender-based cultural expectations of
real-world activities that take place in communal spaces.
This was a significant limitation on how women were
able to engage with the Internet in order to create dis-
seminate, and receive information.
One of the most prevalent communal access models is
the private “free hot spot”. In cafés, restaurants, stores,
and airports, accessing “free” Internet can be as simple
as finding the appropriate WiFi SSID (service set iden-
tifier) and verifying an agreement statement (or enter-
ing the publicized WiFi password). These spaces have
different significance depending on where they might be
located. In urban spaces, the free hot spot can be a place
where users choose to access Internet content over a less
congested network, rather than use frequently congested
cellular network infrastructures [15]. In rural spaces,
free hot spots can be information lifelines, the only point
of Internet access for tens of miles. An example of the
importance of these free hot spots is in Indian Country,
the rural lands held in trust by the U.S. federal govern-
ment for sovereign tribal nations. Only 63% of people
living in Indian Country have broadband Internet ac-
cess and the nearest access point can be over an hour’s
drive away [25, 58, 64]. People living in these communi-
ties report experiences where they have spent the night
working outside of hotels and restaurants that provide
free hot spots so that they could keep up with online
coursework or submit digital government forms before
deadlines. While these free hot spots can be a pivotal
means of connecting to the Internet, they are still few
and far between in rural areas and subsequently, there is
a time and fuel cost associated with traveling to points
of access even if a user is not consuming any of the prod-
ucts sold by the entity providing the access.
In contrast to the free hot spot model is the for-profit
Internet café. One of the most cited studies of Inter-
net café-for-profit environments takes place in Accra,
Ghana. Using ethnographic fieldwork methodologies,
Jenna Burrell spent over a year in Accra observing and
interviewing customers at six different Internet cafés,
and highlighted how youth who operate in the margins
of the digital economy are particularly able to incor-
porate both traditional nontraditional technologies into
their repertoire of Internet access strategies [9]. Similar
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studies conducted in Turkey [29], Pakistan [5], Nige-
ria [2], Indonesia [69], and London [70] have revealed
similar findings and have also demonstrated the eco-
nomic benefit the communal model can have. Notably,
this model is much more prevalent in developing re-
gions, likely given the lack of ubiquitous home Inter-
net access and affordable subscription rates in these ar-
eas [33, 34, 35, 36].
CAPs are so prevalent because their cost can be quickly
ammortized by the volume of people leveraging infras-
tructure in exchange for increased public good (i.e., an-
chor institution model), increased marketability (i.e.,
“free hot spot” model), or for straight profitability (i.e.,
Internet café model). Critically, they have repeatably
demonstrated their ability to successfully jump-start an
information economy when Internet access is not ubiq-
uitously accessible to a community.
Community curated content. Some communities
have been isolated from the greater global Internet due
to political-driven policies. Cuba has one of the highest
rates of literacy and education in the world, but also one
of the lowest rates of direct Internet access. Most direct
Internet access in Cuba is through outdoor public WiFi
parks where access is expensive (approximately $1 USD
per hour of access from an average Cuban salary of $30
USD per month), inconsistent, and inconvenient in com-
parison with persistent mobile access. However, direct
Internet access is only part of the story in Cuba. Cubans
have also developed unique and robust offline systems
for distributing digital content through removable stor-
age media like USB thumb drives and portable hard
drives called El Paquete Semanal (The Weekly Package)
[17, 6]. Thus Cubans use a fascinating online-offline hy-
brid model for Internet access, which while developed
out of necessity, has a number of advantages worth con-
sidering more broadly.
El Paquete Semanal is a collection of digital material
distributed since approximately 2008 in the unofficial
Cuban marketplace as an Internet alternative. It has
been called Cuba’s Google, YouTube, Netflix, Hulu, and
Spotify – all without the Internet [68, 38]. Updated and
distributed every week, it contains a diverse collection
of digital content, both downloaded from abroad and
produced within Cuba, movies and TV shows (includ-
ing new releases), music and music videos, video games,
sports programming, digital magazines, books, religious
materials, mobile and PC applications, and entire copies
of websites including Wikipedia and Revolico, a Cuban
Craigslist-style marketplace. The distribution of El Pa-
quete, while not officially sanctioned by the government,
has clearly been permitted by way of a lack of govern-
ment disruption. One reason it is so widely tolerated is
that it does not contain content that is anti-government,
subversive, obscene, or pornographic, following the “no
politics, no pornography” policy common within Cuba
[68, 54]). Much of the content is under copyright in other
countries and would be considered pirated material, but
this is socially acceptable and legal in Cuba, where intel-

lectual property laws and norms are markedly different.
Each week, content curators assemble their content sec-
tions and pass those sections to a high-level distribution
team known as a matriz, which in turn assembles the
full package. The finalized package is then passed on to
mid-level distributors, who pass it on to other smaller
distributors and so on, eventually reaching consumers.
The collection received by an end-user typically passes
through several mid-level distributors, particularly for
end-users outside of Havana. Starting in Havana, El Pa-
quete content is distributed to all the provinces of Cuba
through a system of hard drives passed via car, plane,
train, and bus. Mid-level distributors often modify the
content, particularly in order to remove content not of
interest to their customers (reducing the size of their
distribution), or to add content such as local content of
interest in parts of Cuba outside of Havana.
Matrices also add advertisements to some content, and
it is reported that income from these advertisements ri-
vals income from fees paid by users for the content it-
self [38]. Matrices also play a role in sponsoring and
encouraging the production of unique content, exclusive
to their version of El Paquete. In this sense, matrices
play a variety of roles ascribed to traditional production
studios and TV channels, taking care of distribution,
selling advertising and sponsoring the production of ex-
clusive content.
The distribution of El Paquete is a network of human
relationships rather than a network of Internet routers
and other infrastructure. It builds on, strengthens and
exploits existing human relationships and distribution
systems developed over many years to distribute first
magazines and novels from abroad and then VHS/DVD
movies and finally Internet content. Distribution based
on human relationships make participants less vulnera-
ble to centralized surveillance or manipulation, but po-
tentially more vulnerable to monitoring and manipula-
tion by people close to them in the distribution chain.
However, it is worth considering that individuals are al-
ways more vulnerable to those physically close to them,
but a system based on existing relationships reduces the
vulnerability to remote and centralized monitoring and
manipulation introduced by Internet platforms.
El Paquete represents one very successful means of ad-
dressing a particular set of constraints, challenges, and
opportunities that confront people in Cuba today. It
also offers an opportunity to consider hybrid models
for Internet consumption even in communities where di-
rect access is affordable and ubiquitous. Offline access
models like El Paquete offer a means of avoiding on-
line tracking/surveillance models that are common in
other regions. Offline access provides for one type of
anonymity of access: more visibility to people close by
in the distribution system, but less surveillance from
government or corporate entities. While not the case
in Cuba, DTN systems like El Paquete have been used
to avoid government censorship for example in North
Korea where USB drives loaded with a variety of enter-
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tainment and educational content offer an alternative to
tightly controlled government propaganda [45, 26].
One of the key challenges of adopting an AIM inspired
by El Paquete is the model for monetizing use. There are
opportunities for distribution and advertizing income,
but because consumption is offline, users are not as di-
rectly surveillable, negating models that rely on gener-
ating revenue through user profiles.
Some additional lessons arriving from Internet usage in
Cuba is that most users do not navigate via constant
Internet connection to Google maps or similar services.
Instead, users download maps and then navigate using
GPS. Similarly, many apps like the popular restaurant
guide application, “A La Mesa”, also work by download-
ing a database of restaurant data when connected and
then consulting that database in offline mode. There
are both additional examples of the lessons from Cuba’s
online/offline hybrid model of Internet consumption.
There is a common saying, “if you are not paying then
you are the product”. This is true but increasingly it
is the case that even when you are paying you are the
product. Companies sell more than content and adver-
tizing to users; they sell the details of how users consume
their content. For example, exercise-tracking devices
like Fitbits. They could offer an interface that allows
consumers to view their own data, gain insight from
it and then share only what they want. Instead, they
require all data to be given to the platform for viewing
by consumers. Even though users have purchased an ex-
pensive tracking device, their usage data is also sold and
in many cases is as valuable as the devices sold. Offline
access models common in Cuba offer an opportunity to
rethink this ubiquitous model of user tracking.
Post-disaster networks. As the frequency of large-
scale natural disasters increase, some communities have
developed network infrastructure for Internet connec-
tivity post-disaster; some communities prepare for what
they view as inevitable disaster. Preppers are individ-
uals who gather and stock supplies, food, and tools
in anticipation of disasters, emergencies, or “the end
of the world”. In the process of making themselves
ready for disaster, many preppers have built commu-
nities on social networking sites and online platforms
discussing how they will continue to thrive and connect
in a world of resource scarcity and political instability.
These preppers practice survival skills, stockpile nonper-
ishable foods, and construct fortified “bug out locations”
where they can go in an emergency. However, preppers
also design and construct computing devices, and these
activities have received little attention.
Preppers exhibit a deep and relevant engagement with
the future of computing and argue that their perspec-
tives differ from those of scholars in ways that can
productively draw attention to new concepts and top-
ics [48]. Most notably, preppers as a case study of
planning and preparing for an alternative Internet, con-
tribute to ongoing discussions around networked com-
puting’s possible futures by distinguishing between two

perspectives: one that imagines computing devices as
scarce and focuses on customization and maintenance
and one that sees these devices, due to current manufac-
turing patterns, as remarkably abundant. The descrip-
tion of these perspectives can broaden understandings
of alternative technical practices and draw attention to
emerging areas of concern, such as the tension between
maintenance as a sustainable practice and current pro-
duction practices [65].

While studies and essays predicting faster computers
and increasingly frictionless networking have a long his-
tory, in recent years scholars have questioned such nar-
ratives by pointing to the current unsustainable pace of
resource consumption, as well as by describing alterna-
tive technical practices in areas such as the global south.
Within the area of collapse informatics, for example,
scholars pursue the “study, design, and development of
sociotechnical systems in the abundant present for use in
a future of scarcity” [62]. Similarly, scholars of technol-
ogy use in the global south have highlighted practices
and infrastructures that, in the present, negotiate the
kinds of resource scarcity and disruption imagined by
scholars looking ahead to collapse. Patterson, for exam-
ple, describes the equipment and practices involved in
accessing the Internet in Haiti following the 2010 earth-
quake [51]. Similarly, Silva, Farman and Bueno work
to expand conceptions of mobile phone use and net-
work access by describing the circulation of phones in
Rio de Janeiro [57]. These studies expand the available
conceptions of networked computing, focusing attention
on ad-hoc configurations and repair practices that are
less visible in countries such as the U.S. However, prep-
pers largely located in the U.S. and who have access
to the resources and infrastructures currently available
there also imagine and at times enact possible futures in
ways that reveal novel perspectives. Acker et al. devel-
oped the description of preppers’ perspectives through
an analysis of over 800,000 posts to a popular prepper
forum [1].The analysis highlights two perspectives on
the future of networked computing that rely on prep-
pers’ relationships and reliance on devices and network-
ing equipment. The first is the notion of cherishing and
maintaining network infrastructure vis-à-vis networking
equipment. Some forum members assume that equip-
ment needed for networked computing will be scarce
in post-collapse futures. This assumption is strongly
linked with the desire to construct or fabricate highly
customized devices that would be carefully maintained.

For Internet researchers concerned with infrastructure
resilience and computing within limits, these perspec-
tives of future scenarios draw attention to alternative
technology practices and to new areas of concern such
as the future use of existing devices by way of imagining
alternatives to critical digital infrastructure by prepar-
ing for post-collapse scenarios.
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Table 1 – Examples of alternative Internet models used by different communities.

AIM Example use cases Benefits Challenges
Delay-tolerant net-
works

SMSFind [12], RuralCafe [13],
Daknet [52], KioskNet [56]

Low-infrastructure, promotes
mindful information querying and
content access

Does not support content that
requires end-to-end connectivity,
viewed as “second-class” Internet

Community access
points

WiFi parks [19], Libraries [21, 24,
27], Internet cafés [9, 29, 5, 2, 69,
70, 72]

Highly scalable, promotes mindful
information quering and content
access

Lack of privacy, dependent on so-
cial contexts surrounding access
points

Community cu-
rated content

El Paquete Semanal [18, 6], North
Korea [26], MOSES [59], mobile
media sharing [50, 42, 11]

Community values reflected in con-
tent selection

Potential for censorship and infor-
mation insularity, complicated fi-
nance models

Post-disaster
networks

Prepper communities [1], Haitian
Internet [51]

Emphasis on maintenance and sus-
tainability, expanded conceptions
of networked technologies

Current production practices not
ammenable to self-sustainability

4. CONCLUSION
In this article, we have surveyed a handful of alternative
Internet models (AIMs) in which users consume con-
tent in ways that deviate from the “always-on, ubiqui-
tous, high-speed” model of Internet connectivity that
society has come to hold as the gold standard of con-
nectivity. While AIMs have typically been viewed as
inferior to ubiquitous connectivity, we seek to bring new
insight as to how these models may be complementary.
Critically, these hybrid models might allow us to real-
ize many of the benefits of constant Internet connection
without some of its damaging side effects. We present
specific examples of the different AIMs discussed as well
as the corresponding benefits and challenges in Table 1.
When examining the array of examples of alternative
Internet models, there are a few critical benefits that
emerge from each model (aside from the typical bene-
fits afforded by Internet connectivity) that can be col-
lectively characterized as enhanced mindfulness around
Internet engagement. In the delay-tolerant network
model, users are compelled to be more intentional with
their interactions with network infrastructure. Asyn-
chronous interactions require that content be carefully
crafted in order to minimize latency. For both delay-
tolerant networks and communal access models, time
must be mindfully set aside or interpersonal trust must
be established in order to enable content transfers that
require intentional travel to spaces of asynchronous or
synchronous Internet connectivity. El Paquete Sem-
anal facilitates community-oriented content curation–
providing a context wherein content interaction is not
seen as a purely individualistic endeavor, but a com-
munity collaborative effort for identifying that which
is most relevant and most important. Cuban Internet
usage also provides inspiration for alternate models of
application development including downloading needed
maps and databases and then navigating with GPS
rather than constant Internet connection. This model of
offline access makes real-time tracking and surveillance
of users more difficult. Finally, as prepper communities
considers the possible end of modern society, there are
serious considerations about what is essential for contin-
ued internetworking in a post-apocalyptic world, as well
as whether our current Internet usage is driving us ever

more swiftly to the apocalypse. Thus, in this commu-
nity, the Internet is mindfully considered in the context
of its physicality as well as its role as a potential instru-
ment of global disaster. The authors believe that the
mindfulness that characterizes Internet engagement in
these models points to necessary future work that seeks
to understand how developers and architects can build
mechanisms for mindfulness into the design of networks
and networked services and how communities might en-
gage in a manner that contributes to mindful engage-
ment. In a world with growing awareness of the harms
of the standard Internet dial tone (surveillance, distrac-
tion, addiction, manipulation), these Alternate Internet
Models offer a way to imagine a new future for people
who do not currently see a way to be citizens of the
modern world without constant connectivity.

It is also important to consider some of the potential
consequences of adopting an AIM. One of the most crit-
ical is the potential to get stuck with “second rate In-
ternet.” This is a particular concern for communities
that may have to adopt AIMs because they are not well
served by the telecommunications market. For exam-
ple, DakNet, which was originally designed to support
the asynchronous-friendly content that was typical of
the majority of content on the Internet (e.g., static web
pages, email, SMS), would be a very second-rate model
of the Internet today given the increased personaliza-
tion, complexity, and interactivity that is now embed-
ded into the majority of Internet content and activities.
Another drawback is that community content curators
may not always act in the best interests of the communi-
ties they serve. While we observe many examples where
platform-based curation is in the interest of ad revenue
rather than users and communities, other types of cu-
ration have dangers as well. For example, when people
act as content curators for their friends on certain web-
based platforms (e.g., Facebook or Twitter), content is
shared freely regardless of integrity and regardless of
social impact [67]. To this end, the authors also ar-
gue that there is a need for investigation into potential
consequences of AIM adoption given what we already
know about Internet growth, human-computer interac-
tion, computer-supported cooperative work, and online
social interactions. Critically, in light of costs and ben-
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efits associated with AIMs, future research should criti-
cally ask: How do our communities change as a function
of our Internet models?
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1. MOTIVATION  

The rise of “Big Data” over the past decade and the 
more recent emergence of artificial intelligence (AI) 
have stirred many hopes and, increasingly, fears, 
about the fate of humankind in the “fourth 
industrial revolution”. Are we heading towards 
brighter or darker times? Do big data and AI pose 
existential threats to democracy [1][2], or do they 
offer the possibility of building a future where 
decisions will be more rational, policies more 
efficient, processes fairer, politicians more 
accountable?  

As with past techno-political revolutions, the 
trajectories experienced by different groups will 
primarily depend on the decisions made by humans, 
the most powerful or those who, sadly, do not 
typically care very much about how others are 
affected. To avoid a dystopian future shaped by and 
for elites and machines, a growing number of 
citizens, organizations, and governments, feel a 
sense of urgency to act, but are unsure as to how.  

A first obstacle is a lack of clear understanding of 
what is really happening and looming with big data 
and AI. Another is a lack of long-term vision of how 
humans and machines may cooperate, and what the 
corresponding processes and ‘building blocks’ 
ought to be. Yet another hurdle is a lack of a clear 
roadmap for mobilizing and coordinating scarce 
resources including human and technological, 
towards that end. A last barrier is personal agendas 
favoring a naïve embrace or systematic 
fearmongering of all things AI.  

In this paper, we aim to sketch an ambitious and 
optimistic vision and offer some reflections on how 
human societies could “leverage” AI, not just by 
using it but also by applying some of its key 

principles to build a ‘Human AI” that reflects and 
serves the objectives and drivers of human 
development in the data era [3]. 

2. THE GIST AND “GOOD MAGIC” OF 
CURRENT AI 

By and large, the “Data Revolution” [4], big data [5], 
and current AIs runs on personal data emitted by 
people using digital devices and services for their 
daily actions and interactions; yielding digital 
signatures or “data breadcrumbs” in the forms of 
cell phone records, bank transactions, web and 
social media content, geolocation data, pictures, 
videos, etc. These yield large data sets which can 
then be analyzed by algorithms to unveil patterns 
and correlations and make estimations, projections, 
predictions, and prescriptions, among others. 

Most of us already rely on these tools to decide 
which roads to drive on, articles to read, clothes to 
buy, content to like, flights to book, or people to 
connect with. Our doctors will soon use the same 
types of tools to diagnose cancer and suggest 
treatment plans [6]. There are, and will be, actual 
“robots” running our factories, doing home chores, 
and entertaining our kids, but, generally, current 
and future AIs are what were called big data a few 
years ago: computational analytics models fed and 
trained on large quantities of data crunched by 
machines (computers) to reach an objective and in 
some cases power sophisticated machines (robots) 
to implement decisions in a more or less 
autonomous manner.  

When a driverless car is on the road, the computer 
that steers it looks at its surroundings, asking itself 
whether what is in front of it is pavement or people 
and acts accordingly, in ways it was trained and 
taught itself to do through millions of past 
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simulations. Before getting good at its job, the 
machine often ‘got it’ wrong, and was told so: it 
(virtually) crashed into trees, crushed people, and 
fled when seeing the police; all things considered 
bad. Through these trials, errors, and feedbacks, it 
started being able to drive autonomously. Another 
machine looked at the picture of a cat and, when 
prompted, concluded it was a dog. It was told 
“wrong!” and asked to try again with different 
photographs, many times over.  

Through these iterations, these machines learned 
what features and combination of features of what 
they were seeing were most systematically 
associated with the right result. The algorithm, the 
series of steps classifying, organizing, ranking 
information and tasked with concluding “cat!” or 
“dog!” figured out that the longer the nose, the more 
likely the “thing” was to be “dog”, whereas 
considering whether it had long or short hair was 
not a very valuable use of its neurons. It was 
learning how to “connect the dots”. The machine 
was learning. The gist of big data and current AI(s) 
is machine(s) learning.  

Of course, there are many more caveats and 
complexities than these, but for most intents and 
purposes it suffices to understand that current 
‘narrow’ AI (as opposed to a ‘general’ AI that fuels 
the most vivid fears about robots taking over the 
world, which does not seem like a realistic outcome 
in the foreseeable future) is about this: getting lots 
of data as inputs and learning how to connect them 
to output data in the form of desirable or observed 
outcomes. Through training, testing, and learning 
based on past cases, the machine is able to land on 
the “right results”. 

The applications and implications of this are 
already far-reaching. Is this person going to like this 
book because someone just like him or her 
(including him or her last month) did? Is this 
teenager on the verge of dropping out of school? Is 
this person Kieran McKay or Abigail Adeyemi? 
Should he or she get a loan? Should the driverless 
car kill a pregnant woman or five elderly people if it 
has no choice but to run over either? Several tough 
related questions come to mind and fuel ongoing 
debates. If algorithms seem racist, is it because their 
developers embed their biases or rather because 
predictions repeat past biases? What happens when 

                                                 
1 From the French phrase “Appeler un chat un chat” which 
means “Calling a spider, a spider” 

the algorithm encounters cases it has not seen 
before (a dog with a flat face or a human with darker 
skin than in the data set it was trained on)? 
Fundamentally, how should those estimations, 
predictions, and prescriptions be used, and by 
whom, when, and if at all?  

These risks are real. They need to be known and 
addressed to limit the worst typical side effects of 
technological change, at least in the short run, 
including widening inequities. But big data and AIs 
are neither ‘black magic’; nor are the algorithms 
running them complete ‘black boxes’. Given their 
ubiquity and power, it is important to understand 
how they work and what insights we could glean 
from them to promote positive social change. 
Critically, it is not (just) about using AI to optimize 
supply chains (and more), which will continue to 
have major impacts on societies and economies, but 
about being inspired and supported by AI to improve 
human systems.  

What is the ‘good magic’ of current AIs? In short, the 
good magic, is its “credit assignment (or reward) 
function”. It is the ability to assign credit for what 
“works”; in other words what allows an algorithm 
to get the right (intended) result. In the example 
above, the computer tasked with telling a dog from 
a cat will extract millions of features from the image 
it sees, then assemble them in millions of ways, take 
guesses, and over time, learn which combinations of 
paths allow it to get the right answer (assuming 
everyone “calls a cat a cat”, as the French say1) 
almost all the time. The reward function and ability 
to learn through iterations lead to reinforcement of 
the combination of features to look for and use. In 
contrast, those that lead to the wrong result will be 
weakened. The machine will grow an incentive to 
not use them.  

As it turns out, or so we think, applying the core 
principles and requirements of AI to entire human 
systems in a consistent, careful manner to design 
and deploy “human-machine (eco)systems” could 
be quite transformative, for the better. 
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3. APPLYING THE PRINCIPLES OF AI TO 
HUMAN SYSTEMS: TOWARDS A 
HUMAN AI 

We call such a system a human artificial 
intelligence; a human AI [7]. What would this be and 
do? What would it not do?  

The basic principle is that as with current ‘simple’ 
(or narrow) AIs what “works” to “get it right”, 
policies, programs, behaviors, actions, would get 
rewarded and reinforced. Those that “don’t work” 
would be penalized and weakened. This too would 
be enabled by data fed feedback loops. Over time, 
you would have human systems (societies, 
governments, organizations) with a pretty good 
sense of what “works”, i.e. the sets of policies, 
programs, behaviors, and actions that yield good 
results. In addition to providing the core analogy (of 
learning and reinforcing what works), AIs would be 
a central part of this system, generating and 
crunching data and taking over tasks and helping 
decision making under general human oversight.  

A key to this is learning and agreeing through 
feedback what yields good versus bad results, and 
acting accordingly the next time(s) around. Such 
processes already happen. Attempt to have a 
barbecue in a crowded subway car, and people will 
most probably tell you not to. Why? Because it will 
seem like a dangerous thing to do to most riders. 
How do they know? Through past experience or 
(more likely) through “common sense” based on 
past observations and inference. Sometimes we 
learn by insinuations or through intuitions. For 
example, talk nonstop loudly at parties and, at some 
point, you will stop being invited. Most of us will 
soon connect the dots. We also have instincts and 
reflexes nurtured through thousands of years of 
collective learning. We close or cover our eyes if a 
projectile gets near them, because that yields better 
results than keeping them wide open to take a 
closer look.  

These are, in many ways, core features and 
outcomes of evolutionary processes. White rabbits 
tend to have higher survival rates in snowy plains 
than brown ones. After a while, there are only white 
rabbits left running around in snowy plains. It is 
also the gist of culture; societies learn and teach 
what “works” for them, and turn this learning into 
codes and norms. Most societies have learned that 
not providing basic education to their children is 
not great, neither for the children nor for the society 

at large; that widespread corruption is harmful to 
the majority; that only providing candies and beer 
in corporate cafeterias would not be a good idea. All 
of those things tend to yield bad results. We could 
learn that hitting a child for educational purposes 
does not “work”, that it is more likely to yield an 
unstable, unhappy, and violent adult [8]. We could 
learn that there is no conclusive evidence that the 
death penalty works as a deterrent to major crimes 
[9]. We could learn that human activity over the 
past two centuries has caused many animal species 
to become extinct, while temperatures rose, and 
oceans became more acidic [10]. 

The vision we sketch here is wider than just using 
narrow AIs; it is one where data would fuel those 
human systems by applying the ‘good magic’ of 
current narrow AI systems, the credit assignment 
function, by identifying, rewarding and reinforcing 
what yields good results. The core principle is 
learning through feedback; the system’s fuel is data. 
In short, let’s figure out what “works” best, possibly 
for the majority, reward it, and strive to only or 
mostly do what contributes to these ends. Over 
time, what helps yield good results will take over 
what does not, become the most prevalent; ideally 
turned into norms that need less enforcement. 
Human systems would be better off, say safer, fairer, 
more civil, more sustainable, because the opposite 
results do not “work” for most people. 

Let’s give some simple examples. If a judge (or 
entire justice system) systematically pronounces 
harsher sentences for similar offenses against 
people of color, they should be fired (or reformed). 
If the way kids are taught impedes their learning 
abilities and lifelong prospects, they should be 
taught differently. If a government does a lousy job, 
steals money, or kills its citizens, it should be 
changed. This may simply feel like common sense or 
liberal democracy at work, but bad policies, bad 
actions, and bad results are pervasive even in the 
most “developed” liberal democracies, for many 
reasons.  

Critically, this is not simply a call for better data in 
the hands of benevolent “Bismarckian” 
policymakers who would (finally!) be able to make 
good decisions. We do not believe that some of the 
greatest threats and challenges of our time, and 
those to come, are primarily due to poor 
information available to the ruling classes. One 
reason is that a fair share of politicians and people 
in positions of power are either uninterested in the 
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goods of their fellow citizens or incompetent, or 
both. Instead, a human AI would be a system where 
it would be difficult for an elected representative to 
claim credit or assign blame out of hot air, because 
citizens would say “Really”? Show me the data!” Of 
course, it would allow well-meaning politicians to 
do a much better job but it would be a system where 
citizens could fight bad politicians armed with 
better data, and make better decisions for and by 
themselves.  

It is neither an “Orwellian” vision where citizens’ 
actions would be digitally monitored and rated in 
real time all the time. This risk merits more 
attention than is possible in a few pages, but a few 
points can be noted. First, all societies have systems 
in place to influence individual behaviors in ways 
they deem desirable, from taxes to laws via credit 
scores. Second, the focus of human AI is not 
individual actions; it is about instilling a culture and 
setting up the necessary systems and standards to 
improve collective actions and decisions.  

For this to work, there first needs to be a general 
agreement that decisions and outcomes ought to be 
evaluated on the basis of data, which is for now used 
as synonymous with facts. It may not be easy to 
agree on the features and factors of “good results”, 
but at least we should agree to assess them on the 
basis of facts. We need not have a preconceived 
agreement on what level of income inequality is 
desirable, but we should start by agreeing that and 
how inequality will be measured. From there we can 
understand what contributes to different levels of 
inequality, and what outcomes these differences 
result in. A human AI requires a general agreement 
that facts should matter, in a “Northien” perspective 
[11], because otherwise systems cannot learn; and 
if they cannot learn, they cannot improve. 

In summary, a human AI is a human social system 
that would apply and leverage the power of data 
and the “good magic” of AI, the ability to assign 
credit and learn from feedback with data as key 
inputs and outputs, to reward and reinforce 
decisions and actions that contribute to good 
results, through and feeding fact-based discussions 
between its members.  

4. CHALLENGES AND IMPEDIMENTS TO 
DESIGNING A HUMAN AI 

This sketch of a human AI has left out many 
challenges and questions, the biggest of which we 
can only briefly discuss.  

First, some of the examples mentioned above are 
voluntarily contentious because there is no 
consensus on them. For example, many people 
around the globe still think that spanking a child is 
good for him or her; many people support the death 
penalty and torture; many people are skeptical or in 
denial about climate change. Some people still insist 
the earth is flat. More people believe tax cuts for 
billionaires create jobs. This raises the general and 
fundamental question of what, whether and how we 
do, could, or should learn, individually and 
collectively, and how to come to a consensus and 
reach a compromise on major societal issues.  

Some people will not figure out why they are no 
longer invited to parties, or will not ever be able to 
adjust and stop talking loudly all the time. We are 
not fully rationale beings either, and lots of other 
considerations get in the way. We (should) all know 
that getting that third piece of apple pie is bad for 
us, and yet many people do because humans tend to 
value the present more, especially after a glass of 
good wine. Others choose to disregard or selectively 
pick data (here still synonymous with facts). They 
may believe that climate change is a hoax because 
they are told so by sources they grew up hearing. 
This is especially convenient if their income 
depends on fossil fuel. Others who have 
experienced and then imposed domestic violence 
for decades may prefer these actions being 
comforted than confronted. Members of the world’s 
‘intellectual elite” discuss climate change in 
conferences that require them to fly thousands of 
miles, convincing themselves that on balance the 
world is better off that way.  

There is also evidence that facts alone do not change 
people’s minds [12]. This is not new to the data era, 
but there is a sense that in a world awash in data, it 
becomes even harder for facts to be recognized and 
agreed upon [13]. While so far we treated data and 
facts as synonyms for simplicity, there are obviously 
differences between the data we swim (or drown) 
in, and facts and truths. Ours is also the world of 
fake news, alternative facts, where advances in 
digital imagery may soon mean we should not 
believe what we see [14]. Ill-intentioned powerful 
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individuals and institutions have a rationale 
incentive for this to be perpetuated, as it works to 
their benefits. In many cases, if citizens-customers 
were fully informed and aware of these individuals’ 
motives and actions, they would neither give them 
their money nor their vote. 

The way to achieve this is not to bombard people 
with facts and tell them on social media they are 
stupid or evil if they think otherwise. Why not? 
Because we know this does not work. For such a 
system to work, there ought to be something more, 
a “connective tissue” that allows learning to happen, 
information to flow, facts to be heard and matter. 
Key ingredients for this seem to include greater 
trust, empathy, or “rational compassion”, as 
discussed below, or shared experiences and 
mingling, among and between individuals and 
groups. By design, a human AI would require and 
foster the kinds of societal characteristics and civic 
processes (especially with respect to social 
interactions) that would work best for itself. It is not 
entirely clear what those are and will be 
(community discussions? elections?), but it seems 
reasonable to think that the answer are not 
Facebook battles and Twitter storms.  

Another basic challenge is knowing what actually 
“works” and how, when and where it “works”. The 
best economists in the world including Nobel Prize 
winners (or to be factually accurate, recipients of 
the Sveriges Riksbank Prize in Economic Sciences in 
Memory of Alfred Nobel) still disagree about what 
policies foster inclusive economic growth. There are 
broad areas of agreement, but no consensus on the 
right sets of policies. This applies to almost all 
domains of social life because assigning causality or 
credit is difficult in complex systems where when so 
many variables (and values) interplay both as 
inputs and outputs. Most politicians claim that their 
actions should be given credit for rising gross 
domestic product (GDP) and falling unemployment, 
or blame the business cycle for opposite outcomes; 
when in reality assigning credit or blame is hard in 
all cases, especially with few data points.  

Another major core challenge is agreeing on what 
the “good” end result ought to be. In most AI 
systems, the end result is a given (as in the “cat vs. 
dog” example) but this is not the case in a human AI. 
Should societies aim for perfect income equality? 
Should economic policy aim to raise GDP, with all its 
limitations? Some say, on balance, yes. Others say, 
on balance, no. Should prolonging life be the end 

goal of any treatment? Soon, values come into play. 
Opponents of hitting children or of the death 
penalty, or torture, also argue along moral lines, 
irrespective of outcomes and efficiency. And it 
would seem opinions trump facts; that culture cards 
make the best of hands.  

Yet we argue there is still room and a need for 
rational outcome-based arguments in many of these 
debates. No study has concluded unambiguously 
that the death penalty has deterred crime. What is 
known for a hard fact is that innocents will be killed 
in the process. Torture has been shown to “work” in 
few cases, and to lead to bad information in many, 
while a society that uses torture will probably not 
“work” for the majority over time. Female genital 
mutilation will have no place in a human AI, because 
it leads to horrific results. Perspectives on social 
justice put forth by Rawls, Sen, and Nussbaum come 
into play [15]–[17] in ways that would take much 
more space and time to give justice to. But 
fundamentally, as suggested above, a human AI 
system is also one where what a good, desirable 
result is, is discussed and determined on the basis 
of facts, to allow for gradual adjustments and 
improvements.  

Another key challenge is access to data, particularly 
to the kinds of data that would be necessary for a 
human AI to start functioning. This sensitive data 
holds the most keys to figuring out and advocating 
convincingly for what works. For instance, 
assessing whether a new transportation system 
may result or has resulted in increased economic 
opportunities and lower criminality would be 
significantly improved by having access to fine 
grained mobility data from cell phones. Most “AI 
data” are collected and stored by private companies 
that legally act as data controllers. There have been 
many examples of and discussions about data 
sharing projects and agreements, but to date there 
are no systematic standards and norms for 
accessing these “AI data” ethically, and safely at 
scale to power a human AI.  

Last, there is the privacy imperative, as a 
fundamental human right. The vision of a human AI 
is not an Orwellian one. It is not about looking into 
individual records or about targeting specific 
individuals or groups. First, because this would not 
work: recent societal reactions and legal trends 
suggest that while people’s attitudes towards 
privacy are changing, we are not seeing the 
destruction of privacy as a marker and driver of 
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human development. Second, there is no need to 
encroach on privacy for such a system to work; 
aggregated anonymized (strictly speaking, 
“pseudonymized”) indicators suffice.  

The human AI is an aspirational analogy. It is a call 
for building human systems where facts matter; 
where the efficiency and relevance of policies and 
programs, and a multitude of sociopolitical 
processes and outcomes, can be assessed, 
discussed, and improved on the basis of data.  

5. REQUIREMENTS AND PRIORITIES FOR 
DESIGNING A HUMAN AI 

What is required for a human AI? It will take several 
key ingredients. It will take nurturing a strong, 
healthy data culture, including widespread data 
literacy, with more trust and interest in evidence-
informed debates among the public. It will also take 
building better public governance for the systems 
that provide the data that can power a human AI, 
including private sector data systems, allowing key 
data to be tapped into safely and ethically. 

These are, among others, the key objectives of the 
Open Algorithms (OPAL) project [18]. OPAL aims to 
allow accredited users to query private sector data 
through open algorithms running on the servers of 
partner private companies, behind their firewalls, 
to extract key aggregated indicators of interest, 
from cell-phone activity, bank transactions, 
possibly hospital records, police data, and more. 
With OPAL, no sensitive data ever leaves the servers 
of the data partner organizations. All queries are 
logged, auditable; all algorithms are open, subject to 
scrutiny and redress.  

OPAL also aims to develop governance standards 
and processes that will allow data subjects to weigh 
in on the kinds of analyses done using data about 
themselves; including through local oversight 
bodies referred to as Councils for the Orientation of 
Development and Ethics, or CODEs. Sensitive use 
cases are presented to the local CODEs, which may 
determine that a specific indicator, for example, 
population density estimates, should not be 
provided beyond a certain level of temporal and 
geographic granularity for security reasons.  

Currently piloted in Colombia and Senegal with two 
leading telecommunication operators and their 
national statistical offices, OPAL is the first ever 
real-world attempt at setting up technological 

systems and governance standards for building a 
human AI. If successful, it will be expanded to other 
countries and industries. OPAL and other cases 
point to the fundamental discursive function of 
data, and to the importance of processes, for 
instilling positive social change. Setting up a project 
such as OPAL requires aligning incentives of large 
organizations around a common objective; this 
process alone has many virtues. 

Another example of the value of processes that can 
be facilitated by data and algorithms is that of a 
controversy around changes to school bus routes in 
Boston, as recounted by Joi Ito, Director of the MIT 
Media Lab [19]. Protests over changes to school bus 
routes in Boston ‘decided’ by an algorithm designed 
by MIT researchers led to the (human) decision not 
to use it. What appeared in hindsight was that the 
protesters were predominately wealthier families 
who had ‘lost out’ as a result of the changes. In the 
words of Joi Ito:” “While I'm not sure privileged 
families would give up their good start times to help 
poor families voluntarily, I think that if people had 
understood what the algorithm was optimizing for—
sleep health of high school kids, getting elementary 
school kids home before dark, supporting kids with 
special needs, lowering costs, and increasing equity 
overall—they would agree that the new schedule 
was, on the whole, better than the previous one.” 

What lacked there was basic human 
communication. This looks like a missed 
opportunity to leverage the power of AI for the 
common good as a result of human flaws. Discussing 
complex social issues through the lens of data and 
algorithms, by transparently explaining and 
discussing the objectives, features, potential pitfalls, 
of various algorithms, could change people’s 
perceptions and attitudes towards fellow citizens 
and social problems. 

Whether or not empathy is what ultimately needs 
strengthening as the core human ingredient for 
building better human systems is a matter of 
debate. It would seem like more empathy within 
and between groups could curb behaviors that hurt 
others, and lead to better overall social outcomes. 
This sounds consistent with and conducive to a 
human AI that would “reward and reinforce 
decisions and actions of its members that 
contribute to the common good, through and 
feeding candid fact-based discussions between its 
members.” 
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But empathy tends to appeal to people’s emotions, 
which can be manipulated and exploited. Paul 
Bloom, in his book ”Against empathy: the case for 
rational compassion” argued that “[i]t is because of 
empathy that citizens of a country can be transfixed 
by a girl stuck in a well and largely indifferent to 
climate change”, adding, provocatively: “We should 
aspire to a world in which a politician appealing to 
someone’s empathy would be seen in the same way as 
one appealing to people’s racist bias” [20]. And so 
perhaps a key ingredient of a human AI is “rational 
compassion”, which may be defined as the ability to 
consider different perspectives on the basis of facts, 
which we feel does not rule out reasonable 
interpersonal empathy.  

A human AI also requires developing incentives and 
means for civil society organizations, researchers, 
regulators, and others, to demand that public 
policies and programs be evaluated systematically 
using the best available data and methodologies, to 
adjust future iterations and contribute to a body of 
evidence on what yields which results. Data for 
transparency and rational compassion are a recipe 
for dealing with fake news and demagoguery.   

This human AI approach to improving society is not 
a techno-utopia; it is this aspirational analogy that 
places good data sources and rational discussion 
frameworks at the core of a new social contract 
between humans as well as between humans and 
machines in 21st century societies. It is a vision 
where humans and machines work together, each 
leveraging its comparative advantages.  

It is also not a vision that should be assessed in the 
abstract or absolute; it is one that aims to improve 
the state of a world with many ills, a lot of which 
reflect and fuel bad information, bad faith, bad 
decisions, bad behaviors, and abuses of power that 
are rarely caught and even less often tackled. Our 
vision of a human AI is letting the good magic of AI 
and the power of data challenge and improve old 
decision-making systems and power structures to 
improve human systems and the human experience, 
with humans in the drivers’ seat.  
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