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The Internet of Vehicles (IoV) is an evolution of the Internet of Things (IoT). IoV allows
real-time information-sharing of intra-vehicle, inter-vehicle and vehicle to the roadside base
stations, which improves transport safety and reduces road traffic accidents. Due to the
increased number of vehicles in IoV networks, the allocated spectrum bands are not
sufficient for a large number of vehicles. Cognitive Radio-enabled IoV (CR-IoV) is a novel
concept that mitigates the spectrum shortage problem by allowing unlicensed user access to
the licensed user spectrum in convenient conditions. Due to the dynamic spectrum sharing
feature of CR-IoV, a Malicious User (MU) can easily perform an attack in the network at any
time. To mitigate this problem, we propose a digital signature-based authentication
framework secure cooperative spectrum sensing technique for detecting the MU in the
CR-IoV network. In this paper, the proposed framework ensures the integrity, authenticity,
and non-repudiation of messages exchanged between vehicles and CR-enabled base
stations. The framework is designed to detect and mitigate security threats such as
impersonation, data tampering, and unauthorized access, which are prevalent in CR-IoV
networks. Furthermore, the proposed solution addresses the Dynamic Spectrum Access
(DSA) vulnerability by integrating cryptographic mechanisms into the cognitive radio
process, ensuring secure spectrum handovers and minimizing the risk of malicious attacks
during spectrum sensing and sharing. Simulation results show that the proposed digital
signature-based authentication framework provides 100% correct detection and 0%
mis-detection rate for both legitimate users and malicious users in the CR-IoV networks.
Therefore, the proposed scheme significantly enhances sensing gain and communication
security while maintaining lower global error probability and overhead than other existing
frameworks, making it highly suitable for real-time vehicular applications. Moreover, this
proposed scheme plays a pivotal role in advancing secure vehicular communications,
thereby contributing to the development of safer and more reliable intelligent
transportation systems.

Keywords: Cognitive radio-Internet of Vehicles, digital signature, legitimate user, malicious
user

1. INTRODUCTION

Day-by-day the Internet of Things (IoT) is becoming the backbone of all wireless com-
munication systems that will host a huge number of communication devices to share
data with each other intelligently [1, 2]. Nowadays, existing transport systems are being
transformed into Intelligent Transportation System (ITS) by embedding IoT facilities [3,
4]. Moreover, Cooperative ITS (C-ITS) aims to make strides in improving the safety and
manageability of land transportation and reducing road congestion, through a suite of
communications and platforms for data delivery [5]. The Internet of Vehicles (IoV) is
a conversion of Vehicular Ad hoc Networks (VANETSs), which enables vehicles to use
the Internet for exchanging information between Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I), Vehicle-to-Pedestrian (V2P), Vehicle-to-Roadside (V2R) and
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Vehicle-to-Everything (V2X) [6]. However, the growth
of IoV networks is hampered by several problems such
as the fact that it requires greater bandwidth to connect a
large number of vehicles and applications, and maintain-
ing secure data sharing across heterogeneous devices [7].

IEEE 802.11p dedicated short-range communications Wire-

less Access in Vehicular Environments (WAVE) standard
used for wireless vehicular communications consists of
one control channel used for establishing connection and
only 6 channels that are allocated for vehicular data [8].
Morever, the U.S. Federal Communications Commission
(FCC) has allocated only 75 MHz of spectrum in the 5.9
GHz band for the implementation of ITS services in the
VANETSs, which is not enough for a large number of ve-
hicles [9, 5]. Cognitive Radio (CR) is a novel concept to
alleviate the spectrum shortage issue by permitting the
Secondary User (SU) to use the allocated spectrum of
the Primary User (PU) when the spectrum is idle [10]. In
a cognitive Radio enabled IoV (CR-IoV) network, each
vehicle is opportunistically accessing the idle PU’s spec-
trum when the PU is inactive in the network [11].

The mostimportant aspect of the CR-IoV network is spec-
trum sensing to resolve damaging interference between
the licensed user and CR-embedded Vehicles (CRV) [12].
One of the most commonly used methods of licensed
spectrum detection is the Energy Detection (ED) method;
it is fast and requires no prior understanding of the PU
signal [13]. However, the sensing accuracy of the ED
method is reduced for several issues such as the channel
fading and the hidden node problem [14]. The CSS ap-
proach was explored to resolve the problems of energy
detection-based spectrum detection [15, 16].

Security is another vital issue for CR-IoV networks due
to the fact that heterogeneous wireless devices are per-
mitted to use the licensed spectrum also used the CR-IoV
networks are vulnerable to attack of Malicious Users
(MUs) resulting in an increase of the spectrum demand,
decrease of the quality of service, data security, and relia-
bility [17,18]. Therefore, nowadays the issues of licensed
spectrum access security in the CR-IoV networks have
become an important research topic. In [19], the authors
proposed a centralized Cooperative Spectrum Sensing
(CSS) approach which enhances the spectrum detection
gain at a Fusion Center (FC). The authors examined the
probabilities of detection and false alarm only. However,
they did not consider the security issue, the throughput
and the global error probability.

In [20], the authors introduced a double adaptive thresh-
old concept to differentiate the Legitimate Users (LUs)
and MUs based on the weight of each user so that the
LU weight is higher then the MU. However, each user
weight is calculated by using the Maximal Ratio Com-
bining (MRC) rule which increases the calculation time,
a reason why it is not suitable for CR-IoV networks. In

[21], the authors used the Support Vector Machine (SVM)
for detecting a malicious primary user signal based on
the Signal-to-Noise Ratio (SNR) values and entropy of
the received PU signal. However, the SNR value and
entropy calculation of the received signal at the Fusion
Center (FC) increased execution complexity, and time.
Moreover, the MUs detection accuracy of the SVM is not
sufficient to prevent MU attacks on the CR-IoV network.

In [22], the authors proposed a secure enhanced non-
cooperative cognitive division multiple access for Vehicle-
to-Vehicle (V2V) communication where the message in-
tegrity and privacy were preserved using the commu-
tative RSA cryptography technique. In [23], the au-
thors proposed a secure privacy-preserving authentica-
tion scheme for Vehicular Ad-hoc Networks (VANETSs)

with Cuckoo filter. In [24], the authors proposed a

blockchain-based method for MU detection in networks

where this strategy makes it simple to distinguish be-
tween a trustworthy user and a MU using cryptography

keys. In [25], the authors explained different types of

attacks in a Cognitive Radio Ad-hoc Vehicular Network

(CRAVENET). In [26], the authors proposed a digital

signature-based trust-oriented scheme to ensure com-
munication by identifying efficient trustworthy users in

CRNS.

In [27], the authors introduced blockchain-based MU
identification with SHA-3 hashing and and ED-based
Spectrum sensing approach. The proposed approach
achieves 3.125%, 6.5% and 8.8% more detection prob-
ability at -5 dB SNR in the presence of a MU, when
compared to other methods like Equal Gain Combining
(EGC), Blockchain-based Cooperative Spectrum Sensing
(BCSS) and Fault Tolerant Cooperative Spectrum Sens-
ing (FTCSS) respectively. However, the authors did not
consider the mobility of the cognitive radio user for the
simulation results.

In [28], the authors proposed a blockchain-based scheme
to detect the malevolent user in the CRN by using an
adaptive threshold spectrum energy detection algorithm.
The performance of this proposed approach is evalu-
ated by metrics such as the probability of detection, false
alarm probability, sensing performance gain, total error
probability, missed detection probability, number of se-
lected sensing nodes, average network throughput, and
energy efficiency.

In view of the above, we propose a digital signature-
based robust cooperative spectrum sensing scheme for
enhancing the MUs’ detection accuracy and minimizing
the complexity in IoV networks. The proposed scheme is
more secure and faster than previous solutions reported
in the literature.

The key results of this article are given as follows:
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e We propose a digital signature-based authentication
framework for cooperative spectrum sensing in the
CR-IoV network.

e Our simulation outcomes reveal that the proposed au-
thentication framework correctly detects the MU and
LU, enhancing sensing performance over the conven-
tional scheme. Moreover, it decreases the global error
probability at the FC over the conventional scheme.

The rest of this article is presented as follows. Section 2
describes the system model. In Section 3 we present our
proposed authentication framework. The experimental
results and conclusion are detailed in Section 4 and Sec-
tion 5, respectively.

2. SYSTEM MODEL

In this section, we briefly explain the network structure,
DoS attacks in CRNs, the ED technique, and the digital
signature architecture.

2.1 Network structure

We propose a digital signature-based secure CSS scheme
for CR-IoV networks which consist of N legitimate CRVs
and M malicious users. In our model, each legitimate
CRYV senses the PU signal status and transmits their sens-
ing data to the corresponding FC and at the same time
malicious users forward their false sensing results to the
FC. The FC uses the digital signature mechanism for
detecting the legitimate user and the malicious user ac-
cording to the public key and private key concept. There-
after, the FC uses K-out-of-N fusion rule to take a global
decision about the status of the PU signal. At the FC,
our proposed authentication framework blocks the MU
and enhances the detection probability of the PU signal
status with respect to the conventional CSS technique.

We consider that PUs are static in our system model
and CRVs are both static and mobile. To avoid interfer-
ence between the PU signal and the CRV signal we need
accurate identification of the PU signal status within a
certain time and position. In the CR-IoV network, if PU
is idle this condition is represented by Py = OFF and if
PU is active this condition is represented by P; = ON.
The duration of the Py = OFF and P; = ON conditions
are represented by the random parameters A and B, re-
spectively. The parameters A and B follow exponential
distributions with the average time D, and D, respec-
tively. The probabilities that PU is idle and active are
defined as Py = Dg/(D4 + Dg) and P; = Dy /(D4 + Dp),
respectively.

There are two states of the PU signal in the CR-IoV net-
works. These two states are represented by two hypothe-

CRV: Cognitive Radio Vehicle
MU: Malicious User

FC: Fusion Centre

PU: Primary User

Figure 1 - The proposed network model.

ses which are given as below:

Ho:
Hll

The received signal at the ith CRV is represented for the
two hypotheses as [29]:

yi(h) = {”" O o )

if the PU’s signal is absent,
. o . (1)
if the PU’s signal is present.

O:i(Nx(D)+n () :H;

where y; (I), x(I), n; (I) 0; (I) are the received signal, the
PU signal, an AWGN noise signal and antenna gain at
the ith CRV, respectively. Moreover, | indicates the It
sample in time.

2.2 Distributed Denial-of-Service (DDoS) in cog-

nitive radio networks

In this paper, we considered polymorphic adversarial
Distributed Denial-of-Service (DDoS) attacks. This type
of malicious user changes the attack profile over time.
A DDoS attack is an attack in which a malicious actor
aims to reduce a legitimate user's bandwidth, prevent
access to a service, or disrupt service to a specific system
or a user. DDoS attacks accomplish this by flooding the
target with traffic, or sending them information that trig-
gers a crash. Cognitive radio networks, as special wire-
less communication networks, are vulnerable to DDoS
attacks [30, 31, 32].

In cognitive radio networks, spectrum sensing technol-
ogy is used to identify the presence of primary users and
abandon the frequency band as quickly as possible if the
corresponding primary user emerges in order to avoid
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interference between CR-IoV users and primary users.
Due to the introduction of spectrum sensing, two kinds
of new denial of service attacks in the physical layer may
be launched. Firstly, selfish secondary user or malicious
secondary user launches Primary User Emulation (PUE)
[33, 34] attack to prevent other legal CR-IoV users from
using the idle spectrum band. Secondly, attackers may
launch the mask primary user attack to prevent the pri-
mary users from using the licensed spectrum band.

2.3 Energy detection technique

The ED process is a more suitable technique to calculate
the energy level of the received PU signal, because it can
calculate the energy level without any prior information
about the PU signal and with less time complexity than
other techniques. [35]. The energy calculation process
at the CRV is shown in Fig. 2.

()

Band Pass

Filter ADC

h A

h 4

€ij

Figure 2 — The process of energy level calculation in ED technique.

The energy level of the received PU signal at the i CRV
is calculated as follows [35]:

L
Ei=Y lyP (3)
=1

where L indicates the number of received samples.

2.4 Digital signature architecture

Digital signature is a decentralised networking architec-
ture that ensures the secure data communications over
the Internet. Nowadays digital signatures are embedded
with several applications like IoT, wireless sensor net-
works, cloud computing, cryptocurrencies, and others
[36]. Primarily the Digital Signature Algorithm (DSA) is
developed to secure transmission of electronic financial
transactions, exchange the data, distribution of software
over the Internet and others, by using a digital signature
mechanism to prove the authenticity [37].

Digital signature is an implementation of the concept of
a public key and private key cryptography for secure
data transfer [17]. It is a way to confirm that a message
originated from a particular device and from no one else,
like a malicious user or hacker [38]. The digitally signed
message is broadcast over the entire network. There are
two stages to the digital signature: the signing stage and

the verification stage. Fig. 3 shows the architectural
view of the digital signature.

Sender Data

=

Hashing Function
(Hashing Value)

]

Signature

L Private Key H
b

=

Signed Message

1

IT Public Key Signature Verification

Figure 3 - Digital signature architecture.

Each signature contains the following elements [39]:

e Sender data: It contains the sender message intended
for the receiver.

e Hashing value: The sender message is changed by
hash function. The output of a hash function is called
hashing value.

e Private key: The private key is a secure key that only
the sender knows. It is used for creating digital signa-
tures.

e Public key: The public key is an open key that every-
one in the network knows. It is used by the receiver
to verify the digital signature.

3. PROPOSED DIGITAL SIGNATURE-BASED
AUTHENTICATION FRAMEWORK

In cognitive radio-based IoV networks, the primary users
share their licensed spectrum with cognitive radio-enabled
vehicles. It is a critical and important issue to ensure
secure licensed spectrum sharing in CR-IoV networks.
However, the CR-IoV networks are vulnerable to secu-
rity attacks from both local and outside malicious users.
The malicious user connects to the network and uses
free licensed spectrum from PUs, which reduces the
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chances of a legitimate user getting a free licensed spec-
trum from PUs for data communications. To improve
authentication, integrity and secure licensed spectrum
sharing in the CR-IoV networks, we proposed a digi-
tal signature-based authentication framework. Fig. 4
shows the schematic diagram of the proposed authenti-
cation framework for the CR-IoV networks.

Pubic Key | k]
Verifcaion
Algorithm

Yo

Malcious
User

Private Key

Global Decision Making
Process

User Verfieafion Process

Figure 4 — The schematic diagram of the proposed digital signature-
based authentication framework for CSS scheme.

In the proposed scheme, each CRV continuously senses
the status of the PU signal in the CR-IoV networks.
Thereafter, it encrypts their sensing data using a digi-
tal signature algorithm with a private key and transmits
it to the FC through reporting channels. The FC verifies
the authenticity of the sender i.e., CRV by using a ver-
ification algorithm with a public key. If the sender i.e.,
CRV isalegitimate user, this spectrum sensing data is for-
warded into a global decision-making unit; on the other
hand, if the sender is a malicious user, this spectrum
sensing data is discarded. In a specific time interval, all
sensing data is received from the legitimate CRVs.

Finally, the FC uses the "K-out-of-N rule" on all valid
received test statistical data to make a global decision
about the status i.e., active or inactive of the PU signal
in the CR-IoV networks.

3.1 Verification process

There are two users in our proposed scheme, namely
CRV is a signer, FC is a versifier. There are three im-
portant steps for the digital signature algorithm, such as
key-pair generation, signature-generation and signature-
verification [40].

DSA pey-pair generation:

1. Select a prime number a with Y bit length (512 < Y <
1024). It is a public parameter.

2. Select another prime number  with length 160 bits,
where ((@ — 1) mod B)=0. It is a public parameter.

3. Compute g = (hmT” mod ), where h < a — 1 and (h(aT])
mod ) > 1. It is a public parameter.

4. ¢ is a private key, where ¢ < g.

5. @ is a public key, where ¢ = (¢¥ mod a).

6. m represents the sensing message that is to be signed.

Signature generation for message m: The CRV uses the
digital signature algorithm to create a signature as fol-
lows:

1. Compute r = (¢* mod @) mod B where k represents a
random integer value in the range 0 < k < 8.

2. Compute s = (k"'(SHA — 1(m) + 1 X 1)) mod B, where
SHA — 1(m) indicates the hash function.

3. (r,s) represents the digital signature. It is signed by
the user private key 1.

Signature verification process: To verify the digital signa-
ture (, s), the FC uses a verification algorithm as follows:

Compute z = (s)™! mod B.

Compute t1 = (SHA — 1(m) X z) mod p.

Compute 2 = (r X z) mod .

Compute ¢ = (g™ x @) mod o) mod B.

If ¢ = r then the digital signature is valid and sender
(i.e., CRV) is a legitimate user otherwise sender is a
malicious user.

AR

The proposed framework for implementing cryptogra-
phy keys for authentication in the IoV must address
several key challenges related to key management, dis-
tribution, and renewal, given the highly mobile and dis-
tributed nature of IoV. Here is how these challenges can
be addressed.

Key management: Our proposed framework uses a de-
centralized key management approach where keys are
managed locally by individual vehicles and regional au-
thorities. This increases robustness, scalability and secu-
rity.

Key distribution: Our proposed framework uses secure
distribution channels for key distribution where secure
channels such as Vehicle-to-Infrastructure (V2I) commu-
nications are utilized for key distribution, ensuring that
only authenticated vehicles receive the keys.

Key renewal: Our proposed framework uses an auto-
mated key renewal scheme that triggers key updates at
regular intervals or based on specific events (e.g., expiry,
detection of a compromise).

By addressing these aspects, the proposed framework
can effectively manage cryptographic keys in a highly
mobile and distributed IoV environment, ensuring se-
cure and efficient authentication for various applications.
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3.2 Malicious user and legitimate user detec-
tion performance analysis

MU and LU detection accuracy of our proposed authen-
tication framework is evaluated by the following four
detection rates.

(i) Correct detection rate of LU: If the number of itera-
tions is 1) and the number of detected LUs is f1y; then
the correct detection rate of LU is defined as follows:

Ry = Pru (4)
n

(ii) Correct detection rate of MU: If the number of itera-
tions is n and the number of detected MUs is ri; then
the correct detection rate of MU is defined as follows:

Ry = ﬁMT” (5)

(iii) Mis-detection rate of LU: If the number of iterations is
n and the number of undetected LUs is 8, ; where the
LU is present then the mis-detection rate of the LU is
defined as follows:

ELU = ‘BL—U (6)
n

(iv) Mis-detection rate of MU: If the number of iterations
is 1 and the number of undetected MUs is 3, where
the MU is present then the mis-detection rate of the
MU is defined as follows:

Ryu = ﬁMTU (7)

In wireless networking, false positives and false nega-
tives are terms used to describe errors in the detection of
threats, such as malicious user, malware, intrusions, or
other security breaches. A false positive occurs when a
security system incorrectly identifies benign activity as
malicious. A false negative occurs when a security sys-
tem fails to identify actual malicious activity, allowing a
threat to go unnoticed.

Effective wireless network security measures aim to bal-
ance the rates of false positives and false negatives to
ensure optimal protection while minimizing disruptions
and resource wastage. This involves fine-tuning detec-
tion algorithms, using advanced threat intelligence, and
continuously updating security protocols. To minimize
the false positives and false negatives in our proposed
framework, we have optimized the authentication sys-
tem design and configuration.

3.3 Spectrum sensing performance analysis

In this subsection, we calculate the probability of de-
tection (P;) and probability of false alarm (Pf) for our

proposed authentication framework based on the MRC
fusion rule for two conditions, namely when the CRV is
stationary and mobile.

First of all, we measure the energy level of the obtained
PU signal at the i CRV which is found as

L-1
E{MRC) = ) [yi(k)P (8)
k=0

In MRC fusion rule, each CRV multiplies the received
energy level (¢;(MRC)) with a weight (w;) and this mul-
tiplication result is sent to the corresponding FC. At the
FC, all the received test statistical values from the CRVs
are added and this additional result is compared with
the global threshold Apc value to take the global deci-
sion whether the PU signal is present or absent in the
CR-IoV networks. The total energy level (E*5(MRC))
for the MRC fusion rule at the FC is given as follows:

N
Ecss(MRC) = Z w;E;(MRC) (9)
i=1
where w; indicates the weight value and this weight

value depends on the SNR (y) value of the certain CRV
[41], which is calculated as follows:

Vi

\/Zﬁl 7/72

When L is large enough, according to the Central Limit
Theorem (CLT), Ecss is normally distributed for N CRVs
under both Hy and H; hypotheses and we can calculate
the Probability Distribution Function (PDF) [42], which
is given as follows:

(NLo2, NLot), : Hy
T TVUNLA+ )02, NLA+2p)dd), H,

w; = (10)

(11)

Eq. (11) is applicable for any type of modulation tech-
nique and noise.

3.3.1 Spectrum sensing evaluation for CRV-

stationarity and PU-activity

The FC takes a final global decision about the condition
of the received PU signal (i.e., active or idle), which is
dependent on the energy level of PU signal Ecss, global
threshold A. value. The FC calculates the probability of
detection, PF(A,) and probability of false alarm, PEC(A.)

f
as follows [29, 41]:
PLS(Ac) = PrlEcss > AcHi]
Ae =LY N wi(1+y)) (12)

=Q
\/ZL YN w1 +2y))
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and

PiC(Ac) = PrlEcss = AdHo]

/\c —-L Zf\il w; (13)

2LEN w?

In the proposed authentication framework, the sensing
gain (PFC(A.)) is improved over the conventional unse-
cured CSS scheme.

=Q

3.3.2 Spectrum detection evaluation for CRV-
mobility and PU-activity

The FC makes a global decision on the presence of the PU

signal, then the E’ggs is compared with a corresponding

threshold A¢ and velocity of a CRV user. The probabil-
ities of detection, PL“(A.) and false alarm, PJP{C(AC), are

given as follows:
PES((Ae), B) = PrlEcss > A|Hy, Bl x Pr[B]
Ae =LY w1 +y; 14
Zz—lw( +7/) XPT‘[B] ( )
V2LEY, w1 +2y)

=Q

and

P§C(AC, A) = Pr[ES®® > AH,, A] x Pr[A]

Ae—LYN w; (15)

X Pr[A]
2LTN, w?

where Pr[B] denotes the probability for event B when
the PU is outside of the CRV’s sensing range, which is
indicated by event B (i.e., inactive status of PU). When
each CRV is dynamic, the Pr[B] can be represented as
follows [43]:

Pr{B] ff ! [ ( (v_””)z)rd dt (16)
T = 0 ex — Oi
0o Jo  V2mno, P 202

We can calculate the probability for event A when the PU
is inside of the CRV’s sensing range, which is indicated
by event A (i.e., active status of PU). The Pr[A] is given
as follows:

=Q

Pr[A] = 1 - Pr[B] (17)

When the velocity of the CRV is modelled according
to Gaussian distribution with minimum velocity vy, =
Uy — 30, and maximum velocity Uy = py + 30, where
U, indicates an average velocity and o, indicates the
standard deviation, the probability density function is
expressed as follows [43]:

PU(U)
f o po(v)do

Umin

60(0) = (18)

where p,(v) indicates the Gaussian probability density
function. The p,(v) can be expressed as:

1 ( -(v—f;v)z )
%% 19
o @e 2 (19)

Eq. (18) can be updated according to Eq. (19) as follows:
ZPU(U)
erf (=) - erf ()

where erf(.) is the error function. The expected value of
velocity for CRV is expressed as follows:

Pv(v) =

0y(v) = (20)

UW[RX

E[V]=0= f 00,(v)dv (21)
Umin

Next, the instantaneous velocity v(t) of the CRV at the

time ¢ can be represented as follows:

t
o(t) = v =0v(0) + f a(z)dz (22)
0

where v(0) and a(z) are the initial velocity and the accel-
eration of the CRYV, respectively.

3.4 Global error probability analysis

The global error probability P, for our proposed digi-
tal signature-based secure CSS scheme at the FC can be
measured as follows [44]:

Pé s = P(H)P[S(Ao) + P(H) (1 - PiC(A))  (23)

where P(H;) indicates the probability of activeness and
P(Hp) indicates the probability of idleness of the PU in
the CR-IoV networks.

3.5 Time delay analysis for making global de-
cisions at the fusion centre

The FC makes a global decision about the presence or
absence of the primary user in the CR-IoV networks
based on the sensing data of CRVs. Total time delay for
making global decisions at the fusion centre depends on
the following time factors:

e Spectrum Sensing Time (tsst): This time is taken by
the CRV to detect the presence or absence of the PU in
the CR-IoV networks.

e Digital Signature Generation Time (tpscr): This time
is needed to generate the digital signature at the CRV.

e Reporting Time (trr): This time is needed to transmit
the encrypted sensing data from the CRV to the FC.

e Digital Signature Verification Time (tspsyt): This time
is needed to verify the digital signature of the FC.
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e Sensing Data Processing Time (tsppr): This time is
taken by the FC to make the global decision about the
presence or absence of the PU in the CR-IoV networks.
The FC makes the global decision by applying the
fusion rule on the sensing data.

Therefore, the total time required for making global de-
cisions at the fusion centre is calculated by using the
following equation:

Tq = tsst + tpscr + TrRT + (N + M) X Tpsyr) + Tsppr (24)

where T; is the total time required for making the global
decision about the presence or absence of the PU in the
CR-IoV networks.

3.6 Computational overhead and scalability

analysis of the proposed framework

For the CSS scheme without a cluster, the traffic over-
head at the FC increases with a growing number of an-
tennas M and CRV users Z. In our proposed framework,
the traffic overhead at the FC, considering that during
a specific sensing interval each CRV user in the IoV net-
work receives L signal samples with B bits per sample,
resulting in the transmission of L X B X M bits to the
corresponding FC, is given as follows:

TOSS = (LXBXMXZ) (25)

Scalability in CR-IoV networks refers to the ability of the
network to handle an increasing number of CRV users,
or traffic without significant performance degradation.
Scalability in our CR-IoV networks depends on the num-
ber of FCs and processing speed of FC. If we increase the
number of FC and processing speed of FC then we can
add new CRV users.

4. SIMULATION OUTCOMES AND DISCUS-
SION

In this section, the experimental outcomes and the asso-
ciated discussion are exposed. Numerical analyses are
conducted and compared with the conventional schemes
to evaluate the efficiency of the proposed scheme. The
simulation parameters used are listed in Table 1.

Fig. 5 shows the correct detection rate of the LU and
the mis-detection rate of theLU for different SNR values
for both mobile and stationary CRVs. The results show
that our proposed authentication framework can detect
the LU with 100% accuracy for different SNR values.
The mis-detection rate of the LU is 0% for the proposed
authentication framework for different SNR values.

Fig. 6 shows the correct detection rate of an MU and
the mis-etection rate of the MU for different SNR values

Table 1 — Parameters used in simulations.

Parameter Value
The number of legitimate CRVs, N 16
The number of malicious users, M 4
Sampling frequency, f; 300 kHz
The number of samples, L 2400
Spectrum sensing time of CRV, tssr 4 ms
Reporting time of CRV, gt 2 ms
Digital signature generation time, 31.61 us
TDSGT
Digital signature verification time, 47.34 us
TDSVT
Sensing data processing time, Tsppr 2 ms
Transmitted signal of the PU, x(I) QPSK
The SNR value, y [-20 to 0] dB
The vehicle moves with velocity, v [60, 80] Km/h
The channel noise type, n(k) AWGN
ettt
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Figure 5 — Correct and mis-etection rate of LU across different values
of SNR for mobile and stationary CRVs.

for both mobile and stationary CRVs. The results show
that our proposed authentication framework can detect
an MU with 100% accuracy for different SNR values.
The mis-detection rate of the LU is 0% for the proposed
scheme for different SNR values.

From figures 5 and 6, we observed that the detection
performance of our proposed spectrum sensing scheme
is robust for different SNR values because the detection
performance of the digital signature is not dependent on
SNR values.

The sensing gain when each CRYV is stationary: Fig. 7
shows the probability of detection (P;) versus probability
of false alarm (Py) curve for the proposed authentication
framework and the conventional scheme at the FC. It is
observed that our proposed authentication framework
achieves better sensing gain (98%) than conventional

©International Telecommunication Union, 2024 531



ITU Journal on Future and Evolving Technologies, Volume 5, Issue 4, December 2024

kA=A —A—A—A—A— kA —h—h—h—h—k—A-
09F ,
081 1
07F ,

+ Correct detection rate of MU
—©— Miss detection rate of MU | |

o
o
T

Detection Rate of MU
o
(6]

04 .
03 ]
02f 1
01t ]
10—8—0—6—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0
20 -18 -6 -14 -2 -0 -8 -6 -4 -2 0

Figure 6 — Correct and mis-detection rate of MU across different values
of SNR for mobile and stationary CRVs.

scheme (83%) at the Py = 0.1, when the SNR value is
y = —18. The proposed authentication framework iden-
tifies the MUs and ignores their sensing data, which is
why the proposed scheme achieves better sensing gain.

Pd: Probability of detection

024 —f¢— Proposed DS-CSS scheme [LU=16, MU=4] | ]
=8— Conventional CSS scheme [LU=16, MU=4]

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Pf: Probability of false alarm

Figure 7 — P; vs. Py of the proposed DS-CSS scheme and the conven-
tional scheme for stationary CRV and y = —18dB.

The sensing gain when each CRV is mobile: When
each CRV is mobile and the PU is stationary in the CR-
enabled IoV networks, Fig. 7 shows the P; versus Py
curve for our proposed authentication framework and
the conventional scheme at the FC.

It can be seen that the P; decreases with the increase
in CRV velocity for both the proposed scheme and the
conventional scheme. The velocity of the CRV reduces
the sensing duration of the CRV to detect the PU signal.
That is why the probability of detection has decreased.
However, the proposed scheme achieves better sensing
gain than the conventional scheme for different velocity
of the CRV. From Fig. 8, we can observe that the sensing
gain (at Py = 0.1) for the proposed scheme is 90% and
63% when the CRV’s velocity is 60Km/h and 80Km/h,

Pd: Probability of detection

—J— Proposed DS-CSS scheme [v=60 km/hr, LU=16, MU=4]
=8— Conventional CSS scheme [v=60 km/hr, LU=16, MU=4] [
—6— Proposed DS-CSS scheme [v=80 km/hr, LU=16, MU=4]

—P— Conventional CSS scheme [v=80 km/hr, LU=16, MU=4]

0 0.1 0.2 0.3 0.4 0.5 06 07 08 09 1
P: Probability of false alarm

Figure 8 — P vs. Py of the proposed authentication framework and
the conventional scheme for mobile CRV, y = —18dB and v = [60, 80]
Km/h

respectively. Whereas the sensing gain (at Py = 0.1) for
the conventional scheme is 75% and 50% when the CRV’s
velocity is 60Km/h and 80Km /h, respectively.

The global error probability (P.,) when each CRV is
stationary: Fig. 9 shows the global error probability
(P.) versus the probability of false alarm (Py) curve for
the proposed scheme and conventional scheme when
LU = 16 and MU = 4. It is observed that the P, for the
proposed scheme is lower than the conventional scheme.

0.5§

probability
o o
w I ~
(4,1 £ (&2

o

P _: Global error

e

—k— Proposed DS-CSS scheme [LU=16, MU=4]
=8— Conventional CSS scheme [LU=16, MU=4]

0 0.1 0.2 0.3 0.4 0.5 06 07 08
P: Probability of false alarm

0.9 1

Figure 9 — P, vs. P of the proposed scheme and the conventional
scheme for stationary CRV.

The global error probability (P,) when each CRYV is
mobile: Fig. 10 shows the P, versus Py for the proposed
digital signature-based authentication framework and
conventional (without security technique) scheme when
LU = 16, MU = 4 and each CRV is mobile in the CR-
enabled IoV networks.

From Fig. 10, we can be observe that at the P = 0.1, the
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Figure 10 - P, vs. Py of the proposed scheme and the conventional
scheme for mobile CRV.

P, of our proposed scheme is 0.1 and 0.21 when the CRV
velocity is 60 Km/h and 80 Km/h, respectively; whereas
the global error probability for the conventional scheme
is 0.18 and 0.27 when the CRV velocity is 60 Km/h and
80 Km/h, respectively. Basically, the P, value increases
slowly with the velocity of the CRV when PU is station-
ary. From figures 9 and 10, it can be concluded that
the proposed digital signature-based secure CSS scheme
provides the lowest P, value relative to the conventional
(without security technique) scheme.

4.1 Total time delay for making the global de-
cision at FC:

The total time delay for making the global decision at
FC for our proposed approach is calculated by using Eq.
(24) as follows:

Ty = tsst + Tpscr + Trr + (N + M) X Tpsyr) + Tsppr
= 4ms + 31.61us + 2ms + (20 X 47.34us + 2ms

= 8.949ms
(26)

4.2 Efficiency analysis

The time (key generation, signature and verification, etc.)
and space (data memory, program memory, bandwidth,
code and data length, etc.) constraints of the wireless
communication network (data memory, program mem-
ory, bandwidth, code and data length, etc.) prevent se-
curity objectives from being fully achieved. In addition,
wireless devices have limited computer power and stor-
age capacity. This necessitates that the digital signature
system used in wireless communication networks be as
efficient as feasible while upholding security. In this sec-
tion, we analyze the efficiency of signature generation
and signature verification of our proposed framework.

We compare the efficiency of the proposed framework
with the Parvin et al. [36], the Manohar et al. [45], the
Prashar et al. [46], the Zhang et al. [47], the Tofiq et al.
[48], Evelyn et al. [27], and Ashish et. al [28] schemes.
The comparison results of signature generation and sig-
nature verication are shown in Table 2 and Table 3, re-
spectively. In this table, DPA denotes double-point arith-
metic, MM indicates the modular multiplication, and MI
indicates the modular inversion.

Table 2 — Comparison of the computational complexity of signature
generation

References DPA | MM | MI
Parvin et al.[36] 2 3 0
Manohar et al.[45] 4 3 1
Prashar et al.[46] 1 2 0
Zhang et al.[47] 1 2 1
Tofiq et al.[48] 1 2 1
Evelyn et al.[27] 1 2 1
Ashish et al.[28] 1 1 1
Proposed scheme 1 1 0

Table 3 — Comparison of the computational complexity of signature
verication

References DPA | MM | MI
Parvin et al.[36] 2 1 1
Manohar et al.[45] 0 3 0
Prashar et al.[46] 1 1 1
Zhang et al.[47] 2 2 1
Tofiq et al.[48] 1 1 0
Evelyn et al.[27] 1 2 1
Ashish et al.[28] 1 2 0
Proposed scheme 1 0 0

Considering that the data scale of one modular multipli-
cation is t, the complexity of one double-point arithmetic
is O(t?), the complexity of one modular multiplication is
O(t* log,(t)), and the complexity of one modular inver-
sion is O(9t%) [49].

Based on Table 2 and Table 3, the total computational
complexity of the proposed scheme is C; = O[(log, t +
2)#?], the total computational complexity of the Ashish et
al.[28] schemeis C; = O[(3log, t+11)#?], the total compu-
tational complexity of the Evelyn etal.[27] schemeis C3 =
Ol(4log, t+20)t*], the total computational complexity of
the Tofiq et al. [48] scheme is C; = O[(3log, t + 1)),
the total computational complexity of the Zhang et al.
[47] scheme is C5 = O[(4log, t + 21)t?], the Prashar et
al. [46] Cs = O[(3log, t + 11)#?], the total computational
complexity of the Manohar et al. [45] scheme is C; =
Ol(6log, t + 13)#], the total computational complexity
of the Parvin et al. [36] scheme is Cs = O[(4log, t +13)#*].
Therefore, the total computational complexity of the pro-
posed framework is much smaller than other exiting
schemes.
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4.3 among security schemes

Table 4 presents a comparison of our proposed frame-
work with five other security management frameworks
in security metrics, which indicate that the proposed
framework provides more security than other frame-
works, according to security metrics.

Table 4 - Comparison between trust management schemes on security
metrics

References Accuracy | Privacy | Integrity
Parvin et al.[36] Medium Low Low
Manohar et al.[45] | Medium | Medium Low
Prashar et al.[46] Medium Low Medium
Zhang et al.[47] High Medium Low
Tofiq et al.[48] Medium | Medium High
Evelyn et al.[27] Medium | Medium High
Ashish et al.[28] High Medium High
Proposed scheme High High High

5. CONCLUSIONS AND FUTURE WORK

In this article, we evaluated the performance of the pro-
posed digital signature-based authentication framework.
In the LU and MU detection accuracy rate, the proposed
digital signature-based authentication framework pro-
vides 100% correct detection and 0% mis-detection rate
for both LU and MU. However, the detection process in-
creases the processing time due to the additional commu-
nication overhead. In the sensing gain, the proposed dig-
ital signature based secure CSS scheme achieves 15% bet-
ter spectrum sensing gain than the conventional scheme
for both conditions, either when the CRYV is stationary or
mobile.

The global error probability of the proposed digital signa-
ture-based secure CSS scheme is 8% lower than the con-
ventional scheme for both conditions, either when CRV
is stationary and mobile. The total time delay for mak-
ing the global decision at FC for our proposed scheme
is 8.949ms. Therefore, we conclude that our proposed
digital signature-based authentication framework will
be more suitable for CR-IoV networks due to the fact
that it minimizes the issue of spectrum deficit, prevents
the malicious user attack, enhances the sensing gain and
achieves lower global error probability than the conven-
tional (without security technique) scheme.

In the future, we plan to increase the security and effi-
ciency of the proposed authentication framework in the
context of CR technology and IoV networks with sev-
eral key areas of focus: machine learning for anomaly
detection machine-learning algorithms can be integrated
to detect anomalies in real-time, ensuring that any un-
usual behaviour is promptly identified and addressed.
This could involve using supervised learning for known
threats and unsupervised learning for unknown threats.

Blockchain for decentralized key management-Blockchain
technology can provide a decentralized and tamper-proof
system for managing authentication keys, ensuring that
no single point of failure exists.
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