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As the number of base stations keeps increasing due to ever-growing wireless services and
pervasive connectivity, the operational costs for network service providers rises
proportionally. In addition, with the evolution of wireless technologies and the
development of next generation networks such as 5G and 6G, network operators are
inevitably expected to encounter more complex challenges. One such network issue is the
Passive Intermodulation (PIM) problem that is observed in both 4G and 5G networks. It
degrades the user experience and radio resource efficiency while leading to an operational
overhead for detecting and mitigating it on the operator side. Although there is a
significant body of work regarding PIM detection and cancellation methods, the majority of
such studies depends on hardware solutions and manual investigation by network
engineers, which is costly in terms of time and labor. In this paper, we propose two
methods using unsupervised and semi-supervised Machine Learning (ML) approaches,
namely a time-series-based anomaly detection technique and an autoencoder-based one, for
identifying PIM problems in network sites. The proposed solutions utilize a set of Key
Performance Indicator (KPI) data of base stations obtained from network management
systems for a significantly long time interval and detect possible PIM problems without the
need for a human in the loop. We measure and analyze the performance of our solutions,
with the guidance of experienced network engineers, on our collected dataset.

Keywords: Machine Learning (ML) for communications, Passive Intermodulation (PIM),
Quality of Service (QoS), Radio Access Networks (RANs)

1. INTRODUCTION

Wireless and mobile networks have become the backbone of our civilization with the
emergence of anytime-anywhere connected services and advances in end-user devices.
This phenomenon was also starkly evident during the COVID-19 pandemic when ubiq-
uitous broadband access and applications like remote working were critical for our
daily lives [1]. As a consequence, more base stations and radio access nodes are being
deployed in the cellular network infrastructure to facilitate broadband connectivity and
adequate capacity. This trend is accompanied by more complex radio technologies and
diverse radio environments for network devices with the deployment of 5G networks.
However, the increasing number of base stations also implies more labor for maintain-
ing network sites. Due to the complex nature of the technology used in these sites,
network problems nowadays have also become more complicated compared to those
in the past. On top of emerging network problems, older issues that were prominent
in 4G networks, such as Passive Intermodulation (PIM), still pose a significant threat to
network coverage and signal quality in today’s wireless networks, adversely impacting
network coverage and signal quality in current wireless systems [2].

ITU Journal on Future and Evolving Technologies, Volume 5, Issue 3, September 2024 

© © InternationInternational al TelTelecommunicatioecommunication n Union, 2024Union, 2024  
Some rights reserved. Some rights reserved. This work is availThis work is available underable under  ththe CC BY-NC-NDe CC BY-NC-ND  3.0 IGO license: 3.0 IGO license: https://creativecommons.orghttps://creativecommons.org/licenses/by-n/licenses/by-nc-nd/3.0/igo/c-nd/3.0/igo/..  

More information regardinMore information regarding the license ang the license and suggested citation,d suggested citation,  additionadditional peral permissions and disclaimers is available at:missions and disclaimers is available at:  
https://www.itu.int/en/journal/j-fet/Pages/default.aspxhttps://www.itu.int/en/journal/j-fet/Pages/default.aspx  



The PIM issue stems from the nonlinearity of RF an-
tennas or passive network elements such as connectors
and cables, and causes inferior signal quality and might
even result in connection drops [3]. In such a setting,
the nonlinear function of the passive device can be char-
acterized by the power series y = Σ∞k=1akxk where x and
y represent instantaneous input and output signals, re-
spectively. The coefficient ak depends on the nonlinear
characteristics of the device, with k being the order of
the power series. For instance, when the input signal
is composed of two frequencies f1 and f2, there will be
intermodulation signals in the output signal in addition
to harmonic ones due to the combination of these two
frequencies as shown in Fig. 1 [4]. These intermodula-
tion signals around the fundamental frequency lead to
the PIM issue. Such nonlinearity, when caused by slow
physical degradation of network equipment over time, is
called Internal PIM [5]. Occasionally, the root cause of the
PIM is not the internal components, but an external fac-
tor unrelated to the site network itself. This type of PIM,
named External PIM, can be encountered when there are
metallic objects such as a fence, billboard, or barn roof
around the signal path. Unlike the Internal PIM prob-
lem, which shows its symptoms slowly over time, the
External PIM problem might cause an abrupt change
in signal quality and overall network performance, de-
pending on the external factor. The reason for such a
situation is that in an external PIM problem, a new ob-
ject, which was not present before, is introduced into the
RF transmission line. The nature of such a problem is
different than that of an internal PIM, where the inter-
ference is caused by the gradual degradation of passive
network elements.

Current PIM detection and cancellation methods typi-
cally depend on manual work and lead to further oper-
ational costs, such as artificially loading a Radio Access
Network (RAN) cell to identify the problem [6]. There-
fore, remote solutions relying on the processing of net-
work monitoring data are actively investigated in the
technical community. These schemes may employ a vari-
ety of approaches, such as ML and statistical analysis. In
that regard, anomaly detection [7] is promising for PIM
detection since PIM emerges as a performance anomaly
and thus impacts related network metrics.

Without a reliable remote detection technique, RAN teams
are required to perform physical site visits to confirm
that there is a PIM problem in a network site. Once they
arrive at the site, they try to ensure that there is actu-
ally PIM by usually increasing the load on the site via
artificial load generators such as the Air-Interface Load
Generator (AILG), forcing the site to display the effects
of PIM under heavy traffic. Sometimes, they also use ad-
ditional techniques, such as Distance-to-PIM (DTP), to
pinpoint the location of the PIM when they decide that
the network site suffers from PIM. Although remote so-
lutions cannot be used to solve the PIM completely, they

can greatly make the process of detection more efficient.

Anomaly detection is already a critical component of
monitoring and maintaining the performance of mobile
networks. The rapid growth in the number of mobile
devices and the multiplying complexity of mobile net-
work architectures have made it increasingly difficult
to identify and troubleshoot issues in a timely manner.
Anomaly detection methods use statistical models and
ML techniques [8, 9] to automatically identify abnormal
behavior in the network, including PIM issues. By de-
tecting anomalies in a timely manner, network operators
can take proactive measures to prevent or mitigate prob-
lems, improving the overall reliability and performance
of the network for end users. As such, anomaly detec-
tion is an essential tool for ensuring efficient and secure
operation of mobile networks.
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Figure 1 – Intermodulation products for two signals at F1 and F2 in
PIM.

In this study, we expand our recent work [2], which pre-
sented an anomaly detection solution for detecting possi-
ble PIM occurrences in RAN, namely Temporal Analysis-
Based Anomaly Detection (TABAD). A complete unsu-
pervised approach is useful for the PIM detection chal-
lenge since obtaining a large dataset of labeled sites is
quite difficult for this problem. However, in some cases,
a network vendor can access a certain amount of labeled
site data that could be utilized for PIM prediction. There-
fore, in this work, we introduce an additional technique
denoted as Classifiers with Autoencoder Preprocessing
Stage (CAPS) that utilizes strengths of both supervised
and unsupervised methods. Our proposed techniques
utilize a set of Key Performance Indicator (KPI) data, ob-
tained from the site base station in a time-series format.
Therefore, these solutions do not require manual input
to determine when the site starts to display the effects of
PIM. We measure the performance of our proposals on
a collected KPI dataset of base station cells in a region.

The rest of the paper is organized as follows. In Sec-
tion 2, we discuss the related work on various solutions
for PIM detection in the literature. Section 3 starts with
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providing background information on anomaly detec-
tion techniques and autoencoder-based approaches and
then proceeds to introduce our proposed solutions in de-
tail. In Section 4, we first explain our methodology for
data collection and preparation stages and then present
the performance results of both of our solutions on the
collected dataset. We discuss the differences between
our proposed solutions and mention some identified re-
search challenges in Section 5 and Section 5.2, respec-
tively. Finally, Section 6 concludes the paper and delin-
eates future work.

2. RELATED WORK

Although this section mostly covers previous studies
regarding the PIM problem, we also provide a brief
overview of the works on anomaly detection techniques
and autoencoder usage in wireless networks, given that
we provide two separate PIM detection solutions, an
anomaly detection method, and an autoencoder-based
classification technique.

Due to the high number of undesired effects of emerg-
ing PIM problems, several studies have been proposed
in the past in an attempt to tackle the issue in various
aspects. Some of these studies propose solutions for the
early stages of a new site, to solve possible PIM issues
that might arise in the design phase. One such study
by Chen et al. [10] provides an approach to reduce the
PIM severity via the finite element simulation method,
resulting in a more stable antenna design. A similar PIM
simulation technique is presented by Wu et al. in [11],
for detecting PIM issues specifically for mesh reflector
antennas, allowing a design with lower levels of PIM.
Yang et al. consider the possibility of non-linearity of
flange-mounted coaxial connectors in their study [12],
where they introduce an improved design to reduce PIM
problems and increase the reliability for such compo-
nents. The underlying physical mechanisms of the PIM
problem are studied by Wang et al. in [13], where the
authors explain possible root causes of non-linearity in
the RF transmission line as guidance for optimal antenna
design.

Apart from improving the design of new network base
stations, a significant amount of work has been con-
ducted to detect and eliminate the symptoms of PIM for
already operating sites. For the sites that suffer from
PIM, many operators utilize special hardware equip-
ment such as Range-to-Fault (RTF) by Kaelus [14] and
Distance-to-PIM (DTP) by Anritsu [15], to locate the ex-
act source of the PIM. However, there are some cases
where PIM analyzers might fail to produce results that
are accurate enough to locate the exact component caus-
ing the issue. That kind of limitation has motivated re-
searchers to adopt other approaches, such as near-field

scanners by Shitvov et al. [16], a vibration modulation
method by Yang et al. [17] and a super-resolution imag-
ing technique by Li et al. [18] to achieve a more precise
measurement and decrease the number of potential el-
ements in the transmission line. Given that most PIM
analyzers are designed for narrowband systems, Zhu et
al. [19] follows a different approach and presents a novel
technique for detecting PIM issues in ultra-wideband
systems, using the principle of cooperative RF-baseband
nulling. Moss et al. [20] puts an emphasis on the degrada-
tion of RF switches and introduces a process for testing
and measuring the non-linearity of such devices in an
efficient manner to avoid potential PIM problems. Im-
plementing a novel method for PIM evaluation is also a
part of the FutureCom project [21].

Solving the PIM problem is the next challenge after find-
ing out the location of the faulty component. For in-
stance, Lampu et al. focus on air-induced external PIM
issues and propose PIM cancellation techniques specif-
ically for two carrier components and four carrier com-
ponents in [22] and [23], respectively. In a more recent
work, the same authors also provide a more efficient so-
lution [24] for the matter. In addition to air-induced
problems, a general perspective for PIM issues is con-
sidered by Waheed et al. [25], where they introduce
a cancellation method for 4G and 5G sites that operate
on frequency-division duplexing technology. Further-
more, Waheed et al. also propose a compilation of PIM
cancellation methods in [26].

The aforementioned studies focus on the sites that are al-
ready known to exhibit the effects of PIM. However, de-
termining whether an RF antenna actually suffers from
PIM, is not always a trivial matter. More than frequently,
detecting the PIM issue on a network site is a challeng-
ing task, given that PIM symptoms are less visible when
the base station receives low traffic [5]. Under such cir-
cumstances, the effects of PIM will become apparent in
case the site starts to receive a higher volume of traffic
than usual, causing the network operators to abruptly
encounter coverage issues. To overcome such unwanted
scenarios, artificial load generators, such as Air-Interface
Load Generator (AILG) [27], have been proposed. Such
load generators operate by creating an artificial load to
temporarily increase the traffic volume in an attempt to
investigate coverage issues in a clearer way and deter-
mine whether the site really suffers from PIM or not.
Despite providing accurate detection results, these load
generators bring along some negative side effects, such
as a decrease in signal quality of the base station, while
the tests are being executed. Moreover, AILG or simi-
lar tests require network engineers to be physically re-
located to the target network site, incurring additional
logistic costs.

Considering the disadvantages of artificial load gener-
ators and physical site visit requirements, a need for
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remote PIM detection techniques by mobile network
operators has emerged. Researchers who specialize in
the area of wireless network technologies, specifically in
PIM detection, have tried various approaches to tackle
this aspect. A fairly recent patent work has proposed to
incorporate a rule-based mechanism into statistical data
of a network site’s KPI values, to determine whether or
not a site suffers from PIM [28]. ML models are also
employed in the PIM detection problem, as Jochems et
al. present a study focusing on detecting and clearing
the self-interference on network sites, which is consid-
ered a superset for the PIM problem, using a novel ML
technique called canonical system identification [29].
Supervised ML methods are also commonly used in the
domain of wireless networks, hence PIM problem detec-
tion, such as recursion learning neural networks [30]
and linear regression models [31] for satellite networks
and 6G networks, respectively.

2.1 Anomaly detection for PIM problem

Since PIM can be considered an unusual state that only
exists due to abnormal conditions on the network site,
treating PIM-related issues as an anomaly becomes a ra-
tional option. This choice allows researchers to utilize
anomaly detection techniques for detecting PIM prob-
lems. Based on this view, network KPI data can be
obtained from the related base station in a time-series
format, and anomaly detection techniques can be ap-
plied to this data. This idea, with the addition of Fourier
feature mapping, is used in the work of Banerjee et al.
[32], to forecast possible PIM issues in 4G and 5G net-
works. Ranjani et al. [33] propose a similar but different
method that is mainly an ensemble technique where the
time-series KPI data is used to train random forest mod-
els to detect PIM problems in 4G and 5G network sites.
The study differs from other approaches in the sense that
the state of the neighbor sites is also considered during
the evaluation of PIM possibility in a site.

Another study by Banerjee et al. takes an entirely differ-
ent approach and utilizes self-supervised reinforcement
learning to proactively predict PIM problems before they
occur [34], utilizing the historical data of some exter-
nal factors such as weather conditions. In our previous
work [2], we also propose a time-series-based anomaly
detection technique for identifying PIM problems in 4G
sites and test the performance of our model on KPI data
collected over a long period of time.

2.2 Autoencoders in wireless networks

Due to the drastic increase in the number and size of
collected datasets, deep learning has become a signifi-
cantly popular concept among machine learning studies

during the last two decades. The basis of deep learning 
algorithms, Artificial Neural Networks (ANNs), was in-
spired by the structure of neurons in a brain and mod-
eled accordingly, with the assumption that simulating 
the human brain would enable the machine to learn new 
pieces of information in a more human-like manner [35]. 
ANNs are widely used in various applications, based 
on different machine learning techniques. For instance, 
Convolutional Neural Networks (CNNs) are supervised 
ANN models that are intensely utilized in image and 
video recognition [36]. Similarly, Recurrent Neural Net-
works (RNNs) can be used in a reinforcement learning 
paradigm for solving a vehicle routing problem [37]. In 
addition, ANNs can also be used in an unsupervised 
setup in the form of autoencoders, which were first indi-
rectly mentioned by Rumelhart et al. in [38] and then by 
Ballard in [39]. An autoencoder is a special type of neu-
ral network that is trained to copy its input to its output. 
Given an input with n dimensions, an autoencoder first 
encodes the input into a compressed representation and 
then decodes that representation back to an output that is 
supposed to be equal to the input. Therefore, an autoen-
coder learns an encoder and a decoder. Autoencoders 
are commonly used in multiple applications, including, 
but not limited to, dimensionality reduction [40] and 
lossy image compression [41].

Autoencoders are also used in the domain of wireless 
networks, mainly for detecting novelties in a network. 
For instance, Dawoud et al. present a study where 
autoencoders are used as a type of intrusion detection 
system to detect abnormal traffic in the network that 
might be caused by potential malicious intruders [42]. 
Another study is conducted by Basak et al. in [43], 
where the authors propose an autoencoder-based frame-
work, called DEFEND, for both identifying signals from 
known drones and detecting unknown drone signals. 
While the former goal is achieved through a semi-supervised 
classification method, the latter task is performed via 
an unsupervised novelty detection technique, both of 
which utilize autoencoder models.

Another work that utilizes deep learning concepts for 
wireless networks is presented by Ahasan et al. [44], in 
which autoencoder models are used to detect outliers 
in the performance data fetched from 4G networks and 
tries to obtain the optimal configuration for such models. 
Autoencoders are also applied in the network security 
domain, such as detecting DDoS attacks in an efficient 
manner by using time-based features of the network and 
treating attacker activities as an anomaly [45].

Given that autoencoders are mostly used in an unsu-
pervised method, such as novelty detection, compar-
ing them to traditional anomaly detection techniques 
becomes an interesting research topic. Smolen and Ben-
ova [46] compare the performance of autoencoders and 
isolation forest, on a dataset with a large number of sam-
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ples, for spotting malicious cyber-activities, specifically
zero-day attacks, within the network. A similar study is
conducted by Hindy et al. [47], in which an autoencoder-
based model is proposed to detect zero-day attacks, and
the model is evaluated against a One-Class SVM as a
benchmark.

Although some of these studies do not have a direct re-
lation with the problem of PIM detection, the insights
they provide can be useful in this domain as well. In the
end, the existence of a PIM problem is an anomaly that
causes a drop in signal quality. In that regard, a DDoS
attack aiming to degrade the service of a network entity
or an unauthorized signal causing additional, undesired
load in the network, can be interpreted as a similar re-
search problem. Of course, the solutions that follow the
detection of these problems are very different compared
to a PIM mitigation technique. Nevertheless, the scope
in this study is limited to finding the existence of a PIM
issue in a wireless network.

3. PIM DETECTION FROM TWO PERSPEC-
TIVES: STATISTICAL LEARNING VS
SEMI-SUPERVISED APPROACHES

In this work, we propose two different techniques, one
based on statistical analysis, i.e., TABAD, and another
using semi-supervised ML, i.e., Classifiers with Autoen-
coder Preprocessing Stage (CAPS). For the former ap-
proach, we formulate PIM detection as an anomaly detec-
tion problem, whereas deep learning and autoencoders
are the focus for the latter approach.

Encoder Decoder

Original
Input

Reconstructed
InputCompressed

Representation

Figure 2 – Autoencoder operation.

For the PIM detection process, we assume that the KPI
data of the network can be autonomously retrieved from
base stations at certain intervals, making it possible for
our methods to detect a PIM issue in a real-time man-
ner. In addition, we focus on 4G networks during the
study, since our collected data contains primarily LTE
sites. Our two methods, TABAD and CAPS, operate on
different strategies regarding feature selection.

TABAD operates on a single feature, thus requiring us
to choose one KPI among many. During the KPI selec-
tion process, we received significant assistance from the
RAN engineers actively working on the PIM problem
in the field. These experts explained that PIM issues
primarily affect the receiver antenna due to the nature
of the problem and, consequentially, advised to inves-

tigate the KPIs related to the Received Signal Strength
Indicator (RSSI) of interference in the Uplink (UL) chan-
nels. Uplink channels are also categorized into two:
Physical Uplink Control Channel (PUCCH) and Physi-
cal Uplink Shared Channel (PUSCH). Therefore, two tar-
get KPIs would be the RSSI_INTERFERENCE_PUCCH
and RSSI_INTERFERENCE_PUSCH, which are, from
now on, referred to as PUCCH and PUSCH, respec-
tively. These KPIs are measured in the unit of dBm and
their values usually vary between -100 and -120, where
the higher values (e.g., -100) indicate major interference
and lower values (e.g., -120) indicate minor interference.
However, the expected value of these KPIs mostly de-
pends on the properties of the respective network site,
such as geographical location, nearby population, and
climate. The RAN engineers explained that they have
been using PUCCH and PUSCH in an attempt to identify
PIM problems for a while and have obtained remarkable
results. On top of that, the company also has a patented
solution for PIM detection [28], which is based on these
two KPIs. Considering such details, we decided to focus
on these KPIs for our TABAD solution.

Our other solution, CAPS, on the other hand, operates in
the combination of multiple KPIs, allowing us to feed the
entire KPI set into the model. The autoencoder network
inside CAPS handles the feature extraction task, in such
a way that the most relevant KPIs can be used based on
the input data. The flow of an autoencoder operation is
shown in Fig. 2.

3.1 Temporal Analysis-Based Anomaly Detec-
tion (TABAD)

TABAD is an anomaly detection technique that is bet-
ter suited for time-series data in the PIM use case. Ac-
cording to this technique, we analyze characteristics of
previous data collected over time and compare current
events against them. Well-known anomaly detection
techniques, such as isolation forest, handle a dataset as
separate and independent data points which includes
anomalies of a certain ratio. In contrast, TABAD con-
siders a stream of data in which we check whether the
current data behaves like an anomaly based on previous
data. The study in [48] indicates that using a sliding
window on the data is common, given the nature of the
time-series data. In addition, the study also emphasizes
that seasonality is a key factor to consider during the
anomaly detection process on time-series data. The sea-
sonality has a significant effect on the PIM problems as
well since the load on a network site follows a weekly
pattern. For example, while a network site would not
likely suffer from heavy load during the quiet hours on
weekends, the network might be overwhelmed with too
much load during the busy hours on weekdays. Hence,
we conclude that using a window of past KPI data would
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produce fewer false positives (i.e., false alarms) and thus
increase the precision of the detection method, due to the
seasonality of the KPI data.

Algorithm 1: TABAD algorithm
Input: hist, prb : time-series like data
Output: true : anomaly, f alse : normal
Function tabad(hist, prb: Array) : bool

histIntr← splitTimeIntervals(hist);
histChrc← getChrcIndicators(histIntr);
baseAvg, baseVar← normal(histChrc);
prbChrc← getChrcIndicators(prb);
return ZTest(prbChrc, baseAvg, baseVar)

Algorithm 1 outlines the core steps of our approach. It
takes an array of historical data (hist) that will be used
to form a base for normal operation and another array
of data (prb) which is under examination. The function
starts with splitting the historical data (hist) into time
intervals (histIntr) and inferring characteristics (histChrc)
for each time interval of historical data. In the next
step, we find the mean (baseAvg) and the variance (base-
Var) of calculated characteristics, which lets us define a
normal data distribution establishing a ground truth for
normal operation. Subsequently, we calculate character-
istics (prbChrc) of the data under examination (prb) and
apply statistical test (ZTest) that checks whether given
data is coming from the given distribution or not. The
outcome of this test is simply the output of the function.

Algorithm 1 outlines the core steps of our approach. It
takes an array of historical data that will be used to form
a base for normal operation and another array of data
that is under examination. The function starts with split-
ting the historical data into time intervals and inferring
characteristics for each time interval of historical data.
In the next step, we find the mean and the variance of
calculated characteristics, which lets us define a normal
data distribution, establishing a ground truth for normal
operation. Subsequently, we calculate the characteristics
of the data under examination and apply a statistical test
that checks whether the given data comes from the given
distribution or not. The outcome of this test is simply
the output of the function.

Fig. 3 illustrates our general PIM detection scheme using
TABAD. According to this, our system monitors stream-
ing KPIs in real time and checks whether the values
in the current window present an anomaly or not. Al-
though our design allows monitoring multiple KPIs si-
multaneously, the decision is made separately for each
KPI. Decisions for different KPIs can be aggregated in
several ways. It is a new research problem on its own
and requires careful analysis. In this work, we apply
simple voting among multiple decisions.

TABAD can use either the mean or the variance of the

Window Under 

Investigation

Data stream direction
KPI 1

KPI 2

KPI N

.…

Figure 3 – Real-time PIM analysis with TABAD.

examined data to determine whether there is a possible
PIM issue, because both the mean and the variance are
relevant indicators for different KPIs. For example, for
PUCCH-based KPIs, the mean value usually increases
in cells with any PIM issue. For some other KPIs, PIM
might affect the variance rather than the mean value. We
start with finding the mean (or variance) of the KPI val-
ues collected over a current time window of one-week
duration. We also find the mean (or variance) of values
collected over previous weeks. We assume that those
mean (or variation) values follow a normal distribution,
and we check whether the current week’s mean (or vari-
ation) is drawn from that distribution.

3.1.1 TABAD hyperparameters

TABAD approach utilizes the following three hyperpa-
rameters:

• History Size (HS)
• Window Under Investigation (WUI)
• Flag Level Threshold (FLT)

HS determines the amount of past KPI data (in days)
the algorithm considers when predicting anomalies. For
instance, if HS is 10, the algorithm will use the KPI data of
the previous ten days to decide whether the site currently
suffers from a PIM problem. Increasing HS is likely,
though not guaranteed, to increase the accuracy of the
predictions. However, keeping it too long might result
in missing the latest trends in the data.

WUI tells the algorithm to treat a certain amount of KPI
data (in days) as a whole, such that the algorithm consid-
ers this entire batch at once while determining whether
there is a PIM problem. Before delving into the details,
we would like to note that the PIM problem does not
dissolve by itself after the occurrence. In other words,
once a PIM issue arises in a network site, the problem
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will persist until RAN engineers fix it manually. There-
fore, providing the operator with a single alarm once
the PIM issue is first detected is sufficient. Given this
information, WUI acts as a throttling mechanism to pre-
vent consecutive alarms for the operator. For instance,
if WUI is 7, the algorithm considers the KPI data for the
next seven days and either marks the entire seven days
as an anomaly or does not mark any of these days. The
most effective way of choosing WUI is to determine the
periodic behavior of the KPI signal (e.g., weekly cyclic
behavior).

The last hyperparameter is basically the threshold value
FLT for the anomaly decision. The TABAD algorithm
determines that a KPI should only be marked as an
anomaly if the probability of this KPI value appearing on
a healthy site is less than the value defined by this thresh-
old. Decreasing FLT makes the algorithm more con-
servative for predictions, thus decreasing the false PIM
alarms but increasing the potential misses. In contrast,
increasing the FLT value makes the process more sensi-
tive, increasing the correct predictions, but also causing
more false alarms.

Our algorithm for predicting the existence of a PIM issue
is given in Algorithm 2.

Algorithm 2: Anomaly Alarm Decision
Input: zScore : prob., f ltRed : prob., f lt : prob.
Output: PIM : PIM exists, NoPIM: PIM does not

exist
Function decidePIMAlarm(zScore: float, flt: float)→
pimAlarm: string

pimAlarm← null;
if zScore <= f lt then

pimAlarm← ”PIM”;
else

pimAlarm← ”NoPIM”;
return pimAlarm

3.2 Classifiers with Autoencoder Preprocess-
ing Stage (CAPS)

Our second proposed algorithm, CAPS, is a PIM detec-
tion method in the form of a semi-supervised classifica-
tion model, consisting of an autoencoder preprocessing
stage and a classifier, as shown in Fig. 4. We first train an
autoencoder model using all of the available KPIs (37, to
be exact) of the given training dataset. Then, using that
trained autoencoder model, we encode the KPI values of
the training dataset to obtain encoded KPI values. This
step concludes the unsupervised phase of the model.
Then, by feeding these encoded KPI values into a classi-
fier, we train the model via the labels corresponding to
each site and time period. In other words, the encoded
KPI values and their corresponding labels are used as

input for training a classifier, which is basically the su-
pervised phase of our CAPS solution. The classifier’s 
predictions, in the end, are used to test whether a target 
site suffers from PIM or not. Thus, the entire model is 
considered a semi-supervised solution for detecting PIM 
problems. We integrate four different classifiers, namely 
SVM, Random Forest, MLPClassifier, and Naive Bayes.

4. EVALUATION

4.1 Benchmark

We have collected KPI values of 37 4G RAN cells over a 
period of 18 months. Our aggregated data contains 37 
KPIs. However, we consider two different KPI sets for 
our techniques in this work, since the two solutions differ 
in terms of their operation principles. We consider only 
PUCCH and PUSCH-based KPIs for TABAD, whereas 
the entire KPI set is utilized for CAPS. Although our 
data set contains a relatively small number of cells in a 
zone, they were monitored over a very long period. This 
is necessary because PIM usually occurs over such long 
time horizons. All of our 37 cells are known to have 
the PIM problem at some point within these 18 months. 
In addition to this situation, these cells were physically 
visited by field teams to fix their PIM problem after its 
occurrence as part of RAN maintenance work.

4.2 Experimental design

Unfortunately, it is not always possible to identify ex-
actly at which point PIM emerges, even with expert 
views from maintenance teams with comprehensive hands-
on experience. On the other hand, we have cell visit time 
information that corresponds to the point where PIM is 
fixed. Our history-based anomaly detection technique, 
i.e. TABAD, is sensitive to any change regardless of 
PIM emergence or PIM resolution. For this reason, we 
consider site visit dates as ground truth anomalies (i.e., 
PIM fix events), and we check whether our technique 
can identify them or not. Consequently, we report True 
Positive (TP), False negative (FN), False Positive (FP), 
precision and recall as performance metrics for TABAD, 
where precision represents the percentage of correct PIM 
alarms over the number of all alarms and recall repre-
sents the percentage of correct PIM alarms over all the 
PIM incidents.

On the other hand, CAPS accepts a list of KPIs as input 
and predicts whether the given data is anomalous (PIM-
positive) or normal. In our evaluation, we train one au-
toencoder with daily KPI data collected from multiple 
cells over around 18 months. Later, we train a classi-
fier per cell with daily KPI data whose labels are avail-
able (e.g. day_1 is PIM-positive, day_24 is normal, etc.).
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Figure 4 – Overview of the CAPS training procedure.

Thus, final predictions of CAPS refer to whether the cell
was PIM-positive or not on a given day. For this reason,
all TP, FP, TN, and FN are relevant, and we report accu-
racy, F1 score, precision, and recall, which summarize
those raw numbers from various aspects.

4.2.1 Baseline method for TABAD: isolation
forest

From the perspective of TABAD, the PIM problem is a
rare occurrence that should normally not exist in healthy
sites, making TABAD essentially an anomaly detection
method that operates in wireless networks. In that re-
gard, TABAD can be compared to other anomaly de-
tection techniques that are mainly used in wireless net-
works. Therefore, we compare TABAD’s performance
to a baseline method, namely isolation forest, in our per-
formance evaluation.

Many anomaly detection algorithms construct a profile
for normal behavior, which serves as a ground truth
when deciding whether an event is an anomaly. How-
ever, isolation forest [49] takes a different route to isolate
anomalies from normal events, where isolation refers to
separating an event from the rest. At its core, it takes ad-
vantage of anomalies being “few and different" and con-
structs a tree structure that enables identifying anoma-
lies in its leaves.

Isolation forest recursively generates partitions on the
dataset by randomly selecting a feature and then ran-
domly selecting a split value for that feature. Presum-
ably, the anomalies need fewer random partitions to be
isolated compared to normal points in the dataset, so
the anomalies will be the points that have a smaller path
length in the tree, the path length being the number of
edges traversed from the root node.

In the following, we provide a step-by-step procedure of
an isolation tree construction:

1. Given a dataset, a random sub-sample of the data is
selected and assigned to a binary tree.

2. Branching of the tree starts by selecting a random
feature of the input. Then, branching is applied on a

randomly determined threshold value of the selected
feature.

3. If the value of an input is less than the selected thresh-
old, it goes to the left branch, else to the right.

4. This process is continued until each data point is com-
pletely isolated or the maximum depth threshold is
reached.

The foregoing steps are repeated to construct a number
of random binary trees (i.e., a forest). After an ensemble
of trees is created, model training is complete. Dur-
ing scoring, a data point is traversed through all the
trees that were trained earlier. An ‘anomaly score’ is as-
signed based on the depth of the node that the data point
reaches. The overall score is an aggregation of the depth
obtained from each of the trees in the trained model.

4.3 Experimental results

In this section, we present and analyze our experimental
results to investigate the following research questions:

1. TABAD and CAPS performance: What is the perfor-
mance of TABAD and CAPS in detecting PIM via KPI
signals?

2. Comparison of TABAD to a baseline method: How
well does TABAD perform compared to a baseline anomaly
detection method?

3. Impact of hyperparameters on TABAD and CAPS:
How do the performances of TABAD and CAPS get affected
by changes in its hyperparameters (i.e., configuration)?

4. TABAD vs CAPS: How do CAPS and TABAD perform,
with regard to each other, for a PIM detection problem?

4.3.1 Anomaly detection approach: TABAD
performance

First, we start with the evaluation of our TABAD model
and delve into the research questions specific to that
model.
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4.3.1.1 Overall TABAD performance

For our study, as described in Section 4.1, the expert
RAN engineers from the field teams provided us with a
dataset of 37 network sites, which used to suffer from a
PIM problem before a site visit. According to the expla-
nation by experts, 25 of these sites show improvements
in their KPIs after a site visit. However, 12 of them do not
display an apparent change in their KPIs due to being lo-
cated in a sparsely populated area, hence receiving low
traffic demand all the time. Therefore, we were advised
to exclude these 12 sites from our experiment, to avoid
having corrupted/biased data impacting the results.

We measure the performance of our method by checking
whether an abnormal change occurs right after a site
visit. We consider an alarm raised right after that visit
an anomaly detection. If there are any other alarms
besides the site visit date, it is considered a false alarm.
Similarly, if the algorithm misses the alarm at the visit
date, it is considered a false negative.

Based on the simulation results conducted for 25 net-
work cells, our method correctly identifies 20 of the 25
site visits, while five of the site visits are missed. There-
fore, we have 20 true positives and 5 false negatives. On
the other hand, our method triggers 40 false alarms ir-
relevant to site visit dates. Computing true negatives
in this setup is a tricky task because the data is almost
always considered normal except for the site visit date.
Therefore, we omit this metric here. Using the formulas,
our approach achieves a recall of 80% and a precision of
33.3%.

4.3.1.2 Comparison with isolation forest

When we simulate the same setup with the isolation
forest method, we obtain 14 correctly identified and 11
missed sites, which has a recall of 56%. However, iso-
lation forest produces more than 300 false alarms for
the tested 25 sites. Therefore, the precision value of the
method is less than 5%. One can observe from the results
displayed in Table 1 that our method performs signifi-
cantly better for both precision and recall compared to
the isolation forest method.

One can observe from Fig. 5a that TABAD successfully
detects the PIM start point at Day∼282 where the PUCCH
value is approximately -114 dBm and the PIM resolution
point at Day ∼476 where the PUCCH value is approx-
imately -118 dBm. TABAD also makes a mistake by
marking Day ∼112 as an anomaly, even though that is
not where the PIM starts or ends. Similarly, in Fig. 5b,
TABAD can be seen detecting the correct PIM start date
at Day ∼84 with a PUCCH value of -117 dBm and the
correct PIM end date at Day ∼522 with a PUCCH value
of -119 dBm.

KPl time series 

(a) TABAD method on Cell 1

KPl time series 
Alarm 

(b) TABAD method on Cell 2

Figure 5 – TABAD method marks anomalies in PUCCH signals in two
different cells. Experts confirm that the first mark corresponds to the
point where PIM starts. Also, the last mark is where the PIM is solved
by field teams.

Table 1 – Performance results for TABAD and isolation forest

Isolation Forest TABAD
Precision < 0.05 0.33

Recall 0.56 0.80

Isolation forest, on the other hand, correctly determines
the PIM start and end dates, as can be seen in Fig. 6a.
Nevertheless, the algorithm also gives out numerous
false alarms throughout the duration. Especially in Fig. 6b,
isolation forest marks from Day 0 to Day ∼84 as anoma-
lous, which is clearly a wrong conclusion.

4.3.1.3 Impact of TABAD hyperparameters

During our TABAD experiments, we used various val-
ues for our hyperparameters, HS, WUI and FLT. We used
grid-search to check through a range of values for each
hyperparameter, and we empirically observe that our
algorithm performs best when the hyperparameters are
set to values provided in Table 2. These values achieve
a precision of 33% and a recall of 80%, as mentioned
before.

When we increase the value of HS, we observe that the
number of false positives decreases significantly, at the
expense of increasing false negatives. Surprisingly, us-
ing a HS value lower than the optimum causes an in-
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KPl time series 

(a) Isolation forest on Cell 1

KPl time series 

(b) Isolation forest on Cell 2

Figure 6 – Isolation forest anomaly detection method marks anomalies
in PUCCH signals in two different cells. It marks a lot of unrelated
points in addition to the correct anomaly points, which greatly reduces
its practical usage.

Table 2 – Optimal values for TABAD hyperparameters

Hyper-Parameter Optimal Value
HS 10 weeks

WUI 1 week
FLT 0.01

crease in both false positives and false negatives. Exam-
ples of different HS values are given in Table 3, along
with corresponding performance results, where other
hyperparameters are set to their optimum values.

When we use a WUI higher than the optimum value, the
number of false negatives increases while the number of
false positives decreases in a drastic manner. Using a
WUI lower than the optimum value increases both false
negatives and false positives. A pair of different WUI
values and the resulting performance results are given
in Table 4. Again, other hyperparameters are set to their
optimum values during these experiments.

Table 3 – Different values for TABAD hyperparameter HS

HS Value TP FN FP Precision Recall
5 weeks 12 13 120 0.09 0.48

15 weeks 8 17 20 0.28 0.32

Table 4 – Different values for hyperparameter WUI

WUI Value TP FN FP Precision Recall
3 days 14 11 150 0.08 0.56

2 weeks 12 13 10 0.54 0.48

Table 5 – Different values for hyperparameter FLT

FLT Value TP FN FP Precision Recall
0.005 13 12 30 0.30 0.52
0.025 21 4 60 0.26 0.84

Since the FLT parameter directly acts as a threshold, we
expect an increase in false negatives and a decrease in
false positives when FLT becomes stricter. Similarly,
when FLT is loosened, an increase in false positives and
a decrease in false negatives is expected. The results of
our trials suggest that our expectations are correct, as one
can observe from Table 5, where other hyper-parameters
are set to their optimum values.

4.3.2 Switching to semi-supervised learning:
CAPS performance

After explaining the results of the TABAD technique in
detail, we now present an extensive evaluation of the
CAPS model.

4.3.2.1 Overall CAPS performance

For the experiments on our CAPS model, we utilized a
subset of the TABAD dataset, entailing 17 network sites
with KPI data over around 1.5 years. Nevertheless, one
crucial difference between CAPS and TABAD is that we
can utilize all 37 KPI features for CAPS as a significant
benefit of an autoencoder-based approach. The experi-
ment details, such as the number of datapoints used in
(un)supervised training and test, are provided in Table
8.

By using all the available KPI features in the dataset,
we train an autoencoder model and obtain the encoder
component of the model. Then, we retrieve the output
of the encoder, which is basically an encoded format of
the KPI values of the sites. Then, we proceed to train
different classifiers that require labels. Since we know,
for each site, which periods of time it suffers from a
PIM problem (i.e. before a site visit), we are able to
determine the correct label for each duration as either
PIM or healthy. Based on the determined labels, along
with a subset of the encoded KPI data, we train various
classification models. After, we use the remaining subset
of the encoded KPI data as the test data and evaluate the
performance of each classifier separately.
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Table 6 – CAPS performance with best autoencoder configuration (<80,60,40,20,10>).

Classifier Accuracy F1 Score Precision Recall
RandomForest 0.89 (±0.07) 0.83 (±0.15) 0.86 (±0.12) 0.83 (±0.18)
MLPClassifier 0.76 (±0.13) 0.60 (±0.35) 0.67 (±0.40) 0.65 (±0.33)

NaiveBayes 0.81 (±0.09) 0.74 (±0.17) 0.78 (±0.18) 0.76 (±0.21)
SVM 0.86 (±0.09) 0.71 (±0.32) 0.71 (±0.34) 0.78 (±0.3)

Table 7 – CAPS performance with best classifier (random forest).

Classifier Accuracy F1 Score Precision Recall
<80,60,40,20,10> 0.89 (±0.07) 0.83 (±0.15) 0.86 (±0.12) 0.83 (±0.18)
<60,40,20,10> 0.89 (±0.05) 0.82 (±0.2) 0.81 (±0.2) 0.84 (±0.2)
<40,20,10> 0.9 (±0.05) 0.83 (±0.2) 0.83 (±0.2) 0.83 (±0.2)

Table 8 – Dataset used in CAPS model training and test phases.

# of Pos. # of Neg. Total # of
Model Phase Datapoints Datapoints Datapoints

(PIM) (No PIM)
Unsup. Train. N/A N/A 6347

Sup. Train. 4236 4264 8500
Testing 647 662 1309

As shown in Table 6, we investigate CAPS performance
for changing classification models, random forest, MLP,
naive Bayes, and SVM. Results for each classifier are
provided in four separate metrics: accuracy, F1 score,
precision, and recall. These results are obtained by uti-
lizing the optimum autoencoder configuration (see Table
7). The values given in the table represent the average
metric scores across 17 cells whose labels were available
whereas the values in the parentheses represent the stan-
dard deviation of the scores. As one can observe from
the results, the random forest model performs the best
in all four metrics, while MLP performs the worst. There
is no obvious winner between SVM and naive Bayes, as
each of them outperforms the other in a different metric.
Our results show that the best performing model, ran-
dom forest in this case, achieves an 80+% score in every
metric, which includes a remarkable 83% F1 score.

4.3.2.2 CAPS hyperparameters

CAPS involves complex components in its pipeline and
these components have their own hyperparameters. In
our evaluation, we do not explore every single hyper-
parameter of each component. Instead, we explore the
performance by replacing components with their alter-
natives. We make this hyperparameter search in two
dimensions. In the first dimension, we take a look at the
performance of CAPS for changing autoencoder com-
plexities. For this, we create autoencoder networks of
different layers and neurons. In the second dimension,
we inspect the performance of CAPS with different classi-
fiers such as random forest and SVM, which were given
in Table 6.

For the autoencoder complexity dimension, Table 7 shows
the results of CAPS performance under autoencoders
with varying numbers of layers and neurons. For this
evaluation, we fixed the classifier to random forest which
we have found to be the most successful one in the
aforementioned four metrics. We create autoencoders
with different numbers of layers and neurons. The no-
tation < n1,n2, , nk > represents an autoencoder with k
layers where ni indicates the number of neurons in the
ith layer. For example, <40,20,10> refers to an autoen-
coder where its encoder consists of three layers with
40, 20, and 10 neurons. Note that the decoder is set as
the mirror of the encoder. According to Table 7, we do
not observe huge differences in the performance, yet we
still find that <80,60,40,20,10> is the most reliable one
as standard deviations are smaller. The reason for that
is, although the accuracy of <40,20,10> is slightly bet-
ter compared to <80,60,40,20,10>, the precision is a little
worse. Furthermore, the standard deviation of most
metrics in <40,20,10> is higher compared to those in
<80,60,40,20,10>.

4.3.2.3 TABAD vs CAPS performance

Comparing TABAD, an anomaly detection method, to
a semi-supervised technique like CAPS might not be
truly fair, given that TABAD is completely unsupervised.
However, for the sake of a comprehensive evaluation,
we can point out the difference in results for common
performance metrics.

F1 score and accuracy metrics are not utilized during the
evaluation of TABAD, so we can only consider precision
and recall while comparing CAPS to TABAD. From Ta-
ble 1, we witness that TABAD achieves a recall score of
80% and precision score of 33%, due to a high number of
false positives. Even though each classifier under CAPS
achieves a higher precision value than TABAD by a sig-
nificant margin, the recall score of TABAD outperforms
CAPS, with the exception of the random forest classifier,
which has a recall score of 83%. Our findings indicate
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that, although CAPS provides better scores in general,
in a scenario where false positives are much less critical
than false negatives, TABAD can also be utilized.

5. DISCUSSION

In addition to the experimental evaluation, we discuss
TABAD and CAPS in this section to analyze their key
characteristics and delineate the main challenges identi-
fied during our research.

5.1 TABAD vs CAPS

Our proposed solutions, TABAD and CAPS, operate on
different principles. TABAD considers the PIM issue as
an anomaly detection problem and analyzes the time-
series-based KPI data in a certain window to determine
when an anomaly happens. Thus, TABAD does not re-
quire a pre-labeled dataset of network KPIs. CAPS, on
the other hand, considers the pre-labeled periods of a
network site and determines whether a site suffers from
PIM for a specific duration of time. In other words,
TABAD works in an unsupervised manner, while CAPS
is considered a semi-supervised method, performing a
classification process as the final result. Such distinc-
tion between TABAD and CAPS allows each of them
to be useful under certain circumstances. For instance,
in the scenario where we have an adequate amount of
labeled data, using CAPS might produce healthier re-
sults. Meanwhile, for environments in which obtaining
labeled data is difficult, an unsupervised technique like
TABAD would be more useful.

In addition to the underlying methodology, TABAD and
CAPS also differ heavily in their mechanisms to detect
PIM issues. TABAD only considers a single KPI of a
network site to determine whether PIM exists in the site.
On the contrary, CAPS is based on autoencoders, a deep
learning model suited for data with high dimensions;
therefore, using various KPIs is possible with CAPS. In
a setup where we have fewer KPIs regarding target net-
work sites, TABAD can be considered; however, if we
can acquire plenty of different KPIs, using CAPS might
be a good option for exploiting all the available data.

Another difference between the two approaches is that
TABAD is designed to be site specific; thus, for each
target network site, a unique TABAD model needs to
be instantiated. This kind of restriction is not applied
to CAPS. However, given that a model based on CAPS
can be used for multiple sites, assuming its parameters
are configured in a reasonable way. Another feasible
approach is to generate a number of prototype models,
each of which is targeted for sites with similar conditions,
based on conditions such as weather, geography, and

traffic, and given the specifics of the target network site,
the best suited model can be used for PIM detection in
that site.

5.2 Challenges

PIM analysis and detection via remote and data analytics-
based techniques is a multifaceted research problem. In
our investigation, we have run into various challenges
regarding the data collection and analysis aspects for
PIM detection, which we highlight in this section:

– Data collection: Due to the nature of the PIM problem,
it is difficult to obtain a 100% reliable result on whether
a site suffers from PIM or not. For the most accurate
and healthy conclusion, load tests should be executed
per site. Thus, running these tests on every site is not
always possible and when a site is tested, the result is
usually not positive, since PIM is a rare anomaly in a
network.

– Bias in the dataset: As part of the previously explained
challenge, the number of healthy sites in the collected
datasets significantly outweighs the number of faulty
sites with the PIM problem, resulting in an imbalanced
dataset with a strong bias for healthy sites. In an at-
tempt to overcome this problem to some extent, we have
exploited the expert-provided knowledge for labeling
additional sites based on their KPI, without having to
conduct load tests physically.

– Selection of right performance metrics: Finding a suit-
able metric for evaluating our solutions has also been a
challenge. Although other metrics, e.g., F1 score, may
be better for quantifying the detection performance, we
have adopted precision and recall since they are widely
used in the literature and more convenient for compari-
son with existing works.

– Data confidentiality: Some network vendors might
be concerned with sharing their network site data, con-
cerned with the possibility of a compromise of the confi-
dential information in their system. For such cases, we
alter the specific parts of the data, such as changing the
site name and randomizing the site location coordinates,
while keeping the KPI values intact to avoid misleading
training and testing phases. Still, modifying the original
data might cause side effects during the ML process, es-
pecially considering our diversity challenge, which we
have previously mentioned.

6. CONCLUSION

In this work, we have proposed two different approaches
for PIM detection: TABAD and CAPS. While both mod-
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els operate on real-time KPI data, TABAD is an anomaly
detection approach and CAPS is a semi-supervised clas-
sifier based on autoencoders. Both proposed models
have outperformed their respective benchmark methods
in our experiments.

In the future, we are planning to improve the precision
and recall metrics of our methods by switching to a more
sophisticated approach like the Kalman filter for TABAD
and employing different ML models such as XGBoost for
CAPS. Furthermore, we would like to design a predic-
tive PIM detection model that can estimate the occur-
rence of PIM beforehand, granting network operators
the capability to take proactive measures.
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