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Abstract — The proliferation of automated services and applications has generated large amounts of data
that must be handled with artificial intelligence and machine learning techniques, impacting businesses in
different fields. Cognitive customer profiling services allow a better user experience enabling the tailoring of
the customer experience to specific consumer patterns and preferences. Cognitive customer profiling services
require heavy processing power in order to get accurate results from the artificial intelligence/machine learning
models, which has led to services taking advantage of the cloud-to-edge continuum. This trending approach
brings a set of challenges that have to be addressed. The more recent edge intelligence paradigm introduces
artificial intelligence capacities to edge nodes, enabling a new set of solutions. However, artificial intelligence
techniques must be adapted to deal with the specific characteristics of these scenarios. This paper identifies
the challenges of runmning cognitive customer profiling in centralized scenarios, such as the cloud, to later
introduce other approaches more suited for scenarios like the edge, identifying challenges and future research
directions in the area.
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1. INTRODUCTION data granularity, media diversity, and service-side
solutions [6]. To cope with these issues, it is nec-
essary to consider how to aggregate and integrate
data from different sources, as well as possible so-
lutions to mitigate a potential risk when handling
individual privacy information.

As more significant amounts of data are generated
due to the increase of automated services and ap-
plications, Artificial Intelligence (AI) and Machine
Learning (ML) have become increasingly crucial.
Cognitive services bring Al within reach of different
aspects of our daily lives, impacting how we work,
do business, entertain ourselves, and interact with
the world [1]. Different application domains can
leverage Al techniques to provide high-performance
cognitive services, such as speech recognition, im-
age classification, healthcare, and recommendation
systems. Al has also been used for profiling in
different fields including health [2], food [3], and

Cloud environments arise as a centralized solution
that enables access to a set of computational re-
sources on demand, from any device, and at any
time, accelerating industry dynamics and fueling
digital transformation [7]. To deal with these co-
pious amounts of data, AI models become more
complex, which leads to a need for increasing the
computational resources available for their training
and execution. Thus, the cloud becomes an appeal-

customer information [4] [5], allowing a personal-
ized service tailored to customers’ needs and pref-
erences.

The disruptive growth of data represents a chal-
lenge for cognitive services since the profiling of
an entity (e.g., device, service, or user) requires a
distributed and multipoint engagement to consider

ing alternative that offers the necessary resources
on demand and in a flexible manner. Nonetheless,
low latency has become a critical aspect for re-
cent applications such as assisted driving and aug-
mented /virtual reality. Relying on the cloud for
the execution and training of the models increases
the response time for delay-critical applications.
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Furthermore, the exchange of sensitive data be-
tween its original source, usually at the periphery
of the network until its core, where the cloud re-
sides, incurs potential privacy risks and increases
in latency and response time. Therefore, other
paradigms emerge, such as the edge, a distributed
scenario that offers computational resources closer
to the user, appearing as an extension of the ser-
vices offered by the cloud [8]. Nevertheless, the
characteristics of the edge differ from those in the
cloud, being more resource-constrained and also of
a distributed nature. This poses new challenges
that have to be addressed before considering the
edge as a suitable location for the execution of Al
models, speeding up the processing time and reduc-
ing privacy risks.

The cloud-to-edge continuum paradigm envisions
an orchestrated use of resources and services along
each of the tiers (i.e., cloud, fog, and edge), allow-
ing the evolution of the communication infrastruc-
ture and its applications to enhance the Quality of
Experience (QoE) of the users [9]. The vast pro-
liferation of devices in the cloud-to-edge and the
scattering of data sources lead to the exploration
of new data analytics approaches, which aim to
achieve proficient knowledge of the environment in
order to make smart decisions.

This paper explores the challenges of executing Al-
based solutions for customer profiling in the cloud,
while providing alternative research paths, and sug-
gesting tailored Al techniques for more specific ex-
ecution domains, such as the edge. Additionally,
an analysis and complete discussion of the cloud-
to-edge continuum in this matter is presented, as
well as its benefits and implications from the Cogni-
tive Customer Profiling (CCP) point of view. The
contributions of this paper are the following:

e A taxonomy of Al in the cloud-to-edge contin-
uum (see Section 2);

e A list of challenges for centralized CCP ser-
vices (see Section 3);

e A set of recommendations for Al techniques
that can be applied at the edge of the network
to support CCP services, based on Edge Intel-
ligence (EI) (see Section 4).

This paper is organized as follows. Section 2
presents the background needed, including a de-
scription of a novel approach that combines the

edge computing paradigm with Al, called Edge in-
telligence, and a brief definition of profiling via Al.
Section 3 describes the particular use case of CCP
and the challenges it presents. Section 4 highlights
how edge intelligence can help overcome profiling
use case issues. Finally, Section 5 wraps up the
paper and presents future research directions.

2. BACKGROUND

This section describes the concepts of edge intelli-
gence and user profiling via Al, which will be neces-
sary for the case study introduced in the following
section.

2.1 Edge intelligence

With Cisco estimating 3.6 networked devices per
capita by 2023 [10], and with the increasing re-
quirements from autonomous and smart applica-
tions that become more popular each day, the edge
becomes an appealing scenario to support the pro-
liferating use of Al-based solutions for intelligent
applications, paving the way to EI; a booming
paradigm that integrates edge computing and Al.
EI refers to the capacity to analyze data locally
at its collection location, instead of relying on the
cloud for it [11]. EI includes intelligent offloading
to edge servers, collaboration between edge servers
via federated mechanisms, and running ML models
at the edge nodes to perform analysis services and
user behavior, among others; all without the need
to use cloud resources.

Typical use cases for EI include [12]:

e Connected vehicles: allowing real-time moni-
toring and collective perception;

e Smart factories: enabling monitoring and con-
trol of assembly lines;

o Real-time gaming: facilitating virtual reality
gaming at lower latency, with support of low-
cost end-user devices;

e Diagnostics for healthcare: allowing the pro-
cessing of sensitive data at the proximity of
end users and providing real-time diagnostics;
and

o Profiling: analyzing service and/or user data
at the edge of the network infrastructure, im-
proving data privacy and response time.
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Two aspects in which EI can be applied. The first
aspect refers to the zero-touch management func-
tions for the network infrastructure: Intelligence
for the edge. Al will be necessary to perform or-
chestration tasks in such a dense scenario where
human interaction is not feasible. Al-based solu-
tions will enable a better analysis of vast volumes
of data, extracting insights that empower smart
decision-making for orchestration and management
purposes.

The second aspect to which EI can be applied is re-
lated to the training and execution of models within
the edge frontier: Intelligence on the edge. This
refers to a framework for running training and in-
ference processes of Al models, extracting informa-
tion from massive and distributed data available at
the edge. Naturally, it is possible to combine both
approaches: Intelligence for the edge at the edge,
where the edge nodes execute ML models aimed at
edge orchestration functions.

The ML lifecycle involves two phases: training and
inference. During the training phase, the model is
fed with a selected dataset to enable it to acquire
a comprehensive understanding of the data it will
later analyze. Subsequently, in the inference phase,
the model is expected to generate accurate predic-
tions using real time data [13]. According to the
location within the network infrastructure where
the execution of the ML models takes place, it is
possible to create a taxonomy of Al in the cloud-
to-edge continuum, depicted in Fig. 1:

1. Cloud intelligence, where both the training of
the models and final inference take place in the
cloud, in a centralized manner;

2. Cloud training + Continuum inference, in
which it is possible to take advantage of the
vast cloud resources for heavy training tasks,
while the inference process occurs in the cloud-
to-edge continuum;

3. Continuum intelligence, where all the involved
processes (i.e., training and inference) are per-
formed inside the continuum,;

4. Continuum training + FEdge inference, in
which the training can take place anywhere
within the continuum, but the inference is ex-
ecuted solely on the edge; and

5. Edge intelligence; where both training and in-
ference take place on the edge devices.

Cloud Intelligence

Cloud Training +
Continuum Inference

Continuum Intelligence

Continuum Training +
Edge Inference

wnnunuo) a8p3-01-pnopd

Edge Intelligence

Figure 1 — Al in the cloud-to-edge continuum taxonomy

In the case of tasks that occur in the continuum or
directly in the edge, it is also possible to use feder-
ative approaches, by having different nodes collab-
orate, taking advantage of the distributed nature
of these infrastructures.

2.2 Cognitive customer profiling

Data analytics empowered by Al are revolution-
izing the way businesses interact with their cus-
tomers, improving the customer experience by
leveraging the knowledge about their preferences
and consumer patterns [5]. Personalization and
enhanced engagement based on contextual and be-
havioral data have been improved due to the use of
Al in the way of Al chatbots, content generation,
and customer insights.

AT has been used to create customer profiles during
their visits to stores including gender, age, person-
ality, emotions, and products they interacted with,
allowing a personalized experience for future visits
as well as improving recommendation systems [4].
Learning from previous behaviors makes it possible
to predict future preferences [14]. This profiling of
customers based on Al is referred to as C'CP.
Some of the Al techniques used in CCP are fuzzy
techniques [15][16], evolutionary algorithms, trans-
fer learning, neural networks and deep learning [4],
and active learning. To deal with the significant
amount of data needed to achieve accurate profiles,
these solutions traditionally rely on cloud data cen-
ters and their processing power.

The following section describes a particular case
of the CCP services, related to digital service
providers.
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3. COGNITIVE CUSTOMER PRO-
FILING AT THE EDGE

This section describes the usage of CCP services,
an initial centralized vision, and its challenges, and
how the edge can provide a distributed approach
to overcome them.

3.1 CCP services

One of the key areas of profiling customers is knowl-
edge. Customer knowledge represents an important
added value as a support for business decisions. For
example, in the customer care area, it allows adapt-
ing customer communications based on their pref-
erences and selecting the best channel/moment to
establish contact. In the TV domain, the knowl-
edge of the customer allows the recommendation
of the most appropriate content. Another example
is in the digital marketing area, allowing the mar-
keting of services in a more personalized way, thus
promoting up/cross-sell.

To explore these business scenarios, it is paramount
to build a 360° customer view, including both di-
rect and inferred customer profile dimensions. The
direct component of the profile is obtained di-
rectly through other existing platforms in the ser-
vice providers’ ecosystem. The inferred compo-
nent of the customer profile is supported by cog-
nitive mechanisms, such as Al and Data Science
(DS) techniques, to infer a set of customer-related
insights. Some examples are: preferred viewing
TV content (e.g., science fiction content, cooking,
sports), preferred leisure activities (e.g., theater,
movies, sports), customer sophistication level (e.g.,
early adopter), preferred contact time and channel
(e.g., night via SMS, morning via WhatsApp), sen-
timent analysis (e.g., irritable, patient). The com-
plexity of the AI/DS algorithms, such as decision
trees and neural networks, depends on the type of
data available and the nature of the use case we
intend to undertake.

To address this need, CCP services are being de-
signed and developed. Briefly, the CCP services
provide an advanced customer profile view, thus al-
lowing the exploration of the business scenarios pre-
sented above. To this end, exposing the CCP ser-
vices to other platforms is essential, either through
direct requests or by sending notifications based on
previously defined thresholds. For example, mar-
keting automation platforms will consume the CCP

services to incentivize customers with fully per-
sonalized marketing campaigns. Another example
is customer care platforms, which will be able to
use the advanced customer knowledge provided by
CCP services to improve the customer experience
in call centers.

In the next section, we discuss the main challenges
that must be considered in the case of thinking
about performing a centralized deployment or in-
stantiation of CCP services.

3.2 CCP services centralization challenges

The centralized deployment of the CCP services
platform in a digital service provider’s architecture
raises critical challenges that may jeopardize its use
and, above all, the expected impact on the business
value chain. The following paragraphs depict the
three main challenges that a centralized deploy-
ment of this platform poses.

The first challenge, and certainly one of the most
relevant, is the impact on the communication
network of the digital service provider. The
CCP services platform core is based on Al profil-
ing models, which require a large amount of in-
put data to be executed and produce the expected
profiling insight. Additionally, it is expected that
the Al-based profiling models will have to be exe-
cuted with high frequency to update and optimize
the customer profile dimensions that are being in-
ferred. Therefore, huge amounts of data will have
to circulate from the customer devices towards the
CCP services platform located in the core network,
putting a lot of pressure on the operator’s network
and, ultimately, even compromising other services
that are being provided.

The second challenge identified is related to the
real time generation of customer profiling in-
sights. Transporting the required input data to-
wards the Al-based profiling models running on the
CCP services platform, located in the core network,
is very time-consuming. Therefore, in scenarios
that require real time predictions and/or recom-
mendations generation, this delay can compromise
the use of the insight to impact the business. An ex-
ample is TV content viewing recommendations. In
this case, a personalized viewing recommendation
must be delivered in real time whenever a customer
finishes viewing content. This means that a view-
ing recommendation request must reach the CCP
services platform, and subsequently, the Al-based
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model is executed and produces the recommenda-
tion. This must be achieved in real time, which is
difficult to reach with a centralized platform.

The third challenge identified is related to pri-
vacy violation. The CCP services platform con-
tains sensitive customer data that must not be ac-
cessed without a valid justification. Centralizing
all the customer profiling information in a single
location can be risky. For example, in case of a
successful cyberattack on the platform, the proba-
bility of compromising the privacy of all the data
that is centralized is high.

The main challenges of CCP services centraliza-
tion were introduced and discussed in this section;
below, we introduce and analyze possible ways to
overcome them.

3.3 Edge-distributed CCP services

One solution to surmount the issues presented
above is to distribute CCP services across the edge
of the operator’s network, as illustrated in Fig. 2.
The figure shows the operator network segmented
into three major areas. The first area is the access
network through which end users obtain connectiv-
ity (i.e., fixed and/or mobile). Next is the backhaul
network (i.e., fixed and/or mobile) in which data is
transported from the customer access network to
the core. Finally, the figure also depicts the core
network in which the service platforms, network
management platforms, and network control plat-
forms are located.

As depicted in Fig. 2, CCP services are no longer
centralized in the operator’s network core, but dis-
tributed throughout the edge of the network. The
figure, as an example, shows one CCP instance de-
ployed in the core network, several CCP instances
deployed in the backhaul segment (i.e., fixed and
mobile), as well as several CCP instances located
in the access network (i.e., fixed and mobile), very
close to the end customer. Distributing the CCP
services across the network edge will allow the pro-
filing services to be consumed from these instances
without having to reach the instance centrally de-
ployed at the core network. Thus, transporting the
data to the CCP instance located in the core net-
work will not be necessary; consequently, the traffic
flowing through the network will decrease consid-
erably.

Reducing the network pressure as described pre-
viously, deploying the CCP services platform in

the edge enables real-time scenarios. For exam-
ple, taking into consideration the proximity of the
CCP services and the profiling consuming informa-
tion platform (e.g., TV content platforms), it is ex-
pected that the request/response interactions with
the CCP services platform are faster and therefore
encourage the exploitation of real-time business use
cases. Finally, distributing the customer profile in-
formation across the various network nodes will re-
duce the cyberattack impact on sensitive profiling
data. That is, if the data of one CCP instance lo-
cated at the edge is compromised, the profiling data
of the other instances will remain safeguarded.

Although the distribution of CCP services ad-
dresses the centralization challenges presented in
this document, some critical challenges in the dis-
tributed approach must be considered. Namely, it
is necessary to define the appropriate location for
the various CCP services’ instances that are dis-
tributed across the edge and, not less importantly,
also define the appropriate sizing for these plat-
forms. In other words, we do not want to place
CCP instances at every location in the edge or
over/undersize these instances. This would bring
considerable costs in terms of hardware, as well
as in the operation and maintenance of additional
platforms.

Intelligent decision engines based on Al models re-
quire, on the one hand, to predict the requests that
will be made to the profiling platforms and, on the
other hand, recommend the edge locations where
CCP service platforms should be deployed. Com-
plementarily, mechanisms based on Al models are
also being studied to predict which profiling infor-
mation should be available in each CCP instance,
thus allowing the sizing recommendation of these
instances. Since the positioning of the CCP service
instances and the profiling information required in
each of them varies over time, intelligent orches-
tration mechanisms are also being studied to guar-
antee the coherence of the entire distributed profil-
ing architecture, CCP service platform positioning,
information, and sizing. Finally, an interlinking
mechanism must also be designed to obtain profil-
ing information that is not present in a given CCP
service instance but only in a neighboring instance.
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Figure 2 — Edge-distributed CCP services

4. HOW EDGE INTELLIGENCE
MEETS CCP REQUIREMENTS

In the scenario described in Section 3, the highest
volumes of data are concentrated in the end-user
devices, which are resource-constrained by nature.
Thus, a possibility is offloading preprocessed data
to edge nodes that can perform some tasks that
cannot be executed in the end devices, while more
demanding tasks will, in turn, be offloaded to the
cloud but receive only a part of the data available
at the edge nodes [12].

The CCP services centralization challenges identi-
fied in Subsection 3.2 can be overcome with EI. The
first challenge was related to communication
impact. By keeping the data collection and model
execution at the edge, without reaching the net-
work core in most cases, it is possible to reduce the
network traffic for service providers. The second
challenge was associated with the real-time execu-
tion of the profiles. The propagation delay would
be significantly reduced by running the models at
the edge; furthermore, it has been proven that ex-
ecuting services at the edge instead of the cloud
directly impacts the latency [17] [18]. Finally, the
third challenge was related to data privacy. The

customer profile is built from sensitive data; thus,
it becomes crucial to keep this data closer to the
user, at the edge level, avoiding unnecessary travel
across the network where more security breaches
could happen.

At the perimeter of the cloud-to-edge continuum,
the classical approach of ML is traditionally not
suitable taking into consideration that despite the
availability of a high volume of data in the lower
tiers, the capability of processing data is limited
given the source limitations of the devices at this
level [12]. To deal with this characteristic, pre-
processed data can be offloaded to edge devices to
perform tasks that cannot be executed by Internet
of Things (IoT) devices placed in the edge. This
process can be done until reaching the cloud tier,
where more complex models can be executed but
to keep better data privacy and lower network con-
gestion, only a part of the data from the IoT is
available. Two challenges arise to evolve AI/ML for
the cloud-to-edge continuum: defining a trade-off
between accuracy and resource demand, and utiliz-
ing Federated Learning (FL) of the edge and IoT
devices deployed in the edge.

Regarding the trade-off between accuracy and re-
source demand, it is important to highlight the lim-
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itations of IoT and edge devices in comparison with
those in the cloud, making these latter ones more
suitable for more complex ML models. Although
there is a common goal to achieve the highest pos-
sible accuracy, other metrics to take into consid-
eration are related to resource usage (e.g., energy,
memory) and service performance (e.g., latency).
A research venue is exploring the elasticity of the
models (i.e., adapting their size) to be able to adapt
to available resources. Some techniques that can
be used in this context are the miniaturization of
models using model pruning, trans-precision, quan-
tization, or approximation, reaching a trade-off be-
tween accuracy and performance [19].

Federative approaches can also be applied, allow-
ing not only the reduction of latency but also
improving data privacy and strain on cloud net-
works by processing data locally [20]. More com-
plex resource-demanding models can be deployed
at the cloud, while being trained in a federated
manner based on less complex models deployed at
the edge. This allows the classification of labels
directly at the edge and also at the cloud, adding
another layer of elasticity to the model. Again, the
miniaturization of the models such that the accu-
racy of a subset of labels remains high and the de-

cision on when to execute the classification in the
cloud remains an open research question. FL is
a decentralized approach that enables distributing
the load among edge nodes to train a collaborative
model autonomously while keeping data localized
[21] [22]. The edge devices share model updates to
the cloud instead of raw data. Fig. 3 shows an
example, depicting different ML models properly
placed along the cloud-to-edge continuum to per-
form cognitive actions in order to improve the QoE
of users. The different shapes represent the models
that can be grouped across the continuum to be
able to achieve more complex results.

FL has the following characteristics [23]:

o Universality for cross-organizational scenar-
10s, allowing the building of a joint model
from collaborators while maintaining underly-
ing data locally;

o Massively non-identically independent distri-
bution, keeping data widespread between edge
nodes;

o Decentralized technology, enabling each client
to influence the central model without having
the need for a definitive central node; and
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o Fquality of status for each mode, achieving a
completely collaborative environment, where
all parts enjoy equal status.

FL can also be applied to help train single models
using diverse data sources from heterogeneous de-
vices (such as those in the network access level) in-
creasing the accuracy of the models independently
of their data source setup. The elastic adaptation
of FL systems to update partnerships considering
the satisfaction of collaboration criteria (e.g., the
minimum number of training partners) and the op-
timization of model accuracy is another open chal-
lenge to explore [12].

Cross-silo FL. can help network operators collab-
orate on CCP services without sharing raw data.
Using this approach, instead of centralizing data
in one location, the model training is distributed
across multiple devices (cross-device FL), services,
or data spaces (silos), each holding local data.
Thus, this approach allows training a global CCP
module by exchanging relevant updates and aggre-
gated insights [24] [25].

Another possibility that can be applied in edge and
IoT scenarios is inference [26], which refers to ap-
plying a trained model on a new data sample to
make a prediction. One main advantage of infer-
ence tasks is that they require fewer computational
resources than training. Edge inference with Deep
Neural Networks (DNNs) is a technique that will be
explored. A common approach in distributed infer-
ence across mobile devices and edge servers is par-
titioning a pretrained DNN baseline between the
devices and the edge server depending on the for-
mer’s computational capabilities [27].

5. CONCLUSIONS AND FUTURE
RESEARCH DIRECTIONS

As more and more data is generated in different
fields, Al and ML are becoming popular, or rather,
essential to help process and analyze all this infor-
mation. One particular field that is enhanced by
AT and ML is related to cognitive customer profil-
ing, which aids the customer experience by tailoring
the way businesses interact with their customers
leveraging knowledge about their preferences and
consumer patterns. Several data sources are com-
bined to create accurate profiles, generating copi-
ous amounts of data that are usually handled in
powerful data centers, commonly located in the

cloud. These traditional cloud-based approaches
bring three key challenges: additional impact on
the communication network, increased latency, and
privacy implications.

A novel paradigm called Edge intelligence has ben-
efited from the booming of Al and ML applications
and services. Al and ML bring these abilities to the
devices deployed at the edge of the network infras-
tructure, improving the response time, reducing the
network traffic by avoiding sending bulks of data
to the network core, and simultaneously improving
data privacy [28]. Federative approaches stand out
as a way of distributing the load among the edge
nodes, taking advantage of a distributed approach.
Furthermore, recent developments in lightweight
and miniaturized models, which can be executed in
devices with low computing power such as those at
the edge of the network, could improve the perfor-
mance of a distributed CCP solution, overcoming
the challenges previously identified.
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