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Abstract — Deep Neural Networks (DNNs) are widely used for image classification but can struggle with
distorted images, leading to reduced accuracy. Moreover, these applications often demand meeting a strict
deadline. To this end, an alternative involves employing an adaptive offloading based on early exit DNNs
(EE-DNNs). EE-DNNs have branches inserted into their middle layers at the edge device. These branches
provide confidence estimates. If the classification is sufficiently confident, the inference terminates at the
edge device. Otherwise, the edge offloads the inference task to the cloud which runs the remaining layer.
Moreover, multiple branches can compose an ensemble that collectively produces a more accurate inference.
This work analyzes whether EE-DNN-based solutions can make DNN inference more robust against image
distortion, while also satisfying deadline requirements in an adaptive offloading. Our results show that, in
terms of accuracy, EE-DNNs and the ensemble approach are as sensitive as conventional DNNs for blurred
images. However, given the edge usage, these EE-DNNs approaches can reduce the inference time, enabling
them to better fulfill deadline requirements compared to conventional DNNs (i.e., with no branches).
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1. INTRODUCTION

Deep Neural Networks (DNNs) used in computer
vision faces multiple challenges, such as the pres-
ence of distortion in the image inputs. In this case,
studies have experimentally shown that the perfor-
mance of DNNs is highly sensitive to image dis-
tortions [1, 2, 3, 4], which can arise from exter-
nal conditions, such as camera movement during
capture or environmental factors [4]. As a result,
DNNs suffer a significant impact on their perfor-
mance when classifying images with various types
of distortions. Therefore, it is essential to develop
techniques and strategies to enhance the robust-
ness of DNNs against image distortions. By doing
so, we can improve their ability to maintain high
accuracy even when faced with distorted images.

Another challenge in computer vision applications

is ensuring that DNN inference operates with high
responsiveness, to meet strict deadlines. In this
context, Early Exit Deep Neural Networks (EE-
DNNSs) have gained attention for its ability to make
predictions at multiple stages of DNN depth, allow-
ing for quicker decisions, which reduces the infer-
ence time compared to the conventional DNN (with
no side branches).

This work aims to analyze whether solutions based
on EE-DNNs can make inference more robust
against distortions in images compared to con-
ventional DNNs, while meeting deadline require-
ments. EE-DNNs consist of DNNs with additional
branches inserted throughout their architecture [5,
6]. Given an input image, these branches can esti-
mate the confidence of the image classification. If
the confidence value exceeds a given threshold, the
image is considered sufficiently confident and can
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be classified early on the side branch. EE-DNNs
are based on the idea that captured images vary
in classification difficulty, and a significant portion
of images can be classified early using these side
branches.

Another approach involves using multiple side
branches to compose an ensemble [7]. In this
case, the inferences provided by each individual side
branch are combined collaboratively to produce a
single overall inference, which is then used to clas-
sify the image. We refer to this approach as an
ensemble-based strategy.

This work investigates whether EE-DNNs and
ensemble-based EE-DNNs with side branches can
make inference more robust against images with
Gaussian blur compared to conventional DNNs
(i.e., with no side branches). To achieve this, EE-
DNNSs and the ensemble-based strategy are imple-
mented in an adaptive offloading scenario, where
one part of the EE-DNN is processed on the edge
device, while the other part is run at the cloud
server. This work experimentally demonstrates
that the use of EE-DNNs and an ensemble-based
EE-DNNs can achieve an accuracy level equivalent
to conventional DNNs for images with various lev-
els of blur. Moreover, in an adaptive offloading
scenario aided by EE-DNNSs, this study shows that
EE-DNNs and ensemble-based strategy can signif-
icantly reduce inference time and the number of
Floating-point Operations (FLOPSs) by classifying
a substantial number of images early at the edge.
This work is structured as follows. Section 2
presents the related work existing in the litera-
ture. Next, Section 3 introduces the concept of EE-
DNNSs. Section 4 analyzes the performance of EE-
DNNSs solutions for when receiving distorted im-
ages and compares this to the performance of con-
ventional DNNs, while Section 5 analyzes the EE-
DNNs solutions considering application-level met-
rics. Finally, Section 6 concludes this work and
proposes the next steps.

2. RELATED WORK

There are several articles in the literature about
EE-DNNs. BranchyNet [5] is an EE-DNN proposal
that employs entropy to decide whether a certain
input can be classified early. On the other hand,
SPINN [6] makes this decision based on a classifica-
tion confidence estimate. BranchyNet and SPINN
experimentally show that, in different image clas-

sification datasets, a significant portion of images
can be classified early at the side branches because
achieves a given threshold. As a result, the primary
goal of this work is to reduce the average infer-
ence time. Other proposals, such as Dong et al. [8]
and LEE [9], develop optimization-based strategies
to dynamically select the number of DNN layers
processed at the edge or at the cloud to achieve
requirements. On the other hand, another direc-
tion of research focuses on implementing EE-DNNs
on various hardware setups. For example, Que et
al. [10] implements the early exit strategy on Field-
Programmable Gate Array (FPGA). Nevertheless,
previous work does not account for the presence of
images with potential distortions, which represents
a more realistic assumption in real-world applica-
tions.

Other studies have begun to investigate the influ-
ence of image distortion on DNN inference perfor-
mance. Dodge and Karam experimentally demon-
strate that DNNs are sensitive to image distor-
tion [1]. As a result, distorted images significantly
degrade the performance of DNNs. Therefore, sev-
eral studies propose strategies to enhance the ro-
bustness of conventional DNNs against distorted
images. DeepRepair [11] proposes a strategy based
on data augmentation to turn a running DNN
model more robust against inputs with distortion.
Meanwhile, AdaEE [12] and Split-EE [13] develop
strategies to adjust the early exit decision based
on blur level. Collabar [4] also trains a specialized
DNN model for each distortion type. However, Col-
labar implements a distortion classifier to identify
the distortion type present in the image and select
the appropriate specialized DNN. Nevertheless, the
drawback of these proposals is the need to store
and execute a specialized model for each potential
distortion type in the image. Consequently, this
approach may be impractical, particularly for edge
devices with constrained computational resources.
To address this issue, Pacheco et al. propose an ar-
chitecture of EE-DNNs with expert side branches,
where only the side branches are trained specifically
for each distortion type [2]. Therefore, EE-DNNs
with expert side branches can scale the number of
distortion types considered, without the need to
store and execute separate models for each distor-
tion type.

Unlike previous proposals, this work does not fo-
cus on developing new strategies to make EE-DNNs
specialized in specific distortion types. Instead, our
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goal is to compare the use of EE-DNNs to conven-
tional DNNs to improve performance in classify-
ing distorted images. Therefore, EE-DNN mod-
els in this work are not trained for a specific dis-
tortion type, such as in [4] and [3], nor the side
branches are trained to be expert in a particular
distortion type, such as in [2]. This article ana-
lyzes the inherent natural robustness of EE-DNNs
to handle distorted images. Therefore, this article
can recommend that applications that consider of
receiving images should employ EE-DNN solutions,
instead of conventional DNNs to achieve a better
performance. Moreover, unlike previous proposals,
except for [2], this work implements an adaptive
offloading scenario to reduce inference time com-
pared to a conventional DNN processed solely in
the cloud.

Our previous paper [14] investigates EE-DNN so-
lutions for enhancing inference robustness against
blurred images compared to conventional DNNs
in an adaptive offloading scenario. The results
demonstrate significant improvements in inference
robustness with EE-DNNs and ensemble. This arti-
cle focuses on evaluating EE-DNNs and ensemble-
based solutions at application-level metrics, such
as inference outage probability and missed dead-
line probability, which is crucial to assessing per-
formance in adaptive offloading scenario [15]. This
work finds that EE-DNNs and ensemble-based
approaches improve inference robustness against
blurred images, particularly in meeting deadline re-
quirements.

3. EARLY EXIT DEEP NEURAL
NETWORKS

Deep Neural Networks (DNNs) can be described as
a sequence of neural layers capable of extracting
features from input images and learning from these
features. Generally, the initial layers of DNNs ex-
tract simpler features, while the deeper layers can
extract more complex features. Early exit Deep
Neural Networks (EE-DNNs) are based on the as-
sumption that different inputs may require features
with varying levels of complexity to be adequately
classified [5]. In other words, there are inputs in
the dataset that can be easily classified using fea-
tures extracted by the initial neural layers. Hence,
such samples can be classified right after process-
ing these early layers. To achieve this, EE-DNNs
have side branches inserted in their intermediate

layers. On the other hand, there are other samples
that need more complex features obtained from the
deeper neural layers. In this case, these inputs must
be processed by deeper layers to obtain an accurate
classification.

Fig. 1 illustrates an EE-DNN with multiple side
branches inserted throughout its architecture. In
this figure, the gray vertices L,,---, L, represent
the neural layers of the DNN’s main backbone.
The side branches are depicted by vertices by, -, by.
These side branches b, can classify specific inputs
using features extracted by the neural layers of the
main backbone up to the corresponding side branch
L,,---,L;. This article follows the approach devel-
oped by SPINN [6] and inserts three side branches
equally spaced in terms of FLOPs along the ar-
chitecture of the DNN’s main backbone. Conse-
quently, EE-DNN comprises four exits, including
the output layer present in the main backbone rep-
resented by the vertex L. For training, we employ
the traditional training procedure proposed by [5]
and [6].

Ly T L2—>'l'—> Lk—l—'Lkﬂ—""—> Ly
by

b; b,

Figure 1 — Generic EE-DNN architecture. This image is
extracted from our previous work [14].

3.1 Adaptive offloading

This work implements an EE-DNN in an adaptive
offloading scenario [15]. Fig. 2 illustrates this sce-
nario, in which a part of the EE-DNN is imple-
mented on the edge device, while the remaining
layers are processed on the cloud server. First, we
define k as the number of side branches executed on
the edge device. The output of layer L, is sent to
the cloud in case the side branches b, ---, b, cannot
perform the classification.

Edge

image — L, TLZ *"l'*’Lk 7

b, b; by
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Figure 2 — An adaptive offloading scenario. This image is
extracted from our previous work [14].
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Once the EE-DNN is trained, its model receives
an input image and processes it to perform in-
ference and classify the object present in the im-
age. The edge device processes the image through
each neural layer until it reaches the side branch
b;, where ¢ = 1,---,k, and k is the number of side
branches in the edge device. At this stage, the side
branch b, generates the output vector z,. From
this vector z,, we can compute the probability vec-
tor p, = softmax(z;) x exp(z;), where each ele-
ment corresponds to the probability of the image
belonging to a certain class. Next, the classifica-
tion confidence f; is calculated as f; = max e p;
where p; . is the c-th element of vector p; and € is
the set of possible classes. If the confidence value
f; is greater than or equal to a certain threshold
a (ie., f, > a), the edge device concludes the in-
ference and the side branch b, classifies the image
as § = argmaxcec,(pi,c), where ¢ denotes the la-
bel classified by the side branch. Otherwise, i.e.,
f; < «, the input is processed through the next
layers of the main backbone until it reaches the
next side branch b, ,, where the described proce-
dure is repeated. If none of the side branches at the
edge reach the threshold «, then the edge device
sends the inference to the cloud, where the remain-
ing neural layers of the EE-DNN’s main backbone
are processed.

3.2 Ensemble of side branches with adaptive
offloading

The ensemble-based EE-DNN strategy aims to use
the individual inferences provided by each side
branch to collectively produce a more accurate fi-
nal inference [7]. In other words, the inference pro-
cess does not end at the side branches; instead,
their results are accumulated to compose an en-
semble. Thus, after processing the k side branches,
we obtain the set of probability vectors given by
X = {p17p27 7pk}

After processing the k side branches, Qendro et
al. obtain the total inference pe(X’) produced by
the ensemble of side branches by taking the arith-
metic mean of the probability vector p, from each
side branch [7]. However, in this work, we apply a
weighted mean, in which the weighting is based on
the accuracy of each branch b;, denoted by Acc;.
The purpose of employing the weighted mean is to
make the influence of a branch on the total infer-
ence, produced by the ensemble, proportional to

its accuracy obtained on the validation set. It is
worth noting that, in this paper, the total infer-
ence given by the ensemble does not consider the
inference provided by the output layer of the main
backbone, as it is implemented in the cloud.
During inference, each neural layer processes the
input image, including the side branches k& imple-
mented at the edge, resulting in the set of inferences
XK. The total inference produced by the ensemble
of side branches pg(X’) is computed as a weighted
mean given by

k
pS(‘%):ZACCi'pi' (1)

Thus, Equation (1) computes the probability vec-
tor pe(X') via a weighted mean by using the ac-
curacy of each side branch Acc; as a weight. As
in Section 3.1, this vector is used to obtain the
classification confidence f.(X) = max..e pe (X)),
where pe .. is the c-th element of the vector pg(X).
Then, it is checked if fo(X) > «. In this
case, the edge device classifies the image as § =
argmax__,(pe(X)). Otherwise, the edge device
sends the inference to the cloud to process the main
backbone, as explained in Section 3.1.

4. EXPERIMENTS

The experiments in this work evaluate the impact
of adopting solutions based on EE-DNNs to clas-
sify images with different levels of Gaussian blur
compared to a conventional DNN (i.e., with no
side branches). For this purpose, the classifica-
tion performance using the early exit ensemble is
compared to the performance obtained by a con-
ventional DNN implemented solely on the cloud
server. The use of a conventional DNN corresponds
to a traditional strategy, where the mobile device
captures the image and transmits it to the cloud
for further processing. This section describes the
dataset and the experimental setup employed and
then presents the experiments. All the developed
code is available in an open repository!.

4.1 Dataset

This work uses the Caltech-256 dataset [16], which
contains 30 607 color images of everyday objects,
such as motorcycles, flags, and sneakers, without
distortion. The dataset consists of 257 categories

Ihttps://github.com/pachecobeto95/DR_EENN
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and has been divided into 80% of the images for
training, 10% for validation, and 10% for testing.

To perform this evaluation, a procedure is neces-
sary to introduce different levels of distortion into
the images. The distortion evaluated in this work is
a Gaussian blur. An image with Gaussian blur can
be modeled as follows: g(x|osp) = f(x)*h(z|ogg),
where £ = (x,,x,) are the pixel coordinates. The
term g(z|o,p) represents the image with Gaussian
blur, while f(z) denotes the undistorted image, and
h(z|ogp) is the Gaussian filter. The standard de-
viation of this Gaussian filter is denoted by osp.
The level of blur present in the image depends
on the standard deviation of the Gaussian filter
oqp. Thus, the higher the 045 value, the more
the image is distorted with blur. This work em-
ploys o € {0,0.1,0.2,0.5,0.8,0.9,1,1.2,1.5,1.8}.
Images without distortion correspond to o5z = 0.

4.2 Experimental setup

This work reproduces a realistic adaptive offload-
ing scenario, as shown in Fig. 2. To this end, a
Nvidia Jetson Nano board? is used as the edge de-
vice, running an Ubuntu 18.04 Operating System
(OS) and located in Rio de Janeiro, Brazil. The
edge device is equipped with an Nvidia Maxwell
GPU with 128 cores and an ARM A57 CPU with
four cores running at 1.43 GHz. Additionally, the
experiment utilizes an Amazon AWS EC2? (Elas-
tic Cloud Computing) virtual machine as the cloud
server, instantiated in Sdo Paulo, Brazil. Sado Paulo
is chosen as it is the closest AWS location to Rio
de Janeiro, providing the best cloud use case. The
cloud machine is a g4dn.xlarge instance with four
Intel Cascade Lake vCPUs and an NVIDIA Tesla
T4 GPU, running Ubuntu 20.04 LTS. To imple-
ment the scenario, including the application on the
cloud server, Python Flask* is used. The edge de-
vice is connected to the Internet through a Gigabit
Ethernet network interface and communicates with
the cloud server using HTTP.

Before conducting the experiments, the network
conditions between the edge device (Nvidia Jet-
son Nano) and the cloud server (Amazon EC2
g4dn.xlarge instance) are checked. This is done
by measuring the Round Trip Time (RTT) and
throughput using ping and iPerf3, respectively.

’https://www.nvidia.com/en-us/autonomous-machines/
embedded-systems/

3https://aws.amazon.com/ec2/

‘https://flask.palletsprojects.com/en/2.2.x/

The average throughput obtained is 93.9 Mbps,
with a standard deviation of 3.8 Mbps. The av-
erage RTT is 11.91 ms, with a standard deviation
of 0.66 ms. These values may vary during the ex-
periment.

This article employs MobileNetV2 [17] as the ar-
chitecture for the conventional DNN, since it is a
lightweight model designed to run on devices with
limited computational resources. For EE-DNN,
three branches are inserted into intermediate layers
along the MobileNetV2 architecture, following the
strategy proposed by SPINN [6]. As mentioned in
Section 3, EE-DNNs have a confidence threshold
« to decide whether an image should be classified
early. In the experiments, « is set to {0.8,0.9}.
The DNN and EE-DNNs are calibrated using the
methodology described in [15].

For each experimental round, we add Gaussian blur
to each image in the dataset with a given level,
varying according to o5 p. In the execution of the
experiment with EE-DNNs and the ensemble, we
first define the number of active side branches (i.e.,
branches that can terminate the inference) at the
edge and the confidence threshold «. Then, the
edge device starts a timer to measure the inference
time and begins processing the neural layers at the
edge. If the inference meets the confidence crite-
ria to terminate the classification at the edge, as
described in Section 3, the timer is stopped. Oth-
erwise, the edge device sends the data to the cloud
server, which in turn processes the remaining neu-
ral layers of the DNN. In this case, the edge device
waits for an HTTP response from the cloud server
to stop the timer.

In the execution of the experiment with conven-
tional DNN, a timer is first started and the image
is immediately sent to the cloud server without pro-
cessing any of the layers at the edge. Upon receiv-
ing the image, the cloud processes all the neural
layers of the conventional DNN. As described ear-
lier, the edge device waits for an HTTP response
from the cloud server to stop the timer.

After completing an experimental round, it is pos-
sible to obtain the inference time required to clas-
sify an input and evaluate whether the classification
performed is correct. This procedure is performed
for each of the images in the test set. Therefore,
the overall accuracy measured by the model and
the average inference time are obtained. Addition-
ally, in the case of EE-DNN and the ensemble of
side branches, the probability of early classification
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at the edge is also evaluated. The next sections
present these results, comparing the EE-DNN with-
out the ensemble, referred to simply as “EE-DNN”,
with the ensemble of side branches, referred to as
“Ensemble”, and the conventional DNN.

4.3 Accuracy

In this section, we assess the overall accuracy
achieved by the EE-DNN, the ensemble of side
branches, and the conventional DNN for different
levels of Gaussian blur. Given a distortion level, the
overall accuracy is calculated as the number of cor-
rectly classified images divided by the total number
of images, considering both the images classified on
the edge device and on the cloud server.

Fig. 3 illustrates the overall accuracy as a func-
tion of the Gaussian blur level, considering differ-
ent confidence thresholds o and the number k of
active branches at the edge. Note that the results
for the conventional DNN are the same across all
figures, as they are not dependent on « or the
number of branches. At first glance, the figure
reveals that the accuracy of the evaluated mod-
els decreases as the level of blur in the images
increases. This finding supports the conclusion
made by Dodge and Kara [1], indicating that im-
age distortion leads to a degradation in DNN ac-
curacy. Furthermore, the figure demonstrates that
for undistorted images or those with a low level of
blur (i.e., o € {0,0.1,0.2}), the accuracy of both
the EE-DNN and the ensemble of side branches can
even surpass the performance of the conventional
DNN. This outcome aligns with the expected be-
havior of an EE-DNN, as it adapts to images with
varying levels of classification complexity within
the same dataset [5]. We can observe that the
ensemble of side branches achieved a performance
comparable to that of EE-DNN and maintained a
better performance than conventional DNN after
introducing a low level of blur. Therefore, these
results recommend the adoption of EE-DNN-based
solutions over conventional DNNs, even for undis-
torted or mildly blurred images.

When comparing the performance of the EE-DNN
and the ensemble of side branches in Fig. 3, it be-
comes evident that the ensemble achieved a slight
accuracy gain over EE-DNN. This behavior arises
from the fact that the ensemble of side branches
employs multiple branches to obtain a more ac-
curate estimation of the classification confidence

fe(X') compared to the confidence estimates of the
individual branches. As a result, the ensemble en-
hances decisions regarding samples that should be
classified at the edge. Consequently, the ensem-
ble performs fewer early classifications at the edge,
as will be demonstrated in Section 4.4, and relies
more often on the more robust DNN in the cloud.
These observations turn the ensemble into an in-
termediary solution between the EE-DNN and the
conventional DNN. Despite the slight increase in
accuracy compared to the EE-DNN, the ensem-
ble does come with certain disadvantages relative
to EE-DNN, which will be elaborated upon in the
forthcoming experiments. Given the similarity in
accuracy behavior between three and two branches,
subsequent experiments in this study assume the
activation of all three branches.
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(c) Three side branches
and o = 0.8.

(d) Three side branches
and o = 0.9.

Figure 3 — Overall accuracy of EE-DNN, ensemble of side
branches and conventional DNN, considering various confi-
dence thresholds « and different number of side branches at
the edge device. This image is sourced from our previous
research [14].

4.4 Early exit probability

This section assesses the impact of EE-DNNs and
the adoption of the ensemble strategy in terms of
the probability of classifying an image on edge de-
vice. To compute this probability, the experimen-
tal procedure described in Section 4.2 is executed.
Subsequently, this probability is computed as the
number of samples classified early at the edge de-
vice divided by the total number of samples in the

©International Telecommunication Union, 2024 349



ITU Journal on Future and Evolving Technologies, Volume 5, Issue 3, September 2024

test set. This computation is performed for each
level of Gaussian blur.

Fig. 4 presents the early exit probability results
across different levels of Gaussian blur using three
side branches on the edge device. The blue curve
corresponds to the results obtained by an EE-DNN|
while the red curve represents the results obtained
by the ensemble of side branches. In particular,
there are no results for the conventional DNN, as
the early exit probability is consistently zero. Fig. 4
illustrates that a substantial portion of the test set
images can be classified early at the edge device.
For instance, Fig. 4(a) demonstrates that at least
20% of images with Gaussian blur of oo = 1 can
be classified early at the edge, regardless of the use
of an ensemble. These results show the implemen-
tation of solutions based on EE-DNNs can be effec-
tive to reduce inference time considering distorted
images, as a significant portion can be classified
at the edge. Fig. 4 reveals that the ensemble re-
duces the number of images classified early at the
edge compared to the EE-DNN for various levels of
Gaussian blur. Therefore, the results in figures 3
and 4 show a clear tradeoff between accuracy and
the early exit probability, since the ensemble needs
to rely more on the cloud to achieve a slight accu-
racy gain over the EE-DNN. Consequently, when
compared to an EE-DNN, the ensemble may in-
crease the inference time due to the need to send
more images to the cloud. Additionally, the ensem-
ble requires more processing, as all branches are
utilized in inference. The forthcoming experiments
aim to analyze this processing and inference time
penalty in the ensemble strategy, while also com-
paring the outcomes to the conventional DNN.

©
i
o
N
i
o

o
W
o
o
W
o

Early-Exit Probability
o
N
o
Early-Exit Probability
o
N
o

0.10{ — EE-DNN 0.10f —™ EE-DNN
—— Ensemble —— Ensemble
0.00 0.0 0.5 1.0 1.5 0'000.0 0.5 1.0 1.5

Gaussian Blur (og) Gaussian Blur (og)

(a) «=0.8. (b) @« =0.9.

Figure 4 — Early exit probability at the edge device of EE-
DNNSs and ensemble of side branches for various thresholds.
The image is extracted from our paper [14].

4.5 Number of floating-point operations

The DNNs examined in this study consist of con-
volutional layers that perform multiple convolution
operations to classify a given image. The convolu-
tion operation involves numerous addition and mul-
tiplication operations, thus representing floating-
point operations (FLOP). This section evaluates
the number of FLOPs required for image classifica-
tion. To measure the FLOPs count for each eval-
uated model, the inference procedure described in
Section 3 is executed, and the number of FLOPs
needed until the completion of inference is mea-
sured. For instance, if a classification is completed
in the second side branch, only the number of
FLOPs up to that branch is counted. If classifi-
cation at the edge is not possible, the additional
FLOPs needed to process the output layer of the
main branch are also measured. For each distortion
level, the average number of FLOPs is computed
for each evaluated model. The library utilized for
measuring FLOPs is pthflops 0.4.2°, available in
Python.

Fig. 5 shows the average number of FLOPs re-
quired for image classification across different levels
of Gaussian blur. It is noteworthy that the curve
corresponding to the conventional DNN remains
constant, regardless of the level of Gaussian blur
o p present in the image. This is because an im-
age is processed through all its neural layers in the
conventional DNN, regardless of the blur level. On
the other hand, the curves for EE-DNN and the
ensemble of side branches exhibit a slight increase
in FLOPs, which varies based on the image’s blur
level. This behavior arises from images with higher
levels of blur being less frequently classified prema-
turely at the edge. Consequently, such images need
to traverse more neural layers, resulting in a higher
count of FLOPs.

Fig. 5 primarily demonstrates that the utilization
of solutions based on early exits DNNs, such as EE-
DNN and the ensemble of side branches, can sig-
nificantly reduce the number of FLOPs compared
to the conventional DNN, where all neural layers
are always processed. Desislavov et al. experimen-
tally demonstrate a strong relationship between the
number of FLOPs and energy consumption, where
a higher count of FLOPs indicates a greater number
of neural layers, leading to increased energy con-
sumption by the device that executes the DNN [18].

Shttps://pypi.org/project/pthflops/
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Consequently, EE-DNNs and the ensemble of side
branches indirectly contribute to energy savings by
reducing the number of processed neural layers.
When comparing an EE-DNN and the ensemble of
side branches, it becomes evident that the ensem-
ble performs significantly more operations than the
EE-DNN, mainly because it classifies fewer samples
prematurely at the edge. Hence, this outcome sug-
gests that the ensemble of side branches might con-
sume more energy than the EE-DNN and require a
longer time to classify samples, as demonstrated in
the following experiments.

x10° x10®
30 30
n : w0 N
a 28] -« DNN Conventional a 28 -+~ DNN Conventional
9 -+- EE-DNN o) -w- EE-DNN
—— Ensemble — —— Ensemble
26 H#’/____/ Y26
24 [
---------------------------------- ~ 24 ‘_‘J“_»_'_____,v-v-v---:—-u-*d--v’
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Gaussian Blur (0g) Gaussian Blur (og)
(a) «=0.8. (b) @ =0.9.

Figure 5 — Number of FLOPs for EE-DNNs and ensemble
of side branches given different confidence thresholds. This
image is derived from our previous work [14].

4.6 Inference time

This section analyzes the inference time of the
DNN approaches for different Gaussian blur lev-
els. This experiment utilizes the implementation
of the adaptive offloading scenario, as described in
Section 4.2, considering three side branches at the
edge device. For each blur level value, the aver-
age inference time and its corresponding 95% confi-
dence interval are calculated for the three evaluated
approaches.

2.00 N 2.00 .
@ @
€150 g
-E . 4-- Conventional DNN E 1.50 4-- Conventional DNN
g - EE-DNN g -4 EE-DNN
c 1.00 —— Ensemble < 1.00 —+— Ensemble
8 8
L L
£0.50 £0.50

0.5 1.0 1.5 0.5 1.0 1.5
Gaussian Blur (og) Gaussian Blur (og)

(a) a=0.8. (b) @ =0.9.

Figure 6 — Average inference time, in seconds, of EE-DNN
and ensemble of side branches in an adaptive offloading sce-
nario and conventional DNN. This image is extracted from
our paper [14].

Fig. 6 illustrates the average inference time and
its corresponding confidence interval® for the evalu-

In Fig. 6, the confidence interval is not visually noticeable
on the curve

ated approaches as a function of the Gaussian blur
level. This figure reveals that solutions based on
EE-DNNs have significantly reduced the inference
time for image classification compared to the con-
ventional DNN. This behavior arises because EE-
DNN-based solutions, including both EE-DNN it-
self and the ensemble of side branches, can classify
a substantial number of images at the edge, thus
preventing the introduction of communication de-
lays. In contrast, the conventional DNN always
requires sending the raw image to the cloud, intro-
ducing communication delay. As mentioned in Sec-
tion 4.2, the cloud instance is located in Sao Paulo,
which is close to the edge device located in Rio de
Janeiro. Nevertheless, the results demonstrate a
drastic reduction in the inference time, which could
be even more significant if considering a cloud in-
stance in more distant regions. Figures 3 and 6
indicate that EE-DNN and the ensemble-based so-
lution yield similar results, especially with low blur
levels. This is expected, due to the small difference
between the EE-DNN and ensemble, contrasting
with higher blur levels.

5. APPLICATION-LEVEL METRICS

The metrics evaluated in Section 4 are commonly
used for evaluating the performance of DNN models
during inference. However, these metrics often fall
short in capturing a crucial aspect of DNN model
reliability necessary for meeting the demands of an
application. To this end, we evaluate DNN per-
formance under application-level metrics that di-
rectly assess the DNN model’s ability to meet ap-
plication requirements.The first metric, inference
outage probability, quantifies the model’s capabil-
ity to achieve an accuracy target. The second met-
ric, known as missed deadline probability, accounts
for the probability of meeting both accuracy and
inference deadline requirements.

5.1 Inference outage probability

In practical applications, the primary goal for an
early exit DNN model is to attain a specific target
accuracy level. In this context, we can adjust the
confidence threshold « as the desired target accu-
racy level. Hence, the threshold « plays the role of
the desired target accuracy. Therefore, a suitable
accuracy-related performance metric is the fraction
of inputs that are classified with an accuracy level
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greater than «. In our previous article [15], this
metric is referred to as inference outage probability.
To calculate this metric, we segment test input
into batches and assess the average accuracy. In
our specific scenario, we must evaluate two dis-
tinct types of accuracy. The first type, accuracy
at the edge device, denoted as Acc,qy,, exclusively
accounts for inputs classified at the edge device.
Consequently, for a given batch denoted as By,
AcCoqqe(By) is computed as the number of inputs
correctly classified at the edge divided by the total
number of inputs classified at the edge device. Note
that only inputs classified at the edge are included
in the average. The edge inference outage proba-
bility is then computed as the fraction of batches
that the edge inference outage event occurs [15].

Fig. 7 presents the edge inference outage probabil-
ity as a function of the confidence threshold for
varying blur levels. This plot serves as a com-
parative analysis of the performance between the
EE-DNN and ensemble approaches, specifically in
terms of edge inference outage probability. As pre-
viously explained, the conventional DNN considers
a cloud-based scenario, devoid of any edge devices.
Consequently, there exists no concept of edge in-
ference outage probability in a conventional DNN.
Fig. 7 shows that, for pristine images (05 = 0), the
EE-DNN and ensemble present similar behavior in
terms of edge inference outage probability consid-
ering different blur levels and distinct thresholds.

0.5
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Figure 7 — Edge inference outage probability of EE-DNNs,
ensemble and conventional DNN for different blur levels.

Another type of accuracy to be evaluated is the
overall accuracy, which is computed as the frac-
tion of inputs correctly classified, considering im-
ages classified at the edge device and on the cloud
server. Fig. 8 illustrates the overall inference out-
age probability as a function of confidence thresh-
olds across various blur levels. According to this
metric, both the EE-DNN and ensemble demon-
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Figure 8 — Overall inference outage probability of EE-
DNNs, ensemble and conventional DNN for different blur
levels.

strate similar behavior. Consequently, there is no
significant difference between these two approaches.
In contrast, the conventional DNN demonstrates
a significant reduction in overall inference outage
probability when compared to early exit-based so-
lutions, such as EE-DNN and ensemble. At first
glance, the conventional DNN appears to be the
most suitable choice for reducing the overall infer-
ence outage probability and is thus likely to satisfy
the desired accuracy requirement. However, this
enhancement, in terms of this metric, comes at the
cost of introducing communication delays since the
conventional DNN uses a cloud-based scenario. As
a result, conventional DNN may face challenges in
satisfying both accuracy and inference time require-
ments, which we explore in the subsequent section.

5.2 Missed deadline probability

In contrast to the previous metric under consid-
eration, a successful application must simultane-
ously meet both accuracy and inference time re-
quirements. In pursuit of this objective, our prior
article [15] introduces a novel metric named missed
deadline probability, which assesses a model’s abil-
ity in attaining these crucial requirements.

To describe this metric, we must define missed
deadline. A missed deadline is an event that hap-
pens when either the average inference time T} ; is
larger than an application-defined latency deadline
tiar (€., Tip > t,,) or when the average overall
accuracy Acc,, is smaller than an accuracy re-
quirement « (i.e., Accyy, < @). Thus, the missed
deadline probability quantifies the model’s ability
in meeting inference time and accuracy require-
ments. The missed deadline probability is an end-
to-end application performance metric, since this
metric depends on overall accuracy, and also infer-
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ence time which includes the communication delay
to offloading data to the cloud.

To calculate the missed deadline probability, we fol-
low a similar process of grouping the test inputs
z into batches, denoted as B, By . For each
batch B, we compute two key metrics: the aver-
age inference time, denoted as T} (B ), and the av-
erage overall accuracy, referred to as Acc,i(By)-
The missed deadline probability P, is computed
as the fraction of the batches in which the missed
deadline event occurs [15].

Fig. 9 presents the performance of the evaluated
approaches, EE-DNNs, ensemble, and conventional
DNN, in terms of missed deadline probability P,,,
according to the deadline requirement ¢,,.. Specif-
ically, Fig. 9(a) and Fig. 9(b) show the results
considering the confidence threshold o = 0.8 and
a = 0.83, respectively. We choose the threshold
o = 0.83 because it represents a a higher accuracy
requirement compared to a = 0.8, yet it is not set
so high that it would consistently result in P, ;, =1
for all batches. Therefore, the choice of o = 0.83
strikes a balance, ensuring that the batches can
still meet the accuracy requirement without con-
sistently resulting in P,; = 1. In these figures,
each curve corresponds to the results obtained us-
ing images with a different blur level 0.

Fig. 9 shows that, for a tight deadline require-
ment, the EE-DNN, ensemble and conventional
DNN present the same result, by obtaining P, ; =
1. This happens because the evaluated approaches
cannot meet the deadline requirement ¢, ., incur-
ring a missed deadline event. For example, in
Fig. 9(a), considering a t,,, < 250ms and images
with blur level o5 = 1.0, the EE-DNN, the ensem-
ble and conventional DNN obtains the same results
of P, =1. As t,,, increases, the early exit-based
approaches, EE-DNN and ensemble, start to re-
duce the missed deadline probability, while the con-
ventional DNN remains obtaining P,,; = 1. This
result occurs because the EE-DNN and ensemble
approaches start to meet t¢.,., due to the use of
edge-cloud co-inference, which allows us to classify
a significant fraction at the edge, reducing the aver-
age inference time T} (B, ) for each batch. On the
other hand, the conventional approach cannot sat-
isfy t,,,, due to the introduction of communication
delay in a cloud-only scenario. Moreover, we can
notice that the EE-DNN and ensemble approaches
obtains similar behaviors.

In Fig. 9(b), we can notice that, when oz = 1.5,

the missed deadline probability P, ; is always equal
to 1, due to the low accuracy observed in highly
blurred images. Furthermore, except when oz =
1.5, the ensemble exhibits a slight advantage over
the EE-DNN, due to its capacity to meet demand-
ing accuracy requirements.

As a conclusion, the results experimentally demon-
strate that the use of early exit-based approaches,
such as EE-DNN and ensemble, improve the
model’s ability to meet accuracy and deadline re-
quirements compared to the conventional approach
for several blur levels, which is crucial for computer
vision applications.

6. CONCLUSIONS AND FUTURE
WORK

This study shows that the EE-DNN and the ensem-
ble of side branches improve accuracy slightly com-
pared to conventional DNNs in images with mini-
mal Gaussian blur. Thus, adopting an EE-DNN-
based solutions is recommended for undistorted or
lightly distorted images. However, as Gaussian blur
increases, their accuracy aligns with or slightly lags
behind conventional DNNs. In adaptive offloading
contexts, early exit strategies offer advantages. The
EE-DNN and the ensemble of side branches classify
a significant portion of inputs at the edge early, re-
ducing inference time and FLOPs, potentially low-
ering energy consumption. Despite minor accuracy
reductions in specific cases, their early classification
ability at the edge proves advantageous.

Future work will focus on enhancing EE-DNN ro-
bustness against various distortions like Gaussian
noise and image compression. Novel ensemble
strategies will also be explored to improve DNN
inference in distorted images while meeting dead-
line requirements. Additionally, analyzing these
approaches across various image distortions will be
a focus of future investigations.
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