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Abstract - The cloud-network slicing concept has been established to deal with the advent of the Fifth Generation (5G)
of mobile networks and its enabling technologies, thus promoting softwarization and cloudification. The Novel Enablers
for Cloud Slicing (NECOS) ecosystem distinguishes itself over state of the art through the definition of slicing at both cloud
and network levels and by promoting a Management and Orchestration (MANO) platform that provisions features with a
self-organized and full-service automation approach across multiple federated domains. In the NECOS architecture, the In-
frastructure and Monitoring Abstraction (IMA) component fetches Key Performance Indicators (KPIs) associated with the
constituent parts of the active cloud-network slice instances managed by the NECOS platform. However, the design of the
IMA monitoring component follows a centralized approach running at the core-cloud domain. Thus, the IMA concentrates on
the monitoring data fetching function, done through interaction with measurement applications. It books all of them into a
database and then forwards the incoming data for targeting management applications. Our findings in the slice monitoring
state of the art study and assessments in IMA central cloud monitoring suggest that the centralized cloud approach cannot
make distinct monitoring technologies compatible, besides not presenting a monitoring-as-a-service perspective that allows
a self-organized and fully-service automated monitoring management scheme. In this regard, this work proposes the Dis-
tributed Infrastructure and Monitoring Abstraction (DIMA) multilevel monitoring plan. DIMA can promote monitoring as a
service across an edge-cloud continuum inside the NECOS domain, enabling cloud/edge-centric and distributed monitoring
schemes at the granularity of cloud-network slices’ constituent parts. In order to assess the DIMA monitoring concept, we
carried out a Proof of Concept (PoC) over a real-world testbed setup, confirming the proposed architecture’s effectiveness and
a practical view of the DIMA’s impact in provisioning multilevel monitoring.
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1. INTRODUCTION virtual resources (e.g., containers or virtual machines,
virtual network interfaces, bridges, virtualized network
functions, and tunnels). In addition, the virtual resources
are mapped onto physical network infrastructure re-
sources (e.g.,, physical network interface with reserved
bandwidth, servers), which are fully programmable to

provide a monolithic end-to-end view [6].

The disruptive design of the Fifth Generation (5G) is
based on a softwarized and cloudified ecosystem that
aims to provide a flexible, dynamic, elastic, and scalable
environment [1]. For example, Software-Defined Net-
working (SDN) [2] has shifted the paradigm from spe-
cialized hardware-based networks (such as switches and
routers) to an ecosystem of software components running
on clusters of general-purpose machines (cloud servers

The Novel Enablers for Cloud Slicing (NECOS) project [7]
brings a more comprehensive slicing view by decoupling

of data centers) [3]. Such software components have net-
work resource management and programmability capa-
bilities in a dynamic, granular, and scalable fraction from
Network Function Virtualization (NFV) [4] enabling capa-
bilities. The list of innovations in 5G networks includes
service delivery in monolithic character, from isolated
logical partitions that define different instances over the
same available physical infrastructure, namely slices.

At the network infrastructure level, these partitions are
known as network slices [5] and have become the norm
among network operators in pursuing new business mod-
els. Technically speaking, a network slice is bound to

Management and Orchestration (MANO) features at the
network and cloud levels. In addition, the project ad-
vances beyond the state of the art by designing a cloud-
network slicing platform capable of operating across mul-
tiple domains while leveraging an architecture with dy-
namic end-to-end scope [8, 9] for a fully self-organized,
service-automated, and template-driven MANO of ser-
vices.

A cloud-network slice instance orchestrated by the
NECOS platform is created from standardized templates,
which abstracts the complexity of defining the use of
the computational and network resources required for
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Fig. 1 - Hypothetical scenario for a cloud-network slice A

its deployment. NECOS templates represent the follow-
ing groups of managed elements: (i) infrastructure re-
sources (e.g., network, edge/cloud) and virtualized net-
work functions; (ii) manageable resources (i.e., connec-
tivity, computation, and storage); and (iii) application
services, which features operations and attributes spe-
cially designed for the requirements of specific industry
sectors.

In the self-organizing end-to-end cloud-network slicing
service provided by the NECOS platform, each slice is
composed of a set of constituent sub-units called slice
parts [8]. The slice parts are mapped to physical and vir-
tual infrastructure resources from the NECOS platform'’s
MANO functions, with a wide range of both network- and
cloud-level enabling technologies. Fig. 1 depicts a hypo-
thetical cloud-network slicing deployment and its respec-
tive elements.

In the scenario described in Fig. 1, we consider a given de-
ployed cloud-network slice A instance, which is composed
of the following slice parts elements:

a) core-cloud slice part;
b) edge-cloud slice part;

¢) network slice part backhaul: interconnects the core-
cloud slice part and the edge-cloud slice part;

d) RAN slice part: interconnects the edge-cloud and
RAN slice parts.

In the NECOS project, the MANO platform has as one of its
functional requirements to provide monitoring of cloud-
network slice instances, taking into account the granu-
larity of constituent slice parts in a self-organized and
template-driven manner. In addition, the NECOS platform

has the functional requirement to continuously monitor
all active slice parts during all their life cycles. Therefore,
the Key Performance Indicators (KPIs) that can be moni-
tored must be stored in a database accessible to architec-
tural components responsible for maintaining the entire
life cycle of the active cloud-network slices (e.g., elasticity
control mechanisms).

1.1 Problem statement

Within the NECOS domain, determining which cloud-
network slice parts are affected by system anomalies is
a critical and challenging management problem. Analyz-
ing the operational impact of monitoring and controlling
at the finest granularity requires understanding: (i) the
interdependency between the slice parts, (ii) the tech-
nologies involved in their orchestration and interfacing,
and (iii) the impact of their use on the end-to-end cloud-
network slice structure, among other several important
aspects. In general, slice parts must be monitored contin-
uously (with different reading periods) by collecting KPIs
on their systems and technologies (e.g., communication
and software interfaces).

In the NECOS ecosystem, the Infrastructure and Monitor-
ing Abstraction (IMA) [10] component provides a north-
bound interface that allows the abstraction of the moni-
toring of slice parts. IMA is designed on a fully centralized
approach, on components hosted in the network core-
cloud. IMA creates management agents (called adaptors)
for each orchestrated slice part, which runs in the cen-
tral cloud as a Virtualized Network Function (VNF). Each
adaptor performs KPI selection from a set of measure-
ments available in the IMA database based on its crite-
ria defined according to its functional requirements. To
this end, applications provide monitoring KPIs by
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delivering to IMA all possible collectible measurements
on the monitored devices in the whole domain [11].
Upon receiving these, IMA books the entire information
in a local database accessible through well-defined
internal functions and interfaces in the NECOS [12]
architecture.

Our findings in the related literature identified the em-
ployment of different monitoring modes in cloud/edge
systems. The existing solutions are mainly based on de-
ployments: (i) centralized in the core-cloud, (ii) partially
distributed, and (iii) fully distributed, which adopt com-
puting devices that are part of the whole interconnected
system [13]. The discussion about the impacts of cen-
tralized versus distributed mode approaches goes back a
long way. The study conducted in [14] suggests that dis-
tributed approaches can be adopted to minimize the data
exchange rate between the involved systems without sig-
nificantly reducing the overall system performance. Fur-
thermore, distributed approaches can efficiently and scal-
ably impact large-scale, highly dense systems [15].

Centralized monitoring levels, where a single system con-
centrates all data collection functions, are suitable for
small systems. In these systems, the control is generally
facilitated by requiring less effort to operate in a largely
known environment. On the other hand, large-scale sys-
tems demand an approach with processing redundancy,
aiming for more fault tolerance, capable of offering higher
scalability rates and allowing a set of functions to be exe-
cuted in predefined locations (e.g., central cloud or edge
servers), these being natural properties of a distributed
monitoring model. As the NECOS project assumes a large-
scale system from a federation of different networks and
cloud providers being defined by cloud-network slices,
this research believes that the centralized monitoring ap-
proach of the IMA component needs to be revised to meet
ultra-low latency rates required by 5G use cases.

By definition, the cloudified approach of the 5G ecosys-
tem assumes that there are data centers distributed along
the adjacent domain, with locations and capabilities dis-
tinct from each other and planned by the system oper-
ator. However, the European Telecommunications Stan-
dards Institute (ETSI) has defined the Multi-access Edge
Computing (MEC) standard [16], which paves the way for
extending cloud computing capabilities at the edge of the
network as an integrated IT service environment. The
motivation for this is that the MEC environment is char-
acterized by ultra-low latency, high bandwidth, and real
time access to information at the RAN level.

The MANO approach materialized in the NECOS plat-
form fully adheres to the cloudified approach described
above and is designed by the MEC paradigm. Further-
more, the NECOS platform enables a 5G physical infras-
tructure to provide customized and flexible networks
through programmability and virtualization at client, ap-
plication, service, and device granularity. In addition,
the advancement of core-cloud capabilities in edge data

center premises offers the expectation to improve opera-
tional performance, provide more agile services, leverage
the high bandwidth available on end systems, and isolate
security and privacy actions [17].

In this context, this paper proposes a self-organized solu-
tion for distributed monitoring of the constituent parts of
cloud-network slice instances orchestrated by the NECOS
platform along an edge-cloud continuum. In order to de-
liver the goals mentioned above, we propose Distributed
Infrastructure and Monitoring Abstraction (DIMA). The
functional architecture of DIMA has the premise of pro-
viding, in a fully automated way, multiple levels of moni-
toring to serve different infrastructures of the tenant.

1.2 Contributions

We summarize the main research contributions of this ar-
ticle as follows:

a) A comprehensive review of the state of the art solu-
tions on network/cloud slicing monitoring scenario;

b) a monitoring as a service approach for enabling dis-
tributed measurements gathering at the granularity
of cloud-network slice parts inside both cloud/edge
domains;

c) a new distributed monitoring plan that integrates
the NECOS platform for being capable of operating
across an edge-cloud continuum;

d) aproofof concept deployment of the proposed DIMA
monitoring plan in a physical testbed evaluation sce-
nario.

1.3 Paper organization

The remainder of this paper is organized as follows.
Section 2 synthesizes and provides introspection about a
set of existing related works in the slice monitoring
topic. Section 3 introduces the DIMA proposal in terms of
functional requirements, functional architecture, and
operation workflows. Section 4, in turn, devotes to
providing assessment outcomes about the DIMA
monitoring conceptthrough a Proof of Conceptatop areal
testbed setting. Section 5 offers a discussion about the
proof-of-concept assessments. Finally, but not least,
Section 6 wraps up the paper by providing conclusions
and future work suggestions.

2. RELATED WORK

Based on the solutions addressed in this review, the liter-
ature raises a few endeavors, specifically presenting study
outcomes and introspection regarding existing slice mon-
itoring proposals in the 5G network context. That said,
this state of the art review initially aims to analyze pro-
posals thatact only in the cloud domain, followed by those
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that act in the edge/RAN scope, and finally, existing pro-
posals in the context of end-to-end cloud-network slices
are considered.

At the end of all the related work analyses, we summarize
the aspects expected for proposals of end-to-end cloud-
network slices monitoring in the 5G context. Our analy-
sis is based on the main limitations and contributions of
the current state of the art and the considerations made
in Section 1. Finally, Table 1 outlines the contributions of
the present work against the state of the art.

2.1 Cloud-centric monitoring

In [18], a survey of the main network monitoring propos-
als for cloud scenarios is presented. The authors com-
prise monitoring tools such as Nagios', Zabbix? and IBM
Tivoli3. In addition, it also reviews leading solutions for
cloud monitoring, such as [19] [20], [21], [22], [23], [24],
[25], and [26]. Although these proposals constitute the
largest solutions used by the industry and incorporate the
concepts of softwarization and virtualization of network
components and functions, in addition to being limited to
the cloud domain, they are not feasible for handling the
scalability required by slicing scenarios since their KPI
collecting entities are limited to a single instance of the
collecting component. Moreover, they do not propose to
bring the technology agnosticism expected in heteroge-
neous environments such as that of 5G networks.

In [27], the authors present a self-organized monitoring
system for cloud slices. The proposed scheme can dynam-
ically assign monitoring servers for extracting KPIs from
cloud resources such as web servers, databases, and ap-
plications and implement algorithms for load-balancing
the monitoring servers. Although this proposal foresees
the performance in a slice context and proposes a techno-
logical abstraction for different infrastructure resources,
its operation is limited to the cloud domain.

2.2 Edge and RAN-centric monitoring

In [28], an architecture of a Software Development Kit
(SDK) called ElasticSDK is presented. The solution pro-
poses to abstract the technological complexity of moni-
toring different RAN devices (e.g., 5G base stations) and
to offer an abstraction of isolation complexity, security,
and cost of monitoring data over multiple RAN technolog-
ical domains in the context of slices. The system provides
elastic (i.e., scalable and flexible) monitoring for applica-
tions that subscribe to its APIs. Furthermore, it offers fil-
ters that can be managed in real time by the subscribed
given applications, acquiring only the data required for
their operation.

Thttps://www.nagios.org/about/overview/

Zhttps://www.zabbix.com/network_monitoring

3https://www.ibm.com/docs/en/tivoli-monitoring/6.3.0?topic=63-
quick-start-guide

Although the motivation presented by this proposal is
very similar to that of this work, the domain of action is
limited to the RAN slice scenario. In addition, the archi-
tecture of the management component of the monitor-
ing filters is centralized, so there are no adaptors capa-
ble of collecting, filtering, and delivering on-demand KPIs
for each existing management application, creating bot-
tlenecks as the central system needs to filter its data.

In [29], the authors propose a monitoring system to deal
with the granularity of network-connected IoT devices in
the edge domain. The solution focuses mainly on present-
ing a data model capable of standardizing and abstracting
the monitoring complexity of various IoT devices. In ad-
dition, it creates a more generic message structure that
should classify each KPI collected from each IoT device ac-
cording to its characteristics (such as device type, value,
source, state, and device description).

2.3 End-to-end cloud-network slices
monitoring

The most recent proposals on monitoring in the context of
end-to-end cloud-network slices in 5G networks remain
in the view of generic architectures, with little focus on in-
tegrating innovative solutions in the context of more cur-
rent MANO platforms, such as the NECOS platform. More-
over, the architectures analyzed mostly present a central-
ized approach to data provisioning, such as IMA. This is a
negative point for an end-to-end cloud-network slices ap-
proach since concentrating the monitoring data in a cen-
tral processing entity (usually located in the cloud) can
impose latency in retrieving the monitored data, besides
generating the need for data traffic that could be deliv-
ered locally. Consequently, a negative impact is expected
on applications that could use distributed architectures to
acquire such data as close as possible to the source (e.g.,
management applications located at the edge or even at
RAN devices) for local network decisions, which only in
exceptional cases should require communication with re-
mote, geographically distant entities.

An example that accurately describes the scenario is the
handover process in a multi-cloud context with multi-
ple edge/RAN domains. In this example, a single Edge
Data Center (EDC) could perform the handover process
between multiple 5G Base Stations (5G-BSs) in the RAN.
In this case, communication with remote entities can be
avoided [30], as long as a user is transiting between the
signals of 5G-BSs managed by the same EDC so that mon-
itoring performed locally would enable lower decision la-
tency by management applications, besides generating
less traffic due to the constant RAN-Edge-Cloud commu-
nication. However, in the case of the transition to 5G-
BSs from external domains, there is a need for an entity
capable of contacting monitoring agents available in the
other domains so that the handover process can occur
accurately.
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To meet this requirement, monitoring systems must be
moldable, i.e, capable of orchestrating monitoring dy-
namics compatible with any requirements of applications
that use MANO platforms (such as NECOS) to exercise
their services in an end-to-end slicing context. To achieve
this functionality, it is vital that the specialized monitor-
ing subcomponents for each slice part (such as the adap-
tors in [11] and the MEFs in [31]) can establish direct in-
teroperability with the applications that will consume the
monitoring.

It is still necessary to point out that as presented in [32]
and [33], end-to-end cloud-network slice monitoring is
a functional requirement of MANO platforms. That said,
monitoring plans in the slicing context must provide in-
terfaces that allow MANO platforms, automated control
of all mechanisms involved in the monitoring process
(self-organizing plans), such as (i) network placement
of the subcomponents responsible for collecting KPIs;
(ii) access control across multiple network domains (e.g.,
federation scenarios, multi-cloud, etc.); and (iii) indi-
vidualized configuration of each subcomponent respon-
sible for monitoring each slice part (in view of allow-
ing broad applicability for multiple monitoring require-
ments). Of course, such an approach imposes more data
requirements on the monitoring plane APIs for full op-
eration. However, adding these functional requirements
does not negatively impact MANO platforms since they al-
ready have this requirement for implementing end-to-end
cloud-network slices.

Another point that must be considered concerns analyz-
ing the operational impact on MANO platforms. Our sur-
veying of the related literature revealed that the concern
regarding operational impact analysis is centered on eval-
uations regarding the effects of computational resource
utilization (such as CPU and RAM usage). In addition,
it demonstrates a deficiency in the performance impact
analysis for MANO platforms, such as optimizing delivery
time and network signaling generation, which directly im-
pact the network regarding latency and available band-
width.

In [31], a framework for monitoring 5G infrastructures
consisting of multiple sites (i.e., multiple distributed in-
frastructures with long geographic distances) is pre-
sented. The proposal aims to make monitoring com-
patible with multiple technology domains through sub-
components called Metrics Extractor Function (MEF) that
should collect and then send KPIs to a broker to sub-
mit this data for processing and delivery to consumers.
Furthermore, the authors reinforce the concept of spe-
cialized components (such as adaptors) close to each
type of device/VNF/monitoring agent (e.g, Netdata?,
Prometheus®) for collecting data from various types of
technologies, as it enables the massive Machine Type

*https://www.netdata.cloud/
Shttps://prometheus.io/

Communication (mMTC) aspect of 5G, promoting tech-
nology agnosticism while maintaining flexibility in a dis-
tributed monitoring scheme.

In [11], the authors present and evaluate an architec-
ture for a monitoring plan emphasizing elasticity capa-
bilities, to be integrated into the NECOS platform. While
the proposed architecture provides monitoring capabili-
ties at the granularity of end-to-end slice parts, the archi-
tecture cannot handle the increased signaling generated
across the network, with massive extraction of all mon-
itorable KPIs sent to the cloud core. Furthermore, since
the adaptors used for monitoring each slice part are ag-
gregated to the centralized system, distributed applica-
tions and services that benefit from MEC approaches will
negatively impact information collection time, which will
need to travel the entire physical infrastructure to be col-
lected in the cloud.

In [34], the authors propose a monitoring framework
that implements edge and RAN distributed agents to col-
lect KPIs from different monitoring solutions, such as
FlexRAN and Prometheus. Centralized data availability to
cloud-network slice consumers is the system’s focus, ei-
ther through dashboards or raw data availability through
a centralized database. Although the solution has a dis-
tributed architecture capable of handling the technologi-
cal granularity of the cloud-network slices and their slice
parts, it remains in a centralized model for delivering
KPIs. Furthermore, performance evaluations focus on us-
ing computational resources, with only one assessment
focusing on the impact of KPI delivery time as the collec-
tion granularity (frequency of KPI collection) decreases.

[35] presents a framework called SIIMANO, a plugin for
end-to-end cloud-network slice orchestrators that pro-
motes interoperability between MANO entities, SDN con-
trollers, and RAN controllers in different network do-
mains. The involved cloud-network slice monitoring does
not present a detailed proposal for its operation. It only
introduces a specification describing its functionality to
notify the plugin in cases of slice failure to comply with
the Quality of Service (QoS) standards determined by the
tenant.

In [36], a framework called Lasagna is proposed. It is
implemented as a module for end-to-end MANO network
slices in WLANSs following the IEEE 802.11 standard. The
authors introduce the traffic rule feature, which allows
end-to-end network slices to customize traffic policies for
pre-allocated regions of the flow space of each wireless
network device, thus reducing flow setup time and en-
abling support for network slicing in WLANSs. In the mon-
itoring scope, the system promotes the collection, filter-
ing, and availability of KPIs such as the current number of
frames in backlog, total airtime spent, number of pack-
ets and bytes transmitted, and number of packets and
bytes dropped. However, in the monitoring context, the
proposal cannot promote monitoring models capable of
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enabling an interplay between the wireless network do-
mains and the network core or even allow a monitoring
scheme from the RAN domain. Furthermore, the perspec-
tives of impact analysis regarding the monitoring mech-
anism are not the focus of the evaluations since the KPI
monitoring mechanism is separate from the proposal it-
self but from the MANO employed to implement the solu-
tion.

In [37], 5G-TRANSFORMER is presented. It proposes a
MANO for end-to-end cloud-network slices focusing on
autonomous resource allocation in mobile transport net-
works. Regarding monitoring, the MANO platform aims to
provide APIs for tenant applications to monitor the net-
work and consequently integrate, through the received
data, the slice resources into their system. Furthermore,
monitoring is proposed as a more abstract concept with-
out presenting a functional architecture. However, the
authors emphasize that for the end-to-end cloud-network
slices scenario facing the demands of industry verticals
such as automotive, e-health, media, and entertainment,
the monitoring platform should be flexible to monitor the
end-to-end infrastructure to meet the needs of such ver-
ticals.

Based on our state of the art analysis, we highlight four
requirements that, according to discussions raised ear-
lier and taking into account the 5G primary use cases (i.e.,
URLLC, mMTC, and eMBB), must be met for end-to-end
slices monitoring to effectively promote an improvement
of slicing management for MANO platforms in 5G scenar-
ios.

e R1: distributed, aimed at optimizing the signaling
cost of the monitoring process (emphasis on eMBB)
and reducing the delivery time of KPIs (focus on
URLLC) through local monitoring and delivery of
KPIs in each slice part;

¢ R2: agnostic as to the technological heterogeneity of
each slice (emphasis on mMTC);

¢ R3: customizable, to allow provisioning of multi-
ple monitoring levels (centralized, distributed, and
cloud-edge), being able to cater to different use cases
of centralized or distributed applications and ser-
vices;

¢ R4: self-organizing, from the perspective of allow-
ing MANO frameworks (such as NECOS) to fully au-
tomate the orchestration of monitoring function set-
tings across the domain, according to an indicated
template service description.

Table 1 summarizes the main contributions and limita-
tions of the current state of the art regarding the proposal
of this work.

The study on related work indicates the need to de-
velop a solution capable of offering a distributed moni-
toring service in the NECOS domain in the granularity of

Table 1 - Main contributions of state of the art against the contributions
of this work.

| Proposals | R1 [ R2 | R3 [ R4 |

[31] X -TX
[11] X[ - [X
[34] X[ - [ X
[35] - - - -
[36] X[ - [X
[37] X[ - [X
DIMA X | X | X | X

cloud-network slices. This paper fills this gap through
the Distributed Infrastructure and Monitoring Abstrac-
tion (DIMA) proposal. The following section provides a
full overview of the DIMA approach, presenting its archi-
tectural design and main components’ operations.

3. DISTRIBUTED INFRASTRUCTURE AND
MONITORING ABSTRACTION (DIMA)

In this section, we describe DIMA according to the elicited
functional requirements, its architectural components,
internal and external interfaces, and the flow of its oper-
ational procedures.

3.1 Functional requirements

The DIMA monitoring plan aims to cater to the following
functional requirements:

1. Itperforms the gathering of the KPIs described in the
template sent by the tenant at the granularity of each
slice part instantiated by the NECOS platform. This
will allow the provisioning of multilevel monitoring
levels established along the edge-cloud continuum
(i.e., fully cloud-centric, edge-centric, or hybrid). In
this way, it is expected to settle a reduced signaling
cost of the monitoring process (emphasis on eMBB)
and reduced KPI delivery time (focus on URLLC) for
applications whose functional requirements involve
local-level decision-making across network domains.

2. It abstracts the different monitoring technologies
used to collect KPIs associated with the differ-
ent slice parts’ constituents of a NECOS platform-
commissioned cloud-network slice instance. Thus
achieving agnosticism in the monitoring of slice
part resources through a unified API, which should
be consumed by the tenants’ applications and ser-
vices or by the MANO frameworks’ mechanisms for
decision-making that require KPIs related to the slice
parts of end-to-end cloud-network slices.

3. Itacts in an integrated manner with the NECOS plat-
form to fully automate the orchestration of the mon-
itoring functions throughout the domain, following
the descriptions of received indications, aiming at a
self-organized approach.
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Fig. 2 - [llustration of the edge-to-cloud interplay monitoring level.

3.2 DIMA'’s functional architecture

The DIMA monitoring plan is based on the orchestra-
tion of isolated modules called Slice Part Adaptors (SPAs),
which are moldable to the needs of the tenant accord-
ing to the target monitoring resources and the available
monitoring technologies (such as Netdata, Prometheus,
among others) associated with each slice part. The pro-
cedure adopted by SPAs consists of collecting the KPIs
described by the tenant and delivering them to the indi-
cated management application. Additionally, depending
on the available monitoring technology, filtering a set of
measurements is necessary so that only those described
in the template are sent (e.g., Netdata and Docker®).

As for the different monitoring levels available, the pro-
posed architecture provides three levels capable of meet-
ing the various use cases of the applications and manage-
ment services. The following subsections explain each
level and demonstrate possible use cases within the scope
of tenants’ applications and services and MANO platforms
in the context of end-to-end network slices, which are di-
rectly impacted by the monitoring process and act in the
new generation of mobile networks.

3.2.1 Edge-to-cloud interplay monitoring

This level involves implementing SPAs locally for each
slice part of a given end-to-end slice to establish a net-
work decision dynamics that occurs mainly locally in each
domain through which a slice is instantiated. This level
supports scenarios requiring ultra-low latency since the
need to communicate with centralized and physically dis-
tant entities generates increased latency in the network
decision process and involves signaling that interferes
with the bandwidth available to the tenant in its slice.

Shttps://www.docker.com/

As explained in Section 2, a handover process performed
from the edge of the RAN itself clearly describes an ex-
ample of this monitoring level’s applicability. Fig. 2 il-
lustrates the previously described scenario, where a slice
A has a particular management application (e.g., called
ManApp A) whose architecture is distributed, with multi-
ple instances acting in various network domains. In order
to enable interplay between such domains, isolated SPAs
are implemented to collect, filter, and send specific KPIs
to each instance of the management application.

Each slice part adaptor is designed and configured to
meet the specific demands of a particular instance of the
management application. For example, the A-C adaptor
can be configured to collect KPIs that indicate CPU usage.
In contrast, the A-BH adaptor is designed to collect only
available bandwidth and memory consumption.

3.2.2 Full-cloud and full-edge monitoring

This level aims to monitor each slice part executed re-
motely from the cloud thoroughly. In this approach, SPAs
must be deployed locally or remotely for each slice part.
Still, KPIs must be collected and sent to be aggregated in
the central entity monitoring plan and made available to
the tenant or MANO framework in the cloud domain. This
scenario should provide a global view of the end-to-end
slice. An example use case for this approach concerns the
end-to-end elasticity mechanisms of the NECOS platform,
which need aggregated data from all the slice parts that
constitute the cloud-network slice to properly perform
the elasticity process (this level of monitoring is already
largely provided in state of the art).

For the full-edge monitoring level, full monitoring of each
slice part is performed entirely on the edge premises.
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Fig. 3 - Main components and subcomponents of the proposed DIMA
architecture.

Similar to the full-cloud monitoring level, it fits the profile
of applications that act directly on edge premises. An ex-
ample of the applicability of this level includes streaming
data services, which require rapid adaptations given mon-
itoring KPIs such as delay and packet loss to ensure a high-
quality experience for end users. Another example that
can be addressed is mobile online games that require high
responsiveness because of monitoring throughput and jit-
ter KPIs.

3.3 DIMA’s components and subcomponents

The following subsections aim to describe in detail the
functional components and subcomponents that form the
architecture of the proposed monitoring plan. Fig. 3 pro-
vides an overview of the placement and relationship be-
tween the components and subcomponents of the pro-
posed architecture.
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The API subcomponent triggers all the processes per-
formed in the DIMA monitoring plan. In addition, the
API provides endpoints through which a MANO frame-
work can request deployment, decommissioning, and up-
dating the monitoring levels’ instances. This requires the
MANO framework to give a descriptor, called the monitor-
ing template, containing information vital for implement-
ing SPAs tasked with monitoring slice part KPIs. For ex-
ample, Fig. 4 demonstrates a request made between the

NECOS platform and the DIMA API for deploying an edge-
to-cloud interplay monitoring layer.

{
'slice_id": 1, 'slice_name": 'slice-1', 'slice_parts': {
'pepe’: ({
'slice_part_name': 'wifi-slice-part','slice_part_id': 3,
'pcpe_address': '10.7.227.130','monitoring_configuration':{
'KPIs": {'KPI_1": '1 second', 'packet_loss': '2 second'},
'monitoring_agent": 'node-exporter’,
'monitoring_location': [{'local'; '10.7.227.130'},
{'Access credentials': ['monitoring_user":'user_password']}],
'delivery_location": [{'monitoring_delivery_place": 'local'},
{'address': '127.0.0.1:7564'}]}}],
'edge": [{

'slice_part_name': 'edge-slice-part’,'slice_part_id": 2,
'edge_address': '10.7.227.175','monitoring_configuration': {
'KPIs": {'KPI_2'": '1 second'},'monitoring_agent': 'Netdata',

'monitoring_location': [{'local'; '10.7.227.175'},
{'Access credentials': ['monitoring_user":'user_password']}],
'delivery_configuration': [{'monitoring_delivery_place': 'local'},
{'address': '127.0.0.1:8775'}]}}],
'cloud": [{

'slice_part_id'": 1,'slice_part_name': 'cloud-slice-part’,

'cloud_address': '10.7.229.191','monitoring_configuration': {
'KPIs": {'"KPI_3": '1 second', 'KPI_4": '1 second'},
'monitoring_agent'": 'prometheus’,
'monitoring_location': [{'local': '10.7.229.191'},
{'Access credentials': ['monitoring_user":'user_password']}],

'delivery_configuration': [{'monitoring_delivery_place': 'local'},

{'address": 'localhost:9740'}}}1}}

Fig. 4 - Monitoring template structure.

As presented in Fig. 4, the descriptor provided is struc-
tured on the premises of the distribution of the slice parts
that form the end-to-end slice, where the placement of
each SPA is based on the reference of its respective slice
part. In this sense, it is necessary for the automated man-
agement of these SPAs by the MANO that they provide
the same identifiers of the cloud-network slices and their
slice parts internally assigned in the MANO framework
during the end-to-end deployment process, as shown in
the slice_id, slice_name, slice_part_id and slice_part_name
fields.

Through these identifiers, the MANO framework will have
access to remove the monitoring level assigned to the
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indicated slice. For this, the API provides a specific
endpoint for completely removing a monitoring level
implemented for a given slice (receiving in the descriptor
only the field "slice_id").

Through the monitoring_configuration field, the APl must
receive instructions about: (i) the network placement for
the deployment of SPAs, (ii) the KPIs that are to be moni-
tored, (iii) the frequency (in seconds) with which they are
to be collected, filtered and sent, (iv) the type of moni-
toring technology present on site (monitoring agent), and
(v) the destination to which they are to be delivered. The
pcpe_address, edge_address, and cloud_address fields de-
scribe the addresses where the slice parts are imple-
mented in the resource providers’ infrastructures, en-
abling SPAs to know where they should collect KPIs by
querying the monitoring agents present.

3.3.2 Adaptor builder

The adaptor builder subcomponent is responsible for cre-
ating SPAs according to the instructions that a monitor-
ing template (received by the API) carries and internally
storing the descriptors of the monitoring levels currently
implemented. To perform the placement, it has a set of
mechanisms that perform remote access to the resource
providers’ infrastructures and data centers (using cre-
dentials sent through the monitoring template) so that
once accessed, the SPAs placement is performed. The pro-
cess of deploying SPAs consists of the following:

1. Query the information regarding the specific mon-
itoring agent in the resource where the slice part
is deployed. Once the technology of this agent is
known, the adaptor builder retrieves (from its repos-
itory) a compatible version of the SPA to interact with
the specific API of the specified monitoring agent,
thus enabling the technological abstraction for the
tenants’ applications and services.

2. Run the mechanisms for remote access to the re-
sources of each slice part described in the monitoring
template.

3. Performs a configuration process on it, where it com-
municates to the SPA subcomponent, setup API, the
previously received instructions about the KPIs it
should collect through the monitoring agent, the col-
lection frequency, and the delivery destination.

Finally, once the respective SPA is implemented and con-
figured, the adaptor builder is also responsible for remov-
ing it. This decommissioning process requires a request
to the API component describing the identifier of the slice.
Once the API component requests the decommissioning,
it will make an internal call to the adaptor builder com-
ponent, which will internally query the monitoring level
descriptor referring to the slice identifier provided to the
API. The adaptor builder retrieves the address data of the

resources where the SPAs are deployed, performs the
remote access, and deactivates the respective running
SPAs, requiring no request to the SPA API.

3.3.3 KPI gathering

KPI gathering acts as a KPI aggregator for slice part adap-
tors in the cloud. To store a large volume of KPIs over
time, a database is designed to store and make the KPIs
available. This approach aims to support applications and
services running from the cloud that play roles that re-
quire a full view of a given end-to-end slice. Furthermore,
applications and services that leverage Artificial Intelli-
gence (Al) and Machine Learning (ML) to adopt proactive
network decision models need KPIs monitored and aggre-
gated over time to train the models correctly.

When implementing the requested monitoring level, if
a slice part adaptor is located in the cloud, the adap-
tor builder system calls the KPI gathering, describing the
identifiers of the slice and slice parts associated with the
implemented monitoring level. These identifiers are sent
to the KPI gathering subcomponent to configure queues
in the message broker subcomponent to generate a man-
ageable data traffic per slice part, where the KPIs col-
lected by the SPAs will occur.

3.3.4 Message broker

The message broker organizes KPI traffic in a messaging
model defined by queues. Each queue corresponds to an
exclusive means of communication for KPI traffic from the
given slice, where each KPI carries a header that identi-
fies the slice part from which the KPI proceeds. This way,
the KPI gathering component is capable of structuring in
an organized way each KPI collected along the end-to-end
slice and making them available in a well-defined path to
the applications and services that will consume them.

3.3.5 Slice part adaptor

Fig. 5 depicts the SPA component, showing its subcompo-
nents and roles. The SPA is a key tier of the DIMA archi-
tecture, for being responsible for interacting directly with
the resources where the slice parts are implemented. Its
role is to monitor, at a predefined frequency, KPIs spec-
ified through the monitoring template. It then abstracts
the need for applications and services to know in detail
about the necessary APIs of the various monitoring tech-
nologies made available by different resource providers,
as in the scenario in federated networks of the NECOS
platform.

SPAs are coded by mapping the API specifications of dif-
ferent monitoring technologies to the unified language of
the DIMA API, generating a set of versions compatible
with varying monitoring technologies. Then, according to
the information about monitoring agents provided in the
monitoring template, the adaptor builder can call an SPA
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designed for a particular technology and enable technol-
ogy abstraction.

As for the operation of its internal components, the adap-
tor builder instantiates the SPA. Once raised, it initializes
its setup API subcomponent, where it waits for requests
from the adaptor builder. Requests to the setup API guide
its entire lifecycle and must contain: (i) the KPIs that are
to be monitored; (ii) the collection frequency; (iii) the
destination to which they are to be delivered; and (iv) the
identifiers regarding the slice and slice part for which the
respective SPA is deployed. Once this information is re-
ceived and processed, the collector component is instan-
tiated, thus receiving as instruction the KPIs that must be
collected in the requests that the collector will make to
the APIs of the monitoring agents, as well as the frequency
with which these requests will occur. Finally, parallel to
the instantiation of the internal collector component, the
publisher component is instantiated. This subcomponent
has the following functions: (i) format the data filtered by
the collector; structuring a message with headers that in-
dicate the slice and slice part of the monitored KPI; and
(ii) send it to the destination specified by the request pre-

viously made to the setup API.
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Fig. 5 - Subcomponents of the slice part adaptor.

3.4 DIMA’s operation workflows

In order to better understand the practical operation of
the DIMA platform, this section describes the main in-
teractions between the various components. The expla-
nations cover the processes triggered in deploying, re-
moving, and updating monitoring levels for a given cloud-
network slice and the processes performed for delivering
KPIs to a given recipient.

3.4.1 Monitoring deployment for a cloud-
network slice

The DIMA platform is guided based on the requests made
by the MANO framework (in this work, the NECOS plat-
form is used as a reference). Once the monitoring im-
plementation is requested, a series of procedures are
triggered to configure the internal components of DIMA
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and then perform the remote access to the providers’ re-
sources (selected in the NECOS marketplace [38]) for the
instantiation of SPAs. Fig. 6 illustrates in more detail the
operations performed in this process, presenting the flow
of operations between the NECOS platform and the DIMA
monitoring plan, along with the operations between the
DIMA monitoring plan and the SPA subcomponent and
how it delivers the collected KPIs to the requesting ten-
ant application.

It is important to remember that the monitoring deploy-
ment and KPI delivery scenario is designed to encompass
the delivery of KPIs at all three levels of monitoring sup-
ported by DIMA (i.e., edge-cloud interplay, full-cloud, and
full-edge monitoring). The three monitoring levels differ
only in the placement of the SPAs and how KPIs are deliv-
ered. At the edge-to-cloud interplay and full-edge levels,
the delivery of KPIs to the tenant application is directly by
the SPAs. In contrast, at the full-cloud level, the KPI gath-
ering subcomponentlocated in the cloud performs the de-
livery. The operations described in Fig. 6 are explained
below.

¢ 1.1 tenant.Request and 1.2 NSMANO.Response: The
tenant requests MANO to deploy a monitored cloud-
network slice. The NECOS platform will perform
the necessary procedures for deploying the cloud-
network slices. A confirmation message should only
be returned to the tenant when the slice deployment
is finished. Only after these procedures, the NECOS
platform will contact DIMA to deploy the monitoring.

¢ 2.1 MANO.Request: Once the cloud-network slice is
created, MANO will have all the necessary informa-
tion to provide DIMA with the addresses, access cre-
dentials, and placement of the SPAs on the providers’
resources. To enforce this information, MANO makes
arequest to DIMA through the SRO subcomponent.

¢ 3.1 DIMA.Request: The API subcomponent makes in-
ternal calls to the adaptor builder, KPI gathering, and
broker subcomponents to configure them according
to the specific end-to-end slice information and its
slice parts that are to be monitored.

e 3.2 DIMA.Request: Once the adaptor builder, KPI
gathering, and broker configuration process are
complete, the adaptor builder starts the deployment
process for each slice part provided in the monitor-
ing template;

¢ 3.3 DIMA.Request: Once the SPAs are implemented,
the configuration process is started. A request is
made to each SPA’s setup API providing information
regarding which KPIs to monitor, the frequency of
monitoring, and the delivery destination.

e 3.4 DIMA.SPA.Request and 3.5 DIMA.SPA.Request:
Performs two internal calls to the collector and pub-
lisher subcomponents. Once the collector is config-
ured, it will perform data collection from the API of
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Fig. 6 - Main operations involved in the process of deploying monitoring of KPIs for a slice and the delivery to tenant applications.

the specified monitoring agent, perform data filter-
ing to extract the requested KPI and then send it to
the publisher. This process is achieved through a
timer internal to the collector, which guarantees that
the collection is performed according to the monitor-
ing frequency established in 3.3 DIMA.Request.

3.6a DIMA.SPA.Request: This operation only occurs
at the full-cloud monitoring level. After acquiring the
requested KPIs, the collector sends the KPIs to the
publisher. The SPAs will be configured to send the
monitored KPIs directly to the tenant applications
at the edge-to-cloud interplay and full-edge moni-
toring level. At the full-cloud monitoring level, the
SPAs send the KPIs to the broker, making the col-
lected KPIs available in a queue created specifically
to traffic the KPIs of a given slice. Once available
in the queue, the KPI gathering subcomponent re-
trieves this information from the queue, makes it
available to tenant applications, and applies it to the
KPI database. It is important to note that tenant ap-
plications need to implement mechanisms capable of
receiving the KPIs sent by the SPAs, which will estab-
lish a network connection for the transmission of the
collected KPIs.

4. DIMA.Response: If the requested monitoring
level is configured as full-cloud if the KPI

Gathering has retrieved the collected KPIs
(operation 3.6a DIMA.SPA.Request), it delivers all
the KPIs of each implemented SPA to the tenant
application. Simultaneously it also performs the
storage of all KPIs in the KPI Database.

e 3.6b DIMA.SPA.Request: If the chosen monitoring
level is edge-to-cloud interplay or full-edge, the pub-
lisher sends the KPIs delivered by the collector di-
rectly to the tenant application.

3.4.2 Monitoring update for a cloud-network
slice

The operations for updating monitoring instances involve
requesting a monitoring template similar to the deploy-
ment from the DIMA APL. If the identifier of the monitor-
ing instance matches an operational instance, the update
process is done by comparing the two templates. First,
the descriptions of SPAs that do not appear in the updated
template are deactivated. Next, the descriptions of slice
part adaptors present in the template, which differ from
the current instance in terms of KPIs collected, delivery
destination, and monitoring frequency, will be removed
and then redeployed with updated settings. Then, the de-
scriptions of slice part adaptors provided in the updated
template, which are not present in the current instance,
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Fig. 7 - Main operations involved in the process of updating the monitoring of KPIs for a slice.

will be considered new slice part adaptors that should be .

deployed.

Fig. 7 illustrates in more detail the operations performed
in this process, presenting the flow of operations between
the MANO platform and the DIMA monitoring plan and
the operations between the DIMA monitoring plan. Fig. 7 J
explains the procedures below.

1.1 tenant.Request and 1.2 MANO.Response: The
monitoring decommissioning process consists of the
tenant’s request to the MANO platform. Once the
MANO completes the slice decommissioning process,
a confirmation is sent to the tenant.

2.1 MANO.Request: Upon the slice has been com-
pletely removed, the MANO requests the DIMA API
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¢ 1.1 tenant.Request and 1.2 NSMANO.Response: Ten-
ant sends a request to MANO to update the monitor-
ing instance.

e 2.1 NSMANO.Request: The MANO platform requests
to the DIMA API, providing a new monitoring tem-
plate based on the tenant descriptions.

¢ 3.1 DIMA.Request: The API subcomponent calls the
adaptor builder subcomponent, which performs an
internal check from the monitoring instance identi-
fier provided in the monitoring template to retrieve
the descriptor of the currently operational monitor-
ing instance.

¢ 3.2 DIMA.Request: The adaptor builder triggers pro-
cedures for removing, deploying, or redeploying
SPAs, according to the updated monitoring template.

3.4.3 Monitoring decommissioning for a cloud-
network slice

Fig.8 illustrates the monitoring decommissioning process
for a given slice.

monitoring plane to remove the monitoring from the
slice. The request shall contain only the information
regarding the slice that is to be removed, similarly to
the one presented in Fig. 4, 'slice_id": 1.

e 3.1 DIMA.Request: Upon receiving the decommis-
sioning request, the API subcomponent internally re-
trieves the instance of the adaptor builder subcom-
ponent that has the information of the SPAs that are
implemented for the slice.

e 3.2 DIMA.Request: The adaptor builder executes
its remote access mechanisms to the providers’ re-

sources and finishes the instances of the running
SPAs.

¢ 41 DIMA.Response: The API component sends
an operation success confirmation message to the
MANO platform.

4. PROOF OF CONCEPT OF THE DIMA
PROPOSAL
This section presents a Proof of Concept (PoC) about the

introduced DIMA monitoring plan. The evaluation’s pri-
mary goal is to validate the proposed architecture, the
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Fig. 8 - Main operations involved in the process of removing the monitoring of KPIs for a slice.

operation of the components as to workflows, and pro-
tocol interaction in its multiple levels of monitoring al-
lowed. An instance of the DIMA prototype was imple-
mented on a testbed available at the REGINA-Lab at the
Federal University of Rio Grande do Norte, Natal, Brazil.
The testbed comprises three main domains of resource
providers, namely: (i) core-cloud, (ii) SDN network back-
haul, and (iii) edge-cloud. The following subsections
present the evaluation methodology, the DIMA prototype,
the testbed, and usage scenarios. Then, we offer the
achieved results with a discussion about DIMA’s perfor-
mance analysis and the lessons learned during the devel-
opment and execution of the PoC.

4.1 Evaluation methodology

The evaluation methodology of this PoC consisted in ver-
ifying the viability of implementation and practical exe-
cution of the concepts presented in the previous section
regarding the monitoring in the three levels idealized by
the DIMA plan. To this end, DIMA is implemented to mate-
rialize the main components and subcomponents and the
models of operations and exchanged messages.

The verification of the feasibility of the DIMA monitoring
plan consisted of a practical exercise of its mechanisms
implemented in a laboratory prototype to check the func-
tional requirements presented in Section 3 were fulfilled.
In this sense, three experiments were performed to re-
flect the three designed monitoring levels. The evaluation
scenarios subsection presents in more detail the experi-
ments for each monitoring level and their execution.

Each experiment is divided into three steps that must be
successfully executed to validate the functional require-
ments fully. The steps are as follows:

1. Receipt of the monitoring template;

2. deployment of the SPAs according to the monitoring
template specifications;

3. submission of the KPIs by the SPAs according to the
destination provided.

These three steps are performed for the three defined
monitoring levels.

For functional requirement #1, the KPI delivery time will
not enter the scope of the DIMA prototype evaluation due
to the testbed’s limitation of very low network latency
(evaluated at 4.8 milliseconds) between the different slice
parts. Furthermore, the most likely scenario to consider
the KPI delivery time would be in a testbed where the
geographical distribution of the different domains of the
federated network is on a kilometer scale, where the ge-
ographical distance would impact the traffic time of the
measurements through the network, not being possible
to adopt a testbed in these configurations due to a lack of
resources.

After running the experiments, statistics related to re-
source utilization and the time cost of the developed pro-
totype are presented for each monitoring level. This data
raises a practical discussion regarding the feasibility and
impact of the monitoring plan architecture proposed in
this work. In this sense, insights are provided regard-
ing the effect of different KPI delivery technologies on the
slicing monitoring process, the specific implementation
of the different components that constitute the monitor-
ing solution used, as well as the different levels of moni-
toring experienced, given the particular circumstances of
the laboratory testbed used.
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4.2 DIMA prototyping

To validate the DIMA multilevel monitoring plan, a pro-
totype was developed. The prototyping allowed a high
degree of a learning curve, as well as validating the func-
tional architecture regarding the efficiency of the pro-
posed mechanisms, the practical feasibility of the mecha-
nisms, defined interfaces, and communications. For sim-
plification and the time cost of implementing the proto-
type, the evaluations covered only the monitoring deploy-
ment process, and the impact of the operation of the slice
part adaptors once instantiated on the testbed.

The DIMA prototype was implemented based on a mi-
croservices architecture, where each component is inde-
pendent in the execution of its routines and procedures
between each other. The prototype was developed in
Python 3 and Java 8 programming languages. This ap-
proach provided better perspectives of future improve-
ments for implementing the DIMA architecture evalu-
ated here. The following sections give an implementation
overview of each DIMA component.

4.3 DIMA API

The class diagram of the DIMA API is shown in Fig. 9.
First, the DIMA API establishes a request model for stan-
dardizing the monitoring template to be sent to DIMA.
This template should contain the necessary information
to trigger all the procedures required for implementing
the monitoring. Once initialized, the DIMA API compo-
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nent instantiates two main objects: the API and Descrip-
torHandler classes. The API class is responsible for host-
ing two REST endpoints that drive the life cycle of DIMA.
The REST endpoint of type POST, located in /monitor-
ingSystem, receives the monitoring template (which must
be structured in YAML format) for deploying monitoring
instances of cloud-network slices.

4.4 Adaptor builder

The adaptor builder component hosts two endpoints for
deployment (REST endpoint of type POST, located at
/monitoring) and decommissioning of monitoring (REST
endpoint of type DELETE, located at /monitoring, report-
ing the identifier of the monitoring instance). Fig. 10
shows the class diagram of the adaptor builder compo-
nent. The adaptorHandler class triggers the functions for
deploying (createadaptor) and removing (removeadap-
tor) SPAs. These functions use the RemoteEnvironmentU-
tils class to perform these procedures.

In the DIMA prototype, one of the main features needed
for the adaptor builder was mechanisms for remote ac-
cess to the environments where the MANO platform
would provision slice parts. The adaptor builder can
perform these tasks through the RemoteEnvironmentUtils
class. Once it receives the remote access data related to
the given slice part, this class can test the access and op-
eration of the technologies required to run the slice part
adaptor in the remote environment where it will be
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KPI Gathering

API

+ <<POST>> /RegisterMessageBroker
+ <<DELETE>> /MessageBroker/{MessageBrokerID}
+ <<GET>> /KPIBulk/{SlicePartAdaptoriD}

v
‘ GatheringHandler

‘ - endPoint: String

+ createNewKPIEndpoint(request:HashMap)
+ DeleteKPIEndpoint(agentld: String)

\ 4
EndPointHandler

- metrics: ArrayList
- databaseConn:
DatabaseConnectionObject

+ startGatheringProcess(String
MessageBrokerEndpoint)
+ stopGatheringProcess()
+ getKPisFromDatabase()

A4
KPIDatabase

- KPI: JSON

+ InsertKPI(kpi: ArrayList, metrics: ArrayList)
+ RetreiveKPls()

Fig. 11 - Class diagram of the core component KPI gathering,.

deployed (checkSlicePartEnvironment function). Once
access and the necessary technologies are properly
operational, the class executes a function to transfer the
version of the slice part adaptor indicated by the
monitoring template over the network from an adaptor
builder’s storage directory (function transferadaptor).

With the procedures performed in the adaptorHandler
and RemoteEnvironmentUtils classes resulting in the suc-
cessful deployment of SPAs, the adaptorHandler class
stores the descriptions regarding this SPA in a database.
The functions that can interact with the database for this
purpose are implemented in the adaptorBuilderDatabase
class. In this class, the individual descriptions of each SPA
are stored so that it will be possible to handle (in a future
implementation) individual SPA change operations.

With the SPAs deployed and their descriptions stored in
the database, the function registerKPIqueue from class
KPIGatheringHandler is called by the adaptorHandler
class if any of the SPAs are placed in the core-cloud
domain.

4.5 KPI gathering

Fig.11 describes the class diagram of the KPI gathering
component of DIMA. The KPI gathering must aggregate
KPIs from SPAs placed in the cloud, making them available
through a REST endpoint for each SPA that returns the set
of KPIs monitored in the last 60 minutes. The KPI gather-
ing connects to the message broker from the connection
information received by the adaptor builder, in the KPI-
GatheringHandler class, in the registerKPlqueue function.
The RabbitMQ’ solution, a widely known messaging ser-
vice in academia and work market solutions materializes
the message broker, thus providing a queue system with
high configurability.

4.6 Slice part adaptor

For the SPA, the main challenge is to make the different
monitoring technologies compatible. The DIMA proto-
type achieves such compatibility by mapping the different
endpoints of each technology used. The mapping occurs
by identifying a communication pattern of the interfaces
of several well-known monitoring technologies, such as
Netdata, Prometheus, Docker Engine API, or even Zab-
bix®. It was identified through the study of these tech-
nologies that they all present interfaces for monitoring
data through RESTful APIs. The class diagram of the SPA
is shown in Fig. 12.

Through the comprehension of the REST pattern, the
SPA was developed with the ability to map the different
endpoints of each technology adopted in the evaluation
scenarios. As an example, it assumes that Netdata is
the technology capable of providing the CPU utilization
of a given monitorable resource (such as virtualized
resources in a Docker container), returning a history
of 3.995 measurements from a request to the endpoint
api/vl/data?chart=<monitoring_target>.cpu, where
<monitoring_target> is the resource that can be moni-
tored. For this specific case, it is necessary to check and
filter the measurement set by removing the most recent
measurement, check and standardize the unit of measure
in which the measurements are provided, and finally
format the KPI values and descriptions for sending to the
specified target address.

Thus, for each KPI that is monitored by the DIMA proto-
type, there is a prior mapping of the set of procedures re-
quired to: (i) request the measurements from the tech-
nology and monitoring; (ii) process the received data, re-
trieving only the specific KPI or if it is a set of measure-
ments of the same KPI, only the most recent one; and (iii)
format the data within the standard KPI delivery default
structure of the DIMA prototype. The standard KPI struc-
turing for the implemented prototype can be seen in Fig.
13.

7https://www.rabbitmg.com/
8https://www.zabbix.com/
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Slice Part Adaptor

Setup API

# MonitoringConfiguration: YAMLObject

+ LoadMonitoringY AML(config: YAMLObject):
parsedMonitoringConfig: HashMap

+ StartMonitoringManager(parsedMonitoringConfig:
HashMap)

v

MonitoringManager

# MonitoringConfiguration: HashMap

# KPI: String
# Granularity: Integer

# ThirdpartyMonitoringTechnologyEndpoint: String

+ StartMonitoringThreadLoop(metric: String, granularity:
Integer, ThirdpartyMonitoringTechnologyEndpoint: string)
+ MonitoringDeliveryConfig(MessageBrokerIPAddress:
string, MessageBrokerTCPPort: integer)

v
‘ Collector

# collectedData: JsonObject

+ collectMetric(metric: string, APladdress:
string)

+ filterMetric(collectedData: string)

+ Parse&Dispatch(parsedMetric: String)

v
Publisher

# MessageBrokerlPAddress: string

# MessageBrokerTCPport: integer

# parsedMetric: JsonObject

+ bindMessageBroker(ipAddress: string,
TCPport: integer)
+ publishKPI(parsedMetric: JsonObject)

Fig. 12 - Class diagram of the slice part adaptor.

'kpi': <kpi_name>,

'value'; <kpi_value>,

'timestamp': <kpi_gathering_time>,
'measurement_unit': <kpi_measurement_unit>,
'slicelD': <kpi_slice_context>,

'slicePartID": <kpi_slice_part_context>

Fig. 13 - DIMA KPI structure.

According to Fig. 13, timestamp, slicelD, and slicePar-
tID provide context about the collected KPI, indicating re-
spectively the exact moment of its gathering, the slice to
which this measurement refers, and its associated slice
part.

4.7 Testbed setup

Fig.14 presents the testbed used in the PoC. According to
Fig. 14, the following elements compose the testbed:

e Core-cloud server: represented by a device featur-
ing Intel Core i7-11800H 2.30GHz CPU with 16 cores,
32 GB DDR4 RAM, 750 GB SSD NVMe storage, with
Docker VIM and Docker engine API monitoring tech-
nology.

e Edge-cloud server: represented by an HPCompaq
6005 Pro PC desktop (AMD Athlon II X2 B26 CPU,
16 GB DDR3 RAM, 250 GB storage capacity), with
Docker VIM and Netdata monitoring technology.

¢ SDN backhaul network: represented by an HP Com-
paq 6005 Pro PC (CPU AMD Athlon II X2 B26, RAM
16 GB DDR3, 250 GB storage capacity), which emu-
lates, through the OpenvSwitchg, a virtual network
bridge with two network interfaces to interconnect
the core-cloud and edge-cloud domains.

The slice parts of the three domains are instantiated from
the NECOS platform on the testbed. Both cloud and edge
slice parts are containerized with virtualized compute
and network resources using Docker VIM, responsible for

https://www.openvswitch.org/
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Fig. 14 - Overview of the testbed used in the PoC.

hosting a VNF for managing gNodeB (gNB) resources. In
addition, the network slice part is provisioned with vir-
tualized network resources through a virtual interface
managed by OpenVSwitch, configured by the Ryu'?® WAN
Infrastructure Manager (WIM) through the SouthBound
OpenFlow APL.

For validation of the plan-agnostic aspect of DIMA, the
virtualized resources are monitored from their respec-
tive data collection technologies, with Netdata being the
specific monitoring technology for the backhaul network
and edge-cloud SDN domains and Docker engine API re-
sponsible for the core-cloud virtualized resources. With
this scenario, a heterogeneous environment of monitor-
ing technologies can be achieved.

Regarding the validation of DIMA to deploy different lev-
els of monitoring, figures 15, 16, and 17 present the place-
ment of the SPAs that DIMA deployed during the evalua-
tion runs for each level.

Core Cloud
Datacenter

SDN Backhaul
Network

Core DIMA
DIMA Network Slice-
Part Adaptor
DIMA Edge Slice-
Part Adaptor
DIMA Cloud Slice-
Part Adaptor

Network
Slice-Part

AL : Edge Cloud

e I SN : Datacenter
> Slice-Part § H
v
Edge

Core DC Sticepart T §\\/§

Edge DC

Fig. 15 - Placement of the slice part adaptors for the full-cloud monitor-
ing level.

O0https://github.com/faucetsdn/ryu

For the full-cloud monitoring level, the three SPAs are
placed by DIMA in the core-cloud domain. Through this
scenario the absence of traffic generated by the core-
cloud SPA is expected, since its monitoring will be per-
formed locally. In addition, the processing resources used
in the core-cloud are far superior to the edge-cloud re-
sources. Thus, it is also a scenario where reduced con-
sumption of processing resources by SPAs is expected.

Core Cloud
Datacenter
SDN Backhaul
‘ﬂﬂf'k
Cloud |,
Slice-Part DI, P
\‘ ' Network
3 H o) > Slice-Part
U 5
N N h Edge Cloud
8 et
Core DIMA H DIMA Network Slice-
H Part Adaptor
: DIMA Edge Slice- Ed
Gore.nG z
: DIMA Cloud Slice- €
—Né
Edge DC

Fig. 16 - Placement of the slice part adaptors for the full-edge monitor-
ing level.

In the full-edge monitoring level, the three SPAs are po-
sitioned by DIMA in the edge-cloud domain. Through
this scenario the absence of traffic generated by the edge-
cloud SPA is expected, since its monitoring will be local. In
addition, the processing resources used in the edge-cloud
are expected to be much lower than in the core-cloud.
Thus, it is also a scenario where higher consumption of
processing resources by SPAs is expected.

Core Cloud
Datacenter

= [
L

SDN Backhaul
Network

I~ DIMA Network Siice-| _ | Network
Part Adaptor Slice-Part

Edge Cloud
sn'i'i".‘»‘ln Datacenter
A DIMA Edge Slice-
Part Adaptor [<
DIMA Cloud Slice- T
Part Adaptor

v
Core DC Edge
Slice-Part

Fig. 17 - Placement of the slice part adaptors for the edge-to-cloud
monitoring level.

Finally, the edge-to-cloud level presents the scenario
where there is one SPA positioned in the core-cloud and
responsible for monitoring the cloud slice part. Also,
there is one SPA positioned in the edge-cloud and
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responsible for monitoring the edge slice part, and one
SPA positioned in the edge-cloud and responsible for
monitoring the network slice part.

For all monitoring levels, the monitoring of the following
KPIs, with their respective monitoring frequencies, is per-
formed on each slice part of the testbed:

¢ Cloud slice part: CPU utilization (%); RAM mem-
ory utilization (%); traffic receive speed (Kbps/s);
and traffic transmit speed (Kbps/s). All KPIs are col-
lected at a frequency of 1 second.

e Network slice part: Network throughput (Kbps/s)
with a monitoring frequency of 1 second.

» Edge slice part: CPU utilization (%); and RAM mem-
ory utilization (%). Both KPIs are collected at a fre-
quency of 1 second.

From monitoring the KPIs collected by the SPAs, perfor-
mance KPIs are collected regarding their CPU/memory
usage, network throughput, and the number of net-
work messages generated (which must be processed by
the central DIMA component located in the core-cloud).
These analyses will allow us to observe the impact the
remote SPA deployment approach should have on the
infrastructure. In addition, the cost of time to deploy
each monitoring level is also analyzed to observe the cost
involved in the remote deployment mechanisms of the
adaptor builder component.

4.8 Analysis of results

This section presents the numerical results obtained in
the experiments performed in each scenario of evaluat-
ing the multilevel monitoring plan in slice parts from the
DIMA solution. In addition, the following subsections are
intended to present the results collected from the behav-
ior of the prototype in each experiment group. Finally,
we provide a comparative discussion of the experimen-
tal results. It should be noted that the Proof of Concept is
not intended to evaluate which scenario is the best but to
prove that the solution can provide different monitoring
levels.

4.8.1 Full-cloud scenario

As shown in Fig. 18, the computational costs of the SPAs at
the full-cloud level were 9 seconds for the adaptor builder
deployment of the three SPAs, 6.5% CPU consumption,
and 5.1% RAM consumption. The CPU and RAM con-
sumption measurements consider the joint cost of the
three SPAs deployed.

The average deployment time of the SPAs was 3 sec-
onds, considering that the adaptor builder, (located in the
core-cloud) performed the deployment within the device
where it was hosted. Furthermore, there is an average

154

104

9 saconds

KPI value

T T
Dreploy CPU RAM
KPIs

Fig. 18 - Time costs to deploy SPAs, CPU, and RAM usage for the full-
cloud monitoring level.

consumption: of 2.16% CPU and 1.7% RAM per SPA. The
average consumption of the SPAs was evenly distributed
so that the variation in the number of KPIs collected by
each does not impact the consumption of the computa-
tional resources evaluated (5 KPIs were collected from
the core-cloud slice part and 1 KPI from the network slice
part).

As for network costs, Fig. 19 shows that the joint through-
put of the three SPAs in the core-cloud was 2304.82 Kbps
and 382 messages per second. This means a network cost
of only two SPAs, remotely monitoring the edge and net-
work slice parts.
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Fig. 19 - Network cost for full-cloud monitoring level

4.8.2 Full-edge scenario

Fig.20 presents the computational costs of the SPAs at the
full-edge level. It took 37 seconds to deploy the three SPAs
by adaptor builder, 17.4% CPU consumption, and 8.3%
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RAM consumption.
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Fig. 20 - Time costs to deploy SPAs, CPU and RAM usage for the full-edge
monitoring level.

The average deployment time for the SPAs was 12.3 sec-
onds, considering that the adaptor builder (located in
the core-cloud) performed the remote deployment of the
three SPAs in the edge-cloud domain. In addition, there
is an average consumption of 5.18% CPU and 2.76% RAM
per SPA. Therefore, the average consumption of the SPAs
was evenly distributed, just like in the full-cloud scenario.

As for the network cost, Fig. 21 shows that the aggre-
gate throughput of the three SPAs in the edge-cloud was
306.28 Kbps and 95 messages per second. It means that
this is a network cost of only two SPAs remotely monitor-
ing the cloud and network slice parts.
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Fig. 21 - Network cost for the full-edge monitoring level.

4.8.3 Edge-to-cloud scenario

Fig. 22 indicates the impact of the computational costs
of the SPAs at the edge-to-cloud level. It took 22 seconds
to deploy the three SPAs by adaptor builder, 14.8% CPU
consumption: (i) 1.6% CPU consumption by the SPA posi-
tioned in the core-cloud; and (ii) 13.2% CPU consumption
by the two SPAs located in the edge-cloud domain. In ad-
dition, there was also 8.3% of RAM consumption being:
(i) 1.7% of RAM by the slice part adaptor located in the
core-cloud; and (ii) 5.5% by the two located in the edge-
cloud.
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Fig. 22 - Time costs to deploy SPAs, CPU, and RAM usage for the edge-
to-cloud monitoring level.

The SPA’s average deployment time was calculated for
each domain in which the SPAs were deployed.
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Fig. 23 - Network cost for the edge-to-cloud monitoring level.

As for network costs, Fig. 23 shows that the throughput
obtained in the experiment was 198.64 Kbps and 71 mes-
sages per second. This means that this is the network cost
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of only one SPA, remotely monitoring the network slice
part since the two remaining were deployed to perform
local-level monitoring.

5. OUTCOME DISCUSSIONS

This section aims to compile the individual results of each
evaluated monitoring level, with the perspective of gener-
ating insights into the practical impacts of using the three
monitoring levels.

5.1 Results comparison

Fig. 24 shows that the full-edge monitoring level had the
longest time to deploy the SPAs. However, it can also be
observed that the edge-to-cloud level had a lower time
but about 244% longer than the full-cloud level. This be-
havior was observed due to the slice part adaptors trans-
fer mechanism implemented in the adaptor builder. In
the full-cloud scenario, it is not necessary to perform
an SPA transfer procedure through the network external
to the device hosting that domain, and the internal net-
work interface of the device is used, which allows much
higher throughput. Therefore, the results indicate that
using mechanisms for distributed deployment of SPAs re-
sults in a slower deployment process that will consume
the available bandwidth of the virtualized cloud-network
slice network.
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Fig. 24 - Time cost to deploy slice part adaptors at each monitoring level.

Figures 25 and 26 demonstrate that the full-cloud sce-
nario had a throughput and network message process-
ing cost inversely proportional to the deployment cost
of the three tiers addressed, showing 1160.30% higher
throughput and 538% more network messages generated
than the edge-to-cloud scenario. Even though the SPA re-
sponsible for monitoring the cloud slice part was respon-
sible for monitoring 4 KPIs. In comparison, the ones re-
sponsible for the network slice and edge slice parts to-
gether needed to monitor only 3 KPIs.
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Fig. 25 - Network throughput generated by slice part adaptors at each
monitoring level.
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Fig. 26 - Sum of the number of network messages sent and received by
the slice part adaptors at each monitoring level.

This behavior is explained by the specificities of the moni-
toring technologies adopted in the different domains. For
example, the monitoring technology of the Docker engine
API has a monitoring frequency limitation of 2 seconds
between internal KPI measurements in its system and re-
turns only the KPI that represents the value of the mea-
surements at the exact moment they are requested. Net-
data, on the other hand, can take measures at a frequency
of 1 second, providing by default a history of measure-
ments over time, resulting in a larger volume of data being
received by the SPAs responsible for the edge slice part
and network slice part monitoring.

In addition, the Docker engine API technology only cov-
ers monitoring resources virtualized by Docker VIM, un-
able to perform measurements of resources related to
network slices (such as resources of OpenVSwitch, widely
used for SDN network management). At the same time,
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Netdata provides monitoring support for both.
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Fig. 27 - CPU cost of slice part adaptors in the core-cloud and edge-cloud
domains at each monitoring level.
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Fig. 28 - RAM cost of slice part adaptors in the core-cloud and edge-
cloud domains at each monitoring level.

Figures 27 and 28 show that the CPU and RAM consump-
tion for the full-edge monitoring level were 267.69% and
162.74% higher, respectively than the full-cloud level.
First, however, it is necessary to consider that the re-
sources of the core-cloud domain are higher in both CPU
and RAM, with 16 CPU cores versus two cores (800%
fewer cores) and 25 GB of RAM (amount of memory al-
located to the core-cloud slice part) versus 16 GB of RAM
(156.25% fewer RAM) of the edge-cloud server (amount
of memory allocated to the edge-cloud slice part). In this
sense, it is possible that in a scenario where the edge-
cloud domain is provided with an edge data center, the
computational burden of SPAs will be less significant.

5.2 Results conclusions

This section presents the perspectives for the Proof of
Concept of the DIMA monitoring plan in the face of the
achieved results.

Through the deployed DIMA prototype and the execution
of experiments for each monitoring level, it was possi-
ble to verify that the implementation of DIMA could offer
multiple monitoring levels besides the centralized ones in
the cloud, thus validating the functional requirement #1.
Furthermore, using the monitoring template and imple-
menting SPAs allowed for abstracting the multiple moni-
toring technologies in the testbed.

In this sense, the functional requirement #2 was val-
idated. Furthermore, it was possible to observe that
the approach of multiple monitoring technologies in
the testbed impacted the network cost (throughput and
amount of messages generated) of the SPAs, demonstrat-
ing the viability of the edge-to-cloud scenario in a broader
scope of use cases where itis necessary to isolate network
decisions in specific domains, removing the signaling gen-
erated by SPAs positioned in the same domains where
their corresponding slice parts are deployed.

It should also be noted that due to the computational re-
source limitations of the edge-cloud domain, the scalabil-
ity of the SPAs in the realm of computational resource con-
sumption when deployed in the edge-cloud was far infe-
rior to the deployment in the core-cloud domain. How-
ever, deploying edge data centers with processing quan-
tities comparable to cloud data centers is fundamental to
using MEC architecture. Therefore, cloud and network
providers are expected to possess more significant com-
putational resources to cater to distributed architectures
for cloud-network slice orchestration.

Finally, the results revealed that DIMA’s self-organized
model for deploying monitoring instances was validated,
this being the functional requirement #3. Although a
manual approach, i.e., requiring all procedures for instan-
tiating multiple monitoring agents and requests between
monitoring components to be manually initiated by a net-
work operator, using a self-organized model still presents
time disparities between the different levels evaluated.

One of the major impacts when evaluating the adopted
levels is the time it takes to deploy SPAs. This is because
the DIMA monitoring plan approach requires the trans-
fer of SPAs across the available network. Hence, the more
SPAs need to be deployed outside the domain where the
core components of the DIMA architecture are positioned,
the higher the time cost. However, it is important to note
that the growth of deployment time cost per number of
SPAs is linear.
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6. CONCLUSION AND FUTURE WORK

This paper proposes the Distributed Infrastructure and
Monitoring Abstraction (DIMA), a multilevel monitoring
plan over edge-cloud domains orchestrated by the NECOS
platform. The DIMA architecture monitoring plan differs
from state of the art by enabling the orchestration of mul-
tilevel monitoring service along an edge-cloud continuum
at the granularity of slice parts of active cloud-network
slice instances.

We evaluate DIMA through a proof-of-concept operating
in a real-world testbed. The assessment results offer di-
verse findings regarding the DIMA performance. First,
DIMA transfers the slice part adaptors over the network,
thus introducing a linearly increasing deployment time
cost.

Furthermore, the experiments to verify the optimization
of the KPI delivery time were not considered for eval-
uation to validate the DIMA concept. Still, they can be
adopted for further performance evaluation. For this type
of evaluation, a real federated network scenario is more
advantageous, where the distance scale between differ-
ent network domains is in kilometers, impacting a longer
network traffic time between other domains.

In future work, we will evaluate the decommissioning of
the SPAs from the adaptor builder into a new component
capable of performing related procedures locally in each
network domain by adopting REST requests. Also, we will
experiment with DIMA over a geographically distributed
cloud-network setup, thus validating the different moni-
toring levels under a more realistic scenario. Finally, it is
of utmost importance to deploy DIMA facilities for moni-
toring RAN resources under several end-user mobile pat-
terns, thus supporting handover decision-making proce-
dures with real-time QoS KPIs.
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