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Abstract - The recent rapid advancement of cloud-native networking infrastructure has leveraged the resource virtualiza-
tion technology of containers to realize diverse microservice-based applications in 5G/6G networks and clouds. Containers
drastically enhance the efficiency of computational resource allocation and utilization as compared to the related virtualiza-
tion technology of Virtual Machines (VMs). The networking environment leveraging both VM and container mixed virtual-
ization technologies makes the most use of them to realize a computational platform whose resources can be dynamically ad-
justed to a fine granularity. To continuously meet the required levels of quality of services in 5G/6G networks and clouds in that
platform, an agile and autonomous data analytics system in the control plane is essential for the accurate prediction of server
workloads and dynamic allocation of enough amount of computational resource. In this paper, we introduce a framework,
which complies with Recommendation ITU-T Y.3177, for autonomous computational resource control and management. The
framework consists of an advanced data analytics system and a resource control system. We propose an architecture for
the advanced data analytics system consisting of learning and prediction components. The learning component includes a
three-stage intelligent model pipelining with three cascaded machine learning models, nonlinear regression, clustering, and
multiple regression. These models determine the fluctuation trends in CPU utilization, classify services with similarities in the
trends, and predict the peak CPU utilization of each containerized microservice. We evaluate the proposed models through
experiments and numerical analysis. The results prove that the models support agile data analytics, which can complete data
processing in the time granularity of seconds and achieve higher prediction accuracy of CPU utilization.

Keywords - Data analytics, intelligent model pipelining, machine learning, microservice, resource management

1. INTRODUCTION

Network Function Virtualization (NFV) technologies have
already been essential for fifth generation (5G) mobile
networks and will also be essential for beyond 5G or 6G
networks and clouds [1]-[3], to accommodate a large
number of diverse application services in common net-
working and computing infrastructures. NFV enables us
to implement any Network Functions (NFs) of traditional
network equipment through software on network vir-
tualization infrastructures consisting of general-purpose
servers at reduced CAPEX/OPEX because multiple NFs
can be installed and operated from a common physical
machine and/or Virtual Machine (VM). Virtual functions
constituting a monolithic application deployed on VMs
are called Virtual Network Functions (VNFs), while the
ones deployed in containers in the cloud are called con-

quire communication between multiple microservices, as
they virtualize processes on a common OS. Microservice
architecture is a particular way of designing an applica-
tion service as a suite of independently deployable mi-
croservices. Different microservices can be deployed in
different containers. Microservices have several advan-
tages such as being lightweight, having high agility in the
activation and deactivation of containers, excellent porta-
bility, and high scalability.

Because both virtualization technologies have different
advantages, they can be mixed in future server virtual-
ization environments to optimally meet the application
service requirements. For instance, an application that
requires a high quality of service and security can be
deployed in a separate VM, which is not shared with
other applications. Similarly, multiple applications con-

tainer network or Cloud-Native Functions (CNFs), which
correspond to microservices [4].

VM and container technologies have their own advan-
tages. For example, VM technologies virtualize physical
servers at the hardware level. This feature makes it easier
to meet the diverse Quality of Service (QoS) requirements
of 5G/6G networks and clouds such as guaranteed com-
munication capacity and low latency, and also to secure
virtual servers against unauthorized access. Container
technologies are more effective for applications that re-

sisting of a large number of microservices can be de-
ployed in various containers on the same VM. Containers
are expected to enhance service provisioning and man-
agement by adopting microservice-based application ar-
chitectures for networks and clouds [5].

In 5G/6G networks and clouds, the rapid spread of cloud-
native environments accommodating diverse application
services will make the operation of servers more com-
plex due to the drastic increase in the number of con-
trolled and managed elements and the diverse require-
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ments of personalized services [6]. Moreover, because
the amount of computational resource such as CPU, mem-
ory, and storage are limited in each server, we need to ef-
ficiently use the resources to meet the QoS requirements,
while responding to the fluctuations of workload and/or
the occurrence of failures [7]. For this purpose, we re-
quire advanced data (e.g., resource usage) analytics tech-
nologies and autonomous resource adjustment technologies.
Many prior studies have investigated various approaches
for the control and management of cloud-native environ-
ments and microservices [6]-[21]. Reactive approaches
to dynamically adjust computational resources can be
straightforward, but they may not be able to agilely re-
spond to rapid fluctuations in resource usage; thus, in-
creasing the occurrence of resource shortage. Further-
more, the trends of fluctuations vary depending on the
characteristics (e.g., physical specifications and manage-
ment tools) of server virtualization infrastructures run-
ning microservices and these trends may be difficult for
humans to predict due to their high complexity.
Hence, technologies for the agile demand prediction of
computational resources by advanced data analytics uti-
lizing Machine Learning (ML) techniques will be essential,
and their prediction accuracies need to be high. The ap-
plication of ML techniques to data analytics contributes
to satisfying various levels of QoS requirements in 5G/6G
network and cloud systems based on their capability to
enhance computational resource control and manage-
ment by autonomously suppressing resource shortage
with high efficiency of resource utilization, as discussed in
[22]-[27]. Such enhancement can also be achieved for the
resource control and management of microservices (such
as CNFs) by exploiting the advantages of ML techniques,
such as reducing the time required to find an appropriate
solution for computational resource adjustments com-
pared to existing complex optimization approaches
(as discussed in [26]), and enabling proactive resource
control through training and prediction processes.
In this paper, we first introduce a framework of computa-
tional resource control and management for CNFs to pro-
vide microservice-based application services. The frame-
work is compliant with Recommendation ITU-T Y.3177 [28].
Next, we propose the architecture for an advanced data
analytics system included in the control and management
framework, and a three-stage intelligent model pipelining
that cascades the following three ML models in the learn-
ing component of the data analytics system: 1) nonlin-
ear regression, 2) clustering, and 3) multiple regression.
To the best of our knowledge, there is no prior study on
a functional architecture and detailed modeling to real-
ize dynamic, pipelined deployment of several ML mod-
els for advanced data analytics of many CNFs (i.e., mi-
croservices) constituting a microservice-based applica-
tion to reflect in autonomous and agile computational re-
source adjustments. To confirm the effectiveness of the
proposed models, we have performed experimental mea-

surements and numerical analyses of CPU utilization of
each microservice. The results show that our ML mod-
els achieve agile data analytics in the time granularity of
seconds and reduce the prediction errors of CPU resource
utilization. In summary, our main contributions through
this study are clarified as follows:

1. In the autonomous resource control and man-
agement framework for containerized microser-
vices that is compliant with Recommendation
ITU-T Y.3177, we propose an architecture of a data an-
alytics system consisting of learning and predic-
tion components to analyze many CNFs constituting
microservice-based applications in parallel. The sys-
tem is capable of accurately predicting the CPU uti-
lization in response to fluctuations in resource usage
for each microservice.

2. For the learning component, we propose a three-
stage intelligent model pipelining consisting of a cas-
cade of three ML models, each of which is explained
in points 3, 4, and 5 below.

3. We propose a nonlinear regression analysis model
applying a Least Squares Support Vector Regression
(LS-SVR), to quantitatively evaluate the Mean Square
Errors (MSEs). It obtains the trends of fluctuations in
CPU utilization in an agile manner in the time granu-
larity of seconds for each microservice with a visually
understandable and generalized nonlinear function.
The main benefit of using LS-SVR as a nonparametric
ML model is that it does not require the estimation
of a nonlinear function in advance of the regression
process, which reduces the number of manual oper-
ations.

4. We propose an agile clustering model by applying a
k-means++ algorithm. This clustering method classi-
fies the microservices constituting each application
based on their similarities, which simplifies the op-
erations of many microservices by defining a small
number of analytic models and resource allocation
policies for all microservices. The clustering results
can be obtained with a time granularity of seconds.

5. We propose a multiple regression analysis model
applying the Least Absolute Shrinkage and Selec-
tion Operator (LASSO) followed by the Least Squares
Method (LSM) to predict the maximum value of CPU
utilization in a future specific period for each mi-
croservice. We quantitatively evaluated MSEs, the
amount of overestimation, and the underestimation
of peak CPU utilization. The results show that it re-
duces the MSEs and enables us to predict the future
peak utilization better than other existing methods,
which are adopting the average of a set of maximum
values, adopting the largest one in a set of maximum
values, LSM only, and LASSO only, in the time granu-
larity of seconds.
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The remainder of this paper is organized as follows. We
introduce related work in Section 2. In Section 3, we
discuss a framework for autonomous computational re-
source control and management for many containerized
microservices. We present an architecture of the data
analytics system to analyze CPU utilization of many mi-
croservices constituting each application in parallel in
Section 4, and the proposed three-stage intelligent model
pipelining in Section 5. We evaluate our proposed mod-
els quantitatively using numerical analysis to measured
CPU utilization of three applications in Section 6.
Finally, in Section 7, we conclude this paper and provide
an overview of our future work.

2. RELATED WORK

A previous study [29] introduced a framework for com-
putational resource control management for VNFs de-
ployed on VMs. The authors proposed an architecture
for a data analytics system that includes a two-stage in-
telligent model pipelining with two cascaded ML mod-
els, namely nonlinear regression and multiple regression.
Nonlinear regression was used to assess the trends of
fluctuations in CPU utilization in the time granularity of
seconds for each VNF with a visually understandable and
generalized function model. Multiple regression was used
to predict the maximum value of CPU utilization of the
VNF to allocate sufficient CPU resources in advance such
that CPU saturation causing degradation of QoS could
be avoided. We measured the CPU utilization of an in-
network cache function [30],[31] as a VNF, quantitatively
evaluated our ML models for data analytics on CPU utiliza-
tion, and proved that our models are effective in enhanc-
ing the agility of data analytics and reducing the predic-
tion errors of peak CPU utilization. However, the frame-
work and architecture specified in [29] lack mechanisms
for handling CNFs (i.e., microservices), so they are unsuit-
able for microservice-based applications in 5G/6G net-
works and clouds. The main differences between the pro-
posal in this paper and the system proposed in [29] are
that (i) the data analytics system proposed in this pa-
per analyzes many CNFs (i.e., microservices) in parallel,
rather than analyzing a single VNF, and (ii) it adds a clus-
tering model as a second stage of pipelining (i.e., after
nonlinear regression and before multiple regression) to
classify multiple microservices constituting each applica-
tion.

Data analytics for autoscaling of microservices are key
challenges to be addressed in order to realize future
cloud-native environments. Kubernetes has already
equipped a threshold-based horizontal autoscaling func-
tion for containers [5], and the authors in [8] proposed
a controller-agnostic algorithm based on the autoscal-
ing of Kubernetes. However, Kubernetes dynamically in-
creases or decreases the number of containers allocated
to each microservice using a reactive approach that mon-
itors computational resource usage and compares it to a
predefined threshold. Therefore, it does not utilize intel-

ligent data analytics for autoscaling. The authors in [9]
proposed combining both horizontal and vertical scaling
approaches and showed its complementary benefits com-
pared to Kubernetes’s horizontal autoscaling. However,
they have only adopted a reactive approach as in [5]-[8],
which does not utilize intelligent data analytics.

The authors of [10] proposed a microservice-based ar-
chitecture for industrial data analytics. Their goal was to
predict and control the paths of moving robots in several
tens of milliseconds, which differs from workload pre-
diction for the proactive autoscaling of each microservice
on server virtualization infrastructures in the cloud. Ad-
ditionally, their method monitors the number of unpro-
cessed messages and scales up subscribing microservices
using a threshold-based (i.e., reactive) approach, but they
did not specify any algorithm or mathematical modeling
for path prediction and scaling. The authors in [11] pro-
posed a model-driven method using mixed-integer non-
linear programming and a genetic algorithm. However,
it is generally known that the two algorithms will take a
long time to obtain a solution because of the strict opti-
mization, which is not suitable for agile data analytics re-
sponding to time-varying and rapid fluctuations in com-
putational resource usage.

Reactive approaches make it difficult to deal with rapid
fluctuations in CPU utilization; and thus, a proactive ap-
proach utilizing intelligent data analytics is required for
the autoscaling of microservices. The authors in [7] pro-
posed a predictive autoscaling of microservices for cloud-
native environments in mobile networks. However, they
only used classical methods such as ARIMA and linear re-
gression and did not assume the utilization of more ad-
vanced technologies such as ML techniques. The pro-
posed autoscaling was verified using emulation data (i.e.,
not real data), which may have a simple probabilistic dis-
tribution of data generation. In such a case, it might be
enough to apply such classical methods, but we need to
utilize advanced technologies such as ML techniques to
autonomously analyze complicated fluctuations in CPU
utilization of every microservice. The authors in [6] pro-
posed a framework of Al-based resource-aware orches-
tration, which aims to construct autonomous cloud-native
environments with closed-loop automation utilizing ML
techniques, the ZSM concept, and so on. They also intro-
duced a simulator to simulate the deployment of cloud-
native clusters. However, they only proposed the frame-
work, and thus did not sufficiently discuss detailed algo-
rithms and models for advanced data analytics for mi-
croservices.

The authors in [12] proposed the application of a rein-
forcement learning technique for horizontal scaling and
container deployment scheduling. Likewise, the authors
in [13] proposed applying reinforcement learning to learn
a threshold for autoscaling in consideration of resource
demands and quality of services. However, when using
the reinforcement learning technique, it is imperative to
execute iterations (i.e., trials and errors) many times so
that the learning can converge. This means that it takes
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too much time to complete each reinforcement learning
task, and thus is not suitable for agile data analytics re-
sponding to rapid fluctuations in computational resource
usage.

The authors in [14] proposed a resource-provisioning
method using workload clustering in a cloud environment
and the authors in [15]-[17] proposed the application
of supervised learning techniques for autoscaling with
workload forecasting. However, these studies did not
investigate the pipelining of several ML models, partic-
ularly nonlinear regression and multiple regression, for
advanced data analytics to enhance workload prediction
and resource adjustments for microservices.

Except for data analytics for autoscaling, the authors in
[18][19] proposed service function chaining comprising
multiple distributed CNFs, and discussed traffic steering
such as load balancing. The authors in [20] proposed a
framework for performance monitoring of segment rout-
ing for the IPv6 (SRv6) method in cloud-native environ-
ments. The authors in [21] proposed a method to en-
hance the security of cloud-native environments. How-
ever, none of these studies focused on the data analytics
for autoscaling of microservices.

Federated Learning (FL) has recently received signifi-
cant attention [32][33]. The FL technique deploys ML
models in multiple servers and devices across a network
in a distributed manner and trains the ML models on
their respective servers and devices without exchanging
datasets. Additionally, it does not require the collection
of datasets in a centralized server. Although FL deploys
ML models in a distributed manner, no method has been
defined for pipelining multiple types of ML models to en-
hance the performance of data analytics.

In ITU-T standardization, ML marketplace and pipeline
have been propounded and standardized [28][34], but
standardized documents have not recommended any spe-
cific analysis models. It is also necessary to interconnect
with the framework of the ML marketplace standardized
in [28][34], so that any ML function can be deployed on
any model in the system.

Online Machine Learning (OML) has recently received sig-
nificant attention [35][36]. The OML technique executes
training and updating the model sequentially by using the
new dataset received one after another, and thus, is ef-
fective especially in time-series data analytics including
the prediction of future data. The OML has several advan-
tages such as a smaller memory usage and a low compu-
tation load in training the model because a new dataset
is input to the system one by one and old datasets can
be removed. However, it has a serious issue of low toler-
ance to noise data compared to a Batch Learning (BL) be-
cause the prediction accuracy can significantly be affected
by the noise. Therefore, we require some framework to
solve the issue of OML.

3. FRAMEWORK OF COMPUTATIONAL RE-
SOURCE CONTROL AND MANAGEMENT
FOR CNFS

We propose a framework of autonomous computational
resource control and management for containerized mi-
croservices that is compliant with Recommendation
ITU-T Y.3177 [28], as shown in Fig. 1. When we run
a microservice-based end-user cloud application on a
VM/container mixed server virtualization infrastructure,
each microservice is deployed on a unique container cre-
ated in a VM. We only focus on CPU utilization as a com-
putational resource under the condition that every mi-
croservice in an application can share and use enough
RAM resources. The framework includes an advanced
data analytics system and a resource control system, both
of which are indispensable to quickly respond to the fluc-
tuations of CPU utilization. The CPU utilization of every
microservice is regularly monitored, and the measure-
ment data is sent from the server virtualization infras-
tructures to the advanced data analytics system. The pre-
diction results and/or external data (e.g., network and
service requirements) are fed to the resource control sys-
tem that makes decisions for resource arbitration and NF
migration. The server virtualization infrastructures are
reconfigured in accordance with the decision for compu-
tational resource adjustments.
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Ir;formation . Requirements Resource Control System
o
microservices Sstem ] ML @@
> ML@@ External Resource NF
Demand Data Arbitration L
Pr > Control migration
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Microservice- y
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Fig. 1 - Framework of autonomous computational resource control and
management for CNFs which is compliant with Recommendation
ITU-T Y.3177

3.1 Advanced data analytics system for CNFs

The data analytics system for CNFs consists of the learn-
ing and demand prediction components, as is the case
with the VNFin [29]. The learning component determines
a CPU utilization prediction model for each microservice
based on the monitoring data of the microservice’s past
CPU utilization by means of various ML techniques. Sim-
ilarly, the demand prediction component predicts the fu-
ture CPU utilization for each microservice using the cur-
rent prediction model. The prediction model is updated
by the validation and relearning process of the learning
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component every time a new dataset is added to the past
datasets.
Next, we specify the policy for data analytics as follows:

1. We dynamically select an analytic model suitable for
a purpose (e.g., peak workload prediction) consid-
ering the characteristics of the data, including the
trends of fluctuations in CPU utilization. Note that
we cannot create an analytic model that is best for
all purposes. Therefore, depending on the purpose,
some cases may require ML techniques, while other
cases may not require them.

2. We define a prediction model for each microservice
individually because the trends of the fluctuations in
CPU utilization are different depending on the mi-
croservices. This makes it easier to perform fine-
grained management, data analytics, and resource
control, which are suitable for each microservice.

3. We simplify the operations of microservices as much
as possible because there is no doubt that a drastic
increase in the number of microservice deployments
will make the operations of server virtualization in-
frastructures more complex. For instance, the classi-
fication of microservices depending on their similar-
ities would help simplify the operation of microser-
vices.

4. We prioritize the agility of data analytics to realize
the agile resource control mechanism that can re-
spond in a timely way to the rapid fluctuations of CPU
utilization (in time granularity of seconds).

Our proposed framework can adopt either learning tech-
nique: BL and OML. As we explained in Section 2, the
OML is effective in time-series data analytics in the case
that the system receives a new dataset one after another.
However, the OML technique has a disadvantage of low
tolerance to noise data. Besides, the prediction of CPU uti-
lization (at every second or of the peak value) that we fo-
cus on in this study needs to utilize past datasets as well as
a new dataset so that LASSO/LSM-based multiple regres-
sion analysis can be executed and evaluated by a seven-
fold cross-validation. Therefore, every time a new dataset
is received, our system uses multiple datasets (e.g., 21 lat-
est datasets) including the new dataset for training the
model regularly. We adopt this approach, which is a kind
of combining of BL and OML into our system.

3.2 Resource control system

The resource control system finds a solution for resource
arbitration among CNFs or NF migration between physi-
cal servers by using the CPU utilization prediction results
received from the advanced data analytics system, and /or
other external information such as network and service
requirements. Because the main contribution of this pa-
per is an advanced data analytics system, we omit a de-
tailed explanation of the structure and mechanisms of the
resource control system and refer readers to [22]-[26].

4. ARCHITECTURE OF ADVANCED DATA
ANALYTICS SYSTEM FOR MULTIPLE
MICROSERVICES

The two kinds of NFs, VNF and CNF, are different from
each other especially in terms of the dependency between
NFs. Each VNF usually occupies a VM and is running inde-
pendent of other VNFs, while multiple CNFs constituting
amicroservice-based application are closely connected to
each other inside a VM. This means that the CPU utiliza-
tion data of all CNFs in the application needs to be mea-
sured, analyzed and predicted simultaneously so that the
computational resource control shown Fig. 1 can work
properly. This motivates us to design an architecture of
a data analytics system which can execute learning and
prediction processes of all CNFs constituting an applica-
tion in parallel.

We propose an architecture for an advanced data analyt-
ics system to analyze the many containerized microser-
vices constituting a microservice-based application in
parallel, as shown in Fig. 2. As with the architecture
n [29], the system consists of (i) the prediction compo-
nent to predict the CPU utilization of a new dataset; and
(ii) the learning component to analyze the past datasets
of CPU utilization and tuning parameters of a prediction
model. Monitoring data received from server virtualiza-
tion infrastructures and microservices’ name/status in-
formation is input to the two components.

The learning component includes the proposed three-
stage intelligent model pipelining and its three cascaded
ML models: nonlinear regression, microservices cluster-
ing, and multiple regression. In each stage of pipelin-
ing, the workloads of all microservices can be analyzed
in parallel, but individually and independently for each
microservice. The model at the first stage analyzes and
predicts the trends of fluctuations in CPU utilization, the
model at the seconds stage simplifies the operations of
many deployed microservices, and the model at the third
stage predicts the peak CPU utilization, and prevents the
system from experiencing a shortage of CPU resources
due to the autonomous resource control mechanism. The
output results of the first and second models are used
to determine the second and third models, respectively.
Similarly, the output results of the learning component’s
intelligent model pipelining generate the tuning parame-
ter values of a suitable ML model to be used in the pre-
diction component, as is the case for the architecture dis-
cussed in [29].

To predict peak CPU utilization, there may be cases in
which the ML model of multiple regression may not be ef-
fective for different types of microservices all the time. If
itisjudged that multiple regression is not necessary in the
third stage of pipelining, another option without any ML
techniques may be effective for the third stage. Thus, it
is possible to use two kinds of models in the third stage
of pipelining: a non-ML data analytics model, and a mul-
tiple regression model. If a multiple regression analysis
is judged to be effective for the cases in which the fluc-
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tuations of CPU utilization are relatively large, the output
results obtained from the clustering model are forwarded
to the multiple regression model; otherwise, they are for-
warded to a non-ML data analytics model.

The data analytics system and resource control system
are interconnected through a secure connection (e.g., us-
ing transport layer security) at all times. The prediction
results for the CPU utilization of microservices for a spe-
cific period (e.g., every 100 s) are obtained from the pre-
diction component. They are then sent to the resource
control system, which replies with an ACK message to the
data analytics system. In the next section, we explain each
model in detail when describing the learning component.
Prediction Component

S porn Feedback for updating
Prediction of CPU utilization

¢ the prediction models
e| Prediction model for MS #1 |ﬁ

[ Prediction model for MS #2 | Outputy To Resource
E Control System

Microservice-based
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Learning
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Measurement data * MS: Microservice

— Server Virtualization Infrastructure

Fig. 2 - Proposed architecture of the advanced data analytics system
for microservices

5. THE THREE ML MODELS CASCADED
BY THE THREE-STAGE INTELLIGENT
MODEL PIPELINING

5.1 Firststage: Nonlinear regression model

This model analyzes the trends of the fluctuations in CPU
utilization in seconds within a specific period for each mi-
croservice. Because the fluctuations of the CPU utiliza-
tion of several microservices may be too complicated to
be expressed by a simple model such as a linear func-
tion, a nonlinear regression analysis can be more effec-
tive for analyzing the trends of fluctuations in CPU utiliza-
tion in the first stage of the three-stage intelligent model
pipelining [29]. Every time a new datasetis obtained from
the monitoring units of containers, the model at the first
stage executes a nonlinear regression analysis with the
dataset obtained from each container (i.e., microservice).
For this model, we propose the application of LS-SVR, as
is the case for the two-stage intelligent model pipelining
discussed in [29].

51.1 LS-SVR

Atypical SVR was proposed for the first time in 1996 [37].
It derives a nonlinear regression function by mapping
data into a higher-dimensional space by means of a kernel

trick utilizing the characteristics of the kernel function,
which achieves high computational efficiency when han-
dling a nonlinear correlation in data. The kernel trick en-
ables the adoption of a nonparametric ML model. The ML
model automatically creates a nonlinear function without
requiring prior knowledge, such as the nonlinear correla-
tion of data. Therefore, we do not need to select a specific
base function by performing manual operations prior to
regression analysis. SVR can create a nonlinear function
with a relatively high tolerance to noise in data by defining
arange to allow differences from real data (i.e., regarding
the difference as 0 when it is within a predefined range);
thus, it can realize superior nonlinear regression consid-
ering both fitting to real data and generalization ability.
LS-SVR was proposed in 2005 [38] as an extension to the
typical SVR, and has been applied in many research fields
[39]-[41]. Though both typical SVR and LS-SVR have al-
most the same generalization ability, LS-SVR has several
advantages over the typical SVR; such as lower compu-
tation cost, flexible selection of kernel functions, simpli-
fied maintenance, and lower memory footprint. In par-
ticular, a lower computation cost is achieved by defining
simple simultaneous linear equations for solving an opti-
mization problem, whereas the typical SVR defines a rel-
atively complicated quadratic programming problem. In
this study, we adopt a Radial Basis Function (RBF) ker-
nel [42] for LS-SVR as a representative and the most used
kernel method to realize a nonparametric nonlinear re-
gression.

5.1.2 Mathematical model of LS-SVR

Each dataset is expressed as [(zy, y1),-» (@p Y,
(7, y7)] (2, € R", y, € R) where T'is the maximum
number of explanatory variables in a dataset.

The nonlinear regression function of LS-SVR is expressed as:

T
f(x) = ZatK(xvat) + b, (1)

t=1

where a, (€ R) is the Lagrange multiplier of the ¢th ex-
planatory variable, and b, is a bias term. Both of these are
obtained by solving an optimization problem formulated
in detail in [38]. K (x,x,) is the RBF kernel, which is ex-
pressed as:

K(Z‘,th) zexp(—g||x—$t||2), (2]

where g is a kernel-related parameter that determines the
form (degree) of the function expressed as g = 1 / 202,
and o2 is a kernel function parameter. A regularization
constant to avoid overfitting, -, is included in the opti-
mization problem formulated in [37]. In general, we can
change the nonlinear regression function by adjusting the
values of the two hyperparameters g and v [37][38]. In
this study, we set v = 100 statically. As the value of ¢
increases, the nonlinear function becomes more complex
(i.e., a higher degree).
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5.2 Second stage: Clustering model

In the clustering model, all microservices used to provide
a network or cloud application service are classified into
several classes according to their patterns of resource us-
age by means of an unsupervised learning clustering tech-
nique. In future server virtualization infrastructures, a
large number of microservices will be deployed on con-
tainers created on VMs and physical servers, and the
trends of fluctuations in their CPU utilization will be di-
verse. Hence, in the second stage of the intelligent model
pipelining, it is effective to classify the microservices
based on their similarities in CPU resource usage so that
the operations of microservices, including the dynamic
selection of learning and prediction models, can be sim-
plified.

When a network or cloud application is deployed for the
first time, human operators may need to define the clus-
tering model (i.e., two or more dimensional spaces) based
on the data analytics results of the first ML model. In this
way, every time a new dataset is obtained, the clustering
model can be automatically re-executed. We propose the
application of the k-means++ method as a clustering tech-
nique.

5.2.1 k-means++ method

The standard k-means method was first used in 1967
[43]. First, it roughly divides the data into several clus-
ters. Subsequently, the clustering results are adjusted by
the mean values of clusters several times so that all data
can be appropriately classified into several clusters based
on the similarities between the data. The number of clus-
ters is expressed as k, which can be set to any number.
However, the standard k-means method tends to experi-
ence unstable clustering results, which may change de-
pending on the initial parameter values. To address this
issue, a k-means++ method was proposed in 2007 [44].
The method executes the initialization so that the loca-
tions of multiple cluster centers cannot be close to each
other. It suppresses the dependency on the initial values
of the cluster centers by means of a weighted probability
distribution.

5.2.2 Algorithm of k-means++ method

We denote D(m) to be the shortest distance from a data
point to the closest center that has already been chosen.
Step 1: Choose a point from all data points randomly, and
regard it as cluster center c;.

Step 2: Choose a new cluster center c,, randomly with the
following probability:

D(m)?
S

where m € (1, 2, -, M). The chosen data point should
be one, except for the data points that have already been
chosen. M is the total number of data points classified by

P(m) =

the k-means++ method, which corresponds to the num-
ber of microservices (M = 12 for robotshop, M = 15 for
sockshop, and M = 21 for eshop) in this study.

Step 3: Repeat step 2 until & cluster centers are chosen.
Step 4: Execute the standard k-means algorithm by tak-
ing the k cluster centers chosen in the above steps as the
initial values.

5.3 Third stage: Multiple regression model

In the multiple regression model, the past data of CPU
utilization is analyzed to predict the maximum value of
CPU utilization in a future specific time. Even when the
fluctuations in CPU utilization tend to be relatively large,
the peak CPU utilization of a microservice can be accu-
rately predicted to achieve a reduction in the cases of CPU
resource shortages and promote high-efficiency CPU uti-
lization. Therefore, in the third stage of intelligent model
pipelining, it is effective to deploy a multiple regression
analysis model by appropriately defining the input and
output of data; in this study, we define the input as CPU
utilization in a specific period, and the output as the max-
imum value of CPU utilization in a specific future time.
We apply the LASSO followed by an LSM, which we call
LASSO/LSM, as a multiple regression model.

53.1 LASSO

LASSO is a type of regression analysis model used as a
sparse modeling technique in machine learning [45]-
[48]. We formulate the model utilizing LASSO to predict
the maximum value of CPU utilization, especially for
microservices where the fluctuations in CPU utilization
are relatively large.

Previous studies have shown that there exists a sparsity
of time-series data on CPU utilization [24][25][29].
Thus, to predict the peak CPU utilization, only a small
number of explanatory variables in the data may be
important for predicting the objective variable of data.
The explanatory variables are a set of CPU utilization
values in a specific period, while the objective variable
(i.e., output) is the maximum value of CPU utilization
in a future specific time. If the data is sparse, a sparse
modeling method such as LASSO is suitable because it
is a simple mathematical model and reduces prediction
errors by mitigating overfitting.

5.3.2 Mathematical model of LASSO

We define E as the Least Mean Square Error (LMSE) in
the prediction of the objective variable (output of multiple
regression analysis), which can be formulated as:

N v
E=Y (Y, =42+ 2 [w@), 4
=1 i=1

n

where v is the explanatory variables (input of multiple re-
gression analysis), Y,, is the actual observed value of the
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objective variable, A is a regularization parameter, and y,,
is the predicted value of the objective variable, which is
expressed as:

v

Yo = > w(i)z, (i) + by, (5)

i=1

where z,,(7) and w() are the actual value and weight of
the ith explanatory variable in the nth dataset (n € (1, 2,
-+, N)), respectively. b, is the intercept coefficient, and v
is the number of explanatory variables. LASSO sets up the
values of w(¢), b;, and A such that the value of E is mini-
mum. The second term in Eq. 4 is a regularization term.
If A =0, this term does not affect the prediction error, and
the model is the same as that of LSM. In this way, LASSO
strives to avoid overfitting to real data by adding a regu-
larization term to the LSM [45]-[48].

5.3.3 LASSO/LSM

The application of LSM after selecting a small number
of explanatory variables using LASSO can further reduce
prediction errors [24][29][49]. We need to create a re-
gression model with a smaller number of explanatory
variables, only the ones important for prediction, using
LASSO. As aresult of LASSO, the weights of some explana-
tory variables are set to non-zero, and the weights of all
other explanatory variables are set to zero. We adopted a
seven-fold cross-validation to create a generalized regres-
sion model, as in our previous studies [24][29]. The seven
types of cross-validation results may be different from
one another depending on the data. We define impor-
tant explanatory variables as the variables that are chosen
(i.e., whose weights are non-zero) four or more times in
the seven-fold cross-validation of LASSO [24][29]. Subse-
quently, to determine a prediction model, the LSM-based
multiple regression is executed using only the important
explanatory variables.

5.4 Non-ML analysis model

If the fluctuations in CPU utilization of a microservice are
relatively high in the time scale of seconds, the multiple
regression analysis may be effective to predict the peak
CPU utilization though it depends on the regression re-
sults. Otherwise, we may not need to apply any ML tech-
nique to predict peak CPU utilization. In other words, for
microservices where the CPU utilization rates do not fluc-
tuate from the beginning, we only need to allocate the
right amount of CPU resource to each microservice by
means of past data. Additionally, when multiple regres-
sion does not reduce the prediction errors of peak CPU
utilization, an ML technique may not be necessary. In
these cases, we may apply a method without any ML tech-
nique, which we call non-ML method such as (i) adopt-
ing the Average of a set of Maximum Values (AMV), and
(ii) adopting the Largest one in a set of Maximum Values
(LMV), as is the case for the non-ML methods discussed
in [29].

The estimated value of the objective variable (i.e., the pre-
dicted value of the maximum CPU utilization) of the nth
datasetin AMV, y,,, is expressed as:

n—1
g=Y (6)

b
= n—1

where Y] is the actual observed value of objective variable

of /th dataset.

Similarly, the predicted value of the objective variable of

the nth dataset in LMV, y,,, is expressed as:
yn:max(Y17Y27"' Y, )a (7)

» tn—1

where Y; (i € (1, 2, --,, n-1)) is the actual observed value
of the objective variable of the ith dataset.

5.5 Consideration on determining a predic-
tion model for a new dataset

The learning results obtained from the three-stage intel-
ligent model pipelining led to the selection and configura-
tion parameters of a prediction model for future CPU uti-
lization. Because the learning results include both a non-
linear regression function and an output value of multi-
ple regression analysis, we need to decide how to reflect
both results in creating the prediction model for dynamic
resource allocation to each CNF (microservice). One ap-
proach is as follows: We regard the difference between
the output value of multiple regression and the peak value
on CPU utilization of the nonlinear regression function as
the resource margin. Then, we determine the prediction
model as a function where the amount of CPU with the
value of margin is added to all values on the predicted
nonlinear regression function.

However, in this study, we focus on the learning compo-
nent of the advanced data analytics system for CNFs con-
stituting each microservice-based application, including
the three-stage intelligent model pipelining and each ML
model. Hence, creating an optimal prediction model for
dynamic resource adjustments based on multiple types of
ML analysis results is beyond the scope of this study.

5.6 Possible examples of using our methods

The proposed data analytics system consisting of three-
stage intelligent model pipelining is effective for sim-
ple NF operations and the proactive autoscaling of
VM/container resources because it yields low predic-
tion errors for computational resource usage. There-
fore, it can be installed in server virtualization infras-
tructures such as Amazon Web Services (AWS) and the
Google Cloud Platform (GCP). It can also be integrated
with other state-of-the-art NFV operation architectures
and tools such as open-source MANO [4].

6. EVALUATIONS OF PROPOSED METHODS

Fig. 3 illustrates the experimental system for the mea-
surement and data analytics of CPU utilization of mi-
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croservices. The experimental system was configured on
high-spec server machines in a testbed network system
in our laboratory. In the VM/container mixed server vir-
tualization infrastructure, the host OS and guest OS are
Ubuntu 18.04LTS. The physical servers have 3.30 GHz 10-
core/20-thread CPUs and 64 GB of memory. As shown in
Fig. 3, we implemented four VMs using Oracle VM Vir-
tualBox (version 6.1) to install and operate microservice-
based applications on VM 1, VM 2, and VM 3, and an NF
manager in VM 4. To the guest OS for each VM, we allo-
cated one CPU, 2 GB of memory, and 25 GB of storage.

The NF manager (VM 4) can remotely create several
Docker containers on VMs 1, 2, and 3 by operating Docker
Community Edition (CE) and Docker Compose when
running three microservice-based applications, each of
which is executed on a VM separated from other appli-
cations. The data analytics engine (which is operated in
a separate server machine with the specification of 3.10
GHz 2-core/2-thread CPU and 64 GB memory) is directly
connected to the server virtualization infrastructure via
an SSH connection to obtain the measurement data and
analyze to predict the CPU utilization of VM 1, VM 2, and

VM 3.
robotshop sockshop »
ap llcatl n % ap 11cat10 pplication

- Run the Web application

containers| | containers| | containers

- Measure CPU ytilization
for each container (MS) D:'D D:’D D:’D
- etc SSH \ I
CRU Resource r \ ¢ ‘»L / »L
Al Al A

Controller l:
VM 4 |VM1 |VMZ |VMSU

[ Oracle VM VirtualBox (version 6.1) |

Data Analytics
Engine

—

Physical Servers in our lab.

Fig. 3 - Experimental system

To verify our proposed methods, we used three web
applications, namely (a) Stan’s robot shop web appli-
cation (hereafter called robotshop) [50], the (b) Sock
shop web application (hereafter called sockshop) [51],
and (c) eShop on container web applications (hereafter
called eshop) [52], as samples of microservice-based
cloud applications. We deployed robotshop on VM
1, sockshop on VM 2, and eshop on VM 3. Appli-
cations (a), (b), and (c) consisted of 12, 15, and 21
microservices, respectively. Therefore, we targeted 48
microservices in the measurements and data analytics
performed in this study. Application (a) is provided
by robotshop — %, where * represents the following
12 microservices: shipping, rabbitmgq, cart, payment,
catalogue, user, ratings, redis, web, mysql, dispatch, and

mongodb. Application (b) is provided by sockshop — x,
where * represents the following 15 microservices:
carts, queuemaster, orders, shipping, rabbitmg,
cataloguedb, frontend, wuserdb, wusersim, cartsdb,
catalogue, edgerouter, ordersdb, payment, and user.
Application (c) is provided by eshop — %, where * repre-
sents the following 21 microservices: rabbitmg, sqldata,
catalogueapi, identityapt, orderingapi, seq, basketapi,
webstatus, orderingbackgroundtasks, webhooksapi,
mobileshoppingagg, webspa, orderingsignalrhub,
webshoppingagg, webmuvc, paymentapi, basketdata,
mobileshoppingapigw, nosqgldata, webhooksclient, and
webshoppingapigw.

We monitored CPU utilization over a period of 100 s from
the start time of the three web applications. The data of
CPU utilization is not simulated data, but real data output
by running each microservice. In the monitoring, to pre-
pare the dataset, we measured CPU utilizations of each of
the 48 microservices every second over a period of 100 s.
This means that, in our dataset, the maximum value of v
was 100. This is because the period of 100 s from the start
time of application shows much larger fluctuation in CPU
utilization compared to the later period after 100 s. We
obtained 21 datasets (i.e., 21 trials) in this work: N =21,
each of which had data of CPU utilizations in the period of
100s.

Fig. 4 show examples of CPU utilization data used as the
dataset for the first trial (n = 1) in each of three appli-
cations. The CPU utilization rate of each microservice is
expressed as {In-use amount of CPU} divided by {Allo-
cated amount of CPU for the microservice}. Similarly, the
amount of CPU resource allocated to a microservice is ex-
pressed as {Total amount of CPU allocated for each ap-
plication} divided by {Number of containers (microser-
vices)}. In this study, we set the {Total amount of CPU al-
located for each application} as the {Total amount of CPU
of the physical server} x 0.3. From the figure of robot-
shop data, we can observe that the CPU utilization of the
two microservices (i.e., shipping and rabbitmq) are rela-
tively high. Meanwhile, several microservices experience
the relatively high CPU utilization in some time, and other
microservices do not really experience the high CPU uti-
lization for the entire 100 s. Thus, the trends of the fluctu-
ations in CPU utilization are different between microser-
vices, but we could classify the trends of fluctuations in
CPU utilization into several classes depending on their
similarities. Similarly, in other applications (i.e., sockshop
and eshop), we can observe that the trends of the fluctu-
ations in CPU utilization are different between microservices.
It should be noted that the measured data of fluctuation
in CPU utilization of each microservice did not show dras-
tic changes in different trials. However, even if the data
does show drastic changes in different trials, our pro-
posed method utilizing ML techniques is effective at re-
ducing the prediction errors of CPU utilization. This is
because the performances of existing reactive approaches
are affected by abnormal noise data more than methods
utilizing ML techniques such as LS-SVR.
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Fig. 4 - Examples of real data on CPU utilization

It should also be noted that our proposed methods are
also effective at improving the agility of data analytics
and reducing the prediction errors of CPU utilization for a
larger scale of infrastructure (e.g., larger number of VMs
and physical servers). This is because data analytics are
executed individually and independently for each applica-
tion (i.e., each VM) in each physical server, and the trends
of fluctuations in the CPU utilization of each microservice
(i.e., each container) do not change unless CPU satura-
tion occurs. Similarly, the NF manager and three appli-
cations can also be deployed on separate physical servers

based on their independence, but in this experiment, we
deployed them on the same physical server because the
advantages of the proposed methods (i.e., agility of data
analytics and lower prediction errors) would not change,
as discussed above.

6.1 Nonlinear regression analysis

We implemented our proposed nonlinear regression
analysis using LS-SVR using MATLAB (version R2021a).
In all evaluations, we selected two microservices for each
of the three applications as representative services to
present the corresponding analysis and evaluation re-
sults. These microservices tend to exhibit higher CPU
utilization than the other microservices. Specifically,
we selected robotshop — shipping and robotshop —
rabbitmgq for robotshop, sockshop — carts and sockshop —
queuemaster for sockshop, and eshop — rabbitmg and
eshop — sqldata for eshop.
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Fig. 5 - Example nonlinear regression results

Fig. 5 show examples of nonlinear regression results
obtained from the CPU utilization datasets of six mi-
croservices in the three applications mentioned in the
above. In each graph, the blue dots represent the real
data, while the red line is the nonlinear regression func-
tion. Generally, a nonlinear regression analysis can be
executed on one dataset, and thus, the real data in each
graph in Figures 7-12 are the average of 20 datasets
(from the 1st to 20th trial). We set g = 0.02 as the RBF
kernel parameter. We can observe that LS-SVR
automatically derives a nonlinear regression function for
each mi- croservice, which we can visually and easily
understand the trend of fluctuations in CPU utilization
over 100 s.
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In addition, each function seems to have a relatively
low degree of function which is expected not to cause
overfitting on new datasets. In addition, we confirm
that LS-SVR can obtain a nonlinear regression function
of approximately 2 s per dataset, which contributes to
enhancing the agility of CPU utilization analysis.

To evaluate the prediction accuracy of methods, there are
several approaches such as MSE and Mean Absolute Per-
centage Error (MAPE). In this study, we use MSE because
the penalty (i.e., degradation degree of evaluation value)
increases exponentially as the prediction errors become
larger, and thus, it enables us to see the degradation of
performances more clearly compared to MAPE. Besides,
MAPE has two disadvantages: (1) When the correct an-
swer value is 0, it cannot execute a division process and
the calculation error occurs. (2) When the correct an-
swer value isless than 1 and very close to 0, the evaluation
value tends to become very large.
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Fig. 6 - Average MSEs versus value of g ranging from 0.001 to 0.04 for
the two microservices in the learning phase (robotshop)

Figures 6-8 show the average MSEs versus the value of g
ranging from 0.001 to 0.04 for (a) robotshop — shipping
and robotshop — rabbitmg, (b) sockshop — carts and
sockshop — queuemaster, and (c) eshop — rabbitmgq and
eshop — sqldata in the learning phase. We set the value
of v to 100 as the regularization constant. We evaluated
the proposed method by applying LS-SVR by means of

leave-one-out cross-validation, and selected 20 training
datasets for the learning phase and one test dataset for
the prediction phase. In the learning phase, we performed
seven cases of leave-one-out validation in which the test
datasets were 3rd, 6th, 9th, 12th, 15th, 18th, and 21st, re-
spectively. It is expected that similar trends of MSE curves
are also obtained in the other cases of leave-one-out vali-
dation because the rough trends of the fluctuations in CPU
utilization are similar to each other.
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Fig. 7 - Average MSEs versus value of g ranging from 0.001 to 0.04 for
the two microservices in the learning phase (sockshop)

We obtained a nonlinear regression function derived from
the average of 20 datasets. We derived the MSE of each
real data of 20 datasets and the nonlinear regression func-
tion, and derived the average of 20 kinds of MSEs. Gener-
ally, as the value of g increases, the degree of the nonlinear
regression function increases, and the function fits better
with the real data. Therefore, when the value of g is in a
very small range (e.g., 0.001-0.01), the MSE increases be-
cause of the low degree of the regression function. Con-
trastingly, larger values of g result in smaller MSEs, but
the MSEs converge to almost the same value even if the
value of g is increased. This is because the fitting degree
for the average of 20 training datasets, and the difference
from one test dataset do not really change in the range in
which the value of g exceeds a certain value (e.g., more
than 0.02). It is ideal for the degree of a nonlinear regres-
sion function to be as low as possible because a higher
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degree may cause a lower generalization ability for future
new datasets, and it may make it more difficult to under-
stand the trends of CPU utilization fluctuations (i.e., non-
linear correlation of data) from the perspective of oper-
ations in server virtualization infrastructure. Therefore,
we required the selection of an optimal value of g to main-
tain the balance between the low degree of a nonlinear
regression function and MSEs. In fact, we confirmed that
when the value of g exceeds 0.02, the degree of the regres-
sion function becomes too high to understand the trends
of fluctuations in CPU utilization. Thus, considering both
MSEs and the degree of regression function, we selected g
= 0.02, for the six microservices highlighted in this study.

It can also be observed that the MSEs of
robotshop — shipping microservice are larger than
those of robotshop — rabbitmq microservice. This is
because the variation in CPU utilization in a dataset of
shipping is much larger than that of rabbitmg; and thus,
the difference between the predicted and real values
becomes larger. Similar discussions can be applied for
different microservices in different applications.
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Fig. 8 - Average MSEs versus value of g ranging from 0.001 to 0.04 for
the two microservices in the learning phase (eshop)

Consequently, we must maintain a balance between CPU
shortage and efficiency of CPU utilization by further up-
grading the data analytics system to reflect these analy-
sis results in autonomous resource arbitration between
microservices. Figures 9-11 show the MSE versus the
trial number (n) of the test dataset in leave-one-out cross-
validation (all 21 types) for the six microservices in the

prediction phase. We set g = 0.02 and v = 100. Because
the CPU utilization in each second changes between dif-
ferent datasets, the values of MSEs vary depending on the
selection of the test dataset. For robotshop — shipping,
robotshop — rabbitmg, sockshop — carts, sockshop —
queuemaster, eshop — rabbitmgq, and eshop — sqldata,
the average prediction errors are approximately 13.5%,
9.0%, 10.1%, 10.8%, 8.1%, and 16.1%, respectively. We
required a method to reduce the prediction error as much
as possible.
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Fig. 9 - MSE versus trial number (n) for the test dataset in leave-one-out
cross-validation (all 21 types) for the six microservices
in the prediction phase (robotshop)

6.2 Clustering

We implemented our proposed clustering function using
the k-means++ algorithm by means of scikit-learn (ver-
sion 0.19.1). We executed a two-dimensional clustering,
where the vertical axis was the average of z measurement
trials (i.e., from the first to the zth trial) of maximum CPU
utilization in the period from ¢ = 1 to ¢t = 100, while the
horizontal axis was the average of z measurement trials
of mean CPU utilization in the period from¢=1to ¢ =100.
As the setting of vertical and horizontal axes would de-
pend on the trends of fluctuations in CPU utilization of mi-
croservices (i.e., analysis results obtained from nonlinear
regression), the above setting is suitable for classifying
the microservices of robotshop application in our work.

296 ©International Telecommunication Union, 2023



Miyazawa et al.: Advanced data analytics using three-stage intelligent model pipelining for containerized microservices in 5G networks and beyond

130 sockshop-carts

y \/‘\/\ N\ ,
Zg \\\/ —Actual Results
20 —Average

0 7 14 21
Trial number of test dataset in Leave-One-Out cross-validation

AV

550

500

450 --Actual Results
400 —Av

350 Average

sockshop-queuemaster

2 300
= 250
200
150 A /> /\
% /\\/\/ \/ \/ \/ \/\/ \
0
0 7 14 21

Trial number of test dataset in Leave-One-Out cross-validation

Fig. 10 - MSE versus trial number (n) for the test dataset in leave-one-out
cross-validation (all 21 types) for the six microservices
in the prediction phase (sockshop)

Fig. 12 shows an example of a captured image of the clus-
tering result for each application where z = 21 (i.e,, using
the average CPU utilization of 21 datasets from the 1st to
21st trial). We set the value of & to 3.
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Fig. 11 - MSE versus trial number (n) for the test dataset in leave-one-out
cross-validation (all 21 types) for the six microservices
in the prediction phase (eshop)

Table 1 presents the analysis results for each of the three
applications, where z = 21. The 48 microservices are
classified into three classes: Class 1 (high CPU utiliza-
tion), Class 2 (moderate CPU utilization), and Class 3 (low
CPU utilization). For the robotshop and sockshop appli-

cations, the clustering results do not change significantly
from the first to the 21st trial. For the eshop application,
the clustering results fluctuate depending on the value of
z. Fig. 13 presents the number of microservices versus
z for the eshop application. One can see that when the
value of z is less than 11, the clustering results are unsta-
ble. This is because the number of datasets used for de-
riving the average was too small to stabilize in the eshop
application. When the value of z is greater than or equal
to 11, the clustering results successfully converge.
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Fig. 12 - Example captured image of clustering, where z = 21

We also confirmed that it takes only approximately 16 ms
to execute clustering and obtain results for every appli-
cation. Here, we discuss the management of each class
of microservices. Because the trends of fluctuations in
CPU utilization in Class 1 are large, the multiple regres-
sion model should be selected at the third stage of intel-
ligent model pipelining. For Class 2, the multiple regres-
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sion may or may not be selected at the third stage as it
depends on the trend of fluctuations in CPU utilization in
each microservice of this class. If the multiple regression
is judged to be effective for a microservice as a result of
multiple regression analysis, the ML model is applied at
the third stage; otherwise, the non-ML analysis model is
applied. Meanwhile, because Class 3 do not really experi-
ence large fluctuations in CPU utilization, a non-ML anal-
ysis model is more suitable at the third stage, and there-
fore, AMV or LMV discussed in Section 5.4 are sufficient
to allocate the right amount of CPU resource at the begin-
ning of the deployment. The management function can in-
clude other tasks, such as determining a margin value of
additional resources to be allocated to the microservices
of each class and deciding a policy of container migration
from one to another physical server for each class.

Table 1 - Clustering results for the 48 microservices.

| Class | Microservices (robotshop) |
Class 1 shipping, rabbitmq
Class 2 | payment, cart, user, web, ratings, catalogue
Class 3 dispatch, mysql, mongodb, redis
Class [ Microservices (sockshop) ‘
Class 1 carts, queuemaster, orders, shipping
Class 2 | rabbitmg, cataloguedb, frontend, userdb,

usersim
Class 3 | cartsdb, catalogue, edgerouter, ordersdb,
payment, user

| Class |

Class 1 rabbitmg, sqldata, catalogapi, identityapi,
orderingapi, seq, basketapi, webstatus,
orderingbackgroundtasks, webhooksapi
Class 2 mobileshoppingagg, webspa,
orderingsignalrhub, webshoppingagg,
webmvc, paymentapi
Class 3 | basketdata, mobileshoppingapigw, nosqldata,
webhooksclient, webshoppingapigw

Microservices (eshop)

In the eshop application, when the value of z is less than
10 (i.e., in unstable scenarios), a dynamic update of the
class for each microservice is necessary because fixed re-
source allocation for Class 2’s microservices causes CPU
over-allocation if the CPU utilization fluctuates.

L

Number of microservices

—~class 1 —-class 2 —class 3

Fig. 13 - Number of microservices versus z in the eshop application

6.3 Multiple regression analysis

As we explained in Section 3, our proposed framework
and architecture can adopt the OML as well as the BL
for the training and prediction. However, in this eval-
uation, we only compared our proposed solution using
LASSO/LSM to other approaches without ML techniques
by means of the fixed 21 datasets in each of 48 microser-
vices.

In all evaluations, similar to the nonlinear regression
analysis in the first stage of intelligent model pipelining,
we selected two microservices for each of the three ap-
plications as representative services to present the cor-
responding analysis and evaluation results. These mi-
croservices tend to exhibit higher CPU utilization than the
other microservices. We selected the same six microser-
vices used in the nonlinear regression analysis.

We implemented LASSO and LASSO/LSM using MATLAB
(version R2021a). The number of explanatory variables
corresponded to the range of time (seconds) for input
to the multiple regression model, which is defined as
v and used in Eq. 4. The objective variable was the
maximum value of CPU utilization in a specific period.
The explanatory and objective variables should be ap-
propriately set for each microservice because the trends
in the fluctuations of CPU utilization are unique for each
microservice. Table 2 presents the targeted range of time
for the explanatory and objective variables for each of
the six microservices.

Table 2 - Explanatory and objective variables for six microservices

| Application [ Explanatory variables
v=20; ranged from ¢=1 to t=20
robotshop-rabbitmq v=15; ranged from ¢=1 to t=15
sockshop-carts v=20; ranged from ¢=1 to t=20
sockshop-queuemaster | v=20; ranged from ¢=1 to ¢=20
eshop-rabbitmq v=25; ranged from ¢=1 to t=25
eshop-sqldata v=30; ranged from ¢=1 to t=30

robotshop-shipping

| Application [ Objective variables
In the range from ¢=30 to ¢t=100
robotshop-rabbitmq In the range from ¢=20 to ¢t=100
sockshop-carts In the range from ¢=30 to t=100
sockshop-queuemaster | Inthe range from ¢=30 to ¢t=100
eshop-rabbitmq In the range from ¢=30 to ¢t=100

eshop-sqldata In the range from ¢=35 to t=100

robotshop-shipping

We executed seven-fold cross-validation [24] using 21
datasets to evaluate our proposed methods, where 3
test datasets and 18 training datasets were selected for
each cross-validation. We compared the MSEs of five
methods: AMV, LMV, LSM, LASSO, and LASSO/LSM. We
confirmed that it took less than 1 s to execute LASSO by
the seven-fold cross-validation using 21 datasets and to
obtain the result for each microservice. Table 3 lists the
important explanatory variables selected by LASSO for
the six microservices.
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Table 3 - Explanatory variables selected by LASSO

Application Selected explanatory variables [

robotshop-shipping t=17

robotshop-rabbitmq t=11
sockshop-carts t=1,4,5,6,89, 11,

13,14, 15,16,17,19, 20
t=1,2,16,20

t=9,12, 14,16, 20, 21, 22, 23, 24

t=11,14,16,17,18, 20, 21,
22,23,25,26,27,30

sockshop-queuemaster
eshop-rabbitmq
eshop-sqldata

Table 4 lists the MSEs for five methods for the six mi-
croservices. According to the seven-fold cross-validation
results, the LASSO/LSM model achieved the best perfor-
mance. This can be attributed to the benefits of LASSO,
which suppresses overfitting for real data by simplifying
the regression function using a regularization parameter
(i.e., retaining only important explanatory variables).
Furthermore, the benefits of LSM are enhanced fol-
lowing LASSO-based analysis. In Table 4, one can see
that the LASSO/LSM model can reduce the MSEs for
the robotshop — shipping, robotshop — rabbitmg,
sockshop — carts, sockshop — queuemaster,
eshop — rabbitmgq, and eshop — sqldata microser-
vices by approximately 14.2% to 86.8%, 20.0% to 80.5%,
80.3% to 91.7%, 20.7% to 90.5%, 49.0% to 92.3%,
and 10.8% to 71.9% compared to the other models,
respectively.

Table 4 - MSEs of the five methods

| MS name AMV LMV
robotshop-shipping 51.16416998 | 173.1909381
robotshop-rabbitmgq 34.29609048 | 57.87053099

sockshop-carts 24.10110476 | 8.692118778
sockshop-queuemaster | 17.24124286 | 32.08647962
eshop-rabbitmq 327.0167429 | 474.5988114
eshop-sqldata 51.63883833 | 163.6811619

| MS name LSM LASSO
robotshop-shipping 302.8667762 | 48.09344582
robotshop-rabbitmq 61.29289774 | 29.84653037
sockshop-carts 11.44237783 | 10.18134343
sockshop-queuemaster | 32.43966569 | 3.875858928
eshop-rabbitmq 477.6528338 | 72.15911429
eshop-sqldata 60.65661842 | 66.82374612
| MS name | LASSO+LSM |
robotshop-shipping 43.92034519
robotshop-rabbitmq 27.44325738

sockshop-carts
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Fig. 14 - Amounts of overestimation and underestimation of peak CPU
utilization for the two microservices (robotshop)

Figures 14-16 compare the amounts of overestimation
and underestimation of the peak CPU utilizations among
the five methods for the six microservices. The evalua-
tion results are different for different microservices. For
the robotshop — shipping, sockshop — carts, and eshop —
rabbitmgq microservices, one can see that the LASSO/LSM
model can reduce CPU shortages while mitigating CPU re-
source waste. Additionally, in the robotshop — rabbitmq
microservice, LASSO achieves the lowest overestimation,
whereas LMV achieves the lowest underestimation, al-
though the performance of LASSO is almost the same as
that of LASSO/LSM. For the sockshop — queuemaster mi-
croservice, the LASSO/LSM model achieves the lowest
overestimation while LMV achieves the lowest underes-
timation, but LMV exhibits large overestimation. For the
eshop — sqldata microservice, the AMV model achieves
the lowest overestimation while the LASSO/LSM model
achieves the lowest underestimation. As shown in Table
4, the LASSO/LSM model achieves the lowest MSE values
for all six microservices. Therefore, when judging com-
prehensively, the LASSO/LSM model is the best solution
for predicting peak CPU utilization.

6.4 Comparison to a threshold-based estima-
tion method

We compared our proposed solution using LASSO/LSM
to a threshold-based approach to estimate peak CPU uti-
lization. Generally, a threshold-based estimation method
does not utilize any ML techniques and uses a threshold
to determine increases or decreases in computational re-
sources, but the policy for setting the threshold can be
flexibly defined depending on the scenario and/or objec-
tive of data analytics and resource control [5]-[10].
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CPU utilization changes with the amount of CPU resource al-
located to a microservice. Therefore, in this evaluation,
we assumed that the allocated amount of CPU resource
was static and that both the threshold-based method and
our proposed method estimated the peak CPU utilization
without dynamic CPU allocation.
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Fig. 15 - Amounts of overestimation and underestimation of peak CPU
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The threshold-based method estimates CPU utilization in
a period of t + 1 (A,,(t+1)) using the following equation:

At +1) = 0(x, (1) + ¢, (8

where z,,(¢) is the actual CPU utilization at time ¢ in the
nth dataset, 0(x,,(¢)) is a threshold rounding up the first
position of the value of z,,(t), and ¢ is a margin value
that is added to the threshold to avoid CPU shortages.
In this evaluation, we set two values of ¢ of 10 and 25.
The estimation error in the peak CPU utilization in ev-
ery trial was evaluated. For simplicity, we only targeted
the robotshop — shipping microservice because it was ex-
pected that we could obtain a similar effect for other mi-
croservices.

Fig. 17 presents the average overestimation of CPU uti-
lization versus the trial number (ranging from 1 to 21).
The negative values in the vertical scale indicate under-
estimation of CPU utilization. One can clearly see that in
comparison to the threshold method with ¢ = 10, the pro-
posed solution using the LASSO/LSM model can suppress
the underestimation of CPU utilization because it reduces
the MSE. Additionally, the average MSE in the proposed
method is very close to zero. The threshold method with
¢ = 25 can mitigate the underestimation of CPU utiliza-
tion by sacrificing performance in terms of overestima-
tion. The average MSE is also very close to zero, similar to
the proposed method. However, one can see that the vari-
ance of MSE (when setting the average to zero) in the pro-
posed method is much smaller than that in the threshold
method with m = 25. This can be attributed to the reduc-
tion of MSE in the proposed method utilizing LASSO/LSM.
In summary, our proposed solution can reduce the pre-
diction error of peak CPU utilization compared to the ex-
isting threshold-based approach without any ML tech-
niques.
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Fig. 17 - Comparison to a threshold-based method on estimating peak
CPU utilization

6.5 Discussion of time complexity

In this section, we discuss the time complexity of the pro-
posed intelligent model pipelining with three ML models:
nonlinear regression using LS-SVR with an RBF kernel,
clustering using k-means++, and multiple regression us-
ing LASSO/LSM.
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For nonlinear regression, it is well known that the com-
putational (time) complexity of LS-SVR is O(n?). The time
required for regression does not depend on the number of
datasets because regression was executed with an aver-
age CPU utilization of 100 s for all training datasets. Fur-
thermore, the time complexity does not depend on the
number of microservices because regression is executed
individually in parallel for each microservice, as shown in
Fig. 2. Therefore, n is the number of explanatory variables
in each dataset, which was set to 100 in this study. Ac-
cording to the data analytics results, we confirmed that as
the number of explanatory variables increases, the com-
putation time increases nonlinearly. For example, if the
system must complete nonlinear regression within 1 s
and 2 s, the numbers of explanatory variables should be
less than 2000 and 4000, respectively.

For clustering, the computational (time) complexity of -
means++ is O(nxk). Because we set the value of k to
three in this study, the complexity is O(n). Clustering
depends only on the number of microservices and the n
described in O(n) is the number of microservices. Be-
cause the number of microservices in every application
is very small (i.e,, 12, 15, and 21), there is no difference in
the time required to obtain clustering results among the
three applications. As explained in Section 6.2, the time
required for clustering was approximately 16 ms, which
is sufficiently short to be ignored in three-stage intelligent
model pipelining.

For multiple regression, it is known that the compu-
tational (time) complexity of LASSO for extracting im-
portant variables is O(n3) depending on the number of
datasets (/V) and explanatory variables (v). If the values
of both NV and v are overly large, the computation time in-
creases significantly. However, in this study, we set N =
21 and the value of v in the range of 20 to 30 depending
on each microservice. When using such small datasets,
the computational time of LASSO is only a few seconds,
as discussed in Section 6.3. Additionally, in our proposed
LASSO/LSM model, the LSM analysis process following
LASSO completed multiple regression in less than 3 s,
which is sufficiently fast for agile data analytics.

7. CONCLUSION AND FUTURE WORK

We have introduced a framework of autonomous compu-
tational resource control and management for container-
ized microservices that is compliant with Recommenda-
tion ITU-T Y.3177. It consists of server and network virtu-
alization infrastructures, an advanced data analytics sys-
tem, and a resource control system.

We have proposed an architecture of the advanced data
analytics system for microservices, which consists of
learning and prediction components to accurately predict
CPU utilization in an agile manner in response to fluctua-
tions in resource usage for each microservice.

For the learning component, we proposed a three-stage
intelligent model pipelining that cascades the three ML
models. The first stage model of the pipelining is for non-
linear regression analysis, which analyzes and predicts

the trend of fluctuations in CPU utilization of each mi-
croservice. The second stage model is for the clustering
of each application consisting of multiple microservices,
which simplifies the operations of microservices, such as
a class-based selection of analysis methods with or with-
out ML techniques. The third stage model is for the multi-
ple regression analysis, which predicts the peak CPU uti-
lization of a specific future period in each microservice.
We configured an experimental system for the measure-
ment and data analytics of containerized microservices.
We measured the CPU utilization of 48 microservices in
three web applications: robotshop, sockshop, and es-
hop. In the nonlinear regression and multiple regres-
sion analyses, we mainly analyzed and evaluated two mi-
croservices for each of the three applications, namely
robotshop — shipping, robotshop —rabbitmg, sockshop —
carts, sockshop — queuemaster, eshop — rabbitmg, and
eshop — sqldata. In our clustering analysis, we targeted
all 48 microservices in the three applications.

For the nonlinear regression analysis, we propose the
application of the LS-SVR with the RBF kernel, and nu-
merically derived the tradeoff between the degree of
the regression function and MSEs. We showed that the
kernel parameter g = 0.02 would be optimal for each
microservice--although it also depends on the operation
policies of network/cloud service providers.

For clustering, we propose the application of the k-
means++ method. We have proven that the clustering re-
sults did not change at all in the robotshop and sockshop
applications, and converged and became stable when the
number of datasets was greater than or equal to 11 in the
eshop application.

For the multiple regression analysis, especially for mi-
croservices belonging to Class 1 (decided by the clus-
tering), we propose the application of LASSO/LSM. This
model can reduce the MSEs for the robotshop — shipping,
robotshop — rabbitmgq, sockshop — carts, sockshop —
queuemaster, eshop —rabbitmg, and eshop — sqldata mi-
croservices by approximately 14.2% to 86.8%, 20.0% to
80.5%, 80.3%t091.7%, 20.7% to 90.5%, 49.0% to 92.3%,
and 10.8% to 71.9%, respectively, compared to the other
methods. In evaluations of overestimates and underes-
timates of CPU utilization, we have obtained the results
that, judging comprehensively, the LASSO/LSM is the best
solution for predicting peak CPU utilization of each mi-
croservice in a specific future period.

In future work, we will enhance the advanced data ana-
lytics model, which can further reduce the prediction er-
rors, implement the model, and evaluate its performances
in a scenario of the OML as well as the BL. We will also in-
vestigate methods to create an optimal prediction model
based on multiple types of ML analysis results obtained
from intelligent model pipelining for sophisticated CPU
resource arbitration between microservices. Further, we
will implement autonomous interworking between the
advanced data analytics system and resource control sys-
tem, and implement interworking with Kubernetes’ hori-
zontal autoscaling. In addition, we will propose and
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implement a scheduling method for container migration,
data analytics, and verification using other microservice-
based applications for networks and clouds utilizing com-
munication network infrastructures (i.e., SDN).
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