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Abstract – Terahertz band (0.1‑10 THz) communications is one of the candidates for 6G systems due to intrinsic massive 
bandwidth and data rate support. Having demonstrated the signiϔicant potential of THz band at various atmospheric alti‑ 
tudes, in this article, we discuss the prospects of THz communications for drone networks, more speciϔically, for Drone Sensor 
Networks (DSNs). For 6G non‑terrestrial communication scenarios, drones will not only serve as on‑demand base‑stations, as 
supporting alternatives or backhauls for the terrestrial base stations, but they will also provide seamless connectivity for 
distributed monitoring and surveillance applications, which require an ultra‑reliable low latency service for carrying 
multimedia data. THz band sensing will also provide additional sensing capabilities from the sky to THz‑enabled DSNs. 
Presenting this vision, in this paper, we ϔirst discuss possible use cases of THz‑enabled drone networks considering 
communication, sensing and localization aspects. Then, for revealing the capacity potential of THz‑enabled drone 
networks, we provide motivating channel capacity results for communication of drones at different altitudes, under ideal 
channel conditions with no fading and realistic channel with beam misalignment and multipath fading. We further present 
major challenges pertaining to employing the THz band for DSNs, addressing physical layer issues, followed with spectrum 
and interference management, medium access control and higher layers and security, while reviewing some prominent 
solutions. Finally, we highlight future research directions with Artiϔicial Intelligence (AI)/Machine Learning (ML)‑based 
approaches and mobile edge computing.

Keywords – Artiϐicial intelligence, disaster management, drone networks, drone sensor networks, machine learning, 
mobile edge computing, monitoring, surveillance, terahertz communications, terahertz sensing

1. INTRODUCTION

Drones will soon inhabit our skies as they are easily avail‑ 
able, reliable and low‑cost devices. The demand for such 
hovering drones is increasingly witnessed in civil and go‑ 
vernment applications, as globally, many governments 
and industries have been investing heavily in deploying 
drone networks as per their requirements [1]. 
Typically, small drones with multi‑copter‑like 
functionalities are favo-rable due to their cheap 
maintenance and convenient deployments [2]. In 
order to achieve a certain mission, it is usually 
desirable to deploy a collection or swarm of drones 
in a networked fashion [3]. Such drone networks 
or Drone Sensor Networks (DSNs) can monitor a 
large coverage area and the sensed data can be 
gathered with enhanced reliability, resilience and 
fault tolerance under diverse conditions.
DSNs can be highly viable in many real‑world scenarios: 
For military surveillance applications (Fig. 1(a)), DSNs 
can monitor a sensitive area, such as across international 
borders, where highly delicate military data (in the form 
of images or videos) can be transmitted securely. In 
addition to the communications perspective, DSNs in‑ 
volving drones with sensing and processing capabilities 
can be utilized in some applications, such as disaster 
management, for instance for detecting dangerous gases 
(Fig. 1(b)). Moreover, drone networks with drones with 
base station‑like capabilities can provide seamless on‑

demand network coverage from the air (Fig. 1(c)), as an 
alternative as well as support to the terrestrial base sta‑ 
tions, for communal gatherings, concerts etc. Such drone 
base stations can also be useful in disaster‑struck areas, 
where the terrestrial communication infrastructure is 
damaged. Nevertheless, in each of the above‑mentioned 
possible real‑world applications, frequent mobility of the 
drones with constrained energy resources will be re‑ 
quired to be addressed to achieve the desired/optimal 
performance.

The intelligent information society of 2030 is expected 
to be globally information driven, highly digitized, with 
the support of unlimited and near instant complete wire‑ 
less connectivity [4]. 6G, here, will be the prime catalyst 
for achieving this target, connecting everything, including 
wireless coverage in all dimensions, as well as concate‑ 
nating almost all different functions such as, communi‑ 
cation, sensing, imaging, computing, caching, navigation 
(e.g., radars), control, for supporting nearly all real‑world 
applications [5]. As wireless communications are rapidly 
progressing towards 6G, from the exponentially growing 
network trafϐic arises need of exploiting the electroma-
gnetic spectrum above the existing sub 6 GHz bands, 
which are almost saturated. A possible solution to this 
need is to utilize the Terahertz (THz) band (0.1‑10 THz) 
[6], as the bridge between the 5G millimeter wave band 
and the free space optics band [7, 8]. A THz band 
offers huge bandwidth, favorable for very high data rate 
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Fig. 1 – Possible real‑world scenarios of THz‑enabled drone networks.

applications, while at the same time promises massive 
antenna gains due to shorter wavelengths [9, 10]. 
However, THz communications are restricted by the 
absorption loss, which is highest at the sea‑level, as the 
atmospheric gas concentration is at the maximum [11, 
12]. Consequently, THz communications have been 
studied mainly for short transmission distances at the 
sea‑level, such as for on‑ chip communications [13] or 
for connecting data centers within up to 10 m [14].
THz bands have been recently considered for aerial 
communications. Despite the highly mobile nature of 
aerial vehicles, a THz band, due to very high frequency, 
promises minimized Doppler effect, making massive rate 
communication links realizable within mobile aerial ve‑ 
hicles by optimal selection of the beam patterns [15]. 
For the razor‑sharp beams due to carrier frequencies in 
the order of THz, the communication links between 
hovering aerial vehicles have to be highly aligned. The 
inϐluence of the micro, small and large‑scale mobility 
uncertainties for drones communicating in millimeter 
wave and THz bands are studied in [16, 17]. It is shown 
that without adaptive beam‑width control, micro‑scale 
mobility induces negligible link capacity degradation, 
whereas small‑scale mobility and large‑scale mobility can 
induce signiϐicant degradation in the link capacity, with 
larger outages. THz‑based drone (Unmanned Aerial 
Vehicle, UAV) networks are analyzed in [18] by assessing 
coverage probability and area spectrum efϐiciency. It is 
concluded that due to massive path loss incurred by THz  band

waves at 0.35 THz, a larger UAV density is required for a 
certain coverage probability, as compared to lower 
carrier frequencies. In [19], THz MIMO‑OFDM communication 
between two UAVs is studied by analyzing the 
orientation and position estimation error bounds. It is 
shown that the positioning accuracy at the millimeter 
levels can be achieved provided that the transmitter to 
receiver separation is considerably small.
In [11], we have performed path loss and total usable 
bandwidth analyses over a THz band (0.75‑10 THz), con‑ 
sidering constant narrowband noise approach for four 
types of aerial vehicles at different altitudes: Drones (at 
1 km), jet planes (at 10 km), high altitude UAVs (at 16 km), 
and satellites (at 99 km). The path loss analysis shows 
that the absorption effect diminishes at the higher alti‑ 
tudes and the total path loss behaves as free space spread 
loss. Moreover, the total usable bandwidth analysis infers 
that at the higher altitudes (e.g. high altitude UAVs and 
satellites), the entire THz band (0.75‑10 THz) becomes 
feasible as a single transmission window, which is about 
9.25 THz wide. In our subsequent work [12], we have pro‑ 
posed an alternative channel model for THz communica‑ 
tions, where, by taking the colored nature of noise Power 
Spectral Density (PSD) into account, the commonly ϐlat 
bands in path loss (gain) and noise PSD are determined 
for the THz spectrum (0.75‑10 THz), and a variable band‑ 
width capacity computation method is proposed as an 
alternative to the standard capacity computation. Our 
extensive capacity analysis of the same four aerial
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scenarios has shown that under fading channel conditions, 
the ergodic capacity at the sea‑level is enhanced by an 
order of magnitude for the drones hovering at 100 m 
altitude supporting multiple Tbps at a range of 10 m, 
whereas 10s of Tbps are realizable among jet planes 
(10 km altitude) and the high altitude UAVs (16 km 
altitude), and multitude of 100s of Tbps are also 
achievable for inter‑satellite links (also cubesats) at a 
range of 1 km. In both works [11, 12], it is concluded 
that the THz communications is highly viable for 
non‑terrestrial communications. Motivated by our earlier 
analyses for THz communications among aerial vehicles in 
[11, 12], in this survey, we review THz band 
communications and sensing for drone networks, more 
speciϐically for DSNs and we highlight the prospects. First, 
we present applications of THz‑enabled DSNs. Secondly, 
we present capacity results for drone‑to‑ drone links, 
considering drones at different altitudes and varying 
fading conditions. We show that THz communi‑ cations 
can be quite promising even under realistic fading 
conditions, providing up to many Tbps at 10 m range and 
10s of Gbps at 50 m range. Motivated by the capacity po‑ 
tential, we next discuss the open issues for THz communi‑ 
cations in DSNs, along with research directions. Lastly, we 
highlight Artiϐicial Intelligence (AI) and Machine Learning 
(ML)‑based approaches.

2. APPLICATIONS OF THZ BAND DRONE
NETWORKS

With the THz band being one of the key enablers of 
prospective 6G research, we envision employing the 
THz band for drone networks as expected use cases of 
6G non‑terrestrial networks. Fig. 2 depicts such possible 
applications of THz‑enabled drone networks, namely 
monitoring and surveillance, sensing, localization and 
on‑ demand network coverage, as elaborated next. 
It is worth‑mentioning here that within each of the 
following applications of the THz band communications, 
sensing and localization, it will be important to deploy 
the THz‑ enabled drones strategically [6] so as to fully 
exploit the THz band for drone networks and DSNs. 
These strate‑ gies include Ultra‑Massive Multiple Input 
Multiple Out‑ put (UM‑MIMO) and Reconϐigurable 
Intelligent Surfaces (RIS), which are explained in 
Section 4 of this paper, in detail.

2.1 Monitoring/Surveillance

As 6G research is progressing towards ubiquitous au‑ 
tomation, aerial monitoring using drones has become 
increasingly popular [20]. Networked state‑of‑the‑art 
drones will become an essential aerial resource for 
many real‑world monitoring applications, such as mili‑ 
tary surveillance, disaster management, etc. In the 
following, we cover such practical monitoring applications 
for THz‑enabled drone networks.

Military Applications
Drone networks have become an integral part of military 
applications around the globe. With the aid of quickly de‑ 
ployable drone networks, a multitude of military‑related 
activities can be performed effectively. Such activities 
include border patrolling by monitoring high resolution 
real‑time videos. For instance in [21], the concept of Bor‑ 
derSense is introduced, which is a new hybrid concept 
of wireless sensor networks, including underground sen‑ 
sors, on‑ground sensors, and drones for wireless sensing 
from the air. With the BorderSense framework, drones 
can provide mobility freedom together with on‑board 
high resolution cameras and highly sensitive sensors for 
provisioning an enhanced coverage as per the military 
requirements. Here, for the military applications, band‑ 
width should be provisioned substantially together with 
an ultra‑reliable low latency service in order to transfer 
sensitive military data/information within fractions of a 
second [10]. In addition, drones providing such military 
applications (e.g., air to air and air to ground) will need to 
be highly energy efϐicient as it will not be realistically pos‑ 
sible to frequently replace their on‑board power sources 
(batteries). With THz‑enabled DSNs, a massive THz band‑ 
width will promise high resolution video monitoring of 
sensitive areas, as in BorderSense framework. Moreover, 
thanks to the unique propagation characteristics of the 
THz band, THz waves show a unique reϐlective nature to 
the metallic surfaces. Therefore, a THz band can be 
effectively utilized in the military surveillance 
applications such as detecting certain weapons [22]. The 
detection of any possible explosives is also possible 
using THz spectral imaging [23]. For instance, THz 
spectral imaging can detect small land mines, while the 
ground radars cannot distinguish between such mines 
and rocks [24]. THz‑enabled DSNs with mobility freedom 
can assist a military by detecting such mines without 
any direct human contact.

Disaster Management
Drone networks or DSNs can be considered in various 
disaster management applications, e.g., for Early War-
ning Systems (EWSs), which perform environmental 
and structural monitoring and process the collected 
informa‑ tion for disaster predictions. Such a DSN can 
also support Search And Rescue (SAR) missions in the 
post disaster management scenarios. DSNs can be utilized 
to restore the damaged communication infrastructure in 
case of a disaster. Additionally, post‑disaster damage 
assessment can be made possible using DSNs with video 
monitoring [25]. THz‑enabled drone networks and DSNs 
with massive bandwidth can support an aerial 
communication backup for EWS, SAR over the 
disaster‑struck region. Energy efϐiciency of the drones 
will be a critical parameter for such autonomous aerial 
operations [26], where frequent replacement of the 
on‑board batteries may not be a feasible operation.
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Fig. 2 – THz‑enabled drone sensor networks: Applications, challenges, and solutions.

2.2 Terahertz for sensing

Unlike infrared and microwaves, THz waves hold many 
unique transmission properties such as a quasi‑optical 
nature and molecular absorption, making the THz band 
an appropriate candidate for some sensing applications, 
such as gas and material sensing, quality control, che-
mical and biological sensing, bearing unique THz 
spectral signatures. Hence, THz‑enabled DSNs can be 
deployed in a variety of practical sensing applications. 
THz signals possess distinctive spectral signatures, i.e., 
quasi‑optical nature having varying absorption loss 
across the THz band, due to the molecular rotations/
vibrations, promising that THz waves can be highly 
suitable for applications related to the rotational 
spectroscopy, such as gas detection [6, 22]. Consequently, 
it becomes possible to utilize THz waves for the purposes 
of detecting various poisonous/dangerous gases like 
hydrogen cyanide, carbon monoxide, etc., possibly over 
disaster‑struck places, including ϐire eruption, massive 
earthquakes, volcanic eruptions, etc. THz‑enabled DSNs, 
here, can be employed to promptly detect/sense such 
poisonous gases with the aid of THz waves by rapid 
detection and relaying such vital information, saving any 
further victims and avoiding other secondary disasters. 
Both active and passive sensing methods can be employed 
for poisonous gas detection using THz spectroscopy. 

An example of detecting a dangerous gas, such as carbon 
monoxide is illustrated in Fig. 1. Here, a THz wave with 
spectrum ranging from 𝑓1 to 𝑓3 is transmitted through a 
drone Tx, which is then received by the drone Rx. If the 
dangerous gas pertaining an absorption at 𝑓2 is available, 
the received THz wave level at 𝑓2 shall be lower as 
compared to the other frequencies. Thus, the gaseous 
presence is sensed/detected. For the gas sensing, 
THz band of 0.2‑1 THz has been considered in the 
literature [27]. After detecting the gas successfully, 
again, the THz band can be utilized for relaying 
(communicating) the sensed information via drone net‑ 
works to a nearby monitoring station for rapid rescue 
operations. Thus, an all‑in‑one operation (sensing and 
communication) can be conveniently achieved by 
deploying THz‑enabled DSNs and drone networks.

2.3 Localization
Besides other requirements of the prospective 6G 
systems, high precision localization is also expected. 
It is predicted that the THz band will promise 
localization accuracy in the order of centimeters [28], 
which is far better than the existing localization‑
based ser‑ vices, such as Global Positioning System 
(GPS), and cell‑ multilateration. Localization methods at 
higher frequencies, such as across the THz band rely on 
the technique of Simultaneous Localization and Mapping 
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(SLAM), where the overall accuracy is enhanced by 
obtaining very high resolution images of the 
surroundings (environment). SLAM techniques 
comprise of three main stages: 1) image capturing of 
the surroundings, 2) range estima‑ tion from the user, 
and 3) aggregation of the images at the approximated 
ranges. For example, an accuracy of the sub‑centimeter 
levels can be acquired by making 3‑ dimensional images 
of the surroundings with the aid of THz signals and 
projecting the time and angle of arrival details from the 
user for estimating the locations. Instead of ground‑based 
localization, THz‑enabled DSNs can assist localization 
applications with an improved aerial ϐield of view over a 
larger coverage area [22].

2.4 Drone base stations
The concept of Drone Base Stations (DBS) has recently 
emerged in the literature, e.g., [29, 30, 31, 32], where 
a hovering/mobile drone with base station‑like capabi-
lities can serve the ground users as an alternative 
back‑up to the terrestrial network. DBS has already 
been investigated in [33] as an extension of 5G. 
However, there is some recent work on DBS for 6G 
networks and tech‑ nologies. For instance in [7], DBSs 
have been considered as a subset of Wireless 
Infrastructure Devices (WIDs), promising coverage and 
capacity improvements for the prospective 6G 
networks. In [34], DBSs have been recognized as a major 
challenge related to the intelligent handover of drones 
in multiple DBS networks for 6G technologies. By 
deploying DBS, aerial wireless coverage can be provided 
to the ground users as well as to the hot spots, 
especially in the areas/regions with scarce or no 
communication infrastructure [35]. Also, it will be pos‑ 
sible to provide seamless high rate connectivity for real‑ 
time multimedia streaming and/or for on‑demand appli‑ 
cations, such as in concerts [36, 37], reducing the overall 
communication load of a nearby terrestrial base station. 
Moreover, in case of a natural disaster, multiple DBSs can 
be deployed over the entire disaster‑struck area with the 
damaged communication infrastructure, e.g., macro‑hot 
spots [29], thereby providing high rate communication 
backup from the air. Here, for DBS scenarios, bandwidth 
should be adequately provisioned with an ultra‑low la‑ 
tency service to provide uninterrupted coverage to the 
ground users. Thanks to a large THz bandwidth, THz‑ 
enabled DBSs can support each of the above use cases ef‑ 
fectively. Still, THz‑enabled DBSs will also take into ac‑ 
count frequent handovers between adjacent DBSs for pro‑ 
viding seamless coverage to the ground users [34].
3. CAPACITY OF THZ COMMUNICATION

AMONG DRONES
Having discussed the insights into the possible applica‑
tions of the THz‑enabled drone networks, in this section,
we present THz channel capacity analysis and some re‑
sults for practical drone scenarios as our motivation for
considering THz communications in DSNs.

Fig. 3 – System model of a THz‑enabled drone network at various atmo‑ 
spheric altitudes consisting of a transmitter drone at altitude ℎ𝑡 , and a 
receiver drone at altitude, ℎ𝑟 . For a given ℎ𝑡 , ℎ𝑟 is found according to 𝜃 
and 𝑑.

Fig. 3 illustrates a simple system model, where a 
transmit‑ ter drone, Tx, and a receiver drone, Rx are 
hovering at alti‑ tudes ℎ𝑡 and ℎ𝑟,  respectively. 𝜃 is the 
phase from the verti‑ cal axis, determining the direction 
of communication. For instance, 𝜃 = 0∘ corresponds to the 
vertically‑up communi‑ cation, 90∘ denotes horizontal 
direction, while 180∘ is the vertically‑down direction.
As discussed in Section 1, THz waves experience a 
dominant water vapor absorption gain in addition to the 
free space spread gain. Besides, the Beam Misalignment 
(BM) fading and Multipath (MP) fading also contribute 
to the overall gain obtained as follows [12, 38]:

𝐺 = 𝐺𝑙𝐺𝑝𝐺𝑓 , (1)

where,𝐺𝑙 is the path gain coefϐicient, and𝐺𝑝 and𝐺𝑓 refer
to BM and MP fading, respectively. 𝐺𝑙 includes the free
space spread gain coefϐicient,𝐺𝑠, and the absorption gain
coefϐicient, 𝐺𝑎 given as:

𝐺𝑙(𝑓, ℎ𝑡, ℎ𝑟, 𝑑) = 𝐺𝑙(𝑓, ℎ𝑡, 𝜃, 𝑑) = 𝐺𝑠(𝑓, 𝑑)𝐺𝑎(𝑓, ℎ𝑡, 𝜃, 𝑑) , (2)

where 𝑓 denotes the carrier frequency of the THzwave in
hertz, ℎ𝑡, ℎ𝑟 are the transmitter (Tx) and receiver (Rx) al‑
titudes in meters, respectively. 𝑑 is the transmission dis‑
tance between Tx and Rx, and 𝜃 denotes the relative posi‑
tion of Rxwith respect to Tx as depicted in Fig. 3. 𝐺𝑠(𝑓, 𝑑)
is the free space spread gain coefϐicient due to the THz
wave attenuation as it propagates across the atmosphere
via an isotropic antenna, obtained as:

𝐺𝑠(𝑓, 𝑑) = 𝑐
4𝜋𝑓𝑑 , (3)

where 𝑐 is the speed of the THz wave in free space, i.e.,
299,792,458 𝑚/𝑠.

𝐺𝑎(𝑓, ℎ𝑡, 𝜃, 𝑑), the absorption gain coefϐicient is mainly
induced by the water vapor molecules present in the at‑
mosphere, mathematically expressed as,

𝐺𝑎(𝑓, ℎ𝑡, 𝜃, 𝑑) = (𝜏(𝑓, 𝑇 (ℎ𝑡, 𝜃, 𝑑), 𝑣(ℎ𝑡, 𝜃, 𝑑)))1/2 , (4)
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where 𝜏(𝑓, 𝑇 (ℎ𝑡, 𝜃, 𝑑), 𝑣(ℎ𝑡, 𝜃, 𝑑)) is the atmospheric 
medium’s transmittance. We employ Line‑By‑Line 
Radiative Transfer Model (LBLRTM) for obtaining 
realistic transmittance values across various atmospheric 
altitudes [39, 40]. 𝑇 (ℎ𝑡, 𝜃, 𝑑) and 𝑣(ℎ𝑡, 𝜃, 𝑑) are the 
atmospheric temperature (in Kelvin) and water vapor 
concentration (in %), respectively, for the link between 
the Tx drone hovering at ℎ𝑡 and Rx drone at ℎ𝑟.
In regard to the impact of the mobility of the 
communicating drones and the resulting Doppler spread, 
thanks to the very high operating frequency in the order 
of THz, mobile drones observe minimized Doppler effect 
[15], promising high rate links between communicating 
drones. It has been shown in [41, 42] that for a typical 
drone relative velocity, 𝑣𝑟 = 10 m/s, the maximum 
Doppler shift is negligible. As an example, by considering 
𝑓𝑐 = 0.75 THz, and 𝑣𝑟 = 10 m/s, the maximum Doppler 
shift is: 𝑓𝑑.𝑚𝑎𝑥 = 𝑓𝑐.𝑣/𝑐 = 25017.31 Hz, which is negligible 
in terms of the inter‑carrier interference. Moreover, since 
we are con‑ sidering drone to drone communications, 
where a swarm (group) of drones move together, 𝑣𝑟 can 
be less than 10 m/s (up to 0 m/s) and 𝑓𝑑.𝑚𝑎𝑥 will be even 
smaller than the example provided above. Therefore, we 
neglect the effect of the Doppler spread in our capacity 
computations.
For beam misalignment fading, we consider the 
following probability density function for the BM fading 
coefϐicient, 𝐺𝑝, [43]:

𝑓𝐺𝑝
(𝑥) = 𝜁2

𝐴0
𝜁2 𝑥𝜁2−1 , (5)

where 𝜁 = 𝑤𝑒𝑞
2𝜎𝑠

, 𝑤𝑒𝑞 is the equivalent Tx beam width,
𝜎𝑠 denotes the jitter (BM) standard deviation, and 𝐴0 is
the fraction of power collected at Rx at no beammisalign‑
ment. This BM fadingmodel has beenwidely employed in
many studies of free space optical systems. For more de‑
tails of the BM fading model, we refer to our earlier work
[12] and also [43].
Finally, for incorporating multipath fading, we consider
the famous 𝛼‑𝜇 model as follows [44]:

𝑓𝐺𝑓
(𝑥) = 𝛼𝜇𝜇

̂𝐺𝛼𝜇
𝑓 Γ(𝜇)

𝑥𝛼𝜇−1𝑒𝑥𝑝 (−𝜇 𝑥𝛼

̂𝐺𝛼
𝑓

) , (6)

where 𝑓𝐺𝑓 
(𝑥) is the pdf of the MP fading coefϐicient, 𝐺𝑓 , 

𝛼 is the fading parameter, 𝜇 is the normalized variance of 
the channel envelope under fading, and 𝐺̂𝑓 is the 𝛼‑ root 
mean value. The 𝛼‑ 𝜇 model is a common model of 
several famous fading distributions. For instance, 𝛼 = 2 
and 𝜇 = 1 represents Rayleigh fading, etc.
For computing noise power, 𝑃𝑛,  we consider a constant 
narrowband approach [14] across the THz band 
(0.75‑10 THz), where each narrowband, Δ𝑓 is 0.3 GHz 
wide, which is the spectral resolution of LBLRTM. 
Numerically,

𝑃𝑛(𝑓, ℎ𝑡, 𝜃, 𝑑, Δ𝑓) = 𝑘𝐵 ∫
Δ𝑓

𝑇𝑛𝑜𝑖𝑠𝑒(𝑓, ℎ𝑡, 𝜃, 𝑑)𝑑𝑓, (7)

where 𝑘𝐵 is the Boltzmann’s constant, 𝑇𝑛𝑜𝑖𝑠𝑒 is the mole-
cular noise temperature obtained as 𝑇𝑛𝑜𝑖𝑠𝑒(𝑓, ℎ𝑡, 𝜃, 𝑑) = 
𝑇0𝜖(𝑓, ℎ𝑡, 𝜃, 𝑑).  Here, 𝑇0 is the reference temperature (in 
Kelvin), and 𝜖 is the channel’s emissivity, 𝜖(𝑓, ℎ𝑡, 𝜃, 𝑑) = 1 
− 𝜏(𝑓, 𝑇 (ℎ𝑡, 𝜃, 𝑑), 𝑣(ℎ𝑡, 𝜃, 𝑑)) [14]. Hence, 𝑇𝑛𝑜𝑖𝑠𝑒 is a
function of transmittance, 𝜏 ,  which is obtained using
LBLRTM. In the results provided in this paper, for cap‑ 
turing the absorption effect across the THz band
(0.75‑10 THz), US Standard 1976 weather proϐile is set
in LBLRTM [12]. For computing the capacity of THz
drone‑to‑drone links under ideal, no fading channel, the
total channel gain is set as, 𝐺 = 𝐺𝑙.  In this paper, we
consider the standard narrowband capacity computation
in [14, 45]:

𝐶(ℎ𝑡, 𝜃, 𝑑) =
𝐾

∑
𝑘=1

Δ𝑓 𝑙𝑜𝑔2 [1 + 𝑃 𝑘
𝑇 |𝐺(𝑓𝑘,ℎ𝑡,𝜃,𝑑)|2 𝐺𝑇
𝑃𝑛(𝑓𝑘,ℎ𝑡,𝜃,𝑑,(Δ𝑓)) ] , (8)

where total transmit power, 𝑃𝑇 , and total antenna gain 
(from Tx and Rx antennas), 𝐺𝑇 are set to practical values 
as 𝑃𝑇 = 24 dBm (0.25 W) [46] and 𝐺𝑇 = 60 dBi [47, 48], 
respectively. For power allocation, we consider both the 
Water‑Filling (WF) and Equal‑Power (EP) schemes [14]. 
In WF allocation, the total transmit power, 𝑃𝑇 is optimally 
distributed across the THz band (0.75‑10 THz) compris‑ 
ing of constant narrowbands, 𝑘 = 1, 2, 3, ..., 𝐾,  each 
0.3 GHz wide (i.e., LBLRTM’s spectral resolution), as:

𝑃 𝑘
𝑇

𝑃𝑇
= {

1
𝛾∘

− 1
𝛾𝑘

, 𝛾𝑘 ≥ 𝛾∘ s.t. ∑𝐾
𝑘=1 𝑃 𝑘

𝑇 ≤ 𝑃𝑇
0 , 𝛾𝑘 < 𝛾∘ ,

(9)

where 𝑃𝑇
𝑘 is the optimal power for the constant nar‑ 

rowband, 𝑘,  𝛾∘ is the threshold SNR, 𝛾𝑘 is the SNR of 𝑘.  𝛾∘
is obtained by ∑𝐾

𝑘=1 ( 1
𝛾∘

− 1
𝛾𝑘

) = 1 [49].
In EP allocation, 𝑃𝑇 is distributed equally within all 𝑘
across the entire THz band (0.75‑10 THz) [12].

For the channel under fading, involvingBMandMP fading,
the channel gain is set as 𝐺 = 𝐺𝑙𝐺𝑝𝐺𝑓 , and we evaluate
the ergodic capacity by averaging results over 100 real‑
izations, as follows:

𝐶(ℎ𝑡, 𝜃, 𝑑) = Δ𝑓 𝔼 (
𝐾

∑
𝑘=1

𝑙𝑜𝑔2 [1 + 𝑃 𝑘
𝑇 |𝐺(𝑓𝑘,ℎ𝑡,𝜃,𝑑)|2 𝐺𝑇
𝑃𝑛(𝑓𝑘,ℎ𝑡,𝜃,𝑑,(Δ𝑓)) ]) ,

(10) 
where 𝔼(. ) denotes the expectation taking over channel 
realizations under fading.
Next, we present the capacity and ergodic capacity results 
speciϐically for drone scenarios, considering various prac‑ 
tical settings of Tx and Rx drone altitudes, zenith angles 
and transmission ranges. Fig. 4(a)‑(c) depict the chan‑ 
nel capacity as the function of transmission range under 
ideal, i.e., under no fading channel. The capacity results 
with no fading (ideal) channel are included in our analy‑ 
sis as the benchmark to compare how much of the capa-
city is degraded when realistic beam misalignment fading 
and multipath fading are introduced into the channel, as 
provided in the subsequent discussion. Three drone Tx
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altitudes, ℎ𝑡,  are considered i.e., ℎ𝑡 = 100 m, 500 m, and 
1 km, whereas ℎ𝑟 i.e., the Rx drone altitude for each 
setting is obtained using ℎ𝑡,  𝜃 (angle in degrees between 
Tx and Rx drones), and 𝑑.
It can be seen for a given ℎ𝑡,  changing 𝜃,  i.e., the 
direction of communication from 0∘ (vertically‑up) 
(Fig. 4(a)) to 90∘ (horizontal) (Fig. 4(b)) down to 180∘

(vertically‑down)(Fig. 4(c)) do not incur considerable 
variations in the ca‑ pacity. This is due to the dense and 
homogeneous atmosphere across lower atmospheric 
altitudes. Nevertheless, increasing ℎ𝑡 shows promising 
capacity improvements. For instance, at ℎ𝑡 = 100 m, 0∘,  
and 𝑑 = 100 m, capacity values correspond to 505.8 Gbps 
and 34.52 Gbps with WF and EP allocation schemes, 
respectively. For the identical 𝜃 and 𝑑 settings but at a 
higher Tx drone altitude, ℎ𝑡 = 1 km, the capacity values 
stand at 652.6 Gbps and 62.89 Gbps with WF and EP 
allocations, respectively. This is because traversing up 
across the atmosphere from 100 m to 1 km observes 
substantial decrements in the water vapor concentration 
levels [12], which can be highly leveraged in drone 
networks communicating over the THz band. 
Additionally, for overcoming the distance issue observed 
across lower atmospheric levels, for instance, for ℎ𝑡
lower than 100 m, multiple drones can be deployed 
sufϐiciently close to each other, in a networked fashion, 
where they can be treated as relays. These results 
showcase the massive capacity potential of the THz band 
for drone networks, promising links in the order of up to 
several 10s of Gbps using EP allocation, and up to many 
100s of Gbps with WF power allocation for transmission 
ranges up to 100 m. Fig. 5 depicts the ergodic capacity 
trend for short range, i.e., 𝑑 = 10 m, under BM fading and 
MP fading parameters [12]. Interestingly, it can be seen 
in Fig. 5(a) that for MP fading parameter, 𝜇 = 1, which 
corresponds to pure NLOS, Rayleigh fading, increasing 
the normalized jitter standard deviation, 𝜎𝑠/𝑎 does not 
cause substantial ergodic capacity degradation. Due to 
nearby reϐlections the NLOS MP fading components are 
more dominating than the BM fading components for 
short range; hence severeness of BM does not affect the 
ergodic capacity. Meanwhile, Fig. 5(b) shows that for 
ϐixed BM fading parameter, 𝜎𝑠/𝑎 = 5,  MP fading 
degrades the ergodic capacity by 26 % for EP allocation, 
and 16.5 % for WF allocation, as the MP effect is varied 
from 𝜇 = 10, indicating a strong LOS along with NLOS 
components to 𝜇 =1, i.e., pure NLOS Rayleigh fading. 
Next, we present the achievable ergodic capacity at 
𝑑 = 50 m, under variable BM fading with Rayleigh MP 
fading (𝜇 = 1) in Fig. 6(a), and variable MP fading with 
𝜎𝑠/𝑎 = 5 Fig. 6(b). For this range, increasing 𝜎𝑠/𝑎 from 1 
to 10 decreases the ergodic capacity substantially, e.g., by 
an order of magnitude for EP allocation, as 𝜎𝑠/𝑎 is 
increased from 1 to 10. On the other hand, decreasing 𝜇,  
from 10 to 1 with given 𝜎𝑠/𝑎 = 5 shows no considerable 
change in ergodic capacity. The ergodic capacity results 
in Fig. 5 and Fig. 6 depicting that at short ranges, it is the 
MP fading that mainly affects ergodic capacity, while at 
long range, it is mainly the BM fading. With this analysis, 

we emphasize that THz band communication in drone 
networks can promise massive rate links even under 
realistic BM fading and MP fading con‑ ditions. We refer the 
readers to [12] for an in‑depth ca‑ pacity analysis of THz 
communications for drones and the other three aerial 
vehicles, where both standard narrowband and variable 
bandwidth capacity computa‑ tions are considered for 
various altitudes, distances, posi‑ tions/orientations of the 
vehicles (i.e., the entire range of 𝜃 from 0∘ to 180∘)  by 
leveraging LBLRTM for THz absorp‑ tion gains, evaluating 
no fading, BM fading and MP fading conditions.

4. OPEN ISSUES AND RESEARCH DIREC‑
TIONS

Design and implementation of THz‑enabled drone net‑ 
works and DSNs require novel communication schemes 
and networking protocols, including but not limited to 
modulation and waveform design, ultra‑massive Multi‑ 
ple Input Multiple Output (MIMO), spectrum and inter‑ 
ference management, Medium Access Control (MAC) and 
higher network layers, security and privacy issues.

4.1 Physical layer
THz band drone communications primarily requires en‑ 
hanced THz band channel models. For this purpose, 
measurement‑based studies need to be pursued at drone 
altitudes in various propagation environments and under 
drone mobility scenarios, so that the existing line‑of‑sight 
and non line‑of‑sight models with beam misalignment 
and generic multipath fading (as considered in this work) 
can be improved with speciϐic stochastic channel models 
for THz links among drones. A recent work on active and 
passive THz systems is presented in [50], where measure‑ 
ment results at 140 GHz (0.14 THz) have been provided 
for rooftop surrogate satellite systems and terrestrial net‑ 
works. Based on the enhanced channel models, modula‑ 
tion and waveform design should be tailored for THz band 
communications in drone networks or DSNs.

Modulation
The state‑of‑the‑art modulation schemes that can be po‑ 
tentially employed for THz band communications in‑ 
clude Single‑Carrier (SC) modulation, multi‑carrier mo-
dulation, Orthogonal Frequency Division Multiplexing 
(OFDM), Cyclic Preϐix Orthogonal Frequency Division 
Multiplexing (CP‑OFDM) and even Non‑Orthogonal 
Multiple Access (NOMA). In what follows, we discuss 
each of the aforementioned modulation schemes in the 
perspective of THz band communications for drone 
networks. Non‑overlapping transmission windows are 
termed as Single Carrier (SC) modulation, having some 
provision of the carrier aggregation [51]. However, due to 
the intrinsic frequency‑selective nature of THz channel, 
multi‑carrier modulations would also help in some form 
of carrier aggregation with multiple individual/
non‑overlapping single carriers [52]. The implementation 
of practical THz transceivers is another challenging task,
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(a) Vertically‑up communication, 𝜃 = 0∘ .
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(b) Horizontal communication, 𝜃 = 90∘ .
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(c) Vertically‑down communication, 𝜃 = 180∘ .

Fig. 4 – Capacity under no fading as a function of distance, for various drone transmitter altitudes and directions of communication (vertically up,
horizontal and vertically down, i.e., 𝜃 = 0∘ , 90∘ , and 180∘ , respectively). For a given ℎ𝑡 and 𝑑, varying direction (𝜃) does not considerably affect the
capacity, as the atmosphere is dense and homogeneous across for drone altitudes up to ℎ𝑡 = 1 km.
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(b) Normalized jitter standard deviation, 𝜎𝑠/𝑎 = 5.

Fig. 5 – Effect of beam misalignment fading and multipath fading on the ergodic capacity: 𝜃 = 90∘ (horizontal communication), and 𝑑 = 10 m across
various drone transmitter altitudes. For this range, MP fading shows more dominant impact on the ergodic capacity as compared to BM fading due to
short transmission distance.
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Fig. 6 – Effect of beam misalignment fading and multipath fading on the ergodic capacity: 𝜃 = 90∘ (horizontal communication), and 𝑑 = 50 m across
various drone transmitter altitudes. For this case, BM fading shows more dominant impact on the ergodic capacity as compared to the MP fading, due
to a large transmission distance.

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 7, 30 September 2021



as the conventional RF circuitry cannot support data 
rates in the order of several 100s of Gbps or Tbps as 
provisioned in Section 3. Moreover, novel signal 
processing techniques will be required to counter the 
mismatch between the state‑of‑the‑art digital baseband 
systems and the large bandwidth offered by the THz 
band [52]. Recently, there have been advancements 
related to the THz transceivers; both in the electronic 
and the photonic domains [22]. The advancements 
towards practical THz transceivers (both electronic 
and photonic) have been well summarized in [53]. 
For short‑range communication (below one meter), 
impulse‑radio‑like communication based on one‑hundred‑ 
femtosecond‑long pulses following an on‑off keying 
modulation spread in time has been proposed in [36]. 
Such very short pulses, which are already utilized as 
the basis of many THz sensing systems, can be 
generated and detected with current technologies. 
For longer communication distances, new dynamic band‑ 
width modulations are required for not only overcoming 
but also leveraging the unique distance‑dependent band‑ 
width created by molecular absorption [11, 12]. Ortho-
gonal Frequency Division Multiplexing (OFDM) has 
widely been implemented in broadband wireless 
systems since 4G for achieving higher spectral efϐiciency. 
In [54], OFDM is proposed for 60 GHz millimeter wave 
systems. For 5G, several wireless standards including 
Long Term Evolution (LTE), Wireless Fidelity (Wi‑Fi), 
Asynchronous Digital Subscriber Line (ADSL) etc., have 
adopted Cyclic Preϐix Orthogonal Frequency Division 
Multiplexing (CP‑OFDM)[55]. Multiple communicating 
nodes, each with Tbps of data (which would also be 
the case in THz‑enabled DSNs) would require relaying 
data in an asynchronous manner. Also, in such 
asynchronous multiple user access, the subcarriers 
with CP‑OFDM do not remain orthogonal, which 
introduces substantial inter‑carrier interference [56]. 
This makes CP‑OFDM infeasible for DSNs. Nevertheless, 
OFDM systems promise utilization of the non‑ 
overlapping spectrum for the improved spectrum 
efϐiciency as compared to the pulse‑based 
communication systems [57, 58]. However, 
implementation of OFDM transceivers in the THz band 
is especially complex due to stringent frequency 
synchronization requirements, with the sampling rates 
in the typical order of several Giga samples/sec or 
even Tera samples per second. Additionally, large high 
Peak‑to‑Average Power Ratio (PAPR) also makes OFDM 
implementation not feasible over the THz band [52, 
59]. In recent years, Non‑Orthogonal Multiple Access 
(NOMA) has gained considerable attention, as it 
promises not only greater link rates for both the down‑ 
link and uplink transmissions, but it also provisions a way 
to counter the packet collision issue, e.g., in MTC with 
grant‑free access [60]. NOMA is adopted for THz sys‑ 
tems in [61] by making use of the frequency and distance‑ 
dependent THz spectrum. The concept of hybrid beam‑ 
forming is proposed for forming user clusters, and NOMA‑ 
based grouping and Long‑User‑Central‑Window (LUCW)‑ 
based sub-band allotment within a user cluster are

proposed for improving user fairness as well as spectral 
efϐiciency. For mitigating the water vapor‑based 
absorption effect in the THz band, the conventional 
modulation schemes can be further optimized. For this 
purpose, in [51], distance‑aware multi‑carrier schemes are 
proposed. Resource optimizations include power 
allocation as in [57], where long range networks are 
established using a pulse‑based multi‑wide band waveform 
design by adapting power allocations over variable number 
of frames. By adapting the symbol time and modulation 
order, in [59], a hierarchical modulation scheme is 
proposed for a system with a single transmitter and 
multiple receivers, supporting various streams of data for 
multiple users at variable ranges. In [62], 
distance‑adaptive and bandwidth‑dependent modulations 
using OFDM in THz band are proposed. It is worth 
mentioning here that, the aforementioned schemes have 
been proposed for THz band communications at sea level. 
These schemes will need to be adapted for speciϐically the 
drone scenarios or DSNs, considering altitudes as well as 
drone mobility.

Ultra‑Massive MIMO
A main issue for the THz band communications is con‑ 
stituted by the frequency‑selective and an extremely high 
path loss, which simply crosses 100 dB for ranges greater 
than only a few meters under LOS channels. This path 
loss is even worse under NLOS channel conditions. Con‑ 
sequently, huge gains by highly directional antennas are 
required for communicating over ranges greater than a 
few meters. In this regard, the idea of Ultra‑Massive 
(UM)‑MIMO has been proposed [63], where extremely‑ 
dense arrays of plasmonic nano‑antennas are employed. 
In lieu of deploying the traditional metallic antennas, 
meta‑materials and nano‑materials can be exploited for 
manufacturing plasmonic nano‑antennas, which are suf‑ 
ϐiciently less than the wavelength of the operating carrier 
frequency. This unique property of the plasmonic nano‑ 
antennas enables them to be packed in massively densed 
arrays. For instance, for an array with a footprint of 
1 mm x 1 mm, a sum of 1024 plasmonic nano‑antennas 
designed for 1 THz carrier frequency can be integrated 
together, keeping the inter‑element distance (spacing) 
of 1/2 of the plasmonic wavelength. Similar arrays of 
the plasmonic nano‑antennas can be employed at both 
the Tx and Rx sides simultaneously for countering the 
massive path loss issue by: 1) Overcoming the spread 
loss, by targeting the signal transmission in space, and 
2) focusing the bandwidths for the signal transmission 
within the windows having the least absorption levels. 
By intelligently inputting the array elements, variations 
of the modes of operation can be utilized in an 
adaptive fashion. For instance, in UM‑Beam‑forming 
(UM‑BF), all of the antennas utilize the identical 
transmit signal, similar to the case of conventional 
beam‑forming. Such a mode can substantially counter 
the massive path loss/attenuation at the THz band 
carrier frequencies, thus supporting communication to 
larger ranges. Additionally, beam‑forming also mitigates
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 the problem of the co‑channel interference, also utilizing 
the freedom of angle diversity by moving the 
razor‑sharp THz beam to speciϐic or targeted direc-
tions. Using UM‑MIMO, a certain group of arrays/antenna 
elements can be designated for communicating to a 
speciϐic user. This special mode utilizes various data 
streams onto a single carrier frequency, thereby 
increasing the per user capacity, which is also beneϐicial 
when the communication links are operating in a limited 
bandwidth and a high SNR scheme. This special mode 
enhances the rate by the virtue of Spatial Multiplexing 
(SM), provided that the channel matrix of the UM‑MIMO 
has sufϐicient rank and diversity. Conclusively, any 
amalgamation across UM‑SM and UM‑BF is realizable. 
Additionally, for maximizing the utilization of the THz 
band, promising Tbps links, multiple transmission 
windows can be employed simul‑ taneously. For this 
purpose, multiband UM‑MIMO utilizes different carrier 
frequencies by tuning electrically the frequency 
response of the plasmonic nano‑antennas. One of the 
major pros of this multiband UM‑MIMO technique is 
that the data can be processed within a substantially 
smaller bandwidth, hence, lowering the complexity of 
the system design with an improved ϐlexibility of the 
spectrum. In this research arena, novel frequency, 
space and time modulation and coding methods are re‑ 
quired to be proposed for such UM‑MIMO communication 
systems. UM‑MIMO can also be leveraged for DSNs due 
to very large beam‑forming gains to overcome the huge 
path loss over the THz band. Moreover, as a byproduct, 
razor‑sharp THz beams would substantially mitigate the 
interference among communicating drones in the DSNs. 
Nevertheless, the design of UM‑MIMO systems for DSNs 
and drone networks should also incorporate the effect 
mobility of the drones to avoid Tx‑Rx antenna beam mis‑ 
alignment and maximize the beam‑forming. For the case 
of DBS, implementation of UM‑MIMO will be essential to 
provide aerial coverage to several users at the same time 
[64]. However, this will be a challenging task, as the ϐlying 
drones with a limited battery support and single anten‑ 
nas will need to be replaced with UM‑MIMO, which will be 
an important research avenue for the upcoming 6G sys‑ 
tems. For instance, recently, THz UM‑MIMO communi‑ 
cations has been considered for a Space‑Air‑Ground In‑ 
tegrated Network (SAGIN) comprising of terrestrial, air‑ 
borne and spaceborne networks [65]. With the plasmonic 
antenna arrays having nano‑antenna spacings, it will be 
possible to practically implement THz systems onto the 
ϐlying drones within miniature footprints [52].

Reconϔigurable Intelligent Surfaces
Recently, novel tunable metasurfaces are referred to as 
Reconϐigurable Intelligent Surfaces (RIS), which can be 
used for controlling and optimizing the wireless channel 
environment [66, 67, 68, 69]. Generally, strong NLOS sig‑ 
nals having specular reϐlections take the surfaces of the 
existing building infrastructures as electric mirrors, par‑ 
ticularly at considerably miniature wavelengths across

the THz band. However, RIS built from the metasurfaces 
and discrete element semiconductors also enables user‑ 
customized settings. A similar RIS can sufϐiciently in‑ 
crease the THz signal power by reϐlecting the THz signals 
towards a speciϐic direction. This can be achieved by in‑ 
troducing required phase shifts of the discrete elements 
in the RIS. In addition, a sufϐiciently large RIS supporting 
the aforementioned features can be acquired within 
miniature footprints at high frequencies, such as the THz 
band [22, 70, 71]. RISs have already been considered for 
improving the coverage performance of THz indoor com‑ 
munications at the sea level, as in [72], where the 
authors have proposed a suboptimal search scheme for 
the RIS phase shifts. Additionally, RISs have also been 
consi-dered for THz drone communications [73]. For the 
drone networks at the low altitude scenarios, e.g., ℎ𝑡 = 
100 m and below, up to sea level, THz communication 
ranges can be substantially extended with the aid of RISs 
deployed on top of buildings, roofs etc. This can also be 
achieved for drone‑to‑ground and ground‑to‑drone links 
by placing RISs near the intended user access points 
[14], Thus, RIS can considerably increase the coverage of 
a drone network e.g., drone base station, agricultural 
monitoring in a rural area with a limited or no terrestrial 
communication infrastructure. etc.

4.2 Spectrum and interference management
With the progression towards 6G, exploitation of the 
higher frequency bands above existing sub 6 GHz spec‑ 
trum has become more appealing than ever. This will 
raise the need of sharing the spectrum using cognitive 
radio sensing with ϐlexibility [74]. THz spectrum has 
been identiϐied as a prime communication band for mo‑ 
bile communications within 6G research [28, 75]. Also, 2G 
to 5G networks across the globe have been utilizing lower 
frequency bands, which will also be available in 6G net‑ 
works. Therefore, various spectrum management tech‑ 
niques will be needed for managing the lower, mid and 
higher frequency bands intelligently. Here, the massive 
THz band will sufϐice the spectrum scarcity by assigning 
different frequency sub‑bands to different users subject 
to different scenarios, mitigating the conventional issue of 
interference. For instance, in [76, 77], Long‑User‑Central‑ 
Window (LUCW) is considered, where the farther users 
are allocated to the central sub‑bands of a THz transmi-
ssion window, while the the users at shorter 
transmission ranges are provisioned with the edge 
sub‑bands in a window. Such an interference management 
can also be employed within a drone network, where a 
drone (e.g., drone base station) serving different users can 
utilize dif‑ ferent sub‑bands each several GHz wide [12], 
supporting capacity values in the order of several 100s 
of Gbps even under BM fading and MP fading as 
discussed earlier in Section 3. Nevertheless, interference 
in THz band com‑ munications usually occurs in dense 
scenarios [78, 79]. Thus, drone networks can be deployed 
strategically, e.g., via sharp pencil beam‑forming, to mitigate 
the issue of the interference [6].
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4.3 MAC and higher network layers
Similar to the physical layer‑related issues, various 
challenges also emerge across the higher protocol stack 
layers. To start with the link layer, new medium access 
control (MAC) protocols are necessary to address the 
unique characteristics of the THz band as well as 
DSNs. Here, availability of the massive bandwidth 
annihilates the basic requirement for the commu-
nicating nodes to contest for the channel. Furthermore, 
THz signals with a miniature transmit duration also 
diminishes the chances of collision. Also, with the 
razor‑sharp beams used in THz band transmission 
systems, MAC design for DSNs should facilitate 
receiver‑initiated novel transmission schemes, so that 
the transmitter resources are not wasted when the 
intended receiver is unavailable. Novel MAC proto‑ 
cols managing the THz band communications for drone 
networks should also involve optimization of the packet 
size and error control techniques in an adaptive 
fashion. At the network layer, novel routing tech-
niques should be devised to provision both the 
traditional active nodes (for relaying) together with 
new passive intelligent reϐlecting surfaces, which can 
relay the incoming THz signals towards the intended 
destination node [80]. Furthermore, novel metrics of 
routing are needed to be devised that captures the 
unique channel composition on the molecular level. 
These novel routing metrics can include the effect of 
the molecular composition on the distance and 
altitude‑dependent THz bandwidth [12]. Across the 
transport layer, with THz band promising communication 
at 100s of Gbps or even up to Tbps, network congestion 
will drastically increase. This will give rise to issues 
across the transport layer pertaining to the ϐlow/
congestion control, also ensuring end‑to‑end trans‑ port 
with reliability. For instance, it is expected that the 
conventional Transport Control Protocol (TCP) conges‑ 
tion control windowing will be revised to tackle the huge 
trafϐic demands of the THz band networks [81]. In addi‑ 
tion to adapting MAC and higher layers to work efϐiciently 
with respect to the characteristics of the THz channel, the 
potential solutions should address the mobility of drones 
and DSN scenarios.

4.4 Security and privacy
Apart from the inherent advantages of the massive band‑ 
width and the huge rates THz band can offer drone net‑ 
works with mobility [22]; security and privacy also comes 
up as a byproduct. Various unique characteristics of the 
THz waves highly inϐluence the security and privacy [82]. 
With the unique THz absorption Spectra, secure wireless 
communications can coexist along with THz‑based detec‑ 
tion and imaging. Massive THz bandwidth favors anti‑ 
jamming approaches. However, the performance of such 
THz systems will be environment dependent, i.e., water 
vapor concentration levels. Huge attenuation at THz fre‑

quencies ensure link secrecy, while the razor‑sharp THz 
beams favors covert communication, at the cost of rapid 
coordination of the communicating Tx and Rx beams. In 
regards to the privacy aspects, THz communications are 
hard to eavesdrop from a large distance due to the huge 
attenuation at THz frequencies near sea level. Meanwhile, 
a study shows that the THz signals can be intercepted by 
placing an object within the razor‑sharp LOS THz beam 
for scattering the beam towards the eavesdropper [83]. 
For DSNs and drone networks at lower atmospheric al‑ 
titudes (typically within a few 100s of meters above sea 
level), secure THz ultra‑broadband communications can 
be established with the razor‑sharp THz Tx‑Rx beams 
pointing towards each other, leveraging the drone mobi-
lity, while the LOS beam scattering as shown in [83] 
will become difϐicult to realize for the eavesdroppers. 
This can be highly leveraged for sensitive applications, 
such as in military surveillance, border patrolling, etc. 
To summa‑ rize, we have studied several open issues and 
research directions towards realizing THz‑enabled 
drone networks and DSNs from the physical layer to 
the higher network layers dealing with security and 
privacy issues. A similar study has recently been 
provided in [6], where the THz wireless systems have 
been deϐined based on seven features including: 
1) Quasi‑optical nature, 2) THz‑based architectures,
3) Coexistence with the lower frequency bands,
4) Joint communication and sensing systems,
5) Physical layer strategies, 6) Spectrum access
methods, and 7) Network optimization in real time.
In the following, we overview the state‑of‑the‑artar-
tiϐicial intelligence and machine leaning‑based solutions
to the problems related to the THz communications,
particularly for the THz‑enabled drone networks, in
detail.

5. AI/ML BASED SOLUTIONS
The advent of Artiϐicial Intelligence (AI) in the communi‑ 
cations paradigm has been recently surged. Various tu‑ 
torials and survey works have been published within the 
past few years on the AI/ML implementation for wire‑ 
less communications [84, 85, 86, 87]. Among various re‑ 
cent studies, AI has been considered as the focus of 6G 
networks [88, 89, 90] for complementing the traditional 
methods. With the AI/ML technologies for Beyond 5G 
(B5G) systems, it will be possible to minimize/replace the 
existing manual network conϐiguration management, as 
well as to ensure and deliver overall higher system per‑ 
formance with increased reliability. Moreover, commu‑ 
nication networks will be able to adapt conveniently in 
real time based on the behavior of the users and the 
communication network. All in all, AI/ML will promise 
adaptive conϐiguration and management of the 
communication networks by learning patterns and 
adapting to certain communication scenarios with 
ϐlexibility, e.g., learning the communication trafϐic and 
planning in anticipa‑ tion [91]. A similar approach can 
be considered for the THz‑enabled drone networks, 
where based on AI/ML techniques, a swarm of drones 
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can adjust their respective positions optimally in order 
to route and maintain Tbps links among commu-
nicating drones. In what follows, we review some AI/
ML‑based approaches possibly implementable for 
THz‑enabled drone networks for channel estimation, 
UM‑MIMO, and Mobile edge computing.

5.1 Channel estimation
As discussed earlier in Section 1, ϐirst, the THz band is 
highly affected from absorption loss due to water vapor 
molecules in the atmosphere, contributing signiϐicantly to 
the total loss. Second, the spread loss is also massive at 
THz frequencies. Third, the THz band channels are non‑ 
stationary, particularly for mobile use cases i.e., hovering 
drones in our case, where both the Tx and Rx drones will 
be mobile. Hence, conventional assumptions of quasi‑ 
stationary or stationary channel models may not be ap‑ 
plied to the THz band channels. More speciϐically, 
channel estimation over the THz band becomes more 
challenging in the drone scenarios under mobility, where 
precise Channel State Information (CSI) is needed, e.g., 
in beam‑forming. Therefore, the traditional channel 
estimation methodologies are required to be revisited 
[52]. Overall, for reducing the complexity of the THz 
channel estimation, several techniques can be 
employed includ‑ ing: compressed sensing, fast channel 
tracking‑based algorithms, etc. ML‑based algorithms, in 
this context, can be employed for evaluating the THz 
band communication data by anticipating the THz 
signal loss in a certain unknown channel. Consequently, 
various AI or ML‑based algorithms are applicable to the 
physical layer of the forth‑coming 6G wireless networks 
for addressing the above‑mentioned THz channel model 
and estimation [92, 93]. Supervised Learning (SL) [94] 
can aid in predicting THz shadowing and path loss. 
Moreover, SL can be employed for localization, channel 
estimation, interference management, etc. Employable 
SL models and algorithms are K‑Nearest Neighbor 
(KNN), Support Vector Machine (SVM), feed‑forward 
neural networks, and radial basis function neural 
networks, etc. Various challenges related to the THz 
channel modeling and estimation including multi‑path 
tracking, interference mitigation, node clustering, 
optimized modulation, etc., can be tackled by using Unsu‑ 
pervised Learning (UL) techniques [95] such as: Fuzzy 
C‑means, K‑means, clustering algorithms, etc. Deep 
Learning (DL) (both SL and UL) can be employed in 
many aspects of channel modeling, such as for signal 
detection, and estimating Channel State Information 
(CSI). Techniques including Deep Neural Networks 
(DNNs), Recurrent Neural Networks (RNNs), Convo-
lutional Neural Net‑ works (CNNs) can be anticipated 
as appropriate candidate DL algorithms [96]. Reinfor-
cement Leaning (RL)[97] can be used for channel 
selection and tracking, iden‑ tiϐication of radio bands, 
selection of modulation modes, etc. Appropriate RL 
models and techniques include Q‑learning, fuzzy RL, 
etc. [98]. Finally, learning‑based schemes for THz 
channel estimation is highly efϐicient particularly over 
higher dimensions [99]. As an example of deep 

kernel-based learning, a Gaussian process regression is 
studied in [100] for the channel estimation of a 
UM‑MIMO multi‑user system over the THz band (0.06‑ 
10 THz). It is to be noted here that the AI/ML techniques 
mentioned above are proposed for 6G wireless commu‑ 
nications and networks at sea level in general. There‑ 
fore, there will be a need to tailor these AI/ML 
techniques speciϐically for the THz‑enabled drone 
networks and DSNs keeping in view the intrinsic nature 
of the communicating drones i.e., mobility, energy‑ 
constrained resources etc.

5.2 UM‑MIMO
In the realm of UM‑MIMO, ML can be employed in 
various use cases. One instance is when an existing 
model is erroneous, and/or it is only a sparse 
approximate of the actual model. Such an instance can 
arise within the linear channel models, where the 
non‑linearities induced by certain practical circums-
tances and hardware are neglected. Also, ML can be 
utilized for improving the solu‑ tions obtained using 
approximations of the linear mod‑ els. Another instance 
of ML‑based solution in UM‑MIMO is possible when the 
optimized solutions are computa‑ tionally expensive i.e., 
not feasible for the state‑of‑the‑art hardware. Here, ML 
can be effectively utilized for ϐinding suboptimal 
solutions having less complexity, with some obvious/
acceptable lower performance. Examples in this context 
include channel estimation, maximum likelihood 
detection, etc. Moreover, optimum spectrum utilization 
in UM‑MIMO can be made possible using machine learn‑ 
ing techniques [22].

5.3 Mobile edge computing
Mobile Edge Computing (MEC) has recently emerged as 
a technique for 5G networks, in which cloud computing‑ 
like functionalities are processed at the edges of the cellu‑ 
lar networks [101]. MEC can equip mobile devices, such 
as drones with constrained processing capabilities, to 
hand over their processing tasks to the nearest network’s 
edge. Conversely, within a THz‑enabled DSN, mobile user 
equipment can ofϐload its computationally expensive jobs 
to the serving drones with MEC functionalities. Low la‑ 
tency systems for sporadic access such as cyber‑physical 
communication systems (a.k.a., Tactile Internet) [102] 
require latencies within sub‑ms for controlling hovering 
objects (drones in our case). Such alike systems will also 
be a requirement for evolved industry 4.0 applications 
[103]. It is predicted that the transport methods over the 
physical layer will be linked with edge computing such as 
MEC, or real‑time cloud computing within the vicinity 
of the communication network. The main objective 
here is to deliver resources/solutions to the evolving 
IoT protocols comprising of a massive number of 
inter‑connected devices with constrained energy and 
storage requirements such as in drone networks, as 
well with some latency requirements. For overcoming 
these constraints, global 6G research is moving towards 
distributed computation techniques (MEC here) [104, 105]. 
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As an example, by em‑ ploying AI/ML using a DNN, 
initial extraction of the fea‑ tures can be obtained using 
drones, which are then re‑ layed at the network edges 
for the subsequent processing. Here, a THz band can be 
highly leveraged by relaying massive data to the network 
edges for MEC. In addition, novel energy efϐicient MAC 
protocols for THz‑enabled drone networks and DSNs 
will be required for intelligently of‑ ϐloading massive 
computations to the network edges, also considering 
drone mobility effects.

6. CONCLUSIONS
In this paper, we have summarized major characteris‑ 
tics of the various possible real‑world applications of the 
THz‑enabled drone networks and DSNs. After presenting 
the capacity potential of the THz‑enabled drone networks 
via numerical results considering both ideal and realis‑ 
tic (fading) conditions of beam misalignment fading and 
multipath fading, we have discussed the major research 
challenges and directions for THz‑enabled drone net‑ 
works and DSNs, from physical layer channel estimation 
up to higher network layers, security/privacy issues. We 
outline and highlight AI/ML‑based approaches as promi-
sing solutions. We proclaim that THz‑enabled DSNs 
will be an integral part of the forthcoming 6G 
non‑terrestrial networks. For development and 
validation of the THz band solutions across all layers, 
novel test beds for the real‑world experiments are 
essential. Additionally, with the progression towards 
practical THz transceivers at sea level, novel THz 
transceivers for the drones will be required towards 
realizing 6G communications keeping in view the highly 
mobile nature of the drones, UM‑MIMO given the 
battery limitations, and the sharp THz beams. Currently, 
such works are mostly limited to the near‑THz 
transmission windows of 300‑650 GHz, albeit, wireless 
systems at actual THz carrier frequencies (0.1 THz up to 
10 THz) will be needed. Along with research directions 
mentioned in this paper, also further work is expected for 
standardizing and regulating the THz band.
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