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Abstract - Determining the suitability of any technology for an Internet of Everything (IoE) application is essential in the
presence of diverse technologies and application requirements. Some of the IoE applications include smart metering, wear-
ables, healthcare, remote monitoring, inventory management and industrial automation. Energy efficiency, scalability, se-
curity, low-cost deployment and network coverage are some of the requirements that vary from one application to another.
Wireless technologies such as WiFi, ZigBee, Bluetooth, LTE, NB-IoT, LoRa and SigFox will play crucial roles in enabling these
applications. Some of the technological features are transmission range, bandwidth, data rate, security schemes and infras-
tructure requirements. As there is no one-size-fits-all network solution available, the key is to understand the diverse require-
ments of different IoE applications and specific features offered by different IoE enabling technologies. Application-specific
technology selection will ensure the best possible utilization of any technology and the quality of service requirements. An
overview of network performance expectations from various IoE applications and enabling technologies, their features and

potential applications are presented in this paper.
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LPWANSs - Low Power Wide Area Networks

LR-WPAN - Low Rate Wireless Personal Area Net-
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e MN - Moving Networks

¢ MTC - Machine Type Communication

e MTDs - Machine Type Devices

¢ NANSs - Neighborhood Area Networks

e NB-IoT - Narrowband Internet of Things
¢ NOMA - Non Orthogonal Multiple Access
e OPEX - Operational Expenditure

¢ OS - Operatig System

¢ PER - Packet Error Ratio

¢ PLC - Power Line Communication

e PMIPV6 - Proxy Mobile IPv6

e PSM - Power Saving Management

e PWPN - Power Wireless Private Network
¢ QoS - Quality of Service

¢ RF - Radio Frequency

e RPMA - Random Phase Multiple Access

¢ RSUs - Roadside Units

¢ SGs - Smart Grids

e SMs - Smart Meters

e SPHERE - Sensor Platform for Residential Environ-
ment

e UAV - Unmanned Aerial Vehicle
e UDN - Ultra-Dense Network
e UNB - Ultra-Narrowband

e URLLC - Ultra-Reliable Low Latency Communica-
tions

¢ V2I - Vehicle to Infrastructure

e V2N - Vehicle to Network

e V2P - Vehicle to Pedestrian

e V2V - Vehicle to Vehicle

¢ V2X - Vehicle to Everything

e WANSs - Wide Area Networks

e WBANSs - Wireless Body Area Networks

e WIA-PA - Wireless Networks for Industrial Automa-
tion for Process Automation

o WirelessHART - Wireless Highway Addressable Re-
mote Transducer

e WISA - Wireless Interface for Sensors and Actuators
e WLAN - Wireless Local Area Network
e WPCN - Wireless Powered Communication Network

e WSNs - Wireless Sensor Networks

1. INTRODUCTION

The term ‘Internet of Things’ (IoT) refers to the network
of physical objects or things embedded with electronics,
software, sensors and network connectivity where infor-
mation exchange takes place automatically [1]. The term
IoE is preferred over loT by many as IoE comprehen-
sively addresses the connectivity of various technologies,
processes and people while 10T addresses interconnec-
tivity of physical objects, data inputs and outputs. Hu-
mans, monitoring sensors, healthcare equipment, sensor-
equipped automobiles etc. are considered in ‘Everything’
[2]. A significant increase in the number of deployed IoE
devices can be observed in recent years as the IoE concept
receives broader industry momentum. Some predictions
on the IoE deployment scale [3], technology’s market pen-
etration [4] and estimated revenue generation [5] can be
found in the literature. [oE promises ease of flow of infor-
mation efficiently in a fast-paced world with various en-
visioned application types such as IoE devices from mo-
biles, smart home energy management systems, support-
ing disabled people, tracking human behaviour, under-
water sensor networks, military affairs and autonomous
cars. Agriculture, healthcare, environment, transport, in-
dustrial automation etc. are some of the potential IoE ap-
plication domains. IoE will incorporate both humans and
machines as suggested by some IoE applications where
interaction with humans [6], places of residence [7], hu-
man nature [8], and environment [9] are observed.

Since IoE application requirements are diverse, network
designs are often facilitated by differentiating Machine
to Machine (M2M) networks from Machine Type Com-
munication (MTC) networks. M2M communication in-
cludes the remote control of machines, monitoring, and
collecting data from machines, whereas in MTC, typi-
cally, devices are small, inexpensive and can operate for
an extended period without human intervention. M2M
communication networks differentiate themselves from
networks that relay traffic generated or consumed by
humans in IoE. Examples of MTC are smart commu-
nity, smart building, smart grid, smart water system etc.
Network connectivity, communication protocols, middle-
ware frameworks, etc. need careful consideration to
support the massive number of devices. The hetero-
geneous nature of traffic such as static, intermittent,
delay-sensitive, delay-tolerant, small or large packets and
application-specific performance objectives can make the
wireless network design more complicated and challeng-
ing. For example, the tolerable delay and an update fre-
quency for the waste management application are 30
minutes and 1 hour, respectively. On the other hand, in-
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dustrial monitoring and supervision applications can tol-
erate delays in a range of milliseconds and have update
frequencies in the range of seconds [5].

Cellular networks will play a major role in the IoE do-
main in supporting M2M communication networks. How-
ever, future cellular standards will require optimizing the
access network for both broadband and M2M communi-
cations to meet varying design challenges. In contrast
to broadband networks, large-scale deployment of in-
expensive low-complexity devices, smaller payload sizes
with non-uniform traffic density, energy efficiency, ex-
tended network coverage are required for M2M net-
works [4]. Some enhancements have been proposed in
the 3rd Generation Partnership Project (3GPP) to effi-
ciently support M2M applications in 2G, 3G, LTE Cat-1 and
higher networks. Extended Coverage Global System for
Mobile Communications for the Internet of Things (EC-
GSM-I0T) and Narrowband Internet of Things (NB-IoT)
are cellular-based IoE enabling technologies. Besides
the cellular-based technologies, short-range technologies
such as Bluetooth, ZigBee and Wi-Fi, and non-cellular-
based technologies such as LoRa and Sigfox will play vi-
tal roles to meet the huge connectivity demand placed by
MTC networks.

Application-specific technology selection requires care-
ful preparation such as analyzing energy efficiency, la-
tency, reliability, reliability, scalability and security re-
quirements. Video surveillance, a smart city application,
cannot tolerate large delays compared to other smart
city applications such as structural health monitoring and
waste management. Video surveillance is an example of a
high data-rate application while structural health moni-
toring and waste management are low data-rate applica-
tions. Some industrial applications such as closed-loop
control/ interlocking and control require low data rates
while delays in milliseconds are tolerated with a high up-
date frequency. Average message sizes and average mes-
sage transaction rates also vary from one application to
another. For example, average message sizes and average
message transaction rates are 20 bytes and 1.67 x 1073 /s
respectively for a typical home security application, and
1 bytes and 3.33 x 1072 /s respectively for roadway signs.
Some of the smart city applications such as road safety
in urban/highways and most of the industrial applica-
tions such as factory automation/packaging machines are
latency-critical IoE applications with high-reliability re-
quirements.

Operating frequency, bandwidth, transmission range and
data rate are some of the technological features of any
technology. LoRa and Sigfox operate in the unlicensed
Industrial, Scientific and Medical (ISM) spectrum band
while EC-GSM-IoT and NB-IoT operate in licensed spec-
trum bands. Bluetooth and WiFi are two short-range
technologies having transmission ranges of 50 m and 100
m respectively. Although highly dependent on commu-
nication environments, some researchers reported that
LoRa and SigFox can achieve approximately 15 km and
20 km transmission ranges respectively. Cellular-based

technologies such as NB-IoT, EC-GSM-IoT, eMTC can also
achieve a long transmission range. Bluetooth, WiFi, NB-
10T, EC-GSM-10T, eMTC have higher channel bandwidths
compared to LoRa and SigFox. Channel bandwidths for
Bluetooth and WiFi are 2 MHz and 22 MHz respectively
while the channel bandwidth of SigFox is 100 Hz only.
Bluetooth, WiFi, NB-IoT, EC-GSM-IoT, eMTC can support
high data-rate applications while LoRa, SigFox support
low data-rate applications.

The knowledge of application requirements and techno-
logical features of any technology can help us determine
the suitability of that technology for a particular applica-
tion. For example, WiFi, Bluetooth, NB-IoT will fit well in
high throughput applications while LoRa and SigFox will
not fit such applications. However, WiFi and Bluetooth
are suitable for applications that require a small network
coverage. On the other hand, LoRa and SigFox can provide
larger network coverage. These observations can be col-
lectively applied towards application-specific technology
selection. Our concept is illustrated in Fig.1. Fig.2 shows
the speed at which the IoE market is growing [10]. This
paper is organized as follows: various IoE application re-
quirements and network design constraints are discussed
in Section 2, some IoE enabling technologies and features
are discussed in Section 3, various IoE applications and
enabling technologies are discussed in Section 4 and con-
clusions are drawn in Section 5.

2. 1OE APPLICATION REQUIREMENTS AND
NETWORK DESIGN CONSTRAINTS

The diverse nature of IoE application scenarios may have
a diverse set of requirements. Some of the requirements
could be application-specific while others fall into general
expectations. Some requirements arise from the typical
IoE devices and business objectives while others are rele-
vant to networks. As an example, average message trans-
action rates and average message sizes are shown in Ta-
ble 1. Long battery life, support for the massive number of
devices, extended coverage, low device cost, low deploy-
ment cost, security and privacy etc. are some of the key
requirements for some applications. Network scalability,
throughput, cell capacity, interference and delay are im-
portant considerations for other IoE applications.

2.1 Energy efficiency

The most important issue in IoE networks is probably en-
ergy efficiency [5]. Since the end devices are operated by
irreplaceable batteries and the network is expected to be
functional for a long time without human intervention in
applications such as fire warning and pipeline inspection
[11], battery energy should be utilized most efficiently. A
battery life span expectation of 10 years for network op-
eration is reported in [5]. A significant amount of energy
is consumed in packet transmission and reception pro-
cesses compared to other processes. The author in [12]
discussed the requirement of delicate balancing between
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Application Requirements
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- Low bandwidth

- Low data rate
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_ - - Low security

Fig. 1 - Application-specific technology selection

the number of packet transmissions and network lifetime.
However, in some applications such as wearables devices
where a significant volume of data may need to be pro-
cessed, the circuit power consumption is often compara-
ble to the transmit power [13].

Energy efficiency issues will have to be addressed through
the design of hardware, software or MAC protocols, suit-
able routing scheme, efficient energy management sys-
tem and energy harvesting. The multi-hop routing in
[14] was found to be more energy-efficient than single-
hop routing in LoRa networks while ensuring high net-
work connectivity, low computational complexity for end
nodes and addressing dynamic node distribution scenar-
ios. On the other hand, the routing algorithm in [15]
combined different energy harvesting techniques to im-
prove the network lifetime and Quality of Service (QoS)
under variable traffic load and energy availability condi-
tions. Wireless power transfer enables the IoE nodes to

collect energy from the Radio Frequency (RF) of the sur-
rounding transmitters [16]. For Unmanned Aerial Vehi-
cle (UAV) applications, UAV swarms can have a relatively
good channel state to complete wireless power transfer as
the probability of finding a Line of Sight (LoS) link is high
[11]. Cognitive radio and Non-Orthogonal Multiple Ac-
cess (NOMA) are candidate technologies for 5G networks
for improving network spectral efficiency and scalability
and the authors in [17] introduced a resource manage-
ment framework for cognitive IoE networks with RF en-
ergy harvesting. In a Wireless Powered Communication
Network (WPCN), multiple energy-limited devices first
harvest energy in the downlink and then transmit infor-
mation in the uplink. Although NOMA has been proposed
to improve the system spectral efficiency in 5G networks,
the authors in [13] found that NOMA-based WPCN not
only consumes more energy but also is less spectrally ef-
ficient than TDMA-based WPCN.
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Fig. 2 - Growth of IoE devices

2.2 Network coverage

The requirement for extended network coverage is an-
other key driving force for the introduction of LPWAN
technologies. Extended network coverage will be re-
quired for some of the IoE applications; for example,
smart meters located in the basement of buildings, be-
hind a concrete wall or inside elevators will require an
enhanced link budget. Also, the wireless coverage of
UAVs for IoE should be extended rapidly and effectively
in disaster-affected areas [18]. UAV-aided networks can
establish wireless interconnections quickly, which is nec-
essary for achieving larger wireless coverage. Multi-hop
Device to Device (D2D) communications can be utilized
to achieve larger coverage for UAVs [18]. Link budget and
design parameters can be exploited to increase network
coverage. The authors in [19] found that NB-1oT 882 MHz
and LoRaWAN can increase coverage by up to 398% and
142% respectively with a 10% improvement in receiver
sensitivity. They also found that RPMA, NB-IoT and LTE-
M incurs at least 9 dB additional path loss relative to Sig-
fox and LoRaWAN.

2.3 Security and privacy

Security incidents weaken the confidence in the IoE
paradigm, hindering its widespread implementation.
The disclosure of private and confidential information
causes various privacy violations and business disrup-
tions. However, the most significant danger remains the

Table 1 - Average message transaction rate and average message size
for different IoE applications

Application | Average Message | Average
Transaction Rate | Message
(s Size (bytes)

Roadway 3.33 x 1072 1

Signs

Traffic Lights | 1.67 x 1072 1

or Traffic

Sensors

House 1.16 x 10°° 8

Appliances

Credit 5.56 x 1074 24

Machine

in a Shop

Home 1.67 x 1073 20

Security

Process 0.2to 10 40 to 100

Automation

Smart Grids 10 to 100 80 to 1000

Road Safety | 1¢ < 500

Highway

Traffic 1 1K

Efficiency

Urban 1 1 M/car

Intersection




ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 5, 20 July 2021

threat to people’s lives and wellbeing from IoE devices’
exposure. Security risks in a healthcare setting, manage-
ment of traffic lights/connected vehicles may cause acci-
dents leading to fatalities besides causing havoc and in-
creasing pollution [20]. The substantial difference be-
tween standard and IoE networks is the resourcefulness
of the end devices. In contrast to traditional networks
with overflowing resources, IoE devices mostly operate
on low power, limited memory, limited computing ability
and storage facility. Thus, a balance is required between
security and resources as limited resources may restrict
enabling technologies to lightweight security algorithms
and protocols [21]. Besides, the IoE ecosystem faces di-
verse data formats and contents due to different appli-
cation functionalities and the lack of a standard Operat-
ing System (0S). They are prone to generic threats such
as hardware vulnerabilities, vulnerabilities of social engi-
neering, DoS/ DDoS attacks [21]. Architecture layerwise
threats may include eavesdropping, node cloning in the
physical layer; unauthorized access, replication of nodes
and injection of fake devices in the network layer etc. [21].
Research efforts are made to improve security in IoE net-
works. Security threats at different layers such as the
sensing layer, network layer, middleware layer, gateways
and application layer are presented in [22]. The authors
in [22] also discussed existing and upcoming solutions
to IoE security threats including blockchain, fog comput-
ing, edge computing and machine learning. Adoption of
Distributed IP Mobility Management (DMM) for 5G net-
works and affiliated applications is highly predicted [23].
The flat architecture of DMM harmonizes well with 5G
networks while overcoming the critical shortcomings of
the centralized mobility management technologies such
as Mobile [Pv6 and Proxy Mobile IPv6 (PMIPv6) [24]. Pro-
tecting transmitted data traffic between user mobile de-
vices and their in-home IoT appliances is of paramount
importance as the data traffic may include users’ sen-
sitive and critical private information. The authors in
[24] focused on secure route optimization to enable di-
rect communication between end devices securely while
minimizing the possibility of information leakage during
data transmission.

2.4 Network scalability

Network scalability will be a key consideration as soon as
the market gets bigger. IoE networks will have to sup-
port the inclusion of many new heterogeneous devices
or exclusion of old devices to sustain market demand in
the long run. Applications and functions for the interest
of end users without compromising the quality and pro-
vision of existing services will have to be addressed too
which in turn will put a constraint on network capacity.
Network scalability, throughput and/or cell capacity is-
sues have been studied in [25-29]. Transceivers are as-
sumed to undergo high levels of cross and self-technology
interference from heterogeneous environments of vari-
ous wireless technologies and the massive number of IoE

devices as LPWAN technologies remain their operations
in unlicensed spectrums. Severe interference can poten-
tially degrade network performance and service quality.
A high level of interference will increase the Packet Er-
ror Ratio (PER) resulting in a loss of reliability. A high
number of packet retransmissions might be required un-
der these circumstances.

2.5 Reliability

Reliability is imperative for the safety-critical or mission-
critical nature of the IoE applications. The diverse na-
ture of technical requirements for different IoE networks
poses a lot of challenges and for some applications, IoE
networks are required to simultaneously support high re-
liability, low latency and massive connectivity [30]. Strin-
gent transmission reliability is required for some applica-
tions such as industrial automation, Vehicle to Everything
(V2X) networks, and smart grids [30]. Malfunctions of
IoE devices, failure to capture critical data, network out-
age and data loss may result in catastrophic effects, such
as mission failure, financial loss, and harm to people and
environments [31]. The heterogeneous nature of IoE de-
vices and networks requires diverse reliability protocols.
Reliable architecture, operation and application develop-
ment must address errors in the hardware, the software,
interactions with the physical environment, and interac-
tions with the human users [32]. The authors in [33] ex-
plored the reliability of the NB-IoT network in intelligent
systems.

2.6 Delay

In the context of new 5G use cases, IoE applications
have been categorized into two classes: massive Machine
Type Communications (mMTC) and Ultra-Reliable Low
Latency Communications (URLLC) [34]. mMTC applica-
tions will have demands for high network capacity, low-
cost end devices and longer battery lifetime. On the other
hand, mission-critical applications will rely on URLLC and
will demand uninterrupted service with the huge volume
of data exchange. M2M communication is widely uti-
lized in a vast number of Industrial Internet of Everything
(IIoE) applications. M2M communications in IIoE can be
categorized as delay-sensitive and delay-tolerant. The
control system in smart manufacturing lines monitors the
condition of the manufacturing lines and makes real-time
decisions. However, Machine Type Devices (MTDs) such
as temperature and humidity sensors in manufacturing
factories can tolerate a large delay. The coexistence of
delay-sensitive MTDs and delay-tolerate MTDs requires
clustering for efficient provisioning of heterogeneous de-
lay requirements [35].

The contention over the limited network radio resources
will increase, leading to network congestion with the in-
creasing number of devices. Providing delay-aware chan-
nel access in cellular networks is essential for many IoE
applications. Node clustering and data aggregation can
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play important roles in meeting the various service qual-
ity requirements of diverse applications [36]. In this con-
text, a two-hop NOMA-enabled data aggregation architec-
ture was proposed in [36] for massive cellular IoE appli-
cations. Moreover, a delay of no more than a few millisec-
onds is expected in biomedical applications. The authors
in [37] discussed task offloading in wireless networks to
save energy for devices and reduce the delay of process-
ing tasks in IoE networks. A significant amount of medical
data traffic will be produced with extensive use of IoE-
based Wireless Body Area Networks (WBANs), leading
to an imperative requirement for radio resource manage-
ment with high utilization efficiency. It will be necessary
to offer a priority-based transmission order to guarantee
varying medical-grade QoS requirements [38].

2.7 Network deployment cost

Facilitating profitable business cases for IoE requires low
device and network deployment costs. A modulo cost
of less than $5 is the current industrial target. Cap-
ital Expenditure (CAPEX) and Operational Expenditure
(OPEX) should be kept ata minimum cost in the pursuit of
achieving massive IoE applications and ensuring network
connectivity [5]. With the non-uniform distributions of
both the applications and humans with sensor devices in
Information-Centric IoE (IC-IOE) networks, the informa-
tion in the urban regions will be redundant and timely
information collection in some regions will be challeng-
ing. Arranging plenty of static sensor devices will incur
unrealistically huge costs for the IC-IoEs [39]. The au-
thors in [40] focused on the design for jointly optimiz-
ing downlink and uplink operations to reduce costs in
cellular-based IoE networks which provide connections
to a massive number of IoE equipment following random
access. Cost reduction in LoRa, Sigfox, and NB-IoT net-
works is also a vital issue, as they too are expected to con-
nect a massive number of IoE equipment [40].

3. IOE ENABLING TECHNOLOGIES

D2D communications, Massive Machine Communications
(MMC), Moving Networks (MN), Ultra-Dense Networks
(UDN) and ultra-reliable networks are expected to be sup-
ported by 5G networks, while MMC forms the the basis of
IoE [41, 42]. Low Power Wide Area Networks (LPWANs)
are suitable for massive IoE applications and typical ap-
plications include logistics, utilities, smart cities, con-
sumer electronics, smart buildings, environment, agri-
culture and industry. LoRa, Sigfox, Ingenu, Random
Phase Multiple Access (RPMA), DASH-7 and Weightless
are some potential LPWAN technologies. Some of the tra-
ditional solutions like Bluetooth, Wi-Fi, ZigBee, WLAN,
Z wave, GSM, LTE can provide wireless connections of
the IoE devices in the network. However, these solu-
tions demand high cost, high energy consumption and
high complexity. While some of these technologies can
support high bandwidth applications, they are unable

to provide a larger communication range. IEEE work-
ing group 802.11ah enhanced communication develop-
ment resulting in Bluetooth Low Energy 4.0, ZigBee and
Wi-Fi/IEEE802.11 to support short-range communica-
tion for MTC [5]. On the other hand, EC-GSM-IoT, NB-IoT,
LTE Cat-M1 are cellular-based LPWAN technologies that
are intended to address the different IoE application re-
quirements such as long-range, low power consumption,
high bandwidth etc. Brief descriptions of some technolo-
gies are provided in the following subsections [43].

3.1 Non-cellular-based LPWAN technologies

LoRa: LoRa performs signal modulation in sub-GHz ISM
bands using a spread spectrum technique which spreads a
narrowband input signal over a wider channel bandwidth
[44]. LoRa networks can utilize different data rates rang-
ing from 300 bps to a maximum of 50 kbps and various
transmission ranges with different spreading factors. The
topology of LoRa networks is star-to-star where end de-
vices communicate with a LoRa Gateway (GW) directly in
single-hop using an ALOHA medium access scheme and
to combat interference it relies on Frequency Hopping
Spread Spectrum (FHSS) [5]. The technology utilizes dif-
ferent channel bandwidths such as 7.8 kHz, 10.4 kHz, 15.6
kHz, 31.2 kHz, 41.7 kHz, 62.5 kHz, 125 kHz, 250 kHz and
500 kHz. LoRaWAN adds a network layer to address net-
work congestion between end devices and central nodes.
868 MHz ISM bands in Europe and 915 MHz bands in
North America are used for network operation.

Sigfox: Sigfox utilizes Ultra-Narrowband (UNB) to offer
complete end-to-end connectivity. Base stations in Sig-
fox are configured with cognitive software-defined radios
while IP-based network infrastructure is utilized to con-
nect them with backend servers [44]. End devices utilize
a Binary Phase Shift Keying (BPSK) modulation scheme
in an ultra-narrowband of 100 Hz sub-GHz ISM band car-
rier to connect themselves to the BS. SigFox operates in
different frequency bands such as 868 MHz and 915 MHz.
Gaussian Frequency Shift Keying (GFSK) for downlink and
Differential Binary Phase Shift Keying (DBPSK) for uplink
transmission are used. The maximum packet size of 12
bytes and the maximum throughput of 100 bps limit the
number of use cases [44].

3.2 Cellular-based LPWAN technologies

Enhanced Machine Type Communication (eMTC): eMTC
also known as LTE Cat-M1 or Cat-M is an enhancement
for LTE networks to support MTC applications. This tech-
nology was introduced to reduce modem complexity, cost
and power consumption while extending coverage [5].
The use of 20 dBm power classes in Cat-M1 enables in-
tegration of power amplifiers and through avoiding a
dedicated power amplifier achieves a lower device cost.
A maximum coupling loss of 155.7 dB can be achieved
with eMTC which marks an improvement of 15 dB over
LTE base-line of 140.7 dB. Utilizing Power Saving Man-
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agement (PSM) and extended Discontinuous Reception
(eDRX) like power-saving mechanisms, a long battery life
of approximately 10 years for Cat-M1 devices is achieved
while using a 5 Watt-Hour battery system.
Narrowband-Internet of Things (NB-1oT): 3GPP Release-
13 specification introduced the cellular LPWAN technol-
ogy NB-IoT, also known as LTE Cat-NB1. Allowing a small
fraction of network resources, NB-IoT can coexist with
legacy GSM, GPRS and LTE technologies. Cat-NB1 sup-
ports a minimum system bandwidth of 180 kHz which al-
lows a GSM operator to replace one GSM carrier of 200
kHz. The maximum data rates are 66 kbps and 16.9
kbps for multi-tone and single-tone uplink transmission
respectively. In the case of a downlink transmission, the
maximum data rates are 32 kbps and 34 kbps for in-band
scenarios and standalone deployment respectively. NB-
IoT is seen as a promising technology to meet the huge
traffic arising from various IoE applications making it an
essential block for the 5G radio network.

Extended Coverage GSM for the Internet of Things (EC-
GSM-10T): EC-GSM-IoT is based on enhanced General
Packet Radio Services (eGPRS), introduced by 3GPP stan-
dardization in its Release-13 specification. Extended
coverage and long employment duration are achieved
through the upgradation of GSM networks. Utilizing
eDRX, an efficient battery lifetime of 10 years can be
achieved. 20 dB coverage extension is achieved with EC-
GSM-IoT compared to legacy GPRS networks. EC-GSM-
[0T can utilize two different modulation techniques: Eight
Phase Shift Keying (8PSK) and Gaussian Minimum Shift
Keying (GMSK). EC-GSM-IoT would enable the existing
GSM networks to support massive IoE application deploy-
ment.

3.3 Short range technologies

Bluetooth: Bluetooth was designed for short-range ad-
hoc communication between devices operating in the 2.4
GHz ISM bands and can support data rates in low Mbps.
Bluetooth 4.0 improves power consumption and the re-
cent amendment to the standard uses 40 channels with
a width of 2 MHz channel spacing. The technology uses
GFSK for modulation, and FHSS to combat interference
and multipath fading. Increased interest in developing
the architecture for mesh networking can overcome the
major drawback of Bluetooth which is a one-to-one com-
munication between only two devices at a time.

IEEE 802.15.4 and ZigBee: 1IEEE 802.15.4 is the de facto
standard for Low Rate Wireless Personal Area Networks
(LR-WPAN). Network operation is performed in either
868 MHZ or 914 MHz or 2.4 GHz band. Direct Se-
quence Spread Spectrum (DSSS) is used as the modula-
tion scheme in IEEE 802.15.4. The maximum supported
data rate is 250 kbps. A network layer on top of IEEE
802.15.4 physical and data link layer by ZigBee. ZigBee
uses Carrier Sense Multiple Access with Collision Avoid-
ance (CSMA/CA) for channel access and can support star,
mesh, cluster tree topologies.

Wi-Fi: Wi-Fi is Wireless Local Area Network (WLAN)
technology that belongs to the IEEE 802.11 standard se-
ries. It operates within 5 GHz and 2.4 GHz ISM spectrum
bands. This technology provides high throughput connec-
tivity between devices located nearby. Low-power Wi-Fij,
which is also called IEEE 802.11ah is intended to serve
a massive number of nodes distributed in a larger cover-
age area while consuming less power. The new standard
targets approximately 100’s of milliwatts of energy con-
sumption for end devices and a data rate up to 347 Mbps
which would enable it to be used in different IoE appli-
cations such as parking metering, autonomous lightning,
smart security etc.

Some of the important features of IoE enabling technolo-
gies are summarized in Table 2 [5, 45].

4. 10E APPLICATIONS AND ENABLING
TECHNOLOGIES

The communication range of Wi-Fi/Bluetooth is much
smaller than other IoE technologies and therefore limit-
ing the possible IoE use cases. Some potential IoE ap-
plications of Bluetooth and Wi-Fi can be found in [46,
47]. Personal activity, local object tracking, hospital as-
set tracking and point of sale could be some of the pos-
sible application scenarios of Wi-Fi/Bluetooth. Some of
the conceivable applications for ZigBee are waste man-
agement systems, warehouse logistics, home automation
[4, 48]. Wi-Fi/Bluetooth/ZigBee are suitable candidates
for short-range high throughput applications while Wi-
Fi/Bluetooth can be also used for applications that re-
quire low latency and high reliability.

The well-established global ecosystem is a distinct advan-
tage for cellular-based IoE enabling technologies. NB-
IoT, eMTC, EC-GSM-IoT are more likely to lead the high
throughput/low latency applications market. They would
also be able to scale up/scale down the network capac-
ity according to market demands. However, spectrum
sharing for IoE applications in the cellular domain is a
challenging issue as it can hamper the existing applica-
tions. Resource optimization will be challenging too since
the IoE application requirements might vary from the re-
quirements of existing cellular channels. Smart surveil-
lance/smart automatic driving/smart transportation [5],
connected car/fleet management/remote health moni-
toring/smart metering [4] etc. are some of the potential
IoE applications of cellular-based LPWAN technologies.
Non-cellular-based LPWAN technologies are more appro-
priate for IoE applications requiring low data rates with a
long communication range, where reliability and mobility
are not among the core priorities. Sigfox outdoor local-
ization system [49] and LoRa sailing monitoring system
are studied in [50]. While SigFox provides a larger range,
LoRa provides more flexibility in terms of data rate as re-
ported in different papers. Also, LoRahas 500 ms one-hop
latency while Sigfox has 2s latency [51]. A DASH7 power
metering system is analyzed in [52]. Smart cities, smart
buildings, smart grids, and oil and gas pipelines are some
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Table 2 - [oE enabling technologies and features

Technology | Frequency Range Maximum Channel Band- | Security | Reliability | Latency
Band Date Rate width
LoRa 868 MHz, 15 km 50 kbps 125, 250, 500 kHz Low Low High
915 MHz
SigFox 915 to 928 MHz 20 km+ 100 bps 100 Hz Low Low High
eMTC 700 — 900 MHz < 15 km 1 Mbps 1.08 MHz Medium/ | Medium/ | Low
(1.4 MHz carrier High High
bandwidth)
NB-IoT 700 — 900 MHz < 35 km DL: 170 kbps | 180 kHz Medium/ | Medium/ | Low
UL: 250 kbps | (200 kHz carrier High High
bandwidth)
EC-GSM- 800 — 900 MHz < 15km 74 kbps 0.2 MHz Medium/ | Medium/ | Low
loT (GMSK), 240 High High
kbps (8 PSK)
Bluetooth | 2.4 GHz 50 m 2 Mbps 2 MHz Low Medium/ | Low
High
ZigBee 868 MHz, Typically 250 kbps 2 MHz Low Low High
915 MHz, and less than
2.4 GHz 1 km
Wi-Fi 2.4 GHz, 5 GHz 100 m 54 Mbps 22 MHz Medium/ | Medium/ | Low
High High

potential application domains for non-cellular-based LP-
WAN technologies.

IoE will also play a major role in industrial automation in
the near future [53, 54]. Most industrial automation ap-
plications require high reliability and low latency. Small
scale networks such as Wireless Highway Addressable
Remote Transducer (WirelessHART), Wireless Interface
for Sensors and Actuators (WISA), and Wireless Networks
for Industrial Automation for Process Automation (WIA-
PA), which are based on the IEEE 802.15.4 standard, and
the WIAFA [4], which is based on the IEEE 802.11 stan-
dards are typically used in industrial automation [30].
However, they do not meet the high scalability and reli-
ability requirements required by many applications. In
some industrial applications, the wireless transmission
should potentially guarantee the PER around 10~° within
the transmission delay constraint as low as 10 ps [30]
which may be difficult for many LPWAN technologies. The
current state of the art of different technologies and re-
search studies suggest cellular-based LPWAN technolo-
gies are the most suitable candidates for industrial au-
tomation applications. URLLC is one of the most impor-
tant features of the 5G mobile network. Thus, cellular-
based technologies may be able to meet some of the in-
dustrial automation application criteria. The typical data
size of a packet in an industrial setting is only a few bytes
with different update frequency, latency and reliability
requirements while the typical communication range is
very low. Some valuable insights can be obtained from [4,
34, 55]. ZigBee and Wi-Fi could also be suitable for some
industrial applications as well [4].

IoE networks are expected to play a crucial role in im-
proving transportation capability and efficiency. Some

communication scenarios for V2X networks are 1) Vehicle
to Vehicle (V2V) communications, in which information
is exchanged between vehicles; 2) Vehicle to Infrastruc-
ture (V2I) communications, which occur between vehi-
cles and Roadside Units (RSUs), trafficlights, and base sta-
tions; 3) Vehicle to Pedestrian (V2P) communications, in
which vehicles communicate with people who are along
the side of the road; and 4) Vehicle to Network (V2N),
where the vehicles connect to an entity in the networks
e.g., a backend server or a traffic information system [30].
However, the requirements on latency and reliability are
very high for V2X networks. Some basic requirements for
V2X communication networks are low latency, high relia-
bility, high throughput, interference-robust, communica-
tion range and mobility support. It is expected that 5G
cellular networks will play an important role in this ap-
plication domain.

Currently, most of the LPWAN technologies use a star
topology and rely on wired infrastructure (e.g., cellular
LPWANSs) or Internet (e.g., LoRaWAN) to integrate mul-
tiple networks to cover large areas. The adoption of
LPWAN technologies in rural and remote area applica-
tions such as agricultural IoE and industrial IoE (e.g., for
oil/gas fields) that may cover large areas is challenging.
Some technologies for achieving last-mile connectivity
have been discussed in [56]. Cellular networks can be
an efficient last-mile solution for rural areas due to sig-
nificant cellular penetration in many rural areas across
the world. Although WiFi is a mature technology, the
IEEE 802.11 MAC protocol gives poor end-to-end perfor-
mance for long-range communication. Femtocell, which
uses a small low-power cellular base station, can be used
to provide cost-effective cellular connectivity within its
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Table 3 - Possible technologies for some IoE application scenarios

Application

Application Requirements

Possible Technologies

Structural Health (Smart City)

Tolerable delay: 30 min, update frequency:
10 min, data rate: low

LoRaWAN, SigFox, LTE, NB-
IoT, ZigBee

Waste Management (Smart City)

Tolerable delay: 30 min, update frequency:
1 hour, data rate: low

LoRaWAN, SigFox, LTE, NB-
IoT

Video Surveillance (Smart City)

Tolerable delay: seconds, update frequency:
real-time, data rate: high, netwaork coverage:
large/small

LTE, NB-IoT, WiFi

Air Quality Monitoring (Smart
Home)

Tolerable delay: 5 min, update frequency:
30 min, data rate: low

Wi-Fi, Bluetooth, NB-IoT

Patients Healthcare Delivery and
Monitoring (Healthcare)

Tolerable delay: seconds, update frequency:
1 report per hour/day, data rate: high
security: high, reliability: high

Bluetooth, LTE, NB-IoT

Real-time Emergency Response
and Remote Diagnostics (Health-
care)

Tolerable delay: seconds, update frequency:
ad-hoc emergency communication, data rate:
high security: high, reliability: high

Bluetooth, LTE, NB-IoT

Smart Grids (Industrial)

Tolerable delay: 3 to 20 ms, update frequency:
10to 100 ms, reliability: 10~ PLR, network cov-
erage: a few meter to kilometers

WiFi, ZigBee, LTE, WiMAX,
NB-IoT

Road Safety Highway (Smart City)

Tolerable delay: 10 to 100 ms, update fre-
quency: 100 ms, reliability: 1073 to 10~° PLR,
network coverage: 2000 m

LTE, NB-IoT

Factory Automation (Industrial)

Tolerable delay: 0.25 to 10 ms, update fre-
quency: 0.5 to 50 ms, reliability: 10~ PLR, net-
work coverage: 50 to 100 m

LTE, NB-IoT, WiFi

Manufacturing Cell (Industrial)

Tolerable delay: 5 ms, update frequency: 50 ms,
reliability: 10~ PLR, network coverage: 50 to
100 m

LTE, NB-IoT, WiFi

Process Automation (Industrial)

Tolerable delay: 50 to 100 ms, update fre-
quency: 100 to 5000 ms, reliability: 1073 to 10~
PLR, network coverage: 100 to 500 m

LTE, NB-IoT

coverage range. High user mobility and extended bat-
tery life of mobile terminals can be achieved using LTE.
WiMAX supports broadband applications as well as pro-
viding large coverage, and deployment of a WiMAX net-
work is much cheaper than the deployment of an LTE net-
work for last-mile connectivity. Cognitive radio technolo-
gies can achieve large coverage with non-LoS links in last-
mile connectivity in rural areas utilizing unused licensed
spectrum.

The application of IoE promises smart, innovative and
comfortable medical services to the patients and/or in-
dividuals needing healthcare, and furnishes their class
of life through easing emergency medical support, secu-
rity and continuous care [57]. The prospective applica-
tions of IoE in medical sectors include health monitoring
using wearable devices that measure the physical activ-
ities/behaviour [58], supporting health-related informa-
tion for regular patient care, and networking through de-
vices for clinical care with issues of an unvarying electro-
cardiogram, blood oxygen and blood pressure [59]. IoE
can lead to constructing big data on a particular health
issue and can play a pivotal role in the further progress

of IoE through the analysis and application of big data.
Also, IoE has the prospect of on-time medical assistance
by connecting the network to traffic and hospital adminis-
tration in case of an accident. Moreover, IoE also supports
the electronic reporting of patients’ mobility (i.e. contact
tracing) to ensure homecare. IoE-coupled smart wear-
able devices/systems have been reported for monitoring
cardiovascular disease, Chronic Obstructive Pulmonary
Disease (COPD), Parkinson’s disease, pregnancy and cog-
nitive disorder. Usually, the acquired data (biomarkers
such as ECG, respiratory rate, body temperature, EMG
muscle activity, gait and others) using sensory devices are
transmitted to the Healthcare Organization (HCO) using
the intermediate concentrators and platforms connected
with short-range radio such as Zigbee or low-power Blue-
tooth under the governance of a smartphone’s WiFi or cel-
lular data connection [60].

Some IoE applications, typical requirements and possible
technologies are shown in Table 3. Wearables and smart
metering are two potential IoE application areas. The net-
working technologies used in these technologies are dis-
cussed in the following subsections.
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4.1 Wearables in healthcare

In today’s digital world the term “wearable” refers to
accessories such as a smartwatch on a business execu-
tive’s wrist, a head-mounted display worn by an immer-
sive gamer, a tiny sensor on a cyclist’s helmet, or a smart
garment a runner uses to track and monitor his steps
[61]. The ability of sensing comes from the embedded
sensors in wearables. The functional attributes such as
multi-functionality, configurability, responsiveness and
bandwidth depend on the nature of an application. Cur-
rently, two industry giants, Apple and Google dominate
the wearable technology market by-products released
[62]. The seamless integration of wearables in healthcare
settings will have to ensure compatibility with existing
wireless technologies and established operational proto-
cols in these settings. Sensor Platform for Healthcare in
Residential Environment (SPHERE) is a multi-modal plat-
form of non-medical sensors for behaviour monitoring
in residential environments that utilize inherently cost-
efficient and scalable IoE technologies [63, 64]. The origi-
nal health evidence is collected from the physiological sig-
nals of a human body using diverse biosensors. These
biosensors can be deployed in an implantable (in-body),
wearable (on-body), portable (off-body) or environmen-
tal modality. The home environment and the resident in-
teraction with the environment are monitored in a Home
(SH) by a system of pervasive information and communi-
cation technologies consisting of sensor systems.

Enabling the sensing platform for remote monitoring re-
quires networking technologies to provide ubiquitous
network connectivity between residents and clinicians.
LTE and Bluetooth are possible networking solutions for
medical sensors as the application requires low latency,
high reliability and low capacity [65]. Energy-efficient,
[P-enabled sensing networks can allow access to exist-
ing Internet infrastructures removing the need for trans-
lation gateways or proxies in hardware and software. It
will improve the user experience and require less main-
tenance effort. Although WiFi has the significant advan-
tage of being Internet Protocol (IP) enabled, the hard-
ware used in WiFi connectivity consumes relatively more
power and therefore, less suitable for long-term deploy-
ments of an application that utilizes battery-powered sen-
sor nodes. 6LoWPAN has better support for multi-hop
mesh and thus, it was selected for the environmental sen-
sor network and data forwarding in SPHERE [63]. On the
other hand, BLE was chosen for collecting the data from
the wearable nodes for being more convenient. SPHERE
uses [Pv6 on top of the IEEE 802.15.4 TSCH protocol to
provide time synchronization to the network and ensure
time-stamping all of sensor data with high accuracy. Zig-
Bee was used in the first version of the SPHERE. However,
ZigBee uses a single channel at a time and does not have
time slots. WiGig products based on IEEE 802.11ad may
replace Bluetooth and WiFi at some point in future for
applications with high throughput requirements as Blue-
tooth and WiFi have very limited scaling capability.

4.2 Smart metering

Advanced Metering Infrastructure (AMI) is an integral
part of Smart Grids (SGs) and smart metering is one of
the most promising applications of IoE. AMI, besides en-
abling accurate consumer billing in the presence of dy-
namic pricing and improving efficiency and reliability of
electricity distribution in the presence of distributed gen-
eration, will be used in water and gas utility distribution
networks in smart cities as an application of IoE. Renew-
able energy producers and mobile energy storage can be
linked and utilized by SGs’ infrastructure. AMI commu-
nication networks can be divided into Home Area Net-
works (HANs), Neighborhood Area Networks (NANs) or
Meter Local Area Networks (MLAN) and Wide Area Net-
works (WANSs) [66, 67]. Connections among distributed
energy resources, GWs, Electric Vehicles (EVs), Smart Me-
ters (SMs), etc. are provided by the HANs. SMs that need
to send their data to the corresponding data concentrator
are facilitated by the NANs or MLAN. Appliances such as
entertainment systems, lighting systems, energy storage
and EVs constitute HANs and SMs act as home GWs that
link the HANs with the NANs [68]. Connections between
some data concentrators and the central system are pro-
vided by WANSs.

The choice of a suitable technology in AMI depends on
application requirements such as security, privacy, band-
width, latency, reliability, energy efficiency etc. Power
Line Communications (PLC) and wireless communica-
tions are widely used in SGs as the overall system reliabil-
ity can be enhanced by exploiting the diversity achieved
from the simultaneous transmission of the same signal
over power lines and wireless links. Wireless Sensor Net-
works (WSNs) are attractive solutions for AMI because
of their low-cost deployment and multiple functionalities.
However, one of the challenging tasks for WSNs is to en-
sure QoS requirements for AMI applications. Typically,
SMs are connected to the Distribution System Operators’
(DSO) backend system in two ways: 1) a concentrator
gathers the data from the SMs in its neighbourhood using
Wi-Fi or PLC connections and then relays it using cellular
or a wired connection to the DSO backend, or 2) Each SM
sends data to the DSO backend using a cellular network
[69]. IEEE 802.15.4 (e.g., ZigBee and Zwave), IEEE 802.11
(WiFi) are some of the technologies used in HANs [66].
Although PLC has been the primary choice for communi-
cation between the SMs and data concentrators, wireless
mesh networks in AMI have been proposed and deployed
widely. The use of LTE as a NAN technology was dis-
cussed in [68]. Some of the potential WAN technologies
are IEEE 802.16 (i.e, WiMAX), IEEE 802.20 (MobileFi),
PLC, IEEE 802.11 (WiFi) and IEEE 802.15.4 (ZigBee) [66].
LoRaWAN can be used in applications with relaxed QoS
requirements such as latency tolerant services of a Power
Wireless Private Network (PWPN) [70].
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5. CONCLUSIONS

The paper discussed IoE application requirements such
as latency, energy efficiency, data rate, reliability, secu-
rity and communication range. Features, advantages and
disadvantages of short-range, cellular and non-cellular-
based IoE enabling technologies are presented as well. It
is evident from the discussion that choosing a particular
IoE enabling technology depends on the specific applica-
tion. It is also possible that specific application require-
ments are met through more than one existing technol-
ogy. However, it is very likely that among the potential
technologies, one technology performs better than oth-
ers with a priority list of key network performance indi-
cators. Understanding the application requirements and
technological features will play a key role in determining
the most suitable IoE enabling technology for a particular
application.
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