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Abstract – Stable and high‑quality Internet connectivity is mandatory for 5G mobile networks. However, the pandemic of
COVID‑19 has forced global and large‑scale staying at home and telecommuting in many countries. The increasing trafϔic
has induced more pressure on networks, devices and cloud data centers. It becomes an essential task for network opera‑
tors to enable their ability to automatically and rapidly detect network and device failures. We propose a highly practical
method based on highly practical technology. Our method has a high generalization ability that can efϔiciently extract fea‑
tures from large‑scale unstructured data and ensure high accuracy prediction. First, 997 useful features are extracted from
28GB‑per‑day network logs. Then, a differential approach is employed to preprocess the extracted features so as to highlight
the differences between normal and abnormal states. Third, those features are reϔined based on the feature importance we
calculated. According to our experiment, the proposed feature extraction and reϔinement method can reduce computation
without degrading the performance. Among the ϔive types of failures, we achieve a 100% recall rate in four types and the rest
can also reach 71%. Overall, the total average prediction accuracy of the proposed method is 94%.
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1. INTRODUCTION
The pandemic of COVID‑19 has forced global and large‑
scale staying at home and telecommuting in many coun‑
tries. The implementation of social restrictions increases
Internet trafϐic, particularly the trafϐic of remote working,
webmeetings, and online education. For instance, Netϐlix
has faced a surge in subscriber numbers, with almost 16
million people signing up for accounts in the ϐirst three
months of 2020 [1]. Zoom’s daily active users spiked
to 200 million in March 2020, up from 10 million in De‑
cember 2019 [2]. Such increasing network trafϐic has in‑
duced more network and device failures than before. For
example, it is reported that Google has suffered an esti‑
mated $1.7M loss in advertisement revenues during their
“outage” in December 2020 [3]. Thus, how to automati‑
cally and rapidly detect network and device failures has
become an essential problem in daily operation.
Network technologies such as 5G, have dramatically
changed the telecommunication environment that brings
faster speed experience to us. 5G mobile networks re‑
quire stable, high‑quality Internet connectivity, but when
a failure happens, the consequences of that failure are ex‑
tremely serious. In addition, since the Internet is oper‑
ated mutually among ISPs, even if a failure occurs in a
certain ISP domain, the failure spreads rapidly all over
the world. However, only experienced ISPs can deal with
such a network failure that affects the world. It is de‑
sirable that anomaly detection could be performed au‑
tomatically and promptly. The IP backbone network of
one ISP is interconnectedwith others via Border Gateway
Protocol(BGP) routers. A BGP router needs to continu‑
ously update the route information from the received in‑

ternal/external route information and provide appropri‑
ate feedback. Thus, these BGP routers play very impor‑
tant roles in 5G services, and in order to maintain a cer‑
tain level of service, it is desirable to immediately detect
hardware and software defects and malfunctions. More‑
over, increasing network trafϐic also brings challenges to
data‑based optimization. Recent hot AI technologies pro‑
vide novel approaches that are able to migrate our focus
of work from fault handling to fault prediction, which al‑
lows operators to take precautions in advance.
Based on the data sets [4] provided by KDDI Corpora‑
tion, we propose an efϐicient method to predict network
and device failures from large amounts of unstructured
log ϐiles in real time. Our proposal contains three main
steps: Feature Extraction, Feature Reϔinement, and Fea‑
ture Reduction. In the Feature Extraction step, we ex‑
tract 997 features from 28GB per day of unstructured
log ϐiles, and merge tagged features from the follow‑
ing three kinds of JSON log ϐiles: physical‑infrastructure,
virtual‑infrastructure, and network‑devices. As for the
BGP‑related entries, we use the number of next‑hops in
each array and corresponding preϐixes as features.
In order to derive metrics that are changed when there is
an the occurrence of a failure, we highlight the difference
between normal and abnormal entries and deϐine a new
feature named Differential Data to reϐlect the variations
between abnormal data and normal data. After the data
processing, one CSV ϐile that could be utilized for training
or evaluation is generated.
For the sake of importance analysis, the XGBoost [5]
model is trained by us to calculate the importance scores
which work as the reference in the Feature Reduction

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 4, 27 August 2021

©International Telecommunication Union, 2021 
Some rights reserved. This work is available under the CC BY-NC-ND 3.0 IGO license: https://creativecommons.org/licenses/by-nc-nd/3.0/igo/. 

More information regarding the license and suggested citation, additional permissions and disclaimers is available at: 
https://www.itu.int/en/journal/j-fet/Pages/default.aspx 

https://creativecommons.org/licenses/by-nc-nd/3.0/igo/
https://www.itu.int/en/journal/j-fet/Pages/default.aspx


phase via observing the changes in accuracy which are
trained by different numbers of features, we have two ob‑
servations: (1) The highest accuracy is 94% when the
number of features is more than 150; (2) Accuracy could
achieve 93% ifwe use only the top 30most important fea‑
tures, without obvious performance degradation.
According to our evaluation, we achieve a 100% re‑
call rate when detecting the following four network and
device failures: Node‑Down, Interface‑Down, Ixnetwork‑
BGP‑Injection, and packet loss & delay. There is a 71% re‑
call rate of Ixnetwork‑BGP‑Hijacking detection, while the
total average accuracy of our proposal is 94%. XGBoost,
Random Forest, and LightGBM [6] have been demon‑
strated in our experiments that they outperform other
methods in terms of training and inference time.
In summary, the main contributions in this paper are as
follows.

• First, we deϐine a staged method including feature
extraction from unstructured network logs, a differ‑
ential approach to highlight the differences between
normal and abnormal states and several ML models
to realize failure classiϐication.

• Then, we apply the staged method to six popu‑
lar machine learning algorithms, including Decision
Tree (DT), XGBoost, LightGBM, Multilayer Percep‑
tron (MLP), Random Forest (RF), and Support Vector
Machine (SVM). After a comparative evaluation, we
reveal that the tree‑based models (such as XGBoost)
outperform others in detecting network failures.

• Third, we employ amodel reϐinementmethod to sort
the features according to their importance score. We
conϐirm that with the most useful features we gain
computational speedwithout obviousdegradationof
accuracy.

• Finally, we also ϐind that latency and loss are con‑
fused according to the RF confusion matrix so that
they are hard to predict inherently.

The rest of this paper is structured as follows. Section 2 
describes the relevant research on network fault analysis. 
In Section 3, we present our extraction method from raw 
data and comparative analysis of ML‑based faults classiϐi‑ 
cation. Section 4 shows the experimental results obtained 
using our method and the evaluation of comparison re‑ 
sults. Finally, we provide a brief conclusion in Section 5.

2. RELATED WORK
There has been numerous literature concerning network 
faults detection. Most approaches rely on predeϐined 
rules, thresholds, and expert experiments. Mitchell et al. 
present a fault detection system for LAN networks [7]. 
The system is based on a set of rules deϐined on the data 
collected from the network monitoring process and the 
expertise of the network administrators. Although these 
methods can be realized automatically through scripts,

they are usually low inefϐiciency and high in human labor 
costs [8, 9]. Therefore, approaches including Finite State 
Machine (FSM) and probabilistic approaches have also 
been researched [10–12]. Authors in [10] propose an 
FSM‑based model and realize fault detection of partially 
observed data sequences. With the aid of FSM, [11] em‑ 
ploy a probability approach to choose to synchronize con‑ 
ditions and optimally develop adaptive strategies. How‑ 
ever, these traditional methods can hardly handle the fre‑ 
quent and dynamic changes in the network topology. On 
the other hand, the data volume obtained from managed 
entities is increasingly large in the era of 5G, and huge 
beneϐits can be leveraged from data‑driven fault detection 
methods.
With the spread of the usage of Machine Learning (ML) 
technology in many ϐields, more and more studies have 
been proposed on network fault analysis using ML. Net‑ 
working itself can also beneϐit from this promising tech‑ 
nology. IǚF Kilinçer et al. propose a Bayesian method for 
monitoring and diagnosing faults that may occur in the 
Internet line [13]. They extract data via edge switching 
devices in a network campus area and use the Bayesian 
method to classify. It has been found that the accuracy 
of the classiϐication results is over 90%. Ruiz et al. pro‑ 
pose a probabilistic failure localization algorithm based 
on Bayesian Networks (BN) to localize and to identify the 
most probable cause of failures impacting a given ser‑ 
vice [14]. The authors use time‑series monitoring data 
extracted from several light paths. When a service detects 
excessive errors, an algorithm uses the trained BN to lo‑ 
calize and identify the most probable cause of the errors 
at the optical layer. Sauvanaud et al. propose anomaly de‑ 
tection and root cause localization for VNF using a super‑ 
vised machine learning algorithm [15]. This approach de‑ 
tects Service Level Agreements’(SLA) violations based on 
monitoring data. It can pinpoint the root anomalous VNF 
VM causing SLA violations and achieve high recall, high 
precision, and low false alarm rate. Their experiments 
in [13, 14], and [15] show that the proposed algorithm 
can achieve high accuracy of fault classiϐication. However, 
they do not compare their method with multiple ML algo‑ 
rithms or other training conditions.
Srinikethan et al. compare three ML algorithms that in‑ 
clude SVM, MLP, and RF performance in terms of their link 
fault detection [16]. The authors develop a three‑stage 
Machine Learning‑based technique for Link Fault Identi‑ 
ϐication and Localization (ML‑LFIL) by analyzing the mea‑ 
surements captured from the usual trafϐic ϐlows, includ‑ 
ing aggregate ϐlow rate, end‑to‑end delay, and packet loss. 
Stadler et al. propose a method to predict service‑level 
metrics from network device statistics using ML [17]. The 
authors adopt a work‑regression tree and RF and inves‑ 
tigate their prediction performance. They also compare 
the performance under several training conditions. Ref‑ 
erences [16] and [17] compare the performance of multi‑ 
ple ML algorithms and seek to ascertain the effect of train‑ 
ing conditions. However, their ML model’s goal is fault 
detection and predictive service metrics, and it does not 
cover enough fault classification.
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Qader et al. compare the performance of faults clas‑ 
siϐication using K‑Means, Fuzzy C Means (FCM), and 
Expectation‑Maximization (EM) [18]. They use data sets 
obtained from a network with heavy and light trafϐic sce‑ 
narios in the routers and servers and build a prototype to 
demonstrate the network trafϐic faults classiϐication un‑ 
der given scenarios. The results show that FCM could 
achieve higher accuracy than K‑Means and EM. However, 
it requires more time to process data. The authors focus 
on the data related to the physical interface only. Thus 
there is insufϐicient research on faults classiϐication in an 
Network Function Virtualization(NFV) environment. 
Recently, KDDI presented an ML comparison framework 
for network analysis [4]. It includes four functional 
blocks: data set generator, preprocessor, ML‑based fault 
classiϐier, and evaluator. The data set generator can pe‑ 
riodically generate failure data, which can be used in 
the ML‑based fault classiϐication task. They use three 
algorithms [Multilayer Perceptron (MLP), Random For‑ 
est (RF), Support Vector Machine (SVM)] to train and 
evaluate. The result shows that RF provides the high‑ 
est performance even with a small amount of data, and 
SVM could improve its performance by increasing train‑ 
ing data, feature reduction, or balance adjustment of nor‑ 
mal/abnormal samples. However, the feature extraction 
method and training efϐiciency are not mentioned in their 
study. Training efϐiciency is an important metric for the 
evaluation of training models. Feature extraction is an es‑ 
sential step in achieving the excellent performance of an 
ML method. Especially for a large amount of network log 
data, efϐiciently extracting useful information from raw 
data can allow our model to perform better in a much 
shorter training time.

3. METHODOLOGY
This section introduces the data sets and shows how 
we extract features. Then we introduce several machine 
learning models used in this research.

3.1 Data preprocessing

Fig. 1 – Data collection principles [4].

As shown in Fig. 1, The data sets used for this study 
are created in the NFV‑based test environment simulated 
for a commercial IP core network. In this sense, syn‑ 
thetic data is similar to real data, resulting from the NFV‑

Table 1 – Four types of data sets for learning and evaluation

Category File Name Data Format
Label Label‑Failure Management json

Log Data Virtual‑Infrastructure json
Log Data Physical‑Infrastructure json
Log Data Network‑Device json

based test environment. The data sets consist of labels of
normal/abnormal trafϐic, performance monitoring data
sets such as trafϐic volume and CPU/Memory usage ratio,
and route information such as Border Gateway Protocols
(BGPs) static metrics and BGP route information.
The data collector from KDDI collects and stores data
sets every minute from the network. Once a failure is
intentionally caused or recovered, the network indicates
a failure or normal status after a transition period, cor‑
responding to failure data (orange arrows) and recovery
data (blue arrows).
The time interval between a failure and a recovery is 5
minutes (Fig. 1). The data sets for training and evaluation
provided by KDDI include four types, as in Table 1, which
are Label‑Failure Management, Virtual‑Infrastructure,
Physical‑Infrastructure and Network‑Device.
The trainingdata set consists of 8days of data, totaling ap‑
proximately 120G JSON ϐiles. The evaluation data set con‑
sists of 7 days of data, totaling about 100G of JSON ϐiles.

3.1.1 Data collection and merging method
The JSON ϐile’s content is enormous, andmost of the infor‑
mation is useless string description information. Sowe it‑
erate through each object, looking for objects of numeric
type. We extract these objects as features from log ϐiles
(in JSON format) and merge them with labels into a CSV
ϐile based on time (Fig. 2).
We utilize paths like ”key1/key1‑1/key1‑1‑1...” as keys to
extract features from physical, virtual, and network JSON
log ϐiles for all log ϐiles. For BGP‑related entries, we use
the number of next‑hops in each array and their preϐixes
as features.

Fig. 2 – Data mergence principles

3.1.2 Data differential method
This subsection explains how our comparison framework 
preprocesses Performance Management (PM) data to 
put into Machine Learning (ML) models for training.
As shown in Fig. 3, each failure generation cycle is 5min. 
In the failure generation cycle, the last‑minute data in the 
previous cycle is considered as regular data, and the last‑ 
minute data in the current cycle is considered as failure 
data. To  highlight  the  differences  between  normal  and
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abnormal data entries to derive metrics that have changed 
since a failure, the differential data between the abnormal 
data and normal data is used as input features. After that, 
we can get three types of ϐiles in the data set, which are 
physical, virtual, and networks. To train a uniϐied model 
for diverse network events, we merge all data sets into 
one CSV ϐile for putting into ML algorithms. The process 
is shown in Fig. 4. Finally, the data set for training consists 
of 930 lines with 996 features, and for evaluation consists 
of 840 lines with 996 features.

Fig. 3 – Data differential method

Fig. 4 – Data merging method

3.1.3 Label description
As shown in Table 2, we have ϐive categories of
labels for prediction, which are Type1: node‑down,
Type3: interface‑down, Type57: tap‑loss (delay), Type9:
ixnetwork‑bgp‑injection, and Type11: ixnetwork‑bgp‑
hijacking.

3.2 Machine learning methods
In the related work in [4], Multiplelayer Perceptron
(MLP), Support Vector Machine (SVM), and Random For‑
est (RF) are employed. In this study, as an extension of the
related work, three other kinds of tree‑basedmodels, De‑
cision Tree (DT), XGBoost (XGB), and LightGBM(LGBM)
are also utilized.

3.2.1 Multiplelayer Perceptron (MLP)
MLP is a feed‑forward artiϐicial neural network that maps
input data to the appropriate output. AnMLP is a network
of simple neurons called a perceptron which computes a
single output frommultiple real‑valued inputs. A Percep‑
tron forms a linear combination to its input weights and

puts the output through a nonlinear activation function.
The mathematical representation of MLP output is:

𝑦 = 𝜑(Σ𝑛
𝑖=1𝑤𝑖𝑥𝑖 + 𝑏) = 𝜑(𝑊 𝑇 𝑋 + 𝑏)

where𝑊 is the vector ofweights,𝑋 is the vector of inputs,
𝑏 is the bias, and 𝜑 is the activation function.
As a neural network based model, the MLP algorithm is a
general function approximation method that can ϐit com‑
plex functions and adequately approximate complex non‑
linear relationships. It has a wide range of applications
and has features of high accuracy. It is often used to solve
classiϐication problems. However, neural networks re‑
quire manual determination of a large number of param‑
eters, such as network topology, initial values of weights,
and thresholds. Learning may be not sufϐicient when the
parameter selection is inappropriate, and it is easy to fall
into local extremes. Besides, sinceMLP is a black‑box pro‑
cess, the learning process cannot be observed, and the
output is difϐicult to interpret, which can affect the credi‑
bility and acceptability of the results.

3.2.2 Support Vector Machine (SVM)
Support Vector Machine (SVM) is a linear machine work‑
ing in a high dimensional feature space. SVM employs a
nonlinear mapping to map the 𝑁 ‑dimensional input vec‑
tor 𝑥 into a 𝐾‑dimensional feature space (𝐾>𝑁). The
problem that SVM tries to solve is to ϐind an optimal hy‑
perplane that correctly classiϐies data points by separat‑
ing the points of two classes as much as possible. Both
classiϐication and regression tasks transform the learn‑
ing task into a quadratic problem, but the way of creating
SVM networks varies depending on the classiϐication and
regression tasks [19, 20]. Excellent introductions to SVM
can be found in [21].
The main advantages of SVM are (1) able to work with
high‑dimensional data; (2) high generalization perfor‑
mance without the need to add prior knowledge, even
when the dimension of the input space is very high.
Compared to MLP, SVM performs better in classiϐication
mode. And in regression mode, MLP has better general‑
ization ability. In most cases, the observed performance
difference is negligible [22].

3.2.3 Decision Tree (DT)
A decision tree is a supervised machine learning algo‑
rithm that canbeapplied toboth classiϐicationand regres‑
sion problems. Usually, it is top‑down tree‑like structures
that explain the decision‑making rules for prediction. The
node from where the tree starts is known as a root node.
The nodewhere the tree ends is called the leaf node. Each
internal node can have twoormore branches. A node rep‑
resents a particular characteristic, while a branch repre‑
sents a range of values. These ranges of values act as par‑
tition points for the set of values of the given characteris‑
tic. In Fig. 5, we provide an illustration of a decision tree,
which is also used in our experiments:
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Table 2 – Five categories of labels for prediction

Scenario TypeNo. Type Name Description
Network Element(NE) Failure 1 Node Down Unplanned reboot of a NE

Interface Failure 3 Interface Down Cause an interface down
Interface Failure 57 Packet Loss and Delay Cause the packet loss and delay on an interface

Route Information Failure 9 BGP Injection Inject the anomaly route from another SP
Route Information Failure 11 BGP Hijack Hijack the own origin route by another SP

Fig. 5 – Visualization of a decision tree

A decision tree is a very intuitive data structure. Visual‑
izing a decision tree can give valuable insights into the
model’s learning and how domain‑relevant the learning
is. In addition, the Decision Tree is fast and performswell
on large data sets. It is also unaffected by outliers.
However, there are some shortcomings of a Decision Tree
including:

• A decision tree might lead to overϐitting when a tree
is very deep. As the decision to split the nodes pro‑
ceeds, each attribute is taken into consideration. It
will try its best to ϐit all the training data accurately,
which leads it to learn toomuch about the features of
the training data and lose its ability of generalization.

• A decision tree is greedy and tends to ϐind the lo‑
cal optimal solution instead of considering the global
optimal solution. At each step, it uses some tech‑
nique to ϐind the best node. However, the local best
node may not be the global best node.

3.2.4 Random Forest (RF)
To overcome the shortcomings of DT, random forest 
comes to the rescue. It was ϐirst proposed by Tin Kam 
Ho in 1995 [23]. Random forest consists of a large num‑ 
ber of individual decision tree that operate as an ensem‑ 
ble. In the training process of RF, each individual tree in 
the RF spits out a class prediction and the class with the 
most votes becomes our model’s prediction (Fig. 6). Ran‑ 
dom forest models are so effective because a large num‑ 
ber of relatively uncorrelated models (trees) operating as 
a committee will outperform any of the individual con‑ 
stituent models.

Fig. 6 – Visualization of an RF model making a prediction

Different with the decision tree model, which employs all
the given data to determine the classiϐication rules, a ran‑ 
dom forest classiϐier can randomly sample from the given 
data and build more than one decision trees. By con‑ 
sidering the classiϐication results of the several decision 
trees employing different subsets of the original data, the 
random forest method can effectively avoid overϐitting. 
However, directly proportional to the model complexity, 
the training cost of random forest model would be higher 
than the decision tree model.

3.2.5 XGBoost (XGB)
XGBoost (XGB) is a successful machine learning model 
based on a gradient boosting algorithm proposed by 
Tianqi Chen [5]. Like random forests, gradient boosting 
is a set of decision trees. The two main differences are:

• Gradient boosting builds one tree at a time, while
random forests builds each tree independently.

• Gradient boosting combines the results along the
way, while random forests combines the results at
the end of the process.

XGBoost stands for extreme gradient boosting. It is a spe‑ 
ciϐic implementation of the gradient boosting method that 
delivers more accurate approximations using the second‑ 
order derivative of the loss function, advanced regulariza‑ 
tion, and parallel computing.
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The objective of XGBoost is to not only prevent overfitting but 
also optimize the computational resources. This is ob-
tained by simplifying the objective functions that combine 
predictive and regularization terms and maintain an op‑ 
timal computational speed.
The additive learning process in XGBoost is to ϐit the ϐirst 
learner to the whole space of input data and then to ϐit a 
second model to these residuals to tackle the drawbacks 
of a weak learner. This ϐitting process will be repeated a 
few times until the stopping criterion is met. The ultimate 
prediction of the model is obtained by the sum of the pre‑ 
diction of each learner. To learn the set of functions used 
in the model, XGBoost minimizes the following regular‑ 
ized objective.

𝑂𝑏𝑗 =
𝑁

∑
𝑖=1

𝐿(𝑦𝑖, ̂𝑦𝑖) +
𝑀

∑
𝑚=1

Ω(𝑓𝑚), 𝑓𝑚 ∈ 𝐹

Ω(𝑓) = 𝛾𝑇 + 1𝜆‖𝜔‖2

where 𝐿 is the loss function, 𝑛 is the number of observa‑ 
tions used, Ω is the regularization term, 𝜔 is the vector of 
scores in the leaves, 𝜆 is the regularization parameter, and 
𝛾 is the minimum loss needed to further partition the leaf 
node. Moreover, XGBoost can be extended to any user‑ 
deϐined loss function by deϐining a function that outputs 
the gradient and the Hessian (second‑order gradient) and 
passing it through the “objective” hyper‑parameter.
In addition, XGBoost implements several methods to in‑ 
crease the training speed of decision tree that are not di‑ 
rectly related to the accuracy of the ensemble. In par‑ 
ticular, XGBoost focuses on reducing the computational 
complexity to ϐind the best split. This is the most time‑ 
consuming part of decision tree algorithms. Split‑ϐinding 
algorithms typically list all possible candidate splits and 
select the one with the highest gain. This requires a lin‑ 
ear scan over each sorted attribute to ϐind the best split 
for each node. To avoid repeatedly sorting the data in 
each node, XGBoost uses a speciϐic compressed column‑ 
based structure in which the data is stored pre‑sorted. 
In this way, each attribute needs to be sorted only once. 
This column‑based storage structure allows ϐinding the 
best split for each considered attribute in parallel. Instead 
of scanning all possible candidate splits, XGBoost imple‑ 
ments a method based on percentiles of the data, testing 
only a subset of the candidate splits and calculating their 
gain using aggregated statistics. More detailed informa‑ 
tion and computational procedures of the XGBoost algo‑ 
rithm can be found in Tianqi Chen [5].

Fig. 7 – XGBoost level‑wise tree growth

Fig. 8 – LightGBM level‑wise tree growth

3.2.6 LightGBM (LGBM)
LightGBM is a gradient boosting framework that uses 
tree‑based learning algorithms [6]. It proposed to solve 
the problems of Gradient Boosting Decision Tree(GBDT) 
in mass data. The main difference is that the decision 
tree in LightGBM are grown leaf‑wise, as shown in Fig. 7 
and Fig. 8, instead of the traditional level‑wise that re‑ 
quires checking all of the previous leaves for each new 
leaf, which improves accuracy and prevents overϐitting. 
Moreover, LightGBM uses a histogram to identify the op‑ 
timal segmentation point. A histogram replaces the tra‑ 
ditional pre‑sorted, so in a sense, it sacriϐices accuracy 
for speed. There are three aspects of differences between 
LightGBM and XGBoost.

• First is the computational complexity. Compared
with XGBoost, LightGBM develops two kinds of meth‑ 
ods to reduce the dimensions of input features so
as to decrease the computational complexity. Based
on the graph algorithm, LightGBM employs Exclusive
Feature Bundling (EFB) to reduce the total number of
input features. At the same time, LightGBM utilizes
Gradient‑based One‑side Sampling (GOSS) to rank
the samples according to the gradients. The propor‑ 
tion of features with large gradients increases by se‑ 
lecting the features with large gradients and com‑ 
bining some randomly selected features with smaller
gradients.

• Second is the difference in strategy. LightGBM em‑ 
ploys a leaf‑wise strategy, while XGBoost employs a
level‑wise one. Resource wasting exists in XGBoost
for there are indiscriminate nodes split into all lay‑ 
ers even when the gain is minimal. On the other
hand, LightGBM only splits leaf nodes with the great‑ 
est splitting gains. Such a greedy operation will also
lead to overϐitting and extremely large tree depth, so
the tree depth in LightBGM should be constrained.

• Third is the scale of parallelization operation. Com‑ 
pared with XGBoost which focuses on the parallelism
of features, LightGBM can parallelly deal with the fea‑ 
tures, data processing, and voting operations, which
makes it be able to handle a larger data set.

2
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3.2.7 Summary of machine learning methods
In this subsection, we give a brief summary of all the al‑ 
gorithms described above.
The MLP performs well when evaluating a probabilistic 
performance metric. However, it is not particularly better 
at handling high‑dimensional data sets than other meth‑ 
ods due to the large number of parameters that need to 
be tuned.
The main strengths of SVM are its effects on high‑ 
dimensional data and on data sets in which the number 
of features is greater than the number of observations. It 
takes less memory consumption due to the use of support 
vector and the use of various kernel functions, which are 
used in the decision function. However, SVM would over‑ 
ϐit the model if the differences between the number of fea‑ 
tures and observations is too big.
One of the Decision Tree’s major strengths is that it is easy 
to understand and to analyze. The disadvantage of the De‑ 
cision Tree is that it is prone to overϐitting and has low 
generalization performance.
Random Forest, XGBoost, and LightGBM all belong to en‑ 
semble methods. Ensemble methods combine the pre‑ 
dicted results of multiple base estimators. So the results 
are improved as compared to some individual estimators. 
There are two main kinds of ensemble methods. The ϐirst 
one, such as Random Forest, includes techniques that con‑ 
sider results from many individual estimators and com‑ 
bine their results using the average. The second one, such 
as LightGBM and XGBoost, includes techniques that com‑ 
bine many weak estimators to get a decisive result of an 
ensemble.

4. EXPERIMENTATION AND EVALUATION
In this section, we use the differential data as input fea‑ 
tures and train the ML model with multiple ML algo‑ 
rithms. After training, we use evaluation data and differ‑ 
ent evaluation metrics to evaluate the model prediction 
capacity.
Note that there is no way to know in advance the best val‑ 
ues for hyper‑parameters, so ideally we need to try all 
possible values to know the optimal values. Doing this 
manually could take a considerable amount of time and 
resources and thus we use GridSearchCV to automate the 
tuning of hyper‑parameters which improves the training 
efϐiciency.

4.1 Feature reduction
Using ensembles of decision tree methods like XGBoost 
may not perform well if the input features have much 
noise, as this can result in overϐitting. In the feature vec‑ 
tors we use, due to the large number of features, the 
model training is not efϐicient and the training time be‑ 
comes very long. Some features not only do not con‑ 
tribute to the modeling, but increase the complexity of the 
model. From the point of view of machine learning, the 
reason for feature reduction is to shorten the model com‑

putational time and to decrease the number of observa‑
tions needed for a statistically accurate model. In terms
of network management, reducing the feature set means
that we can reduce the overhead of network monitoring.
So trying to reduce the number of features becomes very
important.
Generally, theRFandXGBoost have abuilt‑in function that
evaluates the importance of features. Some of the fea‑
ture importance bar graphplots based onRF andXGBoost
modeling are shown in Fig. 9. The features are sorted
based on their importance.
In both RF and XGBoost, activities/prefixes,
sent/current-prefixes, prefixes/total-entries
and as-path/total-entries show signiϐicant impor‑
tance compared to the other features. And these feature
importance ranking results seem reasonable: 1) when
the network goes down or the device goes down, the
outgoing bytes deϐinitely change; 2) the decline in the
number of the activated links decreases the number of
preϐixes; 3) decrease of the preϐixes changes the total
number of the entries; 4) failures of the nodes absolutely
affect the network‑outgoing‑packets.
However, there are large differences between RF and XG‑
Boost feature importance ranking results. For example,
address-family/total-memory has the highest rank in
the result of feature ranking of the RF method, while it
is not a key feature in the XGBoost method. Also, feature
network-outgoing-bytes stands as an important role in
XGBoost, while it is ranked much lower than many other
features by the RF method. Some studies have reported
that the feature importance ranking built‑in function of
RF is biased and unreliable [24]. Considering that, we
choose to use the features that are ranked by XGBoost in‑
stead of ranking results by RF method.
Take the result of XGBoost ranking for consideration. If
we take the peer router down as an instance, when the
peer device is down, according to the default BGP conϐig‑
uration on the experiment routers, after 180 seconds, the
link is down. Consequently, the number of next‑hops is
deϐinitely changed, and also the total number of octets re‑
ceived in input packets from the speciϐied address family
includes those received in error. Thesewill not only affect
the incoming and outgoing bytes but also cause drops of
the packets and reduction of current preϐixes. Some dif‑
ferences in features importance ranking could be a result
of features dependency. However, in general, the feature
rankings obtained in this paper are reasonable and bene‑
ϐicial for future studies.
Dropping features with a low score (no contribution or
low contribution to the model) will not inϐluence the ac‑
curacy (Fig. 10 and Fig. 11) but beneϐit the model by re‑
ducing training time (Fig. 12). Fig. 10 shows the accuracy
and precision using different numbers of features and
Fig. 11 shows the accuracy and recall. As thenumberof in‑
put features changes, precision of the failures Node Down,
Interface Down, BGP Injection, and BGP Hijack have
maintained a relatively high accuracy rate, while Packet
Loss & Packet Delay are relatively low. Recall of the
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Fig. 9 – Feature score and importance ranking (Left: RF, Right: XGBoost)

Fig. 10 – Accuracy and precision with different features

failures Node Down, Interface Down, BGP Injection,
and Packet Loss & Packet Delay have maintained a
relatively high accuracy rate, while BGP Hijack are rel‑
atively low.
The top 150 important features get the best performance
which is 94.17% of average accuracy. Also, it can be seen
that there are abrupt reductions on Interface Down and
slight reductions on other failures after the number of fea‑
tures is reduced to 30. So we can use only 30 features to
achieve a good performance, almost the same as the best
performance, and for the following experimentation, we
use these 30 features for training.

𝑃 𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑃 (1)

𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑁 (2)

𝐹 − 𝑚𝑒𝑎𝑠𝑢𝑟𝑒 𝑠𝑐𝑜𝑟𝑒 = 2 ∗ 𝑟𝑒𝑐𝑎𝑙𝑙 ∗ 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
𝑟𝑒𝑐𝑎𝑙𝑙 + 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 (3)

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇 𝑃 + 𝑇 𝑁
𝑇 𝑃 + 𝐹𝑃 + 𝑇 𝑁 + 𝐹𝑁 (4)

4.2 Evaluation
To measure ML‑based classiϐiers’ performance, we use
the following evaluation metrics: Precision, Recall, F‑
measure, and Accuracy. These metrics are calculated by

Table 3 – Comparison of detection accuracy of different algorithms

No. Method Accuracy Training
Time(s)

1 XGBoost 0.9369 0.33
2 LightGBM 0.9333 2.81
3 Random Forest 0.9274 0.80
4 MLP 0.8131 1.52
5 Decision Tree 0.8095 0.38
6 SVM 0.7905 5.53

Table 4 – Test cases for different labels

TypeNo. Type Name Test Cases
1 Node Down 64
3 Interface Down 72
9 BGP Injection 156
11 BGP Hijack 180
57 Packet Loss and Delay 368

Eq ((1)), Eq ((2)), Eq ((3)), and Eq ((4)) assigned with the 
number of True Positive (TP), False Positive (FP), False 
Negative (FN), and True Negative (TN).

Accuracy is the most intuitive performance measure and 
it is simply a ratio of correctly predicted observation to 
the total observations. Precision is the ratio of correctly 
predicted positive observations to the total predicted pos‑ 
itive observations. High precision relates to the low false 
positive rate. The recall is the ratio of correctly pre‑ 
dicted  positive  observations  to  all  observations  in  the 
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Fig. 11 – Accuracy and recall with different features

Fig. 12 – Training time with different features

Table 5 – Comparison of experimental results of different machine learning methods

Method XGBoost LightGBM
Evaluation Criteria Precision Recall F‑measure Precision Recall F‑measure

1: node‑down 1.00 1.00 1.00 1.00 1.00 1.00
3: interface‑down 0.99 1.00 0.99 0.99 0.97 0.98

5, 7: tap‑loss (delay) 0.88 1.00 0.93 0.87 1.00 0.93
9: ixnetwork‑bgp‑injection 1.00 1.00 1.00 1.00 1.00 1.00
11: ixnetwork‑bgp‑hijacking 1.00 0.71 0.83 1.00 0.70 0.82

Method Random Forest Decision Tree
Evaluation Criteria Precision Recall F‑measure Precision Recall F‑measure

1: node‑down 1.00 1.00 1.00 1.00 0.86 0.92
3: interface‑down 0.97 1.00 0.99 0.82 0.89 0.85

5, 7: tap‑loss (delay) 0.88 0.97 0.92 0.85 0.73 0.78
9: ixnetwork‑bgp‑injection 1.00 1.00 1.00 1.00 1.00 1.00
11: ixnetwork‑bgp‑hijacking 0.94 0.72 0.82 0.58 0.76 0.66

Method SVM MLP
Evaluation Criteria Precision Recall F‑measure Precision Recall F‑measure

1: node‑down 0.97 0.97 0.97 1.00 0.83 0.91
3: interface‑down 0.92 0.65 0.76 0.92 0.61 0.73

5, 7: tap‑loss (delay) 0.68 0.99 0.81 0.71 1.00 0.83
9: ixnetwork‑bgp‑injection 0.99 0.54 0.70 1.00 0.65 0.79
11: ixnetwork‑bgp‑hijacking 1.00 0.58 0.73 0.97 0.65 0.78
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(a) XGBoost (b) LightGBM (c) Random forest

(d) Decision tree (e) SVM (f)MLP

Fig. 13 – Comparison of confusion matrix of different models

actual class. But the difference from the precision rate is 
that the recall rate focuses more on the proportion of sam‑ 
ples which are True Positive (TP) that are successfully 
predicted. The F1 score is the weighted average of pre‑ 
cision and recall. Therefore, this score takes both false 
positives and false negatives into account. The core idea 
of F1 score is to improve precision and recall as much as 
possible while also hoping that the differences between 
the two is as small as possible.
Table 3 shows the total accuracy of different models. XG‑ 
Boost shows the best performance of accuracy with the 
least training time, and then LightGBM and Random For‑ 
est. Decision Tree, MLP, and SVM relatively show lower 
accuracy. Results prove the stable and outstanding per‑ 
formance of tree‑structured models, as well as the lifting 
performance of the ensemble learning methods. We be‑ 
lieve that the reason for the low accuracy of the Decision 
Tree is the overϐitting of the training model. As for MLP, 
the ϐinal classiϐication performance strongly depends on 
whether the optimal solution can be found. However, the 
back propagation algorithm in MLP tends to converge to 
the local optimum, so the classiϐication accuracy cannot 
be ensured. SVM yields the longest training time but the 
lowest prediction accuracy. The reason may be concluded 
into the inherent computational complexity of SVM and 
the inϐluence of the unrelated features in the data.
Table 5 shows the precision, recall, and F‑measure results 
of each machine learning method on different failures. It 
can be seen that Node Down failure can be well predicted 
in every model with high precision and recall.
Fig. 13 shows the diagonal of the confusion matrix repre‑ 
sents the number of samples that are correctly classiϐied, 
while others are wrongly classiϐied.

5. CONCLUSION
In this paper, we employ a highly practical and reliable 
approach to solve the problem about how to automati‑ 
cally and rapidly detect network and device failures. First, 
we deϐine a staged method including feature extraction 
from unstructured network logs, a differential approach 
to highlight the differences between normal and abnor‑ 
mal states and several ML models to realize failure classi‑ 
ϐication. Then, we apply the staged method to six popu‑ 
lar machine learning algorithms, including Decision Tree 
(DT), XGBoost, LightGBM, Multilayer Perceptron (MLP), 
Random Forest (RF), and Support Vector Machine (SVM). 
After a comparative evaluation, we reveal that the tree‑ 
based models (such as XGBoost) outperform others in de‑ 
tecting network failures. Third, we employ a model re‑ 
ϐinement method to sort the features according to their 
importance score. We conϐirm that with the most useful 
features can gain computational speed without obvious 
degradation of accuracy. Finally, we also ϐind that latency 
and loss are confused according to the RF confusion ma‑ 
trix so that they are hard to predict inherently.
Overall, our results achieve a reliable method for detect‑ 
ing network failures: almost 100% accuracy when de‑ 
tecting network and device failures, 86% accuracy when 
detecting packet loss and delay, and a total average of 
94% accuracy. At the same time, the proposed feature ex‑ 
traction and reϐinement method can reduce computation 
without degrading the performance.
From the evaluation results of different types of models, 
we know that different methods are capable of learning 
some parts of the problem, but not the whole space of 
the problem. This may constitute the potential objects for 
future studies. We can build multiple different learners 
and  we  use  them  to  build  an  intermediate  prediction,
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one prediction for each learned model. Then we add a 
new model which learns from the intermediate 
predictions of the same target.

6. FUTURE WORK
As for future work, we are aiming to compare different 
machine learning methods, for example, DT, MLP, RF, XG‑ 
Boost, etc. with different data sets, not only KDDI’s, to ex‑ 
plore clearer boundaries of the most suitable range be‑ 
tween each method so that we could take the optimal 
solution for diverse failures. In addition, analyzing the 
topology and applying graphical convolution networks at 
the stage of determining the importance of features 
might prove a promising result.
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